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Foreword

The enactment and notification of the IT (Amendment) Act, 2008 [ITAA 2008] has significantly strengthened
the data protection regime in India. Section 43A of ITAA 2008 mandates ‘body corporates’ to implement

‘reasonable security practices’ for protecting the ‘sensitive personal information’ of any individual, failing
which they are liable to pay damages to the aggrieved person. Indian businesses today are leveraging
contemporary technologies to deliver world class services and products, both in domestic and international
markets and the ITAA 2008 provides a promotional legal framework for addressing the technology risks
and for enhancing business growth. This development is also very significant, particularly for ensuring
sustained growth of the Indian outsourcing industry as it assures the clients and regulators abroad that
India is a secure destination for outsourcing, and has a legal framework in place for providing remediation
in case of any data breaches.

The Indian Government is expected to come out with detailed rules and regulations under the Act that will
explicitly define terms such as ‘reasonable security practices’ and ‘sensitive personal information’ amongst
others. In doing so, it has been actively engaged with the IT/BPO industry; and this study on ‘reasonable
security practices’ is part of the consultation process. Data Security Council of India (DSCI) partnered with
Tata Consultancy Services Ltd. (TCS) in conducting a review of the data protection regulations in select
countries with a view to understand the definition of practices adopted by them, since invariably all the
data protection laws talk about reasonable, adequate or appropriate practices.

It is the rule that has to provide sufficient guidance to the businesses on what is reasonable in a given
context. This report attempts to present different approaches for defining ‘reasonable security practices’.

We are hopeful that this joint study of DSCI and TCS will provide thought leadership and deep insights
into ‘reasonable security practices’ and ‘sensitive personal information’, and will thus contribute to the
continued growth of data protection culture in India.

Kamlesh Bajaj
CEO, DSCI
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Executive Summary

India’s data privacy and security ecosystem is evolving at a phenomenal pace – thanks to the economic
development, technological advances and socio-cultural transformation. In such a fast evolving data

privacy and security ecosystem, there is a need of a promotional legal framework which is capable of
providing guidance and direction to businesses, governments and individuals vis-à-vis their data privacy
& security related responsibilities, practices, rights, etc., and penalizing the entities that violate the data
protection norms established by the law.

In the absence of a specific privacy related regulation in India, ITAA 2008 – clause 43A is a step in the right
direction to protect the privacy rights of the individual in the digital economy and bringing individual
privacy into focus. Clause 43A, ITAA 2008 states:

“Where a body corporate, possessing, dealing or handling any sensitive personal data or information in a computer
resource which it owns, controls or operates is negligent in implementing and maintaining reasonable security
practices and procedures and thereby causes wrongful loss or wrongful gain to any person, such body corporate shall
be liable to pay damaged by way of compensating to the person so affected.”

The Indian Government is currently in the process of formulating rules pertaining to the implementation
of this clause. These rules will provide directions and guidelines vis-à-vis ‘sensitive personal information’
and set forth ‘reasonable security practices and procedures’ amongst addressing other elements of this
clause.

Following are the areas within this ITAA 2008, clause 43A that have been discussed and analyzed in this
report from a data privacy & security perspective:

The term ‘body corporate’ as defined in the ITAA 2008, does not cover government organizations/
agencies as these organizations / agencies do not indulge in commercial or professional activities.
With Indian government leveraging technology to deliver services to citizens and in the process
collecting, processing, storing, using, transferring and disposing citizens’ sensitive personal
information through the information systems owned by the government, it becomes critical for
the government to safeguard citizens’ sensitive personal information.

The focus of ITAA 2008, clause 43A is to ‘secure’ the sensitive personal information by making the

(iii)
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body corporates that process, deal and handle liable for causing wrongful loss or wrongful gain
to any person. In the absence of any specific data privacy law in India, the ITAA 2008 needs take
a holistic approach towards data privacy wherein ‘security’ is considered as one of the elements
in addition to other equally important data privacy elements like ‘choice & consent’, ‘collection
limitation’, ‘notice’, ‘use limitation’, ‘disclosure to third parties’ amongst others. The Indian
government is expected to include Privacy Principles through the issuance of rules pertaining to
clause 43A, ITAA 2008.

ITAA 2008 in its present form does not explicitly define ‘sensitive personal information’, though
government is expected to do the same through the issuance of rules pertaining to clause 43A,
ITAA 2008. When defining ‘sensitive personal information’, it becomes very important to take into
consideration the evolving data privacy and security ecosystem of India. To categorize any
particular data element as ‘sensitive personal information’, it could be analyzed from three primary
overlapping perspectives:

Content - Personal information that ‘by content’ can be considered sensitive should be
included in the purview of ‘sensitive personal information’. Example – Biometric data,
Digital copies of personal photographs, Digital copies of ID Cards (license, passport,
etc.)
Purpose - Personal Information that is used for authorization and authentication of any
individual in any transaction / process. Example – User registration information, Internet
banking user id and password, etc.
Impact - Personally identifiable information that could cause adverse impact in the
form of embarrassment and / or harm to an individual. Example – Sexual Preferences,
Health Information, etc.

Major data protection laws and regulations around the world advocate implementation of reasonable /
appropriate / necessary / minimum security practices / procedures / measures / controls. But the way
‘reasonability’ is addressed varies with each regulation / country. Internationally, the guidance and direction
with respect to ‘reasonability / appropriateness / necessary’ of security measures / safeguards is provided by
either:

The law itself (Germany – Federal Data Protection Act, US – Massachusetts Privacy Law)
The statutory authorities enacted by the law (UK - Information Commissioner’s Office, Australia -
Office of Privacy Commissioner)
Provisions in the law for formulation of guidelines (Japan – Act on the Protection of Personal
Information, Japan)

The Indian Government is also expected to explicitly define and provide direction and guidance with
respect to ‘reasonable security practices’. This report discusses the following approaches for defining ‘reasonable
security practices’ and pros & cons associated with each approach:

(iv)
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Prescribing ISO 27001 standard for adoption by ‘body corporate’
Defining country wide data protection standards by engaging & consulting industries, state
governments, legal authorities, regulators, defense, CERT-In, DSCI and other important agencies
and taking inspiration from ISO 27001 standard, NIST 800-53, CoBIT, ITIL, IT Security Guidelines for
Certifying Authorities as prescribed in IT Act 2000 amongst others.
Defining sector / industry specific standards within a national privacy framework wherein the
Indian Government will establish relevant data privacy principles at a national level within which
sector specific standards could be developed and enforced by:

Existing Industry Regulators for specific industries like Banking, Capital Markets,
Insurance, etc.
CERT-In for Government sector
Industry associations for sectors that do not have a regulator

In one of its earlier submissions to the Indian Government, DSCI after consulting the industry and studying
the concept of ‘reasonable security practices’ internationally, recommended the Indian Government to
propose a combination of ISO 27001 and OECD Privacy Principles for design and operation of Information
Security Management System (ISMS) as per the needs of an organization, based on information assets and
risk assessment. Based on these principles, a body corporate should develop and implement its own data
protection standards and declare that it is following ISO 27001 principles. It may not be required to be
audited, but in the event of a security breach, it should be able to show to investigators that it was
following its practices, and that they were in conformance with its written security policy, and that the
controls were commensurate with the assets being protected. These would constitute ‘reasonable security
practices’. Failure to implement it may be construed as negligence on the part of the organization, thereby
making it liable under section 43A of ITAA 2008.

(v)
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1 Introduction

To establish a promotional legal framework with respect to evolving data privacy and security ecosystem
in India and strengthen the data protection regime in India, Government of India in consultation with

the industry amended the IT Act 20001  in year 2008 to include clause 43A which states:

 “Where a body corporate, possessing, dealing or handling any sensitive personal data or information in a computer
resource which it owns, controls or operates is negligent in implementing and maintaining reasonable security
practices and procedures and thereby causes wrongful loss or wrongful gain to any person, such body corporate shall
be liable to pay damaged by way of compensating to the person so affected ”

The Indian Government is currently in the process of formulating rules pertaining to the implementation
of this clause. These rules will provide directions and guidelines vis-à-vis ‘sensitive personal information’
and set forth ‘reasonable security practices and procedures’ amongst addressing other elements of this
clause.

Data Security Council of India (DSCI)2  – a not-for-profit company in its mission ‘to create trustworthiness
of Indian companies as global sourcing service providers, and to assure clients worldwide that India is a
secure destination for outsourcing where privacy and protection of customer data are enshrined in the
global best practices followed by the industry’ also has a role to play in determining reasonable security
practices in specific industries, and in specific cases. DSCI in partnership with TCS conducted this study to
achieve the following objectives:

Understand and analyze the international data protection regulatory landscape
Understand and analyze ITAA 2008 with respect to the terms - ‘body corporate’, ‘sensitive personal
information’ and ‘reasonable security practices’
Benchmark ITAA 2008, clause 43A with international data protection regulations
Comment on the adequacy and coverage of ITAA 2008, clause 43A with respect to Indian context
Discuss and recommend different approaches for establishing ‘Reasonable Security Practices’

By achieving the above objectives this study intends to give insights, highlights issues and provide
recommendations vis-à-vis formulation of rules under the ITAA 2008, clause 43A.

1 http://www.mit.gov.in/content/view-it-act-2000
2 http://www.dsci.in/
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2 Evolving Privacy and Security Ecosystem

The word Privacy is derived from the Latin word privatus, and is defined as the ability of an individual to
seclude himself / herself or information about himself / herself thereby revealing only selectively.

Privacy as a concept is broader than security and means different things in different contexts. It can be
physical, informational, organizational, spiritual and intellectual. Different people, cultures, and nations
have varied opinions / expectations about how much privacy a person is entitled to or what constitutes an
invasion of privacy.

As depicted in the diagram above, the data privacy ecosystem is governed primarily by the following four
forces viz. Services, Technology, Legal Framework & Entities; and evolves constantly as a result of the
changing demographics. Various technological Innovations like Biometrics, Cloud Computing, Wireless
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technologies, Data mining technologies, rising Internet penetration, etc. are molding the data privacy
ecosystem in a significant way. According to Zinnov Management Consulting research firm, India’s cloud
computing market will be worth $1 billion in next five years, from nearly $110 million currently3 . Another
study by Indian Market Research Bureau (IMRB) with Internet & Mobile Association of India revealed that
the internet community in India grew by a spectacular rate of 42% in 2009 from a year ago4. Forrester, a
market research company, estimates the number of Internet users in India currently to be 52 million and
expects it to increase at an average growth rate of 10-20 %. As per Forrester press release on ‘Global Online
Population Forecast, 2008-2013’5 , India will be amongst the top 3 countries in the world, after China and
US, with the most internet users by year 2013. The growing usage of the Internet in India is modifying the
culture enormously and has already changed the way in which various entities interact on a day-to-day
basis. Intensive usage of personal data while carrying out e-transactions and ever growing web content is
changing the perception of privacy in Indian society.

IT Outsourcing and increased digitization are modifying the communication channels in Banking, Telecom,
Finance, Education sectors, etc. According to the Celnet report, ‘Payments in India is going e-way’, e-
transactions currently account for 30% of the total transactions, 75% of the total payment value is found
in the electronic form. Similarly, card circulation - both credit and debit - is on the verge of hitting 200
million this year. Another report by a marketing research company ‘Vital Analytics’ reveals that approximately
43 million urban Indians used their mobile phones to access banking services during quarter ending
August, 2009, a reach of 15% among urban Indian mobile phone users.6

E-Governance projects like e-district are revolutionizing the way government reaches out to its citizens
with a focus on the weaker sections for ensuring inclusive growth. The e-district project is aimed at e-
enabling the delivery of high-volume citizen-centric services such as issue of certificates, pension and
ration card related services, at the district level. Another ambitious government program “Aaadhaar” plans
to assign unique identification number to over one billion Indians by leveraging technology.

Redesigning of business models and service delivery models powered by technology – Internet, Web
technologies, Wireless technologies, Mobile computing, Biometrics, etc. is changing the contextual scope
of privacy in India.

India, in its pursuit of becoming global economic superpower, is witnessing unprecedented socio-cultural
changes – from being a ‘collective’ society to becoming a more ‘individualistic’ society, ignited by technological

3 http://economictimes.indiatimes.com/infotech/software/Cloud-computing-biz-may-touch-1-bn-

in-5-years/articleshow/6080458.cms
4 http://economictimes.indiatimes.com/infotech/internet/Indian-internet-users-grow-to-71-million-

IMRB/articleshow/5703745.cms
5 http://www.forrester.com/ER/Press/Release/0,1769,1296,00.html
6 http://www.wirelessduniya.com/2009/10/09/mobile-banking-in-india-set-to-explode-43-million-

users-icici-biggest-on-mobile-screen-with-17-75-million-users/
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advances, financial independence of the fairer sex, rise in individual’s earning and spending capability,
transformation to nuclear families amongst others. Adding to this transition is the phenomenal increase
in India’s interaction with the global community, especially the developed world– thanks to the outsourcing
industry, reverse brain drain and international tourism. In such a complex and evolving privacy landscape,
Indian State’s role in safeguarding individuals’ privacy becomes pivotal in ensuring India’s success as a
digital global economy.

Legal Framework defines the boundaries within which different elements of data privacy interact and
evolve. The Indian legal system addresses cyber security and data protection issues with various enactments,
namely7 ,

(i) The Indian Telegraph Act, 1885
(ii) The Indian Contract Act, 1872
(iii) The Specific Relief Act, 1963
(iv) The Public Financial Institutions Act, 1983
(v) The Consumer Protection Act, 1986
(vi) The Credit Information Companies (Regulations) Act, 2005
(vii) The IT (Amendment) Act, 2008

With the evolving data privacy ecosystem, Indian Government is also gearing to strengthen the privacy
protection measures. Amendments in IT Act 2000 in year 2008 reflect government’s commitment towards
the need of hour and strengthening the data protection regime in India. ITAA 2008, clause 43A is a step in
the right direction as it intends to protect ‘sensitive personal information’ by penalizing body corporate
that fails to implement ‘reasonable security practices’. Further to ITAA 2008, Department of Personnel and
Training (DoPT) under Government of India is also working on enacting India’s first ‘specific’ law to safeguard
privacy. Once in place, the law will effectively recognize the right to privacy of an individual. It is likely to
contain specific rules that will address any breach of a citizen’s right to privacy and include safeguards
against potential violations of the law even by the government.

Where government is ascertaining the measures for protecting the individual privacy; regulatory bodies,
law enforcement agencies (LEA), businesses and corporates also hold equal responsibility. The regulatory
bodies need to understand the industry specific privacy needs and issue specific and granular set of
guidelines in order to provide direction and guidance to the industry under their purview. Law enforcement
bodies need to update themselves with latest technology, trends, etc. and need to regularly hone their
skills to combat cyber crime. The responsibility of the businesses and corporates is to build, implement and
continuously monitor a risk based data protection program, create awareness amongst individuals /
employees / customers / consumers and ensure compliance to data protection laws either through self-
regulation or co-regulation.

7 DSCI’s Policy Paper: Privacy in India
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3 Regulatory Landscape

Regulatory landscape comprises of Legal Frameworks, Laws, Rules & Regulations, Policies, Guidelines
and Standards designed to control human or societal behavior. These regulations are necessary for

smooth functioning of business & government activities and protecting the rights, privileges and privacy
of an individual. Regulations can take many forms like legal restrictions promulgated by a government
authority or self-regulation by an industry through trade association, social regulations like netiquettes,
co-regulations, market regulations etc.

Study of regulatory landscape around the world reveals that the regulations can be categorized as follows:

3.1 Generic versus Prescriptive

Though most of the regulations mandate implementation of reasonable/appropriate/necessary/minimum
security practices/procedures /measures /controls, the degree of prescription varies with each regulation.
For example, California State Law - Assembly Bill 1950 requires “a business, other than specified entities,
that owns or licenses personal information about a California resident to implement and maintain
reasonable security procedures and practices to protect personal information from unauthorized access,
destruction, use, modification, or disclosure” but does not further define these reasonable security procedures
and practices though the regulation exempts businesses that are governed by HIPAA, the California
Financial Information Privacy Act, or any federal law that provides greater protection to personal information
than Assembly Bill 1950.

The lack of specifics, as in the case of Assembly Bill 1950 leaves businesses struggling to understand their
scope and implement security practices sufficient to avoid liability under the relevant regulation, in this
case Assembly Bill 1950.

Some of the other regulations are more prescriptive and provide guidance in terms of defining reasonable/
appropriate/necessary/minimum security practices/procedures/measures/controls as described below:
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8 www.mass.gov/Eoca/docs/idtheft/201CMR1700reg.pdf
9 http://csrc.nist.gov/groups/SMA/fisma/index.html
10 http://en.wikipedia.org/wiki/Federal_Information_Security_Management_Act_of_2002
11 www.bdd.de/Download/bdsg_eng.pdf
12 www.ftc.gov/privacy/privacyinitiatives/glbact.html
13 http://en.wikipedia.org/wiki/Health_Insurance_Portability_and_Accountability_Act
14 https://www.pcisecuritystandards.org/
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3.2 State versus National Regulations

There are country / region / state specific regulations encompassing organizations (the definition of
organization may vary with each regulation) that collect, process, store, transfer, disclose, and use data of
the residents within that country / region / state. Based on the area of jurisdiction and applicability to
specific geography, regulations can be classified as State Regulations or National Regulations. Some
examples are mentioned in the table below:

Apart from the classification mentioned in the table above, there are regulations which go beyond
borders and are applicable to a group of Nations (two or more) or a region/geography. US-EU Safe
Harbor17  mechanism & US-Switzerland Safe Harbor mechanism are the examples of agreements for
promoting trade transactions between the two countries. Similarly, the EU Data Protection directive and
OECD guidelines provide for controls governing privacy protection & trans-border flows of personal data.

3.3 Functional Regulations versus Entity Regulations

Regulations can be segregated based on whether they cover a specific sector or whether they cater to a
functional area / domain spanning across sectors. Regulations which cater to the requirements of a sector/
industry can be classified as Entity Regulations, while regulations which belong to a functional area and
span across various industry sectors can be classified as Functional Regulations. For example, ‘lending’ of
money can be categorized as a function and any organization irrespective of the industry / vertical it
belongs to can perform the ‘lending’ function, i.e., a financial institution can lend money and an educational
institute can also lend money though both are from two different sectors – financial services and education
industry respectively. The examples of regulations pertaining to these two types of categories have been
mentioned in the table below:

15 http://www.bbbonline.org/understandingprivacy/library/fed_statePrivLaws.pdf
16 http://info.sen.ca.gov/pub/03-04/bill/asm/ab_1901-1950/ab_1950_bill_20040929_chaptered.pdf
17 http://www.export.gov/safeharbor/
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3.4 Self-Regulation versus Co-Regulation

Another way to classify the regulations is to categorize them based on the implementation mechanism.
Self-regulation emerged in traditional European environment when the broadcasting regulations started
becoming too complex - overburdening the covered entities. Also industry’s interest to keep the State out
of its affairs resulted in emergence of self-regulation within the overarching state laws; which meant that
industries acted under the threat that the State may intervene if any compromise is discovered or public
interest is seriously threatened.

The modern self-regulation started in the US with industry associations defining their own code of
conduct and only those who adhered to these self-defined rules were entitled to become members.
Whoever did not follow the rules voluntarily faced sanctions like being excluded from the association
and/or making accusations public (as they could not be legally penalized). There are other domains of self-
regulation (pre- Internet age), the most prominent being the classification of films and movies, newsprint,
which is mandatory in most European States.

In the post Internet age, a new field of industry self-regulation emerged with respect to the Internet. This
was based on codes of practice that regulate issues like respect for privacy, public decency, protection of
minors, accuracy or the application of filtering software. “Netiquette” was the first informal code of conduct
that was developed by the users who wanted to utilize the Net for themselves in a civilized way and not

18 www.ferc.gov
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by any industry representatives. With the rise of globalization and multinational corporations there is a
pressing need for more effective self-regulation. EU Data Protective directive19  (95/46/EC) and national
legislation in many states allow for the appointment of the corporate data protection officials (DPO). The
role of DPO can help in achieving this goal.

If the State and the private regulators co-operate in joint institutions, this is called ‘co-regulation,’ Japan’s
Act on the Protection of Personal Information has made provision for ‘co-regulation’ by authorizing ‘Personal
Information Protection Organization’ under section 2 of the Act - ’Promotion of the Protection of Personal
Information by Private Institutions’. The authorized ‘Personal Information Protection Organization’ is given
the responsibility to:

Develop and publicly announce guidelines (‘personal information protection guidelines’) in
conformity with the purport of the provisions of the Act
Provide guidance, recommendations, information and take other measures necessary in order to
have its target entities observe the respective personal information protection guidelines
Handling complaints about the handling of personal information by the target entities

Apart from setting up ‘Personal Information Protection Organization’, the basic policy issued by the
Government under the aegis of the Act, acknowledges the role and importance of trade associations in
each field of business:

“In the initiatives of each business field related to the protection of personal information, traditionally the guidelines
formulated by trade associations, etc. has fulfilled an important role in promoting the initiatives of businesses in
combination with the guidelines formulated by the Ministries. Accordingly, the consistent review, formulation, and
public announcement of guidelines (personal information protection guidelines), etc. applicable to the actual situation
in the field of business by trade associations, etc. is desirable. In addition, it is also desirable for them to make efforts to
provide necessary leadership to businesses. During this process, the Ministries shall provide necessary support in response
to the needs of the trade associations, etc.”20

3.5 Data Protection versus National Security

Regulations can be categorized based on the underlying purpose i.e. whether it is to protect Individual
Privacy or National security.  Where on one hand the civil privacy legislation such as Family Educational
Rights and Privacy Act (FERPA) of 1974, the Health Insurance Portability and Accountability Act (HIPAA) of
1996, and the Gramm-Leach-Bliley Act safeguard the individuals’ interests; there are specific regulations
like USA-PATRIOT Act of 2001 and the Homeland Security Act of 2002 for national security, information-
sharing & antiterrorist legislations on other hand.  Information sharing agreement signed between US and
EU under the ‘Terrorist Finance Tracking Program’ (TFTP) is another such example of safeguarding national
interests wherein the two parties agree to share ‘financial transfers’ related data for the exclusive purpose

19 http://ec.europa.eu/justice_home/fsj/privacy/
20 Basic Policy on the Protection of Personal Information
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of prevention, investigation, detection or prosecution of terrorism or terrorist financing though giving full
respect for the privacy, protection of personal data, and other conditions set out in the Agreement.

National Security regulations hold higher priority over data protection regulations in case of conflict
arising in applicability. In events of national security like after 9/11 attacks in US, orders were executed
under National Security Agency (NSA) Surveillance Program to conduct surveillance of certain telephone
calls without obtaining a warrant from Foreign Intelligence Surveillance Court (FISC) as stipulated by
Foreign Intelligence Surveillance Act (FISA). Some of Data protection regulations provide exemptions /
exceptions on the provisions of protection of personal data with respect to safeguarding national security.
For example, ‘National Security’ section within the Part IV – ‘Exemptions’ of the Data Protection Act of UK,
categorically exempts personal data from any provisions of the data protection principles if the exemption
from that provision is required for the purpose of safeguarding national security.
The Indian IT (Amendment) Act, 2008 has clauses that address both the Data Protection and National
Security within the same law.

21 www.ftc.gov/ogc/coppa1.htm
22 http://en.wikipedia.org/wiki/USA_PATRIOT_Act
23 http://www.dhs.gov/xabout/laws/law_regulation_rule_0011.shtm
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4 Analysis of ITAA 2008

The Indian IT (Amendment) Act, 2008 has introduced clause 43A – “Where a body corporate, possessing,
dealing or handling any sensitive personal data or information in a computer resource which it owns, controls or

operates is negligent in implementing and maintaining reasonable security practices and procedures and thereby causes
wrongful loss or wrongful gain to any person, such body corporate shall be liable to pay damaged by way of compensating
to the person so affected” to protect the privacy of consumers / customers / citizens.

The following are the areas within this IT Act that need to be discussed and analyzed from a data privacy
& security perspective:-

4.1 Definition of ‘Body Corporate’

ITAA 2008, clause 43A is applicable to “body corporate” which is defined as “any company and includes a firm,
sole proprietorship or other association of individuals engaged in commercial or professional activities”.  Based on the
definition of the term ‘body corporate’ it can be implied that this clause is not applicable to government
organizations that do not indulge in commercial or professional activities – like Income Tax department,
Consular Passport & Visa Division, Regional Transport Offices, etc.

With the advent of e-governance, government organizations both at central and state level are fast
adopting technology to automate their processes and procedures in order to deliver effective, efficient
and transparent services to Indian citizens. The amount and sensitivity of information possessed, dealt and
handled by these government agencies is very high. The information systems used to deliver e-governance
services are exposed to all kinds of external and internal cyber threats as are faced by the ‘body corporate’
or perhaps even higher as these systems are critical from national standpoint (national reputation) and are
potential targets for hackers globally. Thus bringing the government agencies within the purview of this
clause is crucial in safeguarding the privacy of Indian citizens. Internationally,

UK Government organizations are under the purview of UK Data Protection Act – “a body
incorporated under the law of, or of any part of, the United Kingdom”
German Federal Data Protection Act applies to “Public Bodies of the Federation” along with  the
private bodies
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Canadian Privacy Act24  sets rules on how institutions of the federal government must deal with
personal information of individuals
USA Privacy Act of 1974, E-Government Act of 2002 and Federal Information Security Management
Act (FISMA) have been specifically designed for US federal agencies to ensure information privacy
and security
Australian Privacy Act defines two different sets of Privacy Principles – Information Privacy Principles
for government agencies and National Privacy Principles for some private sector organizations.

4.2 Inclusion of Privacy Principles

In the absence of a specific privacy related regulation in India, IT (Amendment) Act, 2008 – clause 43A is a
step in the right direction to protect the privacy rights of the individual in the digital economy. However,
the IT (Amendment) Act, 2008 limits its scope to ‘implementing and maintaining reasonable security
practices and procedures’ when possessing, dealing and handling of the sensitive personal data by ‘body
corporate’ and does not specifically address the ‘collection’ and ‘use’ of this sensitive data by the ‘body
corporate’ amongst other prevalent privacy principles, though the Indian government is expected to
include Privacy Principles through the issuance of rules pertaining to clause 43A, ITAA 2008.

Recommendation: The Indian Government may refer the following regulations / frameworks to include
various aspects of data privacy other than ‘processing, dealing and handling’
of sensitive personal data including collection and use. Some of the
important regulations / frameworks that can be referred by the Indian
Government are:

Australia Privacy Act 198825  - mandates eleven Information Privacy
Principles and ten National Privacy Principles
EU Data Protection Directive - advocates ten Privacy Principles
APEC Privacy Framework26  - advocates nine Privacy Principles
OECD Privacy Guidelines27  - advocates eight Privacy Principles
DSCI Privacy Principles and Framework - advocates nine Privacy
Principles based on global privacy best practices and frameworks

It is critical to address all the principles of privacy other than processing, dealing and handling of information
as each privacy element is a critical ‘cog’ in the ‘wheel’ of data protection regime (‘security’ being one of the
privacy elements). Adopting all the applicable principles of privacy in the ITAA 2008, clause 43A becomes
even more critical from an Indian context as Indians are less aware and educated about their privacy rights
and it is the responsibility of the Indian Government to protect their privacy by penalizing information
misuse.

24 http://www.priv.gc.ca/index_e.cfm
25 http://www.privacy.gov.au/law
26 http://www.ag.gov.au
27 http://www.oecd.org
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Some of the key privacy principles are discussed below:

‘Choice and Consent’ principle requires organizations to describe the choices available to
individuals and subsequently obtain their implicit or explicit consent vis-à-vis collection, use and
disclosure of their personal information. Currently, in the absence of any specific privacy legislation
in India, there is no provision for regulating the organizations vis-à-vis adopting ‘Choice and
Consent’ privacy principle. Adding to this is the casual attitude / unawareness of individuals who
at most of the times sign (provide consent) the registration forms (online, offline) without even
reading the contents of the agreement.

‘Collection Limitation’ principle advocates that the information collection from individuals by
any organization should be done by lawful and fair means, for an identified purpose and only
necessary information is collected. Currently in India, in the absence of any specific privacy
legislation, there is no provision to regulate organizations information collection mechanisms
and to ensure that organizations do not collect more information than is necessary for providing
services to the individuals. ‘Collection Limitation’ principle when enforced will help to curb any
malpractices at the collection stages itself thereby reducing the probability of misuse of individuals’
personal information.

‘Notice’ principle advocates that organizations should provide clear and easily accessible statements
about their data privacy policies and practices including the fact that personal information is
being collected and the purpose of collection, usage, retention and disclosure of the personal
information. Additionally, the organizations should provide their identity, location of operations
and information on how to contact them about their practices vis-à-vis handling of personal
information. Providing such notifications establishes transparency and educates the individuals
helping them take informed decision with respect to information sharing. Also, such notifications
make organizations liable to execute its privacy policies and practices as defined in the respective
statement.

‘Use Limitation’ principle advocates that organizations should use the personal information
collected only for the purposes as identified in the notice after taking implicit or explicit consent
from the individual. Under this principle, personal information should be retained by the
organizations only as long as necessary to fulfill the stated purposes and is destroyed, when it is
no longer required, in accordance with the identified procedures. This principle will ensure that
personal information is collected only for intended and agreed purposes and is destroyed
appropriately once this information has served its purpose. This principle will drive organizations
to revise their data archival & purging policies (vis-à-vis personal information) thereby reducing
risks of personal information misuse.

‘Disclosure to third parties’ principle advocates disclosure of personal information by the
organizations to third parties only for the purposes identified in the notice and only with the
implicit or explicit consent of the individual. Additionally, the organizations should make sure
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that the third-party adheres to all applicable privacy principles. As an alternative, the organization
can enter into a written agreement with such third party requiring third party to provide at least
the same level of privacy protection as required by the relevant principles. However, this principle
may not be applicable when disclosing personal information to government or law enforcement
authorities. Currently in India, in the absence of any privacy specific legislation, there is no
provision to ensure that business practices legally consider:

taking consent of an individual before disclosing his / her personal information to any
third party
including such privacy principles in the contracts signed between the organization and
third party  leaving a significant legal lacuna in safeguarding of personal information
misuse by third party

4.3 Defining ‘Sensitive Personal Information’

This clause has been formulated with the intent to protect ‘any sensitive personal data or information.’ As
per the Act ‘sensitive personal data or information’ means ‘such personal information as may be prescribed
by the Central Government in consultation with such professional bodies or associations as it may deem
fit.’ The government is expected to explicitly define ‘sensitive personal information’ through the issuance
of rules pertaining to clause 43A, ITAA 2008.
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Based on the definition of personal data as defined in the regulations around the world, it can be inferred
that these regulations intend to protect personal data that makes a person identifiable. Some of the
regulations go a step further in defining the sensitivity of this personal data. Sensitive personal data
includes information about individual’s political opinions, religious beliefs, sexual preferences, etc. and its
definition may vary with the country / region where it is defined as each country / region has its own data
privacy culture. For example, ‘caste’ of an individual may be considered ‘sensitive’ in some countries though
it may not constitute ‘sensitive personal information’ in others. Therefore each country / region needs to
decide what constitutes ‘sensitive’ in their respective cultures and should define ‘sensitive personal
information’ accordingly.

Recommendation:  The implementation rules with respect to ITAA 2008 to be released by the Indian
Government are expected to explicitly define ‘sensitive personal information’. The Indian Government may
take into consideration the evolving data privacy and security ecosystem of India when defining ‘sensitive
personal information’. This will help the Indian Government determine what constitutes ‘sensitive’ in the
Indian culture / context. The section 4.3.1 below describes an approach for defining ‘sensitive personal
information’ and also discusses some key data elements within the Indian context that can be categorized
as ‘sensitive personal information’.

4.3.1 Approach for Defining Sensitive Personal Information in Indian Context

In order to define ‘sensitive personal information’ in the Indian context, the following model based on
three key attributes of any information can be used. To use this model, one should take any particular data
element and analyze it from the three perspectives as defined in the model, i.e., content, purpose and
impact. Please note that particular personal information could satisfy all the three attributes.

1.     Content: Personal information that ‘by content’ can be considered sensitive should be included in the
purview of ‘sensitive personal information’. This type of data is sensitive ‘by content’ as it is unique
representation of any individual. Examples:

Biometric data
Digital Signatures
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Digital copies of personal photographs
Digital copies of ID cards (license, passport, voter ID card, PAN card, ration card, etc.)

2.    Purpose: Personal Information that is used for authorization and authentication of any individual in
any transaction / process (for providing services to the individual) should be considered as sensitive
personal information. Example: - Combination of Individual’s Name, Address, Date of Birth, Mother’s maiden
name should be considered as ‘sensitive personal information’ as this information is used by some agencies/
businesses including Banks in India for authorization and authentication of a customer. Similarly the
following information (but not limited to) constitutes sensitive personal information:

Debit card number and ATM PIN
Internet banking user id and password
Credit card number and online authorization code
User id and password for accessing individual’s laboratory test reports online

3.    Impact: Compromise of any personally identifiable information that could cause an adverse impact in the
form of embarrassment and / or harm to an individual should be included in the definition of ‘sensitive
personal information’. The adverse impact could be financial loss, reputational loss, identity theft, loss of
life, etc. Examples of such personal information include:

Health information – AIDS, genetic history, breast cancer, fertility, virginity, psychological details,
etc.
Political beliefs – voting information of any individual
Internet browsing, search, download and upload history
Financial health / status
Life insurance details
Sexual preferences – gays, lesbians
Criminal record
Caste – caste based politics, reservation, etc.

4.3.2 Key Data Elements

In this section, some of the key data elements with respect to Indian context have been described and
discussed. These key data elements essentially qualify as ‘sensitive personal information’ when analyzed
from an Indian perspective.

4.3.3.1 Biometric Data

The deployment of biometric technology for authentication and authorization has been on a significant
rise in India as a result of:

rising external and internal threats – international terrorism, naxalism, rise in crime & theft cases,
etc, and
use of biometric technology in delivering economic benefits and achieving operational efficiency



R e a s o n a b l e  S e c u r i t y  P r a c t i c e s  -  I T  ( A m e n d m e n t )  A c t , 2 0 0 8

18

In India, biometric technology has traditionally been used for providing authorized physical access to
highly secured areas like Datacenters but increasingly biometrics technology is being used for authentication
in providing services to individuals. For example Road Transport Office (RTO) captures fingerprints of the
resident for issuance of a driving license.

India’s ambitious countrywide initiative ‘AADHAAR’ intends to accelerate this trend as it plans to assign a
unique ID to all the residents and in this process capture individuals’ biometrics details along with other
demographic data for authentication, thus creating a single, central country wide residents database
containing their personal information including biometric data (all ten fingerprints, iris scan and photograph).
Though getting a UID number is not mandatory for residents, it is envisioned that going forward majority
of the businesses, governments (central and state), NGOs will use UID number for authentication of
customers / citizens before providing the relevant services & benefits like opening a bank account, issuing
passport, issuing driving license, providing health care services, education, employment, food distribution, etc.

When access to such critical services and benefits will depend on the biometric based authentication of the
individual, it becomes crucial to ensure the privacy of the biometric data throughout its lifecycle including
collection, transmission, processing, storage, use and disposal. Any compromise of this sensitive data may
lead to:

Services and benefits being denied to authorized person
Services and benefits being availed by unauthorized person
Identity theft
Data manipulation

The following recent news on BBC illustrates the risks involved in use of biometric technology for
authentication - BBC news reported a biometric fraud case in Japan wherein a Chinese woman managed
to enter Japan illegally by having plastic surgery to alter her fingerprints, thus bypassing immigration
controls.28

Adding to the sensitivity / criticality of biometric data is its ‘non recoverable’ attribute, i.e., unlike a secret
password which an individual ‘knows’ and can change or recover, biometric data once compromised
cannot be changed / recovered by the victim. Therefore there is a strong need for protecting biometric
information and such information should be included in the definition of ‘sensitive personal information’
under clause 43A of ITAA 2008.

4.3.2.2 User Registration Information

Businesses, Governments and NGOs collect customers’ / consumers’ / citizens’ personal information
(mandatory and optional) like Name, Date of Birth, Address, Contact Number, Email Address, Parents
details, etc. Combination of this personal information is then used by these entities for processing
transactions/ providing services to the customers / citizens. Today in India, in the absence of specific

28 http://news.bbc.co.uk/2hi/asia-pacific/8400222.stm
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privacy regulation, this information is being potentially misused by the organizations for the purpose of
telemarketing, online advertising (for up-selling and cross-selling), marketing research, behavior analysis
etc. In fact, selling and buying of individuals’ personal information has become a profitable business for
many organizations/ individuals in India. Adding to this misuse is the relatively ‘open’ culture wherein
people provide personal information easily, without understanding the implications and this attitude
encourages / helps organizations to collect more personal information than is necessary for providing a
particular service. Though such user information may be available from other sources (like user profile on
a social networking website), organizations should understand and appreciate that the users provide the
solicited information to organizations for their own exclusive and legitimate use though this may not be
expressed explicitly in all cases.

Another important area in this discussion is the possible misuse of user registration information of
illiterate poor Indians in rural India. With flagship e-governance and other programs of Government of
India like e-district revolutionizing the way services are delivered in rural India, the probability of misuse
of information collected by these e-governance programs increases manifold. Adding to this problem is
the illiteracy and lack of awareness amongst rural population vis-à-vis their rights and use & implications
of technology. Take Mahatma Gandhi National Rural Employment Guarantee Act (MNREGA) for instance –
the recent drive by the government to introduce the MNREGA wage payments through banks and post
offices revealed irregularities with respect to the payments made. A social audit revealed that “the victims
had not worked in the projects for which their accounts were debited; they had never signed any withdrawal
slips and never been to the bank after opening an account. Their passbooks were completely blank and
the relevant information was not recorded on their job cards. Contractors paid the laborers Rs 50-70 per
day in cash, well below the stipulated minimum wage rate, but the cheques were drawn (often with
inflated number of working days) in favor of those whose accounts were entirely operated by the contractors
and bank officials. Sometimes, these ‘phantom’ laborers also become unsuspecting accomplices of the
contractors, for a small sum of money they let the contractors operate their accounts.”29  Though this
particular irregularity does not directly relate to the use of technology in delivering services in rural India,
but it surely indicates the kind of misuse that can take place using the citizens’ personal information and
technology, given the low awareness and illiteracy of the target beneficiaries.

4.3.2.3 Religion and Caste

Religion, economics and politics are inseparable in India. Caste system has been abolished under the
Indian Constitution but still there is rampant discrimination and prejudice on the basis of caste. Despite
the anti-discrimination laws, the lower castes in some parts of the country still suffer from social stigma
and political oppression. In such a scenario, the way interactions take place between citizens and government,
citizens and political parties, citizens and law enforcement agencies, citizens and citizens, etc. many a time,
depend on citizens’ religion, caste, region and economic status. In rural parts of ‘modern’ India, some ‘lower’
castes are still not allowed to visit temples, wells, schools, etc. where ‘upper’ castes visit. Whereas on the

29 http://www.rediff.com/money/2009/feb/02why-the-nrega-should-not-rely-on-banks.htm
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other hand, ‘religion and caste’ related parameters are used for providing and availing economic benefits
like job reservations, admissions, promotions, etc. During riots, ‘religion and caste’ of a person becomes the
only single criteria to take his / her life. In such a vulnerable social environment, it becomes critical to
safeguard religion and caste specific information of any individual. Such information when combined
with other demographic information like address becomes even more sensitive. Imagine a situation where
a list of individuals with their personal information including religion and address becomes available to
rioters. Such information could help rioters ‘hand pick’ individuals of ‘targeted’ religion to carry out the
carnage. Other such religion and caste related prejudices / crime can proliferate in the absence of any
specific legal framework for protection of religion and caste information of the citizens which is otherwise
not recognizable through other attributes like last name.

4.3.2.4 Health Information

Health Care sector in India has witnessed significant growth during the last few years, both in quality and
capacity. Relatively lower cost of health care, as compared to developed countries, coupled with international
quality, has positioned India as a major destination for health care services. In spite of such developments,
heath care facilities in the country remain inadequate to meet the needs of the citizens, particularly in rural
areas, where approximately 70% of the people live.30  The National Knowledge Commission (NKC) in its
recommendations for Health Information Network states that it “is convinced that extensive use of IT in
health care will promote the delivery of efficient health care in the country.”31

Major health care providers in India especially the private hospitals have leveraged technology for providing
efficient and effective health care services. Health related information of patients is now being collected,
processed, stored and used through information systems. This health information is subject to security
risks as any other information dealt by information systems. But what makes health information very
private and therefore ‘sensitive’ is the fact that this information influences the way individual sees himself/
herself impacting self image / self confidence and if such sensitive information becomes public could
damage the reputation of an individual; impact the way other individuals treat / interact with the individual.
For example in India,

HIV positive patients are often secluded and disowned by the society
Health status of an individual plays an important criterion in the process of match making for
marriages and therefore health related attributes e.g. genetic history, are often concealed / kept
private by the individuals / family members of individuals during the match making process
Health related information of women in India such as breast cancer, infertility, virginity, etc. is
considered extremely private information

Apart from the hospitals / clinics collecting such information, health and life insurance companies and
health networking websites (PatientsLikeMe, CureTogether.com, etc.) also collect, process, store and use
health related information of individuals. Through a specific privacy law, Indian Government needs to

30 Report of the working group on Health Information Network
31 http://www.knowledgecommission.gov.in/recommendations/hin.asp
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safeguard health information of individuals that may be misused for the purpose of marketing, marketing
research, drug selling and other commercial reasons. The National Knowledge Commission in its report on
Health Information Network in year 2007 also recommended the Indian Government to formulate an
appropriate policy framework to protect heath data of citizens: “to ensure that only correct patient and
other health data is collected, it is of utmost importance to gain the confidence of the citizens that their
health data will not be misused by the health providers, insurance companies, employers and the
government. Both technological and legal framework is important to achieve this. While encryption,
anonymity and other IT security measures should be in place; it is also important to have rules in place. It
is important to maintain confidentiality and security of the personal health data and to govern the access
and use of data.”32

32 http://www.knowledgecommission.gov.in/recommendations/hin.asp
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5 ‘Reasonable Security Practices’ – International Perspective

Major data protection laws and regulations around the world advocate implementation of reasonable
/ appropriate / necessary / minimum security practices / procedures / measures / controls. But the

way ‘reasonability’ is defined / addressed in these regulations varies with each regulation / country.

This section analyzes different regulations around the world to understand how these regulations have
defined / addressed the terms -‘reasonability / appropriate / necessary / minimum’ with respect to the
enacted law.

5.1 Federal Data Protection Act, Germany

As per the section 9 (Technical and Organizational Measures) of the German Federal Data Protection Act –
“Public and private bodies processing personal data either on their own behalf or on behalf of others shall
take the technical and organizational measures necessary to ensure the implementation of the provisions
of this Act, in particular the requirements set out in the annex to this Act. Measures shall be required only if
the effort involved is reasonable in relation to the desired level of protection.

The German Federal Data Protection Act addresses the term ‘necessary’ by providing guidance and direction
by setting forth the following eight specific data protection requirements:

1. To prevent unauthorized persons from gaining access to data processing systems with which
personal data are processed or used (access control)

2. To prevent data processing systems from being used without authorization (access control)
3. To ensure that persons entitled to use a data processing system have access only to the data to

which they have a right of access, and that personal data cannot be read, copied, modified or
removed without authorization in the course of processing or use and after storage (access
control)

4. To ensure that personal data cannot be read, copied, modified or removed without authorization
during electronic transmission or transport, and that it is possible to check and establish to which
bodies the transfer of personal data by means of data transmission facilities is envisaged
(transmission control)

5. To ensure that it is possible to check and establish whether and by whom personal data have
been input into data processing systems, modified or removed (input control)
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6. To ensure that, in the case of commissioned processing of personal data, the data are processed
strictly in accordance with the instructions of the principal (job control)

7. To ensure that personal data are protected from accidental destruction or loss (availability control)
8. To ensure that data collected for different purposes can be processed separately

5.2 Massachusetts Privacy Law 2010 (201 CMR 17.00), US

This regulation implements the provisions of M.G.L. c. 93H33  relative to the standards to be met by persons
who own or license personal information about a resident of the Commonwealth of Massachusetts. This
regulation establishes minimum standards to be met in connection with the safeguarding of personal
information contained in both paper and electronic records. These minimum standards, eight in number,
have been explicitly defined in the regulation as follows:

1. Secure user authentication protocols including:
a. control of user IDs and other identifiers
b. a reasonably secure method of assigning and selecting passwords, or use of unique

identifier technologies, such as biometrics or token devices
c. control of data security passwords to ensure that such passwords are kept in a location

and/or format that does not compromise the security of the data they protect
d. restricting access to active users and active user accounts only, and
e. blocking access to user identification after multiple unsuccessful attempts to gain

access or the limitation placed on access for the particular system
2. Secure access control measures that:

a. restrict access to records and files containing personal information to those who need
such information to perform their job duties, and

b. assign unique identifications plus passwords, which are not vendor supplied default
passwords, to each person with computer access, that are reasonably designed to
maintain the integrity of the security of the access controls

3. Encryption of all transmitted records and files containing personal information that will travel
across public networks, and encryption of all data containing personal information to be
transmitted wirelessly

4. Reasonable monitoring of systems, for unauthorized use of or access to personal information
5. Encryption of all personal information stored on laptops or other portable devices
6. For files containing personal information on a system that is connected to the Internet, there

must be reasonably up-to-date firewall protection and operating system security patches,
reasonably designed to maintain the integrity of the personal information

7. Reasonably up-to-date versions of system security agent software which must include malware
protection and reasonably up-to-date patches and virus definitions, or a version of such software
that can still be supported with up-to-date patches and virus definitions, and is set to receive the
most current security updates on a regular basis

33 http://www.mass.gov/legis/laws/mgl/93h-2.htm
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8. Education and training of employees on the proper use of the computer security system and the
importance of personal information security

5.3 Data Protection Act (DPA), UK

As per the seventh data protection principle (Schedule 1, Part I) of DPA – “Appropriate technical and
organizational measures shall be taken against unauthorized or unlawful processing of personal data and
against accidental loss or destruction of, or damage to, personal data.” With respect to defining the term
‘appropriate’ in the above mentioned data protection principle, the regulation does not explicitly explain
the term ‘appropriate’ but the ‘Interpretation of the Principles’ section within this regulation, provides
some level of guidance and direction.

Interpretation of the seventh principle as defined in DPA (Schedule 1, Part II, The Seventh Principle) is
mentioned below:

1. Having regard to the state of technological development and the cost of implementing any
measures, the measures must ensure a level of security appropriate to:

a. the harm that might result from such unauthorized or unlawful processing or accidental
loss, destruction or damage as are mentioned in the seventh principle, and

b. the nature of the data to be protected
2. The data controller must take reasonable steps to ensure the reliability of any employees of his

who have access to the personal data
3. Where processing of personal data is carried out by a data processor on behalf of a data controller,

the data controller must in order to comply with the seventh principle:
a. choose a data processor providing sufficient guarantees in respect of the technical and

organizational security measures governing the processing to be carried out, and
b. take reasonable steps to ensure compliance with those measures

4. Where processing of personal data is carried out by a data processor on behalf of a data controller,
the data controller is not to be regarded as complying with the seventh principle unless—

a. the processing is carried out under a contract:
(i) which is made or evidenced in writing, and
(ii) under which the data processor is to act only on instructions from the data controller

b. the contract requires the data processor to comply with obligations equivalent to those
imposed on a data controller by the seventh principle

The focus of DPA’s seventh principle is on three primary elements:

Development & deployment of technological measures by the data controller, commensurate
with the nature of the data involved and the magnitude of the harm that may result from
unauthorized or unlawful processing or accidental loss, destruction or damage of personal data
Data controller measures on ensuring reliability of employees who access personal data
Inclusion of ‘appropriate technical and organization security measures’ criteria by data controller
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when evaluating / selecting  a data processor (data processor should be able to provide ‘sufficient
guarantee’) and subsequent control mechanisms with respect to data processor’s compliance to
technical and organizational security measures – through contractual obligations

The Information Commissioner’s Office (ICO) - UK’s independent authority set up to uphold information
rights in the public interest, promoting openness by public bodies and data privacy for individuals has
issued the following guidelines on its website with respect ‘appropriate technical and organizational’
measures the seventh principle on information security:

“There is no ‘one size fits all’ solution to information security. The security measures that are appropriate for
an organization will depend on its circumstances, so you should adopt a risk-based approach to deciding
what level of security you need. The Data Protection Act does not define the security measures you should
have in place. However, particular security requirements that apply within particular industries may impose
certain standards or require specific measures. In general terms, which security measures are appropriate
will depend on your circumstances, but there are several areas you should focus on. Physical and
technological security is likely to be essential, but is unlikely to be sufficient of it. Management and
organizational security measures are likely to be equally important in protecting personal data.

(i) Management and organizational measures

Carrying out an information risk assessment is an example of an organizational security measure,
but you will probably need other management and organizational measures as well. You should
aim to build a culture of security and awareness within your organization.

Perhaps most importantly, it is good practice to identify a person or department in your
organization with day-to-day responsibility for security measures. They should have the necessary
authority and resources to fulfil this responsibility effectively.

Unless there is clear accountability in your organization for such security measures, they will
probably be overlooked and your organization’s overall security will quickly become flawed and
out of date.

Not every organization will need a formal information security policy – this will depend on
things like the size of the organization, the amount and nature of the personal data it holds, and
the way it uses the data. Whether or not these matters are written into a formal policy, all
organizations will need to be clear about them, and about related matters such as the following:

co-ordination between key people in the organization (for example, the security manager
will need to know about commissioning and disposing of any IT equipment)
access to premises or equipment given to anyone outside the organization (for example,
for computer maintenance) and the additional security considerations this will generate
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business continuity arrangements that identify how to protect and recover any personal
data the organization holds
Periodic checks to ensure that the organization’s security measures remain appropriate
and up to date

(ii) Staff

It is vital that your staff understand the importance of protecting personal data; that they are
familiar with your organization’s security policy; and that they put its security procedures into
practice. So you must provide appropriate initial and refresher training, and this should cover:

your organization’s duties under the Data Protection Act and restrictions on the use of
personal data
the responsibilities of individual staff members for protecting personal data, including
the possibility that they may commit criminal offences if they deliberately try to access,
or to disclose, information without authority
the proper procedures to use to identify callers
the dangers of people trying to obtain personal data by deception (for example, by
pretending to be the person whom the information is about or by making “phishing”
attacks) or by persuading you to alter information when you should not do so
any restrictions your organization places on the personal use of its computers by staff
(to avoid, for example, virus infection or spam)

The effectiveness of staff training relies on the individuals’ concerned being reliable in the first
place. The Data Protection Act requires you to take reasonable steps to ensure the reliability of
any staff that has access to personal data.

(iii) Physical security

Technical security measures to protect computerized information are of obvious importance.
However, many security incidents relate to the theft or loss of equipment, or to old computers or
hard-copy records being abandoned.

Physical security includes things like the quality of doors and locks, and whether premises are
protected by alarms, security lighting or CCTV. However, it also includes how you control access
to premises, supervise visitors, dispose of paper waste, and keep portable equipment secure.

(iv) Computer security

Computer security is constantly evolving, and is a complex technical area. Depending on how
sophisticated your systems are and the technical expertise of your staff, you may need specialist
information-security advice that goes beyond the scope of this Guide. You should consider the
following guiding principles when deciding the more technical side of information security:
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Your computer security needs to be appropriate to the size and use of your organization’s
systems
As noted above, you should take into account technological developments, but you are
also entitled to consider costs when deciding what security measures to take
Your security measures must be appropriate to your business practices. For example, if
you have staff who works from home, you should put measures in place to ensure that
this does not compromise security
The measures you take must be appropriate to the nature of the personal data you
hold and to the harm that could result from a security breach”34

5.4 Privacy Act, Australia

Australian Privacy Act defines two different sets of Privacy Principles– National Privacy Principles (NPP) for
some private organizations and Information Privacy Principles (IPP) for government agencies.

Principle 4(a) – Data Security of the National Privacy Principles states:

“An organization must take reasonable steps to protect the personal information it holds from
misuse and loss and from unauthorized access, modification or disclosure.”

Principle 4(a)- Storage and security of personal information of the Information Privacy Principles states:

A record-keeper who has possession or control of a record that contains personal information
shall ensure: “that the record is protected, by such security safeguards as it is reasonable in the
circumstances to take, against loss, against unauthorized access, use, modification or disclosure,
and against other misuse”

Though both these principles advocate organizations and agencies to ‘take reasonable steps’ and deploy
‘such security safeguards as it is reasonable in the circumstances’ respectively, the law by itself does not
provide further direction and guidance with respect to the term ‘reasonable’. Instead the ‘Office of Privacy
Commissioner’ (OPC) – a statutory authority to promote and protect privacy in Australia, has issued the
following guidelines with respect to both these principles.

Following is the guidance on NPP 4 (a):

“Protecting the security of personal information could consist of maintaining:

Physical security – by adopting measures to prevent unauthorized entry to premises, systems to
detect unauthorized access and secure containers for storing paper-based personal information
Computer and network security – by adopting measures to protect computer systems and

34 http://www.ico.gov.uk/for_organisations/data_protection_guide/principle_7_information_security.aspx
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networks for storing, processing and transmitting personal information from unauthorized access,
modification and disclosure
Communications security – by protecting communications via data transmission, including email
and voice, from interception, and preventing unauthorized intrusion into computer networks
Personnel security – by adopting procedural and personnel measures for limiting access to
personal information by authorized staff for approved purposes and controls to minimize security
risks to an organization’s IT systems

Reasonable steps

What are reasonable steps to secure personal information will depend on the organization’s particular
circumstances. Some relevant factors could include:

The sensitivity of the personal information the organization holds
The harm that is likely to result to people if there is a breach of security
How the organization stores, processes and transmits the personal information (for example,
paper-based or electronic records)
The size of the organization (the larger the organization, the greater the level of security likely to
be needed)

Tips for compliance

Steps that an organization could take to comply with NPP 4(a) include:
Risk assessment – identifying the security risks to personal information held by the organization
and the consequences of a breach of security
Security policy – developing a policy that implements measures, practices and procedures to
reduce the identified risks to security
Staff training – training staff and management in security awareness, practices and procedures
Monitor and review – monitoring compliance with the security policy, periodic assessments of
new security risks and the adequacy of existing security measures
Looking at Australian and international standards as a guide
Depending on the size of the organization and the information it collects, perhaps having an
external privacy audit conducted”35

Similarly, the Office of Privacy Commissioner has issued guidance on IPP 4(a) and provides reference to
Protective Security Manual (PSM) issued by the Protective Security Coordination Centre within the Attorney-
General’s Department apart from issuing its own guidance. The PSM sets out minimum standards and is a
basis for developing Agency specific protective security policies and procedures, including policies and
procedures to protect personal information.

35 http://www.privacy.gov.au/materials/types/guidelines
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The approach adopted by the Act, bifurcates the measures for protection of personal information into
Public sector and Private sector. By mandating the Government to establish “Basic Policy on the Protection
of Personal Information” (Chapter 3, Section 1, Article 7), the Act ensures comprehensive and integrated
promotion of measures for the protection of personal information. The basic policy issued by the
government covers the following matters:

1. The basic direction concerning the promotion of measures for the protection of personal
information

2. Matters concerning the measures for the protection of personal information to be taken by the
State

3. Basic matters concerning the measures for the protection of personal information to be taken by
local public bodies

4. Basic matters concerning the measures for the protection of personal information to be taken by
independent administrative agencies, etc.

36 The Outline of the Act on the Protection of Personal Information and its Enforcement Status in Japan, 2007

5.5 Act on the Protection of Personal Information, Japan

Following is the outline36 of Japanese Act on the protection of personal information:
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5. Basic matters concerning the measures for the protection of personal information to be taken by
local independent administrative agencies

6. Basic matters concerning the measures for the protection of personal information to be taken by
entities handling personal information and authorized personal information protection
organizations defined in Paragraph 1 of Article 40

For the Private Sector, Article 20 - ‘Security Control Measures states’: “An entity handling personal information
must take necessary and proper measures for the prevention of leakage, loss, or damage, and for other
control of security of the personal data.”

In terms of providing direction and guidance with respect to necessary and proper measures, the ‘basic
policy’ contains the following provision:

“Policies on Protecting Personal Information in Specific Sectors

a. Measures to be taken in the fields under the jurisdiction of individual government ministries.
Regarding the protection of personal information, before the enforcement of the Law as well,
voluntary initiatives have been promoted based on guidelines, etc. for each business field based
on the reality of the nature and method of use of the personal information handled by its
businesses.

After the enforcement of the Law, these kinds of voluntary initiatives were combined with
compliance with the Law. They are expected to be continuously performed and will raise the
effectiveness of the protection of personal information. They must be respected and also
promoted. Accordingly, the Ministries shall study the review and formulation of guidelines that
apply to the actual situation in each field of business, etc. based on the fact that the rules on the
handling of personal information in the Law have a minimum necessary communality between
each field. The government agencies shall also support the formulation of guidelines, etc. by trade
associations by providing information and advice, etc. Also, in regards to the authority, etc. of the
cabinet minister in charge to collect reports, etc., on businesses that handle personal information,
the Ministries shall strictly apply the Law, etc., such as the appropriate use of these reports in
order to oversee unscrupulous businesses.

b. Measures to be taken particularly in individual fields to ensure proper handling. for fields where
it’s particularly necessary to ensure the strict implementation of proper handling due to the
nature or method of use of the personal information, etc., the ministries shall take exceptional
measures in each field (medical, financial and credit, information and communications, etc.) to
protect personal information.”37

37 Basic Policy on the Protection of Personal Information
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Study of the above five data protection regulations reveals that the guidance and direction with respect
to ‘reasonability / appropriateness / necessary’ of security measures / safeguards is provided by either:

the law itself
the statutory authorities enacted by the law
provisions in the law for formulation of guidelines
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6 Approaches for Defining ‘Reasonable Security Practices’

Government of India is in the process of defining rules for implementation of clause 43A of ITAA 2008
. In these rules it is essential to set forth ‘reasonable security practices and procedures’ along with

other elements like ‘sensitive personal information’. These rules once defined will provide direction and
guidance to the covered entities. In the absence of such rules, following problems and issues could be
anticipated:

Lack of clarity, guidance, direction and understanding for the covered entities (‘body corporate’)
when it comes to implementation of ‘reasonable security practices and procedures’ sufficient to
avoid liability
‘Reactive’ legislation and may not enforce ‘proactive’ adoption of ‘reasonable security practices
and procedures’
Slow trials in case of breaches as it may require extensive deliberation and consultation in
determining the ‘reasonability’ of the implemented security practices and procedures

The ‘generic’ regulation ITAA 2008, clause 43A will become more ‘specific’, once comprehensive Data Protection
standards that could bring more objectivity are prescribed as rules under clause 43A. The rules could cover
entities more proactively with a view to ensure speedier trials in case of any breaches. The following
approaches can be adopted in formulation of rules under clause 43A, ITAA 2008 for establishing ‘reasonable
security practices’:

6.1 Prescribing ISO 27001 standard

This could be the easiest approach that can be adopted by the ITAA 2008, clause 43A for defining ‘reasonable
security practices and procedures’. Following are the pros and cons of this approach:
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6.2 Defining country wide standards

Indian Government can develop data protection standards by engaging & consulting industries, state
governments, legal authorities, regulators, defense, CERT-In, DSCI and other important agencies and can
take inspiration from ISO 27001 standard, NIST 800-53, CoBIT, ITIL, IT Security Guidelines for Certifying
Authorities as prescribed in IT Act 2000 amongst others. This approach has been adopted by UK, Germany
and France amongst others. Following are the pros and cons of this approach:

6.3 Defining sector / industry specific standards within a national privacy framework

This approach would require the Indian Government to define relevant privacy principles at a national
level after referring different international data privacy laws & regulations; frameworks and best practices
keeping in mind India’s privacy needs and culture. These principles would provide direction and guidance
for development of sector / industry specific regulations. In case of corporate, such sector specific standards
could be developed and enforced by the respective industry regulators (though some regulators may
have already defined security practices / procedures / standards for respective industries, these would
need to be aligned to the national level data privacy framework, in which security would be one of the key
aspects amongst other privacy elements) and in case of government organizations, Computer Emergency
Response Team, India (CERT-In) - national nodal agency established by ITAA 2008 for cyber security- can be
positioned to regulate the government organizations vis-à-vis data privacy and security. CERT-In could
develop and enforce data protection standards within the government sector, along with providing
guidance and direction.
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For example TRAI, SEBI, IRDA, RBI, Cert-In could develop and enforce data protection standards for
Telecommunication, Capital markets, Insurance, Banking and Government sectors respectively. The regulators
and CERT-In would develop the standards after considering and deliberating on the following aspects of
the respective industry:

Industry objectives
Industry and customer data privacy & security requirements
Nature and complexity of businesses
Strengths, Weaknesses, Opportunities and Threats (SWOT) Analysis
Size of the organizations (Large, Medium and Small)
Maturity of the industry vis-à-vis data privacy and security
Challenges
Technology
Other applicable laws, rules, regulations and contractual obligations
Previous data privacy and security breaches
Industry Trends

This approach has been adopted by USA wherein apart from federal laws on data protection; sector
specific laws like HIPAA, FISMA, etc. define specific data protection standards for the respective industries.

The pros and cons of this approach are as follows:

In the absence of any regulator in industries like IT/BPO, Health care, Retail, Internet based companies (like
google, yahoo, amazon, job sites), etc., industry associations (e.g. NASSCOM-DSCI for IT/BPO industry) could
develop data protection standards for the respective industries and ensure their adoption through self-
regulation. Further, CERT-In with the authority vested in it by clause 70 B of ITAA 2008, can also work closely
with established regulators – RBI, SEBI, TRAI, IRDA, etc. and industry associations to strengthen the data
protection regime in India.
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7 DSCI Recommendation

The Indian Government sought views of DSCI and NASSCOM on making of rules under sections 43A,
67C, and 79A of ITAA 2008. DSCI, after consulting the industry submitted its recommendation report

‘Making of Rules under Sections 43A, 67C and 79 of the Information Technology (Amendment) Act, 2008’ 38

to the Indian Government in May, 2009. For defining ‘reasonable security practices’ under section 43A of
ITAA 2008, DSCI after studying the concept of ‘reasonable security practices’ internationally, recommended
the Indian Government to propose a combination of ISO 27001 and OECD Privacy Principles for design and
operation of Information Security Management System (ISMS) as per the needs of an organization, based
on information assets and risk assessment. An organization would declare that it is following ISO 27001
principles; apply the same, and create a mechanism for assessing security controls. It will create a written
document detailing its comprehensive Information Security Program, and the controls selected by it, and
how are they deployed. It may not be required to be audited, but in the event of a security breach, it should
be able to show to investigators that it was following its practices, and that they were in conformance with
its written security policy, and that the controls were commensurate with the assets being protected. These
would constitute ‘reasonable security practices.’ Failure to implement it may be construed as negligence on
the part of the organization, thereby making it liable under section 43A of ITAA 2008.

The rationales behind recommending this approach are:

It is a business friendly approach as it does not burden body corporates, especially the Small and
Medium Enterprises to comply with a pre-defined set of data protection standards
Each organization can design highly customized Information Security Management System (ISMS)
that meets organizations security requirements and is commensurate with the assets it needs to
protect
Lower cost of compliance as it eliminates the need for extensive documentation and reporting

38 http://www.dsci.in
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