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StilachiRAT

Introduction

In November 2024, it was discovered that StilachiRAT, a sophisticated Remote
Access Trojan (RAT) designed to evade detection, persist in targeted environments,
and steal sensitive data. The WWStartupCtrl64.dll module of StilachiRAT enables it
to collect credentials, exfiltrate system information, and target cryptocurrency wallets.

9AYI!

System Reconnaissance: Collects OS
details, hardware identifiers, RDP
sessions, and running applications

Digital Wallet Targeting: Scans for data
] from 20 cryptocurrency wallet extensions
in Google Chrome

(]

] RDP Monitoring: Tracks active RDP
? sessions and impersonates users for
lateral movement
@

C2 Communication: Connects to remote

servers via TCP ports 53, 443, and 16000

for command execution and manipulate
the registry and clear logs

Key Capabilities of StilachiRAT

Anti-Forensics & Evasion: Clears
event logs, detects analysis tools, and
avoids sandboxes

Credential Theft : Extracts and decrypts

saved credentials from Chrome and
monitors clipboard content for sensitive data
like password and crypto keys

Persistence Mechanisms: Uses
Windows Service Control Manager
(SCM) and watchdog threads for self-
reinstatement

Detailed Analysis of StilachiRAT

System Reconnaissance

ospE \ Operating Device
System Identifiers

StilachiRAT collects system details like

BIOS serial Camera
numbers f/ Presence




It uses Component Object Model (COM) Web-based Enterprise Management
(WBEM) interfaces with WMI Query Language (WQL) to execute queries for system
profiling. Some queries it executes are —

SELECT * FROM win32_pnpentity WHERE name LIKE ‘%camera%’
11

Retrieve all plug and play devices Filter all devices containing ‘camera’ in
connected to this system

their name

For serial number —

SELECT * FROM win32_bios

For Camera —

To know System/OS info (server, model, manufacturer) —
SELECT * FROM win32_OperatingSystem

SELECT * FROM win32_ComputerSystem

These commands retrieve all OS and hardware related details from

wnn29 AnAaratina cvintAara lilbA

SELECT * FROM win32_videocontroller WHERE adapterram>4000000000

|

Retrieve all data from Filters results to only include GPUs with more than

win32_videocontroller 4GB of VRAM (4,000,000,000 bytes)
that holds GPU data

The malware also creates a unique identification of infected device from its serial
number and attackers’ public RSA key. Information is then stored in registry under
CLSID key.

Digital Wallet Targeting

Operation: RegSetValue
Result: SUCCESS
Path: HKCR\CLSID\{5991516A-808B-0E43-8C0D-4D499CDF781E}\(Default)
Duration: 0.0001232
Type: REG_BINARY
Length: 64
Data: 28890D A108890D A128890D A108890D A1




The malware scans for cryptocurrency wallet extensions in Google Chrome by
checking specific registry keys. If any targeted extensions are detected, it validates

their presence for potential data extraction -

\SOFTWRAE\Google\Chrome\PreferenceMACs\Default\extensions.settings

Malware targets following cryptocurrency wallet extensions -

‘ Cryptocurrency wallet extension name

Chrome extension identifier

Bitget Wallet (Formerly BitKeep)

jiidiaalihmmhddjgbnbgdfflelocpak

Trust Wallet

egjidjbpglichdcondbcbdnbeeppgdph

TronLink

ibnejdfimmkpcnlpebkimnkoeoihofec

MetaMask (ethereum)

nkbihfbeogaeaoehlefnkodbefgpgknn

TokenPocket

mfgccjchihfkkindfppnaooecgfneiii

BNB Chain Wallet

fhbohimaelbohpjbbldcngcnapndodijp

OKX Wallet

mcohilncbfahbmgdjkbpemcciiolgcge

Sui Wallet

opcgpfmipidbgpenhmajoajpbobppdil

Braavos — Starknet Wallet

jnlgamecbpmbajjfrmmmlhejkemejdma

Coinbase Wallet

hnfanknocfeofbddgcijnmhnfnkdnaad

Leap Cosmos Wallet

fcfeflifndlomdhbehjjcoimbgofdncg

Manta Wallet enabgbdfcbaehmbigakijjabdpdnimig
Keplr dmkamcknogkgcdfhhbddcghachkejeap
Phantom bfnaelmomeimhlpmgjnjophhpkkoljpa

Compass Wallet for Sei

anokgmphncpekkhclmingpimjmcooifb

Math Wallet

afbcbjpbpfadlkmhmclhkeeodmamcfic

Fractal Wallet

agechnindjilpccclelhlbjphbgnobpf

Station Wallet

aiifonbfobpmeekipheeijimdpnlpgpp

ConfluxPortal

bjiiibinpkonoiegdlifcciokocjbhkd

Plug

cfbfdhimifdmdehjmkdobpcjfefblkjm




Anti-Forensic Measures

StilachiRAT employs multiple anti-forensic techniques to evade detection -

Clears event logs to

remove traces of
execution
API obfuscation techniques includes -
%Encoding windows API calls as checksums, which are resolved
at runtime

I.;%HCaching resolved API function pointers with additional XOR
*Imask to avoid memory-based detection

These techniques increase analysis complexity, making it difficult for researchers to
reverse-engineer the malware’s higher-level logic.

This is the function that initiates API resolution by identifying correct lookup table for
checksum.

f_ApiInitResolve((*g_p_CsumTbl_0[idx / ©6x3Cu])[idx % 0x3C
if ( result )

_InterlockedExchange64(&g_EncodedPointersTable[off], result *

RDP Monitoring

The malware monitors Remote Desktop Protocol (RDP) sessions, capturing active
window information and duplicating security tokens to impersonate users. This
capability allows -

/ | Enumeration of all active RDP sessions

; |
Privilege escalation by duplicating tokens Qg“—
from Windows explorer shell sessions @

e )
)y

Launching applications with stolen user privileges,
potentially enablong lateral movement within a network




Enumerate RDP session

nerateSessions = (unsigned int (__fastcall *)(_QWORD, _QWORD, __inté¢

if ( WTSEnumerateSessions(
oLL,
oLL,

(PWTS_SESSION_INFOA *)&arra_of_wts_structs,
&sess cnt) )

ss_cnt;

sess_cnt )

wts_id = T(_DNORD f)(icx + arra_of_wt:
if ( wts_id )
f ( *(_DWORD *)(idx + arra_of

f_pnrse_l*)P_wts(n 1, wts_id);

(void (__fastcall #)(void », __int64, _QWORD,

, &5ize);
e = (void (__fastcall *#)(_QWORD, _QWORD,

te(v44[0xD], OLL, 0x20000LL, &proc_handle,

= (unsigned int (__fastcall »)(__inté64, __

v (

Credential Theft and Data Collection

StilachiRAT steals Google Chrome credentials by extracting the encryption_key from
the Local State file. Since this key is encrypted upon Chrome installation, the
malware leverages Windows APIs under the current user’s context to decrypt it.
Extracted credentials are retrieved from -

Stores Chrome’s encrypted configuration data

Contains stored usernames & passwords in an SQLite database




The data is stored in SQLite database and the malware retrieves credentials using

following query —
website where credentials
/— are to be used

SELECT origin_url, username_value, password_value € Stored username and
FROM logins € encrypted password
ORDER BY date_created DESC

Retrieve this information
/ \ from logins table
sort database descending order, most recent

based on this value login attempt appears first

StilachiRAT collects system data, including installed software records, running
applications, active GUI windows, title bar text, and file locations. This data is
transmitted to C2 server, allowing attackers to track user behaviour.

time_elapsed = time64(OLL) - *(_DWORD *)&Ctx->pos[0x38C];
elap_under_2h = time_elapsed < 7200;

if ( time_elapsed >= 7200 )

.f
3

v4l = *(_DWORD *)&Ctx->pos[0x3B4];
v6é = v4l;
if ( 'v41l )

.‘-
(3

f_decode_str(Out, oxC,

It delays the connection by 2 hours after infection and checks for tcpview.exe (a
network monitoring tool) and terminates execution if detected then sends a list of
active windows to C2 server upon connection.

Command-and-Control (C2) Communication

StilachiRAT connects to two configured C2 addresses

app.95560[.]cc 194.195.89[.147
stored in obfuscated form  stored in normal IP address form

Communication occurs over TCP ports which is randomly selected -
o@ao 53

o@m)o 443

o@@o 16000



Persistence Mechanisms

StilachiRAT can run as either a Windows service or standalone component while
maintaining persistence through -

Watchdog Threads that GetFileAttributes = (unsigned int (__fastcall *)(__int64))f_ApiResolve(0x9F17)
. , if ( GetFileAttributes(v6) == (unsigned int)INVALID_FILE_ATTRIBUTES )
monitor the malware’s EXE f_RestoreFilesExed11();
||| and DLL flleS, recreatlng Sleep_1 (__int64 (__fastcall *)(__int64))f_ApiResolve(Ox9FFD);
them if deleted ~ resu Sleep_1(@x1F4LL);

while ( !g_bool_file_attrib_check );

if ( f_Svc_set_reg_Start(v49) == 2 )

s
z

f_KillProc(v48);
for (i =0; 1 < OxA; ++i )

//"\\ s
<
(’ *\ Sleep_1 = f_ApiResolve(0x9FFD);
Sleep_1(0OxC8LL);
v52 = Block;

Registry modifications to

restart the Windows service it
via the Service Control
v53 = f_Svc_get_handle(v52);
\Manager (SCM) ) if ¢ v53 )

s

z
StartServiceW = f_ApiResolve3(0x9FAE);
v55 = StartServiceW(v53, OLL, OLL);

CloseServiceHandle = f_ApiResolve3(0x9F9E);

StilachiRAT can launch various actions like —

Uses ShowHTMLDialogEx()

function to open a dialog
f_decode_str(v58, 6, Ox3636BA3439B680L1 : box with HTML content
f_LoadLib(v44); from URL

> L LZYAD

vaé f_decode_str(vé60, 0x10 ) yAAZ243¢

ShowHTMLDialogEx = g_p_GetProcAddress(va4a5, v46);
if ( ShowHTMLDialogEx )

]
<
CreateURLMoniker = f_ApiResolve2(0x:
CreateURLMonikexr (oLl

if ( v52 )

5
L

, a2 + Ox28

LOBYTE(v7) = (ShowHTMLDialogEx)(OLL, v52,



case 8u:

OpenEventLogA = f_ApiResolve3(0x9F91);
hEventLog =

OpenEventLogA(OLL, a2 + 1); Windows APl is used to
if ( hEventLog )

clear all log entries

ClearEventLogW = f_ApiResolve3(0x9F82);

; ntdll.dl1l!Rt1AdjustPrivilege
f_ApiResolve2

Uses undocumented Windows

API to enable system shutdown

dword ptr [r13+ 1

short loc_18000AESC

.
’

; API2:

; ntdll.dlLl!NtShutdownSystem
f_ApiResolve2

Mitigations

These mitigations can help prevent this type of malware from infiltrating the system
and reduce attack surface.

4 Download software from ) ( Use Secure Browsers with )
trusted sources Built-in Protection
RATs often disguise themselves as Encourage users to browse with Microsoft
legitimate software or a fake update Edge, Google Chrome or Firefox
IA[ways download applications from I Enable microsoft defender samrtscreen
official website or reputed platform

to block malicious website, phishing
Prevent\ pages & malware domains j
Initial

Enable safe links & safe wecu%nable Network Protection in
attachment in Office 365 Microsoft defender

Enable safe links that scans and rewrites Prevents applications & users from
I links in emails, teams & other apps I

.
4

accessing malicious domains
Enable safe attachments that performs

extra scanning for email attachment

S

Perform audit network protection in a
test environment before full deployment

AN )




Enable Cloud-Delivered Protection

Ensure real-time updates against rapidly g

evolving malware & attacker tools

Run Endpoint detection & Response
(EDR)
Block malicious artifacts even if your
antivirus does not detect them and it
works even when Microsoft Defender
is in passive mode

Turn on Potentially Unwanted
Applications (PUA) application

Prevent unwanted software that can

slow down the system, display

unexpected ads, install unapproved

programs

Indicators of Compromise

General System
Hardening

Enable Microsoft Defender antivirus
Continuously monitors & blocks
malicious processes before execution

Enable automated Investigation &
Remediation
Microsoft Defender for endpoint can
take immediate actions on threats
and reduce alert fatigue by
automatically investigating &
mitigating threats

Enable tamper Protection
Prevent unauthorized
changes to security settings,
stopping malware from
disabling defenses

SHA-256 394743dd67eb018b02e069e915f64417bc1cd8b33e = WWStartupCtri64.dll
139b92240a8cf45ce10fcb
IP address 194.195.89[.147 C2

Domain name app.95560][.]cc C2



BRUTED

Introduction

A previously unknown brute-forcing framework, BRUTED, was discovered which was
used by Black Basta Ransomware-as-a-Service (RaaS) members since 2023. The
framework is designed for automated internet scanning and credential stuffing
attacks, specifically targeting edge network devices such as firewalls and VPN
solutions used in corporate environments.

Purpose & Impact of BRUTED

Business Service 33
Industial Machinery 14

Manufacturing

Retial

Construction

Healthcare

Logistics

Nu
B

Engineering

20 25 30 35

o
[&)]
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o
=
«

Black Basta uses BRUTED to exploit
weak or reused credentials for initial
access into corporate networ

is access enables lateral movement and
ransomware deployment, increasing the
scale and speed of attacks

Leaked Internal Communications of Black Basta

A major leak of internal chat logs exposed key operational details, internal conflicts,
and leadership roles within Black Basta.

@lapa

45.140.17.40, 45.140.17.24, 45.140.17.23
are the main servers for brute-force and
they are not working

@GG
Three main ones for brute-force don’t
work, most likely unpaid

@GG
Paid for 3 months in advance, they
won’t turn it off anymore




The guy named @GG is believed to be the Black Basta’s leader. Which was earlier
known as ‘tramp’, a moniker linked to a former affiliate of the Conti Ransomware-as-
a-Service (RaaS) group. The 3 servers were offline due to unpaid fees but were later
renewed by @GG for 3 months.

These servers were registered under Proton66 (AS198953) -

An operational security (OPSEC) measure to evade Western Law
enforcement while facilitating cybercriminal activities

These 3 IPs are part of attack
infrastructure, likely serving as
Extract Extract Extract

\ command-and-control (C2) server
| \ or Brute-force nodes used to

compromise target system

iPv4:45.140.17.40 ipy4:45140.17.23 ipv4:4514017.24 /
|
| /
1
|
>

l

Enrichment Enrichment }-rmhmem Enric h"ﬂnt m(tm( nt
Infrastructure location,
likely an OPSEC measure

| \

| / to evade Western Law
@ enforcement

e \ address:Russia

Entity under which
these IPs are registered

The ‘Extract’ link suggest that intelligence analysts identified these IPs as part of
Black Basta’s brute-force infrastructure.

The ‘Enrichment’ link shows that the IPs are registered under Proton66 LLC and
located in Russia, confirming a common ASN (Autonomous System Number).



Internet Scanning for Brute-Force Attack Against Edge Network
Devices

After accessing these publicly exposed servers, it was observed that the brute-force
attack framework was found in their source code. The framework, named BRUTED,
was identified based on the naming conventions observed in logs of successful
brute-force attempts.

The image displays the BRUTED source code along with the version and primary C2
server for communication.

“45.140.17.40",
"45.140.17.23",

BRUTED is a highly versatile brute-force tool designed to target various remote-
access and VPN solutions, specifically:

SONICWAL Palo Alto Cisco @ Fortinet
NetExtender GlobalProtect AnyConnect SSL VPN
N
r Citrix Microsoft S WatchGuard
/C%] NetScaler RDWeb SSL VPN

The picture shows the Palo Alto Global Protect devices that BRUTED targeted.

AY

}/global-protect/getconfig.esp”;

, CURLOPT_URL,

, CURLOPT_HTTPHEADER,
CURLOPT_HEADER, false);




Technical Overview of BRUTED

Written in PHP, BRUTED includes an enumeration parameter (ranging from O to 6)
that determines how the brute-force logic is applied to different platforms. The script
uses customized attack logic, like Platform-specific user-agent strings, Unique
endpoint paths, Distinct success/failure checks. This adaptability enables systematic
credential probing across multiple enterprise environments, particularly targeting
weak or reused passwords.

The list of all targeted edge network devices is as follows -

| Product | How It's Targeted | Key Detection Artifacts
1) GET login.aspx » parse WorkSpacelD R POST to /RDWeb/Pages/login.aspx
0 Microsoft RDWeb 2) Post DomainUserName + UserPass
3) Check if redirected to defautt.aspx Param: DomainUserName, UserPass
1) Initial <contig-auth> to fetch group options g
. -Agent: "Al 1t Wind, 4.4 o
1 Cisco AnyConnect (ASA) 2) Try group + user + password User-Agel iyCosnect Wintiows 4.4.0203

- <config-auth client="vpn" ="auth.reply">
3) Check for <session-id> in reply e e e ad

1) GET /cgi-bin/welcome + domaln parse
) d

- User-Agent: L for 10.2.339*
2 SonicWall NetExtender 2] Postd

- cgl-binfuserlogin attempts

3) Check for swap= or X-NE-...
POST to /remote/logincheck

q o
3 Forti : ajaxe .. ials...
net SSLVPN Body: ajax 1&usfmame Acredential . ingret=1, = in the resp
Success if ret=1, grpname=
4 |WatehGuard SSLVEN ) 1) GET landing page to parse auth-domain-list - Param: fw_username, fw p?!sswoad.m domain
2) POST to f?action=sslvpn logon&fw &t ..&fw d e ~ Looks for <logon status>1in XML

1) GET/POST to /global-protect/getconfig.esp
5 | Palo Alto GlobalProtect 2) Body includes clientgprersion=6,0,7-372
3) Check for <policy> In XML
1) POST to /egi/togin
6 Citrix Gateway 2) Body: login=<user>&passwd=<pass>
3) Success if NSC_AAAC of redirect to /egi/setclient?wica

« User-Agent: "PAN GlobalProtect/6.0.7-372"
« Path: fglobal-protect/getconfig.esp

« User-Agent: “Citri 23.11.1.41Wi 10.0"
- Checking NSC_AAAC= coakie

After analysing the code, it shows that BRUTED can automate the following —

Proxy Rotation - Uses a vast SOCKSS proxy list to mask the attacker’s server IP &
enables high-volume brute-force requests without detection.

$ PROXY_LIST = [
‘socks5:// @s4.fuck-you-usa.com:

'socks5:// @s5.fuck-you-usa.com:
‘socks5:// @s1.fuck-you-usa.com:
'socks5:// @s9.fuck-you-usa.com:
'socks5: ou-usa.com:

Internet-Wide Scanning - Automates subdomain enumeration and IP resolution for
target domains and prepends common prefixes (e.g., VPN, remote, mail) to base
domains to discover valid hosts and later on sends all the discovered hosts to a
command-and-control (C2) server.



Credential Generation & Parallel Execution - Fetches password candidates from a
remote server and combines them with locally generated guesses. Spawns’ multiple
brute-force processes based on CPU availability via shell_exec

Reporting & Logging - Sends real-time progress updates and potentially valid
credentials to the C2 server and uses endpoints like /get-items.php and /done-
check.php for data exfiltration.

Domain & Certificate-Based Password Generation - Extracts Common Names
(CN) and Subject Alternative Names (SAN) from SSL certificates (via
getCertDomainsList()) and generates targeted password guesses based on
certificate information.

getCertDomainsList($

"certDomains(" .

(array

(array

rray _uniq and vals($




Example output from a brute-force attack —

Attempting password from
[HTTP 200] resp(2352
SonicWALL OK Auth(O

ccled5a9; X-NE-tfresult:0; X-NE-message:Lo

Found valid credentials
jobCountProcedPasswds: 2

Break: foundValidCreds
done-check.php with JSON:

"9.4.5--6-301",
12345,
4002,
offset": 0,

false,

rocSpeed": "0.29",

ndValidCreds": {

<y

"eyJqb2)faWQiOiIxMjMONSIsImpvY INpZ2410iJzaWduYXR1cmUiLs

signature",




Another set of IPs used by Black Basta group in the earlier version

of BRUTED

Conversation between @lapa and @GG

@GG
Good afternoon!

@GG

Your server payments are due :
2.57.149.231 $355 21/04/2024
2.57.149.237 $355 23/04/2024

r
What is the bandwidth of server

@lapa h

2.57.149.237 ? Is it possible to increase it ?
It's just that this is the main server for brute

& | see that above 10Mb/seconds is not
understood

These conversations reveal that they have heavily invested in BRUTED

framework to —

Rapidly scan the internet for vulnerable edge network devices

%Conduct large-scale credential stuffing attacks

Gain high-privileged access & maximize visibility into victim network

Black Basta’s Attack Chain

They target VPNs, firewalls and other edge network devices. They begin with
compromising these devices through brute-force attacks, stolen credentials and
known vulnerabilities. Then they deploy exploitation frameworks like ‘Cobalt Strike’
and ‘Brute Ratel’ to establish stealthy command-and-control (C2) channels.

Then attackers enumerate Active Directory, dump credentials and execute remote
commands using tools like PsExec, WMI and RDP hijacking. For persistence
connection they use Socks5 proxies for OPSEC. Then they deploy ransomwares
through custom scripts & VBS-based droppers, abusing rundli32.exe and other DLLs

to evade any detection.

\r



At last, ransomware encrypt network shares, virtual environments (e.g. VMWare
ESXi) & cloud storage. This type of multi-layered attack blends offensive security
tools, ensuring persistence & widespread impact.

Palo Alto
GlobalProtect

Cisco
AnyConnect

Fortinet
SSL VPN

WatchGuard
SSL VPN

Microsoft
RDWeb

I’ Citrix
NetScaler

BRUTED Framework used
by Black Basta’s group
A
[]

()
1~

Command & Control server Cobalt Strike Brute ratel

Prevention

4 )

Up-to-date Patch Management

should be applied immediately

Regular monitoring of CISA’s Known Exploited
Vulnerabilities (KEV)/ \catalog

(& J

Preventive

(Strengthen your Password or / MethOdS\Disable Unnecessary Services & )
Login Policies Features
] Apply strong, unique & complex passwords ITurn off unnecessary remote management

I Security patches for firewalls, VPNs, etc

for all edge devices & VPN accounts services like Telnet, FTP or old SNMP versions

Perform regular password changing practise Disable default accounts that are not
and apply geo-blocking to prevent access necessary and use Role-Based Access Control

kfrom unauthorized regions ) K(RBAC) to implement admin privileges )




T1110.004
T1110.002
T1190
T1133
T71021.001
T1021.004
T1566.001
T1204.002
T1078
T1078.002
T71078.003
T1068
T1486
T1489
T1003
T1003.001
71003.002
T1003.003
T1036
T1036.005
T1572
T1071.001
T71071.004
T1090.002
71090.003
T1568.002
T1573.002
T1095
T1105
T1071.003
T1059
T1059.001
71059.003
T1059.004
71070.004

MITRE ATT&CK TTPs

Brute Force: Credential Stuffing

Brute Force: Password Cracking

Exploit Public-Facing Application

External Remote Services

Remote Services: Remote Desktop Protocol (RDP)
Remote Services: SSH

Phishing: Spear phishing Attachment

User Execution: Malicious File

Valid Accounts

Valid Accounts: Domain Accounts

Valid Accounts: Local Accounts

Exploitation for Privilege Escalation

Data Encrypted for Impact

Service Stop

OS Credential Dumping

OS Credential Dumping: LSASS Memory

OS Credential Dumping: Security Account Manager (SAM)
OS Credential Dumping: NTDS

Masquerading

Masquerading: Match Legitimate Name or Location
Protocol Tunnelling

Application Layer Protocol: Web Protocols
Application Layer Protocol: DNS

Proxy: External Proxy

Proxy: Multi-hop Proxy

Dynamic Resolution: Domain Generation Algorithms
Encrypted Channel: Asymmetric Cryptography
Non-Application Layer Protocol

Ingress Tool Transfer

Application Layer Protocol: Mail Protocols
Command and Scripting Interpreter

Command and Scripting Interpreter: PowerShell
Command and Scripting Interpreter: Windows Command Shell
Command and Scripting Interpreter: Unix Shell
Indicator Removal: File Deletion



T1033
71087
T1087.001
T1087.002
T1018
T1083
T1135
T1518.001
T1217
T1201
T1046
T1049
T1016
T1482
T1590.002
T1595.002
T1595.003
T1210
T1078.004
T1567.002
T1048
T1048.003
T1562.001
T1562.009
T1562.006
T1490
T1219
T1543.003
T1543.002
T1547.001
T1547.009

System Owner/User Discovery

Account Discovery

Account Discovery: Local Account

Account Discovery: Domain Account

Remote System Discovery

File and Directory Discovery

Network Share Discovery

Software Discovery: Security Software Discovery
Browser Information Discovery

Password Policy Discover

Network Service Scanning

System Network Connections Discovery

System Network Configuration Discovery

Domain Trust Discovery

Gather Victim Network Information: DNS

Active Scanning: Vulnerability Scanning

Active Scanning: Wordlist Scanning

Exploitation of Remote Services

Valid Accounts: Cloud Accounts

Exfiltration Over Web

Exfiltration Over Alternative Protocol

Exfiltration Over Protocol: SCP/FTP

Impair Defences: Disable or Modify Tools

Impair Defences: Safe Mode Boot

Impair defences: Indicator Blocking

Inhibit System Recovery

Remote Access Software

Create or Modify System Process: Windows Service
Create or Modify System Process: Systemd Service
Boot or Logon AutoStart Execution: Registry Run Keys
Boot or Logon AutoStart Execution: Shortcut Modification



Indicators of Compromise

domain f**k-you-usa[.Jcom

SOCKSS5 Proxy Network

45.140.17[.]40

BRUTED Framework Infrastructure

45.140.17[.]24

BRUTED Framework Infrastructure

45.140.17[.]23

BRUTED Framework Infrastructure

2.57.149[]22

BRUTED Framework Infrastructure

2.57.149[.]25

BRUTED Framework Infrastructure

2.57.149[.]231

BRUTED Framework Infrastructure

2.57.149[.]237

BRUTED Framework Infrastructure

wordst7512[.]net Cobalt Strike C2
dnsl.]Jinvestsystemus[.]net Cobalt Strike C2
septcntr[.Jcom Cobalt Strike C2
dns[.Jwellsystemte[.]net Cobalt Strike C2
dns[.Jrealeinvestment[.]net Cobalt Strike C2
bionetcloud[.Jcom Cobalt Strike C2
dns[.]Jclearsystemwol.]net Cobalt Strike C2
dns[.]artstrailreviews[.Jcom Cobalt Strike C2
getnationalresearch[.Jcom Cobalt Strike C2
dnsl[.]Jgift4animals[.Jcom Cobalt Strike C2

45.155.249[.]55

Brute Ratel C2




Dark Storm DDoS attack on X

The platform X which was earlier known as Twitter, recently suffered a huge attack
due to which users were unable to access the application. It happened on March 10,
2025. When users access the application, it shows a message like — “Something
went wrong. Try reloading.”

The hacktivist group Dark Storm claims that they were behind this DDoS attack that
caused a worldwide outage. The X owner Elon Musk didn’t directly mention that a
DDoS attack has happened by he said that a “massive cyberattack” was done on X.

<« Post

-« ElonMusk @ x m
k

There was (still is) a massive cyberattack against X.

We get attacked every day, but this was done with a lot of resources.
Either a large, coordinated group and/or a country is involved.

Tracing ...

’5:’ DogeDesigner & &

First, protests against DOGE.
Then, Tesla stores were attacked.

Now, X is down....

O/ Read 391K replies

The hacktivist group, Dark Storm is a pro-Palestinian group that was launched in
2023 and has targeted other organization in —
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X has now taken the help of Cloudflare for DDoS protection by displaying a

checkbox for all requests -

Verify you are human

A

CLOUDFLARE

Privacy « Terms

The group posted on their Telegram channel that they have attacked X with a DDoS
attack on Monday, March 10 and also shared screenshots and links to check-

host.net site as a proof of attack.

Dark Storm Team
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A website called Check-host.net enables users to verify whether a website is

accessible from several servers across the globe.

indicate that a DDoS attack has occurred.

The website is frequently used to


https://check-host.net/check-report/23e263fbk4b5
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