
Introduction

In a recent advanced phishing attack on Google account holders, the scammers

leveraged a combination of phone calls, official Gmail addresses, and social

engineering tactics to deceive victims into providing their credentials. 

Zach Latta, a Vermont-based programmer, was recently targeted by scammers 

posing as a Google Workspace security personnel member. Attackers used a 

verified Google phone number (650-203-0000) and caller ID to create an illusion 

of legitimacy. They were trying to convince their victim to reset the password of 

their Gmail account so that scammers can gain access to their account. The

attackers used Google’s legitimate g.co domain to send an official-looking 

email, increasing the chance of their success. 

Conversation between AI scammer and Zach

Google Account Takeover Scam using AI calls

For authentication, he verified the google number from official website and it was

a number from Australia. Although, he got little suspicious here -



A genuine email from Google workspace arrives, reinforcing scammer’s credibility.

In between, he listened to some sounds like a call centre and someone typing on

keyboard.



Conversation with Manager 

Zach continued the conversation with Chloe while finding the Germany login

attempt.

The call got dropped mid-way and after 30 seconds he got a call from ‘Solomon’,

Chloe’s manager.

Zach realised that he should check the logs of its Google Workspace – 



Here is the snippet of call recording between Zach and Solomon -

https://cloud-3s03ljpcy-hack-club-bot.vercel.app/0call_recording.m4a

Solomon hung-up the call after this.

Diagnosing Information from Email Headers 

[ Zach did this just to check what actions they will tell him to do ]

https://cloud-3s03ljpcy-hack-club-bot.vercel.app/0call_recording.m4a
https://cloud-3s03ljpcy-hack-club-bot.vercel.app/0call_recording.m4a
https://cloud-3s03ljpcy-hack-club-bot.vercel.app/0call_recording.m4a


They spoofed email address using Salesforce CRM that allows us to mention any

sender email we want and send it using Gmail/Google servers. 



Recommendations



FatBoyPanel 

A mobile Banking Malware Targeting Indian Users

Introduction

A large-scale mobile malware campaign consisting of around 900 malware

samples was found out to be specifically targeting users of Indian Banks. These

applications primarily infect Android devices and display similar code structures,

user interfaces, and logos of app, indicating that a single threat actor is

responsible for the campaign. There were multiple instances of malware that

classifies them as Trojan Bankers (malicious applications designed to steal

banking credentials and financial information from victims) designed to target

financial institution of India.

 

Key findings

Attack Tactics

The malware uses WhatsApp to send APK files disguised as official Banking or

Government apps to users. When they are Installed, these fake apps trick users

to provide critical financial and personal information such as - 

After Installation of the malware, it - 



Implication of Malware attack after installation

Over 1000 malicious applications linked to this campaign were collected and

analyzed. They use code obfuscation and packing techniques to evade detection,

which makes reverse engineering difficult.  



Firebase Endpoint & Dashboard Observations



Tracking Attackers

Victims’ data 

After capturing the phone numbers of victims attacked by malware, it was found out

that their registrations were in multiple states of India.

Senders of exfiltrated SMS

The majority of data exposed contains SMS messages which were analysed by 

researchers to identify SMS originated from different banks.



Targeted Banks

Researchers analysed app icons used by different samples to identify banks that 

were targeted.

Indicators of Compromise 

There are around 891 Indicators of Compromise that were found in this 

campaign. Here is the link to all Indicators of Compromise – 

https://github.com/Zimperium/IOC/blob/master/2025-02-FatBoyPanel/apks.csv
https://github.com/Zimperium/IOC/blob/master/2025-02-FatBoyPanel/apks.csv


Tactic, Technique and Procedures 

Tactic Technique Procedure 

 
Initial Access 

 
T1660: 

Phishing 

 
Malicious content was sent to user to 

gain access to their device 
 

 
 

Persistence 

 
T1624.001: 

Event Trigger Execution 
 

 
Creates a broadcast receiver to receive 

SMS events and outgoing calls 

 
 

Credential 
Access 

T1417.002: 
Input Capture: GUI Input Capture 

 
It is able to get the shown UI 

 

T1635:  
Steal Application Access Token 

Stealing One Time Passwords  
(OTPs) 

Discovery T1426:  
System Information Discovery 

Gathers information about device as 
android ID 

 
 

Exfiltration 

T1639.001:  
Exfiltration Over Alternative 
Protocol: Exfiltration Over 

Unencrypted Non-C2 Protocol 

 
Stolen credentials were sent to a 

different C2 

 
 
 

Collection 

T1417.002:  
Input Capture: GUI Input Capture 

It is able to get the shown UI 

T1636.003:  
Protected User Data: Contact List 

Export’s device contacts 

T1636.004:  
Protected User Data: SMS 

Messages 

Exfiltrate all incoming OTP SMS 
messages 

 
 

Command and 
Control 

T1637:  
Dynamic Resolution 

Receives injected HTML payload 
endpoint dynamically 

T1481.002:  
Web Service: Bidirectional 

Communication 

Uses WebSocket communication to poll 
TA server and get command to execute 

 
 

Impact 

 
T1516:  

Input Injection 

Displays inject payloads like pattern locks 
and mimics banking app login screen 
through overlay and steal credentials 

T1582: SMS Control It can read and send SMS 

 

 

 

  



Pe32s Ransomware

Introduction

Pe32s is a ransomware-type malware that encrypts data on an infected system and

demands a ransom payment for decryption. Additionally, it claims to exfiltrate

sensitive data, threatening victims with exposure if the ransom is not paid. The

malware operates by altering filenames in a specific pattern and generating a ransom

note to communicate with the victim.

File Encryption and Naming Pattern

Once Pe32s is executed, it encrypts files and renames them following this pattern –

“[org_filename].[victim’s_ID].[format].pe32s”.

For example, a file which was originally named as 1.jpg will be renamed to – 

[1].[9069CF22962069EF].[jpg].pe32s.

Each file name includes - 

Screenshot of files encrypted by pe32s ransomware – 



Ransomware Note

Pe32s generates a ransom note that notifies victims of encryption and theft of sensitive

data.



Indicators of Compromise

MD5 

1289a867fafe321b51a93aa47afaffc9 

SHA-1 

221d0cbd5c7a0c84bb86b4351c552f6efcd4f3b6 

SHA-256 

c6ddc9c2852eddf30f945a50183e28d38f6b9b1bbad01aac52e9d9539482a433 

Vhash 

026056655d15555013zb2z623z69z95z15zf7z 

Authentihash 

c69f4739d3c5a9287e9aba0eced32a6b726ece8a6e7d54ccd0c14151ddfa4412 

Imphash 

9448b7f2dfefd2cd32e6d9b27e1ca042 

Rich PE header hash 

0c271e47bdfe14a4f5e77597a8e53395 

SSDEEP

24576:Yg/78lfkolIL4ZEsUww7x5mTUuCywzYQyh4j3GeoprCCysqKa3XpZ5Bh:YW7gkeILAEsU0

Zh4jGpp+Cys+ 

TLSH 

T103A55C53FA7391F8C16AC078821A2232FB36BC8D471076F767D046213E95B906F6DB99
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