


Exploiting Fortinet Firewalls: A Deep Dive into Recent 
Zero-day Vulnerability 

Synopsis   

In December, it was observed that a campaign started which involved suspicious 
activity on Fortinet FortiGate Firewalls devices. The threat actors were able to 

extract credentials using DCSync. They were able to create new accounts and 
perform SSL VPN authentication through those accounts.  

Till now,  

Administrative Access via FortiGate Web Interface 

According to reports on CVE-2022-26118 (A Privilege Escalation Vulnerability), 
FortiGate employs a number of CLI tools, and threat actors added a backdoor using 
newcli tool that creates and terminates CLI connections.  

This bash script demonstrates how they may have invoked newcli to add 
backdoors. 

The --userfrom 
on localhost 127.0.0.1. When an attacker mentions this IP address it bypasses 
security controls like 



Due to this attacker can run administrative commands 

Even though there is not much concrete information that these commands were 
used 
manner. 

Information about campaign 

 

This depiction may be incomplete or isibility is probably 
restricted to a small subset of the campaign's overall activities
interface was extensively used from a numerous unusual IP address because they 

 

 

 

 

 

 

 

 



Phase 1 Vulnerability Scanning 

 

 

The source IP address observed were 

 

 

 

During threat hunting, these IP pairings became perfect markers for spotting 

operation. The use of spoof IP addresses (127.0.0.1) implies that the attackers 
circumvented conventional security procedures by crafting packets to seem as 
though they were coming from reliable sources.  

 
 

 

 

 

 

Source IP address Destination IP address 
127.0.0.1 127.0.0.1 

8.8.8.8 8.8.4.4 
1.1.1.1 2.2.2.2 
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Between November 16 and the end of December, there were between 100 and 
T

sessions were short with comparable logout events occurring within a second. In 
certain cases, up to four login or logout events per second happened, sometimes all 
occurring within the same second. 

Phase 2: Reconnaissance 

on November 27. 



such as changing the output setting from "standard" to "more." 

Phase 3:   

devices and obtain access to SSL VPN. They did this by creating new super admin 

After that, they were used to generate roughly six local user accounts with similar 
naming conventions on each device. These were then added to pre-existing groups 
(VPN access group) that already had accounts created for SSL VPN access.  
 

-existing groups and obtain 
SSL VPN access. User accounts were immediately added to newly developed SSL 

to VPN portal setups.  

 

 

 

 

 

Phase 4: Lateral Movement 

 

 



 

released on 
the dark web for free by “Belson Group”. The size of this data was around 1.6 GB. 
The Belsen Group built a Tor website to advertise themselves, and on it, they made 
the FortiGate data dump available to other threat actors for free. 

 

Analysing the dump data 

The devices in this dump are listed on Shodan and have identical serial numbers 
is authentic. 



 

It’s believed that this vulnerability is connected to a 2022 zero-day known as CVE-
2022-40684 that was being used in attacks prior to the availability of a patch. The 
data may have been assembled in October 2022 but they have released it 2 years 
later for some reason. 

If people have applied patches in 2022, they may still be exploited because the 
were revealed recently. People should 

ensure that they have patched CVE-2022-40684, but as said earlier it might be late.  

Suggestions   

 

 

 



 

 

This table lists some information about compromised entities related to FortiGate 
data leak, IP addresses, reverse DNS lookup results, associated companies, and 
data centres. 

The company names listed in the table refer to the telecommunication service 
providers (telcos) hosting or managing the network infrastructure, not the individual 
customers (businesses or organizations) that use their services. 

For example - “Partner Communications Ltd.” or “Hot-Net Internet Services Ltd.” in 
the company column represents the ISP (Internet Service Provider) rather than the 
actual organization that owned the compromised FortiGate device. 

 

 



 

 

 
 

 

 

 

 

 

It is not known why these countries were missing from data the released 

 

 

 

 

 

 

Indicators of Compromise (IoCs) 

These are the SSL VPN client IP address and Web management interface client. 

 

 

 

 

 

 

 

 

 



Tactic, Technique and Procedures 

Tactic Technique Procedure 

 
 

Initial Access 

 
T1190: 

Exploit Public-Facing 
Application 

 
E

the public, granting them illegal access to the 
system 

 

 
 
 
 
 
 

Persistence 

 
T1136.001: 

Create Local Account 
 

 
To guarantee continuous access, the 

attackers made many local administrator 
accounts 

 
T1133: 

External Remote Services 
 

 
preserve 

remote access to the infected system 
 

 
T1078.001: 

Valid Default Accounts 
 

 
By gaining access to default guest accounts, 

credentials 
 

 
 

Credential 
Access 

 
T1003.006: 

OS Credential Dumping: 
DCSync 

 

 
Using domain admin credentials, the 

attackers executed a DCSync attack. DCSync 

Domain Controller (DC) and steal 
 

 

 
 
 
  



 

Exploitation of CVE-2024-50603 

 

Overview of Vulnerability  

CVE-2024-
CVSS score of 10.0. It allows unauthenticated attackers to execute 
arbitrary 
is because of improper neutralization of user-supplied input in its API endpoints. This 

deployment.  

 

Vulnerability Details 

The vulnerability resides in the improper handling of user-supplied parameters in the 
Aviatrix Controller's API, implemented in PHP. 
are affected -  

 
These endpoints incorporate user-supplied parameters, such as cloud_type and 

allows unauthenticated attackers to –  

 

 
Aviatrix Controller allows privilege escalation by default when it is deployed in AWS 

deployment.   
 
Root Cause Analysis 

Aviatrix Controller grants high IAM privileges in AWS cloud environments through the 
roles it can assume, which should be allowed to perform IAM actions to function 

exploitation.  

Exploitation of CVE-2024-

      



were not affected by CVE-2021-40870, the last known RCE vulnerability impacting 
Aviatrix Controller. 

 
There were multiple unsuccessful attempts to infect Aviatrix Controller with Mirai 
malware via CVE-2024-  

Fig 1.  



 

Indicators of Compromise (IoC) 

Indicators of Compromise (IoC)  

91.193.19[.]109:13333 Sliver C2 server IP address  

107.172.43[.]186:3939  Cryptocurrency mining pool IP address  

83.222.191[.]91 Mirai C2 server IP address  

91.188.254[.]21 Mirai C2 server IP address  

1ce0c293f2042b677cd55a393913ec052eded4b9  XMRig (SHA1)  

68d88d1918676c87dcd39c7581c3910a9eb94882  XMRig (SHA1)  

c4f63a3a6cb6b8aae133bd4c5ac6f2fc9020c349 XMRig (SHA1)  

c63f646edfddb4232afa5618e3fac4eee1b4b115 XMRig (SHA1)  

e10e750115bf2ae29a8ce8f9fa14e09e66534a15 Sliver (SHA1) 

41d589a077038048c4b120494719c905e71485ba  Sliver (SHA1) 

/tmp/systemd-private-[0-9a-f]{32}-
apache2.service-[0-9a-zA-

Z]{6}/tmp/.system_logs/momika233-2024-04-29-
xmrig.zip 

XMRig (Path) 

/tmp/systemd-private-[0-9a-f]{32}-
apache2.service-[0-9a-zA-

Z]{6}/tmp/moneroocean/xmrig  

XMRig (Path) 

/tmp/systemd-private-[0-9a-f]{32}-
apache2.service-[0-9a-zA-

Z]{6}/tmp/.uid/udiskssd  

XMRig (Path) 

/tmp/systemd-private-[0-9a-f]{32}-
apache2.service-[0-9a-zA-   

Silver (Path) 

 
 

 

 

 

 

 



Nnice Ransomware 

Synopsis 

named Nnice during underground forum monitoring as part of their Threat Discovery 
Windows systems, employing 

methods.  

The ransomware appends the “.xdddd” 
ransom note titled “Readme.txt” containing recovery instructions. The sophisticated 
nature of its operations underscores the urgent need for proactive defenses and a 
well-prepared incident response plan.  

Key Details:  

Threat Analysis:  

 Encryption Process: Once the ransomware enters the system, it encrypts 
“.xdddd” extension, making them inaccessible without a 

decryption key.  

 Evasion Techniques: It employs methods like DLL side-
  

 Persistence Mechanisms: 
bootkit installation, it ensures the malware continues to operate even after 
system restarts.  

  



Recommendations 

  

 

  



SAP NetWeaver Vulnerability 2025 

Synopsis 

SAP has disclosed two critical vulnerabilities affecting its NetWeaver Application 
Server for ABAP and ABAP Platform. These vulnerabilities, CVE- -0070 and CVE-

-
Exploitation of these vulnerabilities could lead to unauthorized access, privilege 
escalation, information disclosure, and disruption of enterprise operations. 
Organizations using SAP NetWeaver are strongly advised to take immediate action 
to mitigate these risks.  

Details of vulnerability 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Recommendations 

1. Strengthen Access Control by restricting permissions to critical resources 
and principle of least privilege. 
 

2. 
for patch release. 
 

 Isolate critical systems to limit the impact of potential breach. 
 

4. 
unnecessary permissions. 
 

 Train personnel to recognize and respond to security risks associated with 
SAP systems. 
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