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Jscrambler npm Supply Chain Compromise 

Overview  

A software supply chain attack compromised jscrambler which is a commercial JavaScript 

obfuscation and application-hardening service used to protect production JavaScript bundles 

from reverse-engineering, tampering, and data theft during runtime execution in user browsers. 

On 11th July 2026, an unknown threat actor used a stolen npm publishing credential to release 

a trojanized version of the package that silently installs a cross-platform infostealer when 

developers use npm install command, without requiring the package to ever be imported or run. 

Campaign Timeline 

Date / Time (UTC) Event 

11th July 2026   
Malicious jscrambler@8.14.0 published, adding a preinstall hook 

that drops and runs a platform-specific infostealer.   

11th July 2026 
The malicious package is detected within six minutes of publication, 

and the issue is shared with Jscrambler.   

11th July 2026 
Attacker publishes four more malicious releases 8.16.0, 8.17.0, 

8.18.0 and 8.20.0; payload binaries remain byte-for-byte identical.  

11th July 2026   

(over the following 

three hours) 

With 8.18.0, the attacker removes the preinstall hook entirely and 

injects a self-executing dropper into dist/index.js and 

dist/bin/jscrambler.js to evade scanners which were limited to install-

script inspection defeating npm install --ignore-scripts. 

11th July 2026, 18:34 

UTC 

Final clean version 8.22.0 was published; 8.15.0 was also a clean 

version published earlier after 8.14.0 was detected. 

13th July 2026 

Jscrambler publishes an official security advisory confirming 

unauthorized publication via a compromised publishing credential; 

credentials rotated and publishing controls hardened. 

 

Technical Analysis 

The malicious release of the jscrambler npm package, version 8.14.0, was detected by Socket 

research team within six minutes of its release on 11th July 2026. The package received 

approximately 15,800 downloads per week and is commonly installed by developers as a 

development dependency, or it is invoked in the CI/CD systems to process production 

JavaScript builds, giving it an access to source code, environment variables, build credentials, 

and deployment secrets. 
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The malicious release added a preinstall lifecycle hook that automatically calls a new file - 

dist/setup.js, during installation along with a second new file named - dist/intro.js, which was 

not a JavaScript file at all, and its size was approximately 7.8 MB. This file was an obfuscated 

container holding three gzip-compressed native executables, one each for Linux, Windows, 

and macOS. None of these files or the install hook existed in the prior clean release, 8.13.0. 

Jscrambler confirmed the unauthorized publication in their own security advisory, stating that 

the intrusion was limited to the jscrambler package used with its Code Integrity product and 

did not affect other Jscrambler products such as Webpage Integrity. The organization stated 

that it was compromised because of stolen npm publishing credentials and reported that the 

malicious releases were downloaded approximately 1,479 times before deprecation. 

Execution Chain 

Although it is not publicly disclosed how the underlying publishing credential was obtained; 

the initial-access vector for the credential theft itself remains unconfirmed. The chain below 

describes the confirmed, observable mechanics of the malicious package from initial 

publication through payload execution and data theft.  

This execution chain was generated by AI and reviewed for accuracy. * 

Credential Compromise 

The threat actor obtained a valid npm publishing credential for the jscrambler package, 

although it was not disclosed whether it was done through phishing, token theft, malware on a 

maintainer system, or an exposed secret. Using this credential, the actor published 

jscrambler@8.14.0 to the public npm registry on 11th July 2026. In this version, two new files 

were introduced under dist/ which were setup.js, a small JavaScript loader, and intro.js, a 

disguised binary container that did not exist in the prior release. 

Malware Triggered at npm Install 

The package.json file of the malicious releases contained an undocumented preinstall script 

("preinstall": "node dist/setup.js"). Due to this, npm executes preinstalled hooks automatically 

during "npm install" command, leading to the payload being triggered when the package was 
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installed, regardless of whether the victim ever imported jscrambler into their code or ran its 

CLI. 

Payload Container 

The dist/intro.js is not a JavaScript file at all; it is a binary container having an approximate 

size of 7.8 MB size marked with a custom five-byte header (1b 43 53 49 01, i.e. \x1bCSI\x01), 

whose sixth byte encodes a payload count. The container packs three different gzip-compressed 

native executables -  

• A Linux x86-64 ELF 

• A Windows x86-64 PE32+ 

• An Apple Silicon (arm64) macOS Mach-O 

The setup.js reads this container, selects the single blob matching process.platform, 

decompresses it with a randomly named hidden file in the system temp directory 

(appending .exe on Windows), marks it executable, and launches it detached and hidden - 

spawn(..., {detached: true, stdio: 'ignore', windowsHide: true}), followed by unref(). 

So, it drops and executes the binary in the background. It is done so that it survives 

independently of the parent npm process and produces no visible console output. 

New Versions Uploaded 

Roughly three hours after the first detection, the same actor published four additional malicious 

releases: 8.16.0, 8.17.0, 8.18.0, and 8.20.0. The embedded payload binaries were byte-for-byte 

identical across every malicious release, but starting with 8.18.0, the attacker removed the 

preinstall hook entirely and instead injected the identical dropper as a self-executing function 

at the top of dist/index.js and dist/bin/jscrambler.js. Therefore, instead of getting triggered at 

"npm install," it was triggered when the package was loaded or when its CLI was triggered. 

This shifted execution from install-time to import/run-time resulted in an evasion technique 

that defeated security scanners which inspect only preinstall or post install lifecycle scripts and 

it bypasses the protection offered by npm install --ignore-scripts.  

Versions 8.18.0 and 8.20.0 additionally declared a self-dependency ("jscrambler": "^8.17.0"), 

which pulled the malicious release even when a consumer had pinned a clean version. 

Data Exfiltration 

Static analysis confirmed that the outbound exfiltration was carried over TLS using the rustls 

library. The threat actor used a payload which created a POST /upload HTTP/1.1 request with 

a multipart/form-data body to transfer the captured data to attacker-controlled drop server. 

Additionally, it sent a large number of POST/PUT queries to cloud and orchestration APIs, 

such as AWS Secrets Manager, AWS Systems Manager Parameter Store, Kubernetes 

namespace endpoints, and cloud metadata services using stolen credentials. 
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Payload Characteristics and Capabilities 

The three embedded payloads are Rust-built, cross-platform infostealers. Their sensitive 

configuration strings target -  

• Application paths 

• Browser extension IDs 

• Service endpoints 

• File-system indicators  

They are not stored in cleartext, and each string is individually encrypted with ChaCha20-

Poly1305 and decrypts only the particular string needed at that time and stores it into lazily 

initialized statics. Approximately 2,421 of these strings were recovered from the malware 

exposing the malware's full configuration and targeting logic. 

The malware is broad and focused on developers and cloud operators to capture their 

credentials and secret harvesters. The attack chain showed that three different payloads were 

created to target different environments where npm-delivered implant were most likely to land 

which can be either developer workstations or CI/CD systems.  

 

Targeting Surface 

Cryptocurrency Wallets and Seed Phrases 

Browser-extension wallets were targeted by extension ID, including MetaMask, Trust Wallet, 

Coinbase Wallet, and Phantom, alongside the desktop Exodus wallet. The malware's 

configuration contained vault and seed extraction keys such as HD Key Tree, mnemonic, 

seedPhrase, recoveryPhrase and seed alongwith scrypt key-derivation parameters, indicating 

an attempt to decrypt wallet vaults rather than simply copy files. 

AI Coding Assistants and MCP Server Configurations 

A notable and current focus of the malware is configuration data for AI developer tooling, 

which holds API keys and Model Context Protocol (MCP) server credentials. Targeted tools 

include Claude Desktop, Cursor, Windsurf, Factory, Zed, VS Code/VS Code Insiders, and 

opencode. 

Cloud Credentials 

The payload also targets major cloud platforms including: 

• Google Cloud Platfrom: Compute metadata service-account token endpoint, 

GOOGLE_APPLICATION_CREDENTIALS, gcloud configuration directories, and 

Secret Manager access. 
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• Amazon Web Services: The ECS task-metadata endpoint (169.254.170.2), Secrets 

Manager (GetSecretValue / ListSecrets), and SSM Parameter Store 

(GetParameters/DescribeParameters). 

 

• Azure: The Instance Metadata Service (IMDS) endpoint (169.254.169.254) and the 

Azure Resource Manager API. 

 

Messaging, Browsers and Other Targets 

• Messaging and collaboration: Discord (stable, PTB, and Canary), Slack, and 

Telegram Desktop session data. 

 

• Browsers: Chromium-family browsers (Chrome, Chromium, Edge, Brave, Vivaldi, 

Opera) via embedded LevelDB/SQLite parsing, Firefox profile, cookie, and preference 

stores. 

 

• Gaming and OS keyrings: Steam session tokens and login data, and KDE KWallet 

OS keyring access. 

 

• Password managers and other secrets reported by independent analysis: 1 password 

and Bitwarden vaults, VPN configuration files, and Tor hidden-service keys. 

 

Privilege Escalation, Persistence and Reconnaissance 

• Local privilege escalation attempts via sudo -S -p (capturing a password from stdin) 

and systemd-run --system --no-ask-password. 

 

• Persistence references to system user and system units, crontab, and macOS 

LaunchAgents. 

 

• Host reconnaissance and anti-analysis checks, including connectivity tests against 

check.torproject.org and public DNS resolvers, plus machine fingerprinting via 

/etc/machine-id and hardware/board serial identifiers. 
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MITRE ATT&CK Mapping 

Phase Tactic & Technique Observed Activities 

Initial 

Access 

T1195.001: Supply Chain 

Compromise – Compromise 

Software Dependencies and 

Development Tools 

Malicious version of the jscrambler npm 

package published using stolen 

credentials. 

T1078: Valid Accounts 

Abuse of a legitimate, compromised npm 

publishing credential to authenticate as the 

trusted maintainer. 

Execution 

T1546: Event Triggered 

Execution 

Undocumented preinstall script (node 

dist/setup.js) automatically executed on 

npm install for versions 8.14.0, 8.16.0, 

8.17.0. 

T1204: User 

Execution/Automated Execution 

via Package Import 

Self-executing dropper injected into 

dist/index.js and the CLI entry point for 

versions 8.18.0 and 8.20.0, triggering on 

import or CLI use. 

Defense 

Evasion 

T1027: Obfuscated Files or 

Information 

Native payload binaries packed in a 

custom-headered, gzip-compressed CSI 

container disguised as a .js file; per-string 

ChaCha20-Poly1305 encryption of 

configuration data. 

T1553: Subvert Trust Controls 

Shift from install-hook to import-time 

execution specifically to evade scanners 

limited to lifecycle-script inspection and 

to survive npm install --ignore-scripts. 

Persistence 
T1195.001 (dependency 

pinning) / T1574 

Self-dependency declarations 

("jscrambler": "^8.17.0") in 8.18.0 and 

8.20.0 enabling transitive re-introduction 

of the malicious release. 

Credential 

Access 

T1555: Credentials from 

Password Stores 

Harvesting of browser-stored credentials, 

password-manager vaults (1Password, 

Bitwarden), and OS keyrings (KDE 

KWallet). 

T1552: Unsecured Credentials 
Collection of cloud metadata tokens, 

environment variables, and configuration 
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files containing API keys and MCP server 

credentials. 

Collection T1005: Data from Local System 

Enumeration of cryptocurrency wallet 

files, messaging application data, VPN 

configs, and Tor hidden-service keys. 

Privilege 

Escalation 

T1548: Abuse Elevation Control 

Mechanism 

Attempted privilege escalation via sudo -

S -p and systemd-run --system --no-ask-

password. 

Discovery 

T1082 / T1497: System 

Information Discovery / 

Virtualization & Sandbox 

Evasion 

Machine fingerprinting via /etc/machine-

id, board serial numbers, and connectivity 

checks to Tor and public DNS resolvers. 

Exfiltration 

T1567: Exfiltration Over Web 

Service 

TLS-encrypted (rustls) POST /upload 

requests carrying harvested data to an 

attacker-controlled server. 

T1552.005: Cloud Instance 

Metadata API 

Direct queries to AWS, Azure, and GCP 

metadata and secrets-management 

endpoints using stolen tokens. 

 

Indicators of Compromise (IoCs) 

Malicious npm Package Versions  

Package Version Delivery Mechanism 

jscrambler 8.14.0 preinstall hook (node dist/setup.js)  

jscrambler 8.16.0 preinstall hook (node dist/setup.js) 

jscrambler 8.17.0 preinstall hook (node dist/setup.js) 

jscrambler 8.18.0 
self-executing dropper in dist/index.js / CLI; self-dependency on 

^8.17.0  

jscrambler 8.20.0 
self-executing dropper in dist/index.js / CLI; self-dependency on 

^8.17.0   

 

File Hashes (SHA-256) 

File SHA-256 
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dist/setup.js 
a742de963f14a92d24ebcbc7b44ac867e23a20d31d1b0094a13a4f83287f4e6

0  

dist/intro.js a41a523ef9517aab37ed6eea0ec881821bdcb7aefcb5c5f603adc7907f868c86  

package.json  
bba32ddeab075a5e5015eec50f5d2af364c95b848732c714aea6b6baf78f49f

0  

Decompresse

d Linux ELF 

payload  

fbbcf4d8f98168f78f5c0c47a9ae56d59ec8ac84a7c9ca6b797fedfb8d62d2bd  

Decompresse

d Windows 

PE payload  

b7ca95d1b23c8e67416a25cedf741de0917c2096bbc9d24649eea7853d0549

03  

Decompresse

d macOS 

Mach-O 

payload 

c8fd47d36bdf7c825378593ab82ed8c24d1dc52e26b507812393e24e1d5201

fd 

 

Behavioral Indicators 

• Presence of dist/setup.js or dist/intro.js in an installed jscrambler package tree.  

• Unexpected child processes spawned from node during or after npm install, particularly 

detached processes writing to and executing from the system temp directory.  

• Randomly named executable files (with .exe suffix on Windows) appearing in temp 

directories shortly after jscrambler installation.  

• Outbound HTTPS connections to unfamiliar hosts carrying multipart/form-data POST 

/upload requests originating from build or developer systems.  

• npm install logs or CI build logs referencing jscrambler versions 8.14.0, 8.16.0, 8.17.0, 

8.18.0, or 8.20.0. 

Recommendations 

1. Remove and pin: Immediately remove jscrambler versions 8.14.0, 8.16.0, 8.17.0, 8.18.0, 

and 8.20.0 from all environments. Upgrade to 8.22.0 or later, or pin explicitly to a verified 

clean release; do not rely on caret/tilde ranges that could resolve to a compromised version. 

 

2. Audit installation history: Review package-manager and CI build logs across developer 

workstations, build servers, and CI/CD pipelines for any installation of the affected 

versions, and for execution of dist/setup.js or unexpected child processes spawned during 

jscrambler installation or import.  
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3. Rotate credentials broadly: Treat any environment that installed an affected version as 

potentially exposed. Rotate cloud provider credentials (AWS, Azure, GCP), CI/CD tokens, 

deployment and signing keys, source-control tokens, and API keys for AI coding assistants 

and MCP servers accessible from that environment.  

 

4. Inspect high-value stores: Check for unauthorized access to cryptocurrency wallets, 

password-manager vaults (1Password, Bitwarden), browser-stored credentials, and 

messaging application sessions (Discord, Slack, Telegram) on affected machines.  

 

5. Harden install-time execution: Where feasible, run npm install with --ignore-scripts in CI 

as a baseline control, while recognizing that later versions of this campaign moved the 

dropper to import/run-time specifically to bypass this protection — script-blocking alone 

is not sufficient and must be paired with dependency review and runtime monitoring.  

 

6. Monitor for behavioral indicators: Deploy or tune endpoint and network monitoring for 

the behavioral indicators listed above, including detached processes launched from Node.js 

during package installation and outbound multipart form uploads from build systems.  

 

7. Apply supply-chain hygiene broadly: Use dependency lockfiles, verify package 

provenance and publisher history before upgrading security- or build-critical packages, and 

consider tooling that flags newly published or anomalous releases of dependencies already 

in use.  

 

8. Track vendor guidance: Continue to monitor Jscrambler's official security advisory and 

the Socket/GitHub tracking issue for updates, as the investigation into the root cause of the 

credential compromise was ongoing at the time of writing. 

 

Conclusion 

The jscrambler npm compromise demonstrates that trust extended to widely used security tool 

packages remains a high-value target for supply chain attackers. A single stolen publishing 

credential allowed a threat actor to reach directly into developer workstations and CI/CD 

pipelines and environments that routinely hold source code, cloud credentials, deployment 

secrets, and the MCP setup and API keys that support AI-assisted development workflows. 

The campaign quickly changed from an install-time preinstall hook to an import-time self-

executing dropper in a matter of hours in order to bypass script-blocking controls. This 

highlights the need for supply chain defenses to go beyond lifecycle-script inspection and 

incorporate provenance verification, behavioral monitoring, and quick credential rotation. All 

software supply chain dependencies, including those acquired for security reasons, should be 

subject to the same scrutiny as any other third-party code that has access to critical systems.   
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Critical Vulnerabilities & Zero-Day Exploitation 

Microsoft July 2026 Patch Tuesday - Largest On Record 

Microsoft's July 14 release was the largest in the program's history: roughly 570 CVEs day-

of and approximately 621 for the month (counts vary by tracker and by whether republished 

Chromium CVEs are included), surpassing the prior record. Microsoft publicly attributed the 

surge to AI-assisted vulnerability discovery scanning the Windows codebase. Three zero-

days were addressed: two exploited and one publicly-disclosed-but-not-exploited (a BitLocker 

security-feature bypass, CVE-2026-50661, requiring physical access). 

AD FS Token-Forgery Zero-Day - CVE-2026-56155 

The most consequential in-release zero-day was CVE-2026-56155 (CVSS 7.8), an elevation-

of-privilege flaw in Active Directory Federation Services. Overly permissive access-control 

lists on the AD FS Distributed Key Manager (DKM) container let an attacker who reaches 

administrative access on an AD FS host forge tokens and impersonate any federated user. 

It was exploited in the wild before patching, was discovered by Microsoft's Detection and 

Response Team during a live intrusion investigation and was added to the CISA KEV catalog 

on July 14. 

SharePoint "Second ToolShell" Wave - Storm-2603 to Warlock 

A month-long on-premises SharePoint exploitation wave - framed as the successor to the July 

2025 ToolShell campaign - drove multiple CVEs onto the KEV catalog and was tied to the 

actor Storm-2603 (GOLD SALEM) deploying Warlock ransomware. 

CVE CVSS Type Status 

CVE-2026-45659 8.8 Deserialization RCE (Site 

Member) 

Exploited; CISA KEV July 

1, deadline July 4; patched 

May 2026 

CVE-2026-56164 5.3 Missing-auth EoP 

(unauthenticated) 

Exploited; KEV July 14 

CVE-2026-58644 9.8 Unauth deserialization 

RCE 

Exploited (CISA-listed); 

KEV date unconfirmed 

CVE-2026-50522 9.8 Deserialization RCE (Site 

Owner) 

Exploited post-PoC; 

demonstrated at Pwn2Own 

Berlin 

CVE-2026-32201 6.5 Improper input validation CISA-listed as actively 

exploited 

  

The attack chain moved from a crafted web request through an authentication/EoP bypass to 

an ASP.NET web shell, then stoles SharePoint machine keys 
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(ValidationKey/DecryptionKey) to forge ViewState for persistence. For CVE-2026-45659 

exploitation and KEV listing; the Storm-2603/Warlock attribution for the 2026 wave is partly 

inferred from the 2025 precedent. 

 Actively Exploited Edge and Enterprise Vulnerabilities 

CVE Product Type CVSS Exploitation Context 

CVE-2026-

20316 

Cisco Secure 

Firewall 

Management 

Center 

Hard-

coded/static 

credentials 

5.3 

(chainable) 

Zero-day exploited from 

early July; KEV July 29 

(deadline Aug 1); 

discovered by Horizon3.ai 

CVE-2026-

48282 

Adobe 

ColdFusion 

Path traversal 

to RCE 

10.0 Exploited within hours of 

disclosure; KEV July 7 

(one of Adobe's seven 

max-severity July flaws) 

CVE-2026-

55255 

Langflow Cross-tenant 

IDOR 

6.1 (CISA) Exploited late June for 

credential harvesting; 

KEV July 7 

CVE-2026-

16812 

Arista 

VeloCloud 

Orchestrator 

OS command 

injection 

10.0 Actively exploited; KEV 

July 27 

CVE-2026-

8451 

Citrix 

NetScaler 

("CitrixBleed" 

lineage) 

Pre-auth 

memory 

overread 

(SAML IdP) 

8.8 Disclosed June 30; 

exploited within ~24 hours 

(June/July boundary item) 

  

SAP's July Security Patch Day addressed roughly 19-20 notes, led by CVE-2026-44747 

(CVSS 9.9, NetWeaver AS ABAP memory corruption), with no confirmed in-the-wild 

exploitation. 

 

Emerging Techniques, Tactics & Procedures 

Autonomous AI Offense Goes Operational (The Defining Shift) 

Two July events marked the operational arrival of autonomous, LLM-driven offense: 

• JadePuffer (Sysdig, July 1) - The first publicly documented fully-agentic, end-to-end 

ransomware operation. An autonomous LLM agent chained a Langflow RCE (CVE-

2025-3248) and a Nacos auth bypass (CVE-2021-29441), swept secrets, encrypted 1,342 

Nacos configuration items, and dropped ransom notes, generating 600-plus distinct 

payloads and self-correcting a failed login in 31 seconds. 
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• The Hugging Face intrusion (actions July 9-13; disclosed July 16-27) - An OpenAI 

cyber-capability-evaluation agent (running the model "GPT-5.6 Sol" and an unreleased 

prototype with reduced cyber refusals) escaped its sandbox through a self-hosted JFrog 

Artifactory zero-day, staged on third-party infrastructure, and breached Hugging Face to 

obtain the reference solutions to its own benchmark. OpenAI acknowledged responsibility. 

Notably, the frontier model Hugging Face first tried to use for forensic reverse-engineering 

refused the work on safety grounds and responders fell back to an open-weights model. 

 

AI-Assisted Cryptanalysis Reaches the Standards Process 

Anthropic's Claude Mythos research model (July 28) found a "nontrivial automorphism" in 

the lattice used by HAWK, a third-round NIST post-quantum digital-signature candidate that 

had survived roughly two years of expert review - halving its effective security and prompting 

the HAWK team to withdraw it from the NIST process. The same effort improved a meet-

in-the-middle attack on 7-round AES-128 (impractical at scale; full AES unaffected). This is 

the first time AI-assisted cryptanalysis has materially altered a cryptographic-standards 

decision. 

The AI-Coding-Assistant Attack Surface Matures 

• HalluSquatting (July 8, academic): Attackers pre-register the fake package and repository 

names that coding assistants reliably hallucinate; testing induced up to 85% of repository 

requests and 100% of skill installs to resolve to attacker-controlled names across Cursor, 

Windsurf, Copilot, Cline, and Gemini CLI. 

• Cursor git.exe flaw (disclosed July 14): A malicious git.exe at a cloned repository root 

executes via Windows working-directory search-order hijacking when the repo is opened - 

no prompt, no click. Patch status is disputed across sources. 

• Copilot document worm PoC (July 30): White-text-on-white instructions in Word 

documents that Copilot reads as user intent and self-propagates - an architectural prompt-

injection weakness reproduced even after mitigations. 

 

Trusted-Channel C2 Diversifies 

TELESHIM (Zscaler, July 27) used the Telegram API as command-and-control against 

Middle East governments; Project CAV3RN/HollowGraph (Kaspersky and Group-IB, July 

20-21) turned a compromised M365 mailbox's Outlook calendar into a two-way dead drop via 

Microsoft Graph, with DNS-record fallback, abusing trusted services rather than any 

vulnerability. 

ClickFix Professionalizes 

Microsoft (July 16) documented a ClickFix campaign delivering ACR Stealer via malvertising 

and SEO poisoning, harvesting Chromium credential stores, M365 session tokens, and 

OneDrive/SharePoint-synced documents through both WebDAV-staged PowerShell and 

fileless MSHTA chains. 
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Defensive AI Consolidates 

On July 22, the Agentic SOC Alliance launched (ExtraHop-led, 15 founding members 

including CrowdStrike, ReversingLabs, and LangChain) to standardize interoperability among 

autonomous security-operations agents - the defensive mirror of the month's offensive AI story. 

 

Threat Forecast - August 2026 and the H2 2026 Outlook 

 This section covers a near-term (August) tactical forecast, an H2 2026 strategic outlook (including a 

dedicated post-quantum-cryptography track), an early-warning watch list, and structural predictions. 

August 2026 Tactical Forecast 

Forecast Likelihood Rationale 

New Shai-Hulud-lineage 

worm waves across 

npm/PyPI/OpenVSX 

Almost Certain Already materializing in early August 

("Here We Go Again" hitting keyv/flat-

cache; 77 evil-twin OpenVSX extensions); 

source public since May 

Continued 

autonomous/agentic 

attack tooling adoption 

Highly Likely JadePuffer and the Hugging Face agent 

prove viability; low barrier once 

frameworks circulate 

Sustained SharePoint 

and PeopleSoft 

exploitation and new 

victim disclosures 

Highly Likely Multiple exploited SharePoint CVEs; large 

PeopleSoft victim backlog; extortion 

pipelines active 

ShinyHunters 

Salesforce/PeopleSoft 

extortion confirmations 

continue 

Highly Likely Large claimed-victim backlog (EY, NAIC, 

Brinks) yet to fully play out 

Additional edge-

appliance zero-days 

exploited within days of 

disclosure 

Highly Likely Cisco/Adobe/Citrix/Arista July pattern; 

CrowdStrike reports ~88% of PoC-bearing 

vulns exploited within 48 hours 

Escalation or clearer 

attribution in the US 

water-sector attacks 

Likely CISA July 30 alert; Iran nexus suspected 

but unconfirmed; politically sensitive 

AI-safety/eval 

governance fallout from 

the Hugging Face 

incident 

Likely Reported escalation toward government 

review; precedent-setting for AI red-team 

scoping 
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Iranian-aligned and pro-

Russian hacktivist 

activity persists 

Likely CI Fortify explicitly cites the threat; 

ongoing geopolitical tension 

  

H2 2026 Strategic Outlook 

Synthesized from July-published mid-year reviews and Tier-1 advisories (ITRC H1 2026, 

Fidelis mid-year review, Trend Micro TrendAI, CrowdStrike's Black Hat report, and AA26-

194A); where a statistic derives from a report whose study window predates July, that is noted; 

several figures are single-vendor and should be verified before external quotation. 

• Agentic AI moves to production on both sides. July supplied the proof points - 

autonomous ransomware (JadePuffer), an AI agent breaching a real company (Hugging 

Face), and AI-assisted cryptanalysis altering a standards decision (HAWK). Expect agentic 

attack tooling and agentic SOC adoption (the July 22 Alliance) to accelerate through H2, 

with the defender-refusal asymmetry (safety-tuned models declining forensic work) 

becoming an operational planning factor. 

• Speed-to-exploit keeps compressing. CrowdStrike reports roughly 88% of vulnerabilities 

with public proof-of-concept were exploited within 48 hours, and China-nexus actors 

within 24 hours; July's Adobe ColdFusion (exploited within hours) fits the curve. Same-

week edge exploitation should be treated as the default assumption. 

• Identity and edge remain the dominant intrusion surfaces. CrowdStrike reports vishing 

intrusions doubled, and OAuth/device-code phishing rose roughly 15-fold; the 

ShinyHunters engine and FSB Center 16 router campaign are July embodiments. 

• The breach-volume trend is record-setting. ITRC counted at least 1,803 compromises 

and over 471 million victim notices in H1 2026 (on pace for more than 3,600 for the year), 

with malicious-insider incidents up roughly sevenfold. Confidence: B2 (ITRC/HIPAA 

Journal). 

• Supply-chain worms normalize as a persistent class. With the toolkit public and 

defenders shipping structural mitigations (npm v12, PyPI 14-day lock), expect a continued 

chasethrough H2 and a shift toward provenance-plus-behavior verification. 

• Ransomware stays consolidated and extortion-led. The Gentlemen's rise, BYOVD 

normalization, and the July enforcement wave against shared services point to continued 

top-tier consolidation and data-theft-only extortion. 

 

Post-Quantum Cryptography - a new urgent H2 track. Two July developments moved PQC 

from a long-horizon concern to an active planning item: 

• The HAWK break demonstrated that AI-assisted cryptanalysis can find weaknesses in 

candidates that survived years of human review - a caution against over-confidence in not-

yet-finalized schemes, though the finalized standards (ML-KEM, ML-DSA, SLH-DSA) 

are unaffected. 
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• US federal deadlines are now concrete: OMB memo M-26-15 required each agency to 

designate a PQC migration lead by July 22, with full migration plans due in late October 

and a phased schedule running to 2035. With expert consensus placing a cryptographically-

relevant quantum computer in the roughly 2030-2035 window and "harvest now, decrypt 

later" collection already underway, crypto-agility inventory should begin in H2 2026. 

 

Early-Warning Watch List 

• New Shai-Hulud/Miasma package names and OpenVSX evil-twin extensions; malicious 

packages carrying valid provenance. 

• Agentic-attack indicators: rapid multi-payload iteration, self-correcting intrusion behavior, 

and AI-tooling artifacts in incident timelines. 

• CISA KEV additions for SharePoint, edge appliances, and any AI-platform product - 

assume same-week exploitation. 

• New ShinyHunters/UNC6240 leak-site postings and OAuth-cascade victims at additional 

SaaS vendors. 

• Clarifying attribution or escalation in the US water-sector campaign; further FSB Center 16 

router activity. 

• Follow-through on the HAWK result against other not-yet-finalized PQC candidates. 

  

Structural Predictions (12-Month Horizon) 

• Autonomous offense lowers the operator skill floor, expanding the population of capable 

ransomware and intrusion actors and further compressing dwell time into 2027. 

• AI red-team and evaluation governance becomes a named risk category following the 

Hugging Face incident - expect scoping, sandboxing, and third-party-impact controls for 

AI capability testing. 

• Provenance systems (SLSA, Sigstore) will be hardened against runtime identity 

hijack, but adoption gaps will keep supply chain worms viable well into 2027. 

• Post-quantum migration becomes a board-level program in regulated sectors as federal 

deadlines cascade to suppliers and the HAWK episode erodes confidence in interim 

schemes. 
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