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How to use it?


	[bookmark: _Hlk197524877]

This template is developed as part of DSCI’s Member and Strategic Advisory. Organizations, with due acknowledgement to DSCI, can use this template in the following way.

1. The template gives areas and possible points for incorporation. The organization should carry through exercise to select their areas, and individual points. 
2. The individual points come with examples, ways, methods, capabilities, and solutions. They are mentioned to give an idea about how a particular objective can be achieved. While preparing Policy, the organization must take its own decision whether to incorporate them in their policy, as they would be useful for implementation. 
3. This document attempts to cover possible ways of adoption of AI in the enterprise environment. The organization may expect DSCI guidelines on new emerging areas from time-to-time. DSCI would also update the guidelines based on new learnings and facts. 
4. The organization is advised to use its own style and ways of articulation of policy statements. 
5. It is advised that the organization makes this policy as a live document to incorporate rapid advancements in AI.






Disclaimer:	This document has been prepared by Data Security Council of India for information purposes only. We shall bear no liability for errors, omissions or inadequacies in the information contained herein, or for interpretations thereof. The organization utlising this template is expected to ensure limited circulation of this document. 

The information contain herein should not be relied upon as a substitute for specific professional
advice. Professional advice should always be sought before taking any action based on the
information provided.
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Based on the business strategy and the context of your organization, write the background considering the following points:


   
· [image: A green and black background

AI-generated content may be incorrect.]Technology transformation/digitization and adoption until now.
· Potential of AI, early experiments, the benefits they delivered.
· Advent of Generative AI, what it can do for your organization [may like to include customer/user experience, productivity, and new possibilities].
· Acknowledgement of the developments/advancements in AI.
· Context of your organization cause and purposes you drive, and role Generative AI can play in it.
· Need to respond to the AI revolution, adoption, and hence the policy.
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· Achieving strategic goals by enabling improved customer experience, enhanced operational efficiency, and creating new possibilities of serving the customers [and nation] better.
· Enabling the organization to adopt AI, Generative AI, and all the forms of AI in a secure, privacy assured, and well-governed way.  
· Facilitate innovation and competitive advantage by providing a framework for safe and rapid adoption of beneficial AI technologies.
· Establish a framework for the responsible, ethical, and compliant adoption of AI technologies within organization.
· Establishing ethical standards, prioritizing fairness, transparency, and accountability.
· Ensuring compliance with all relevant regulations, including RBI guidelines, data protection laws, and AI specific regulations and/or directives.
· Ensuring protection of customer data privacy and security throughout the entire AI lifecycle.
· Establishing a governance structure with defined roles and responsibilities for overseeing AI activities.
· Providing guidance for comprehensive security measures at all stages (development, deployment, and operation) to protect AI systems and data from threats. 
· Setting up process for rigorous risk assessments, validation, and ongoing monitoring to identify and mitigate potential vulnerabilities.
· Establish mechanisms for proactively identifying and addressing potential risks associated with AI.
· Providing structure and mechanism for regular review, evaluating innovative ideas and breakthroughs, and their relevance and application to the organization, and ways of adopting them.
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· AI systems (including machine learning, deep learning, natural language processing, robotic process automation, etc.) developed, deployed, or used by [organization], including but not limited to:
· AI tools accessed through web browsers or mobile applications, particularly those utilizing LLMs (e.g., chatbots, code assistants, content generators) 
· AI features embedded within enterprise software (e.g., CRM, ERP, HR systems)
· Internally developed AI models and applications, including those based on LLMs
· Third-party AI models and applications, including LLMs accessed via APIs
· LLMOps incorporating RAG, Agentic AI, and any future systems devised to leverage advancements in AI
· Underlying infrastructure, compute, tools, and instruments required to build AI applications
· Developed through innovation platform and funded research
· Cloud-based AI services, with a focus on platforms supporting LLMOps
· Open-source AI libraries and frameworks

· Business and support functions looking for, experimenting with, and already deployed use cases or problem statements solved by or leveraging AI.
· Departments and employees involved in the lifecycle of AI systems (development, testing, deployment, monitoring, maintenance, and decommissioning).
· Data used by AI systems, including customer data, transactional data, and internal operational data.
· Applications incorporating generation, interaction, actions, and any other enterprise task enabled by AI. 
· All current and future AI technologies and applications, including those not yet known or widely adopted, which would be adopted in the organization.
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· Artificial Intelligence (AI): Systems that can perform tasks that typically require human intelligence, such as learning, problem-solving, and decision-making. 
· Machine Learning (ML): A subset of AI where systems learn from data without explicit programming.
· Algorithm: A set of rules or instructions that a computer follows to solve 
a problem.
· AI Model: A mathematical representation of a real-world process learned from data.
· Attention: A mechanism in neural networks that allows the model to focus on specific parts of the input data (e.g., words in a sentence, regions in an image) that are most relevant to the task or prompt given. Through attention mechanism models capture context behind question/ prompt/ interaction. They grasp the nuances and relationships within data.
· Retrieval-Augmented Generation (RAG): System that retrieves relevant information from a knowledge base of the organization (e.g., documents, databases) and use it to enhance the generation in various forms. It also understands semantic language and helps responding to semantic queries.
· Agentic AI: AI system where autonomous or semi-autonomous software agents interact with each other and their environment to achieve 
specific goals.
· Bias: Systematic errors in an AI system that can lead to unfair or discriminatory outcomes.
· Explainability/Interpretability: The ability to understand and explain how an AI system arrives at a particular decision or prediction.
· Transparency: Openness and clarity about the design, development, and deployment of AI systems.
· Data Governance: The overall management of the availability, usability, integrity, and security of data.
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□ list down all relevant compliance regulations
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· Fairness and Non-discrimination: AI systems and app must be designed, deployed, and used in a way that avoid bias. They should ensure fair and equitable outcomes for all customers, regardless of gender, race, religion, caste, or other protected characteristics. They should align with expectations and norms of the society principles and fair practices code, as outlined by the organization and regulatory bodies. 
· Human Oversight: AI systems must adhere with the expectations of human oversight, in compliance with organization’s policy and regulatory obligations. Particularly in high-risk areas (e.g., loan approvals, fraud investigations), they should adhere to AI and Human coordination protocol. Establish clear escalation paths and triggering for human intervention and overseeing.
· Accountability: Roles and responsibilities for the development, deployment, and monitoring of AI systems should be established clearly. A framework should be established to identify, address and rectify any harm caused by AI systems. 
· Transparency and Explainability: The organization should strive for transparency in AI systems. Where possible, AI decisions should be explainable to stakeholders (customers, regulators, internal auditors). Document the logic, data used, and assumptions of AI models. Prioritize explainable AI (XAI) techniques where feasible. Leverage all emerging techniques such as transparent chain of thoughts, etc., to help explain and document the decision. In case of using "black box" models, implement robust monitoring and validation procedures. 
· Privacy and Data Security: Adhere to all applicable data privacy regulations, local and global (if applicable) and regulatory guidelines associated with data and data security. Emphasize data minimization – only collect and use the data necessary for the specific AI application. While sharing, processing, transacting, storing, ensure that privacy rights are preserved, and proportionate measures are deployed for protection of data.
· Holistic and End-to-End Security: Commitment to comprehensive, holistic, and adaptive security approach, maintaining end-to-end security posture of AI systems, encompassing the entire life cycler from development, deployment, operation, and decommissioning. 
· Adaptability to Evolving Ethical Standards: The organization is committed to staying abreast of and adapting to evolving ethical standards and best practices in AI.
· Environmental Consciousness: Factoring environmental ramifications in the way AI systems are designed, the compute is augmented and adopting practices that align with the enterprise's sustainability goals. It would be backed by regular assessment of strategies and adaptation with the time to minimize the environmental impact.
· Collaboration and Ecosystem Engagement: Actively engaging with the stakeholder, including academic institutions, industry peers, think tanks, industry bodies regulatory bodies, and technology partners to share insights, contribute to evolving standards, and stay informed about the latest developments. This will not only lead to the adherence to current best practices but also improve anticipation and adaption to future innovations in AI.
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· Establishing an AI Governance Committee or assign the responsibilities to any existing committee such as IT Governance or Security Governance. Ensuring representatives from relevant departments (IT, Risk, Compliance, Legal, Business Units, and Data Engineering) are part of the committee or invited for AI deliberations. 
· Ensuring resource allocation process should be adaptable to accommodate the potentially changing compute requirements of new AI technologies.
· The role of the committee would be to oversee the implementation and enforcement of this policy, review and approve new AI initiatives, monitor the performance and risks of existing AI systems, and report to senior management on AI-related matters. 
· AI Governance Committee should ensure adequate training and awareness programs on AI ethics and responsible use. 
· Overseeing compliance with all relevant regulations and internal policies related to AI, which includes monitoring compliance, identifying potential compliance gaps, and recommending corrective actions. 
· Reviewing the reports on AI compliance status, identified gaps, and corrective actions taken. 
· Establishing a process for reporting and escalating any suspected or actual instances of non-compliance with this policy or relevant regulations.
· Considering dual use of AI, the AI Governance Committee should oversee that access to the technology is restricted, the use is monitored, and users are made aware of the security implications of dual-use technologies.
· Driving regular assessment of emerging AI technologies and their potential impact on the organization, recommending updates to this policy as needed.
· For new and unproven AI technologies, an evaluation mechanism such as sandbox environment is set up to assess feasibility, risks, and benefits before full-scale deployment.
· Establishing a process that individuals with the appropriate expertise and authority are there to intervene and override AI system decisions when necessary.
· Ensuring that human review of AI-driven decisions, especially for high-risk cases or decisions with significant impact on customers are conducted. 
· Fostering a culture of continuous learning and improvement within the organization in relation to the use of AI. The committee should strive to stay informed about advancements in AI technology and best practices, and actively seek feedback from stakeholders (employees, customers, regulators). It should call for regular reviews and update to this policy.
· Overseeing evidence or documents are maintained to demonstrate responsible and accountable use in the areas such as purpose and objectives, data sources and data lineage, model architecture and algorithms, validation and testing results, risk assessments and mitigation strategies, user manuals and training materials, audit trails of model decisions (where feasible and appropriate).
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· Ensuring robust data quality controls to ensure the accuracy, completeness, consistency, validity, and timeliness of data that would be used in the AI systems.
· Ensuring efforts for data cleansing, validation, and correction before using in the AI systems.
· Ensuring metadata management system to capture and manage metadata about AI-related data, including data definitions, data quality metrics, and data usage information.
· Establishing roles and responsibilities for data governance related to AI, including data owners, data stewards, data custodians, and the AI Governance Committee.
· Establishing procedures for requesting and granting access to AI-related data or data that would be exposed to the AI systems.
· Ensuring obligations associated with customer data are met for the purposes for which that data is used in the AI systems.
· Ensuring data anonymization, pseudonymization, and masking techniques to protect sensitive data, where appropriate.	
· Maintain a clear record of the origin, transformations, and usage of data used in AI systems. Track lineage of data across the data lifecycle.
· Ensuring (to the extent possible) that data acquisition and preparation methods comply with all data privacy regulations and internal data governance policies.
· Ensuring mechanisms and methods to meet the obligations associated with data retention.
· Ensuring third parties, if used, meet data governance standards, and complies with all applicable regulations.
· Establish mechanisms to conduct due diligence on third-party data providers to assess their data quality and security practices and monitor or get information on their security posture. 
· Ensuring data governance requirements are incorporated in contracts with third-party data providers. 
· Ensuring flexibility and adaptability to accommodate new data types, sources, and technologies that may be required by future AI systems.
· Maintaining comprehensive inventory of all AI models in use, including their purpose, data sources, risk assessments, and compliance status.
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· Setting up criteria for selection of models based on their capabilities, performance, ethical standards, and regulatory requirements. Criteria include accuracy, simplicity, optimized computational resources, scalability, explainability, steps for bias mitigation, support or SLA, and quality of output.
· Factoring benchmarking or any such evaluation efforts for model alignment, any guidance or advisory issued, intelligence about model’s security strength, privacy commitments, and capabilities to serve governance needs. 
· Prioritizing models less susceptible to bias or with established bias mitigation techniques, allow incorporating fairness constraints during training, demonstrating explainable AI (XAI) techniques whenever possible.
· Ensuring rigorous validation, monitoring, and documentation for high-risk models.
· Evaluate the inherent security features of different models and the availability of tools and techniques for securing them. 
· Calling for rigorous model validation process through one or combination of means such as internal effort, deploying tools and capabilities, availing external services, seeking conformance to standards or norms, and leveraging prevalent or emerging trust mechanisms in the field.
· Ensuring flexibility and agility in selecting models and changing them to leverage enhanced capabilities. 
· Continuously monitor model performance and identify any signs of degradation or bias, or issues of security and privacy.
· Ensuring the assessment of the compliance implications of different model choices, particularly regarding explainability and bias. 
· Ensuring that model validation procedures or reviews are regularly reviewed and updated to address the unique challenges posed by new and emerging AI models.
· Document or maintain evidence of decision of selecting, changing, or any changes in the model. 
· Setting up mechanisms for rapid prototyping, testing emerging technologies (e.g., model architectures, LLMOps), and updating selection criteria in response to technological breakthroughs.
· Setting up rules for fallback procedures, human oversight mechanisms, and model rollback strategies.
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· Selecting ways, methods, and capabilities of deploying models depending on criticality and risk management strategies. Factoring in alternatives like deployment in isolated and secure environments, robust network protection and segmentation, secure enclaves, on-premises hosting in devising the strategy. 
· Ensuring inherent robustness to adversarial attacks of models is considered while selecting. Ensuring hardening of models through techniques like adversarial training and red teaming exercises if necessary. 
· Data exchanges between enterprise environment and models and LLMOps components should be secured. API security, encryption, access controls, etc. may be leveraged for it. 
· Wherever required, deploy mechanisms to ensure the models are not exposed to sensitive data. This can be achieved through anonymization, tokenization, data redaction, synthetic data, etc. 
· Regularly review security protocols and encryption standards to address exposure to new threats and issues associated with emerging technologies.
· Ensuring robust model versioning and rollback capabilities to allow for quick reversion to previous model versions in case of errors, security breaches, or performance degradation.
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· Ensuring data fed to develop the knowledge base and subsequent AI system must be of sufficient quality, accuracy, and completeness to ensure reliable and valid outputs. 
· Setting up principles/ norms for developing/uploading the organization’s document, files, and data on LLMOps system that let models see or correlate or match the attention.
· Ensuring the expectation of security and privacy such as data minimization, access control, need to know basis sharing of information, etc. are adhered to the extent possible. 
· Ensuring mechanism or capabilities or provisions to secure knowledge base, in terms of vector database or graph encoding or any other such encoding, created for exposing to models to match or determine the attention tokens to be processes. They should aim to protect the knowledge base from the issues associated with content, embedding, retrieval, and storage. It should also involve protection of meta data. 
· Ensuring embedded data [knowledge base] is not leading to privacy issues such as exposing personal data, creating unauthorized or unexpected lineages, and cross-query linkages. It should not lead to issues such as exposure of query patterns and leakage of access history. 
· Ensuring security risk assessment and privacy impact assessment incorporates issues, concepts, and methods suitable for AI paradigms. Concepts such as context stripping, redaction, meta data cleaning, purpose validation and its mapping to context, conversation segmentation, etc. defines the AI paradigm.
· Ensuring logging and auditing all retrieval requests to the knowledge base to monitor potential misuse or unauthorized access.
· Wherever required, ensuring clearly indicated sources, allowing users to assess the reliability and potential privacy implications of the information. 
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· Ensuring sanitization of user inputs to remove or neutralize potentially harmful content, such as malicious code, special characters, or escape sequences.
· Ensuring filtering the content that block or reject inappropriate, irrelevant, or unauthorized inputs.
· Ensuring deploying methods to define and enforce patterns for acceptable inputs, blocking those that do not match.
· Deploying methods for detecting outliers to identify and handle anomalous data inputs.
· Ensuring methods and mechanisms to filter or prioritize information sources based on their trustworthiness and reliability.
· Ensuring methods to detect toxicity in user inputs and flag potentially harmful or offensive inputs.
· Ensuring monitoring changes in the distribution of input data over time (data drift). This can indicate a need for model retraining or adjustments to input validation rules.
· Deploying ways and methods to check and validate the structure and content of prompts submitted to the models.
· Employing techniques or methods to detect and mitigate prompt injection attacks devised to manipulate the model's behaviour. 
· Enforce limits on the length of prompts, devised analysing the business requirements, to prevent excessively long inputs that could consume excessive resources or lead to unexpected behaviour.
· Ensuring that users are given immediate feedback to prevent invalid data from being submitted.
· Deploying methods and ways to ensure that the models maintain contextual awareness over the lifecycle. They should understand and respond to users within the devised context. Different interfaces, web forms, chat interfaces, or voice inputs, may require different validation strategies.
· Ensuring monitoring of user’s input on a real-time basis for identifying possible anomalies, suspicious patterns, and potential security threats.
· Ensuring user inputs are sanitized to address possible security threats and risks to ensure protection from all perennial and evolving security risks. 
· Ensuring the review of input data, validation rules, and filtering mechanisms to ensure their effectiveness.
· Ensuring definition and enforcement of rate limiting on user inputs to prevent denial-of-service attacks and to limit the potential impact of malicious or automated inputs.
· Ensuring real-time alerting for any detected violations of input control policies and integrating them into organization’s security operations and incident management processes. 
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· Ensuring mechanisms or capabilities to control the output of the AI systems. Methods such as output filtering, context binding, and chain of thoughts have emerged to establish control on output.
· Ensuring mechanisms for measures to avoid generation of inappropriate, harmful, or inaccurate content and it should not pose a risk to individuals or the organization. Continual review of outputs should be carried out and for high-risk applications, human review will be required.
· Ensuring output filtering and content moderation mechanisms to prevent LLMs from generating harmful, biased, or inappropriate content. 
· Ensuring output sanitization to remove sensitive or confidential information that should not be disclosed.
· Setting up a mechanism for content moderation, including human review, to ensure that outputs meet quality and safety standards.
· Ensuring setting up ways and methods for binding or grounding the context of the output to the intended purposes and objectives of the AI system.
· Ensuring enforcement of guidelines for prompt engineering to minimize the risk of unintended or malicious outputs.
· Ensuring regular audits of AI system outputs to ensure compliance with this policy and relevant regulations.
· Ensuring monitoring and auditing system for LLM usage, tracking prompts, outputs, and user interactions.
· Establishing a mechanism for users and stakeholders to provide feedback on AI system outputs for improvement and refinement.
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· Ensuring multilayer security by incorporating technical, administrative, and operational mechanisms and controls. 
· Conduct vulnerability assessment of AI models and monitor vulnerabilities for potential weaknesses to adversarial attacks, data poisoning, and other perennial and evolving security threats.
· Ensuring mechanisms or capabilities to secure models from security issues such as prompt injection and jail breaking. 
· Ensuring deployment of AI systems adheres to DevSecOps practices.
· Ensuring measures to protect training data from malicious modification, including data provenance tracking, integrity checks, and anomaly detection.
· Ensuring continuous monitoring of AI models in production, including performance monitoring, drift detection, bias detection, and security monitoring.
· Ensuring preventive measures to avoid unauthorized extraction of sensitive information from trained models or the models themselves.
· Ensuring to the extent possible fine-grained access control to AI models and data, based on the principle of least privilege.
· Protect sensitive data used in AI systems through measures such as masking, redaction, tokenization, and anonymization techniques. 
· Establish mechanisms to manage data lineage, track data usage, and enforce data access policies.
· Ensure robust security for API used in the AI systems such as authentication and authorization for all AI APIs, mechanism to manage and secure AI API traffic, measures to prevent denial-of-service attacks, and monitoring API usage for suspicious activity and potential security breaches. 
· Ensuring that AI security measures, mechanisms, and capabilities are integrated with the existing security infrastructure such as security operations centre, incident response, and identity and access management.
· Ensuring AI security systems are user friendly and manageable. 
· Ensuring that AI security specific aspects are incorporated in threat intelligence and incident response process are revised to address possible incidents that may occur in the AI systems. 
· Setting up guidelines and mandates for disclosure vulnerabilities and weakness from all supply chain players involved in the AI system. Seeking best practices from them to manage security incidents associated with their products
[bookmark: _Toc198314770][image: ]Privacy
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· Ensuring that there is a lawful and legitimate basis for collecting and processing personal data for use in AI systems (e.g., consent, contract, legal obligation, legitimate interests).
· Ensuring evidence of records of data processing and their binding with intended and disclosed purposes are maintained.
· Ensuring validation of the source and quality of data used in AI systems, confirming that it has been obtained legally and ethically. 
· Ensuring obtaining and managing consent from individuals for the use of their data in AI systems, as per the compliance obligations.
· Ensuring that LLMs are not trained on or do not have access to sensitive customer data without appropriate anonymization, and pseudonymization.
· Setting transparency standards to inform individuals about how their data will be used in AI systems, including the purposes of processing, the types of data collected, and the potential risks, considering the business need and compliance obligations. 
· Ensuring mechanisms to detect and possibly redact personally identifiable information (PII) that users might inadvertently include in their prompts.
· Ensuring the mechanism to serve the requests of data subject/principal access right in the context of AI system, factoring business policies and compliance obligations. 
· Ensuring incorporation of AI system specific privacy aspects in Data Protection Impact Assessment (DPIA). Ensure the DPIA accounts for any changes, updates, and new proposals that can potentially compromise the data protection rights of the customers.
· Ensuring anonymization and pseudonymization techniques whenever feasible to reduce the privacy risks associated with AI processing. 
· In the context of use of GenAI Capabilities in terms of Co-pilot, ensuring that usage complies with data privacy regulations and internal policies. Ensuring implementation of clear access controls and data minimization strategies.
· Ensuring conformance to data retention requirements and taking due care that there are means and ways for erasing or deleting data, as per compliance obligations. Ensure the AI system adheres to the requirements to the extent possible. 
· Ensuring due diligence on any third-party vendors that will have access to personal data used in AI systems, ensuring they meet the organization’s privacy and security standards.
· Ensuring compliance with any restrictions on the transfer of personal data to third parties, particularly cross-border data transfer, as per compliance obligations. 
· Ensuring the methods and ways deployed for monitoring, keeping track or history, and identification of patterns of abuse or malicious activity adhere to privacy expectations and obligations.
· Ensuring incorporation aspects of AI systems in privacy breach reporting and response.[image: ]
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· Ensuring data governance reviews are carried out to ascertain that the data accessed and used by the AI complies with all internal policies and external. Ensure verification of vendor's data usage practices align with the organization’s data minimization, purpose limitation, and data security principles.
· Ensuring evaluation of commitments of the enterprise software to explainable AI, ethical AI guidelines and support, auditing transparency, governance manageability, compliance reporting, and more specifically industry specific compliances.
· Ensuring a framework for the levels and types of decisions Generative AI capabilities would undertake and where it would require human oversight and authorization.
· Ensuring evaluation of input sanitization provided offered by the enterprise software and their degree to match the expectations and obligations of the organization. 
· Ensuring evaluation of model delivery and storage methods by the enterprise software players and their security strength. [They offer Hardware based isolation, confidential compute, MPC, data encryption, access control, monitoring, compliance assurance].
· Ensuring checking of data anonymization, de-identification, and other such measures offered by them and their capabilities.
· Ensuring assurance over the security promised retrieval of data securely across the different deployments and throughout the life cycle, so that every interaction adheres to obligations and requirements of the organisation. Evaluate the context filtering and binding, semantic filtering, etc. capabilities offered by them. 
· Ensuring a mechanism or way to check and review decisions by the generative AI components in the enterprise software and how they adhere to the data boundaries. 
· Ensuring the ways and methods offered for performing analytics that preserve privacy.
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· Clearly defining the permitted uses of Copilot such as generating drafts of emails, reports, presentations, and code, summarizing documents, and generating creative content. Setting up the boundaries for applying caution or prohibiting use for sensitive applications.
· Ensuring there exists ways and methods to address the risks associated with usage of GenAI in the form of Copilot, including over-reliance, bias amplification, and the potential for generating inaccurate or inappropriate content.
· Mitigate the risk of over-reliance on Copilot suggestions, including user training, clear communication about limitations, and encouragement of critical evaluation.
· Ensuring implementation measures to prevent Copilot from inadvertently leaking sensitive information from the user's context into its outputs. 
· Ensuring that the organizations understand and users are informed about what contextual data is being accessed and used by Copilot.
· Ensuring that there are ways and methods to prohibit exposure of sensitive data or information to Copilot.
· Ensuring that users are given options to control what contextual data is accessible to Copilot wherever feasible.
· Encourage users to clearly indicate when content has been generated or significantly assisted by Copilot.
· Encourage users to use check the outcome generated by Copilot is not unintentionally plagiarized.
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· Devising ethical AI principles for your products after careful evaluation and exercise including but not limited to fairness, non-discrimination, transparency, accountability, human oversight, and privacy.
· Clearly stating the adherence to the regulatory requirements, standards, norms, and guidelines.
· Establishing clarity in the use cases and problems your product promises using Generative AI capabilities. The clarity should be about the intended purpose, context required, data needs to be seen/processed, and potential risks and benefits. 
· Ensuring proper understanding about the high risk and low risk use cases or problem statements your product solves, derived through a comprehensive impact assessment exercise. The impact assessment should be carried out throughout the lifecycle of the product. 
· Define the performance metrics that the GenAI feature in your product will deliver establishing clarity on effectiveness, accuracy, and safety offered by your product.
· Declare commitments and approaches for security such as secure by design and holistic end-to-end security.
· Declare commitments and approaches to privacy, focusing on elements such as data minimization, purpose limitation, and data subject rights, but not limited to these. Explain how they are ingrained in design and architecture, and how privacy enhancing technologies/methods are used. 
· Ensuring commitments to transparency and explainability after carefully factoring the need to protect its own intellectual property, fostering innovation, and considering practical constraints. Devise criteria for level of explainability so that it is prioritized for high-risk applications.
· Devising clear internal roles and responsibilities for all aspects of GenAI development, deployment, and monitoring. It is operationalized with proportionate resources, efforts, and investments in terms of roles, mechanisms, instruments, and tools for enforcement, and with structures for reporting and information flows for governance. 
· Establishing clarity on how the organization would make itself accountable in the cases of eventualities that the clients and customers would face. 
· Devising structure and rules on how the organization would handle liabilities that address the full spectrum of scenarios—from common operational challenges to rare, unforeseen edge cases. This should be achieved by institutionalizing comprehensive reviews and escalation protocols to make sure that incidents are met with decisive accountability and swift remedial action, safeguarding the interests and trust of clients and customers.
· Devising and establishing frameworks or protocols for human AI coordination, carefully devised carrying comprehensive exercises for every AI application, factoring in the capabilities and level of precision of underlying models and service level commitments of the supply chain involved.
· Demonstrating accountability, adherence to protocols, norms, and due diligence through maintaining evidence, maintaining records to explain the decisions, and complemented by independent third-party verification whenever required. 
· Devising data governance strategies and clearly identifying the ways, methods, instruments, and tools to operationalize them. More importantly, providing alternatives to customers to select their strategies and selecting methods or ways or configuring the instruments or tools based on their risk appetite and governance requirements. 
· Clearly defining the data requirements for training and operating the GenAI feature in your product and providing ways or methods or configuration offered by your product to comply with clients or customers’ data governance policies, if any.
· Ensuring that security and privacy are incorporated during the development cycle of GenAI feature enabled product, by adhering best practices, architectures, capabilities, and techniques for incorporating security and privacy by design. 
· Ensuring that the GenAI capabilities of your product and the AI system building using them is continuously evaluated factoring the paradigm and associated security and privacy challenges. 
· Devising ways, methods, and technologies that you offer for securing data or preserving privacy. Stating how these ways, methods, and technologies can be leveraged by your clients or customers. 
· Ensuring that there are ways and methods your products offer to enable your clients and customers to secure data or preserve privacy. This would ensure that you are not exposed to sensitive information of your client. 
· Stating the boundaries of data your product would maintain, what kind of input and output filtering and controls it offers, and to what level your products bind the output to the context of the use case.
· Ensuring that your product offers the clients or customers to select underlying models depending on requirements such as performance, security, sensitivity of data, and compliance obligations. This is applicable if your product offers the feature of selecting the model.
· Ensuring that your product offers methods and ways for your clients or customers to carry their due diligence, help in compliance reporting, support their governance requirements, and integrate with their security monitoring and incident management processes. 
· Ensuring efforts for thorough security testing, including penetration testing, vulnerability scanning, and red teaming, specifically targeting GenAI vulnerabilities. Ensuring the testing involves evaluation of potential privacy violations, such as unintended memorization of training data or generation of PII.
· Ensuring your GenAI enabled product is deployed in secure environment. Your product should offer basic hygiene and security capabilities that withstand against possible attacks. Whenever required, you may like to give your clients and customers to select the security controls or features. 
· Establishing methods for rigorously evaluating your GenAI enabled product for biases in model outputs across different demographic groups.
· Establishing continuous monitoring of GenAI features of your product for performance, security, bias, and ethical issues. Incorporating elements of AI specific issues in the Product Security Incident Reporting Team (PSIRT).
· Establishing a clear incident response plan for handling security breaches, privacy violations, or other issues related to the GenAI feature in your product. 
· Establishing a rollback plan if anything goes wrong if your product and your client’s business operations demand it. 
· Establishing a redressal mechanism to address concerns and grievance of your clients and customers.
· Ensuring that there is an agreement between you and your clients that your GenAI enabled product would be used responsibly, ethically, and in lawful manner, consistent with the intended purpose and any usage guidelines provided by you. Ensuring that you have ways or methods to check and monitor the usage of your product. 
· Establishing the terms of use or acceptable use policy for using the GenAI features in your product to ensure their responsible and accountable use, which should involve appropriate and lawful inputs to GenAI features and avoiding submitting of sensitive personal information, confidential data, or malicious content.
· Ensuring your clients and customers understand the limitations of GenAI, including the potential for errors and biases. 











If your product is enabled by Generative AI capabilities serving individual end customers (B2C Context)
Select ☑ /add+ to the listed below



· Ensure ways and methods to disclose users who are interacting with a Generative AI feature, or consuming content generated by GenAI. It should adhere to the norms set up by the organization for the disclosure. Ensure customers are made aware of limitations, including the potential for inaccurate, incomplete, or biased outputs.
· Ensuring that the generative AI features in your product adheres to the alignment norms. Ensuring ways and methods for obtaining assurance over it, and if required efforts are invested to test the out or response of your product using Generative AI capabilities. 
· Ensuring that there exists a mechanism for human review of decisions based on Generative AI responses in the edge and high-stake decisions.
· Ensure that there are ways and methods in your product to prevent the generation of content that is not aligned to the intent.
· Ensuring, wherever possible, the customers have control over the level of AI assistance they would require. 
· Ensuring an easy-to-use mechanism for customers to provide feedback on the performance and outputs your product generates including reporting errors, biases, or inappropriate content.
· Establishing an acceptable user policy which is conveyed to the customers in an easy-to-understand manner and they are reminded of it from time to time. 
· Wherever possible, ensuring that customers are warned or aware of their personal and sensitive information being shared on AI native interfaces. 
· Establishing a mechanism for monitoring user interactions for identifying issues and challenges faced by the customers using the generative AI features of your product, without compromising their rights.
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· Ensuring the design of Agentic AI system incorporates clear boundaries and constraints in their autonomy and agents operate within acceptable parameters and do not exceed their authorized scope of action. 
· Ensuring that there are ways and methods for purpose binding of agents, which are adhered in the design, development, deployment, and more importantly, in operational environments. 
· Ensuring that there exists ways and methods to demonstrate transparency in the behaviour of agentic AI systems to the extent feasible. Ensuring that Agentic AI systems allow monitoring and auditing. They should satisfy the requirements of explainability of agents’ actions and decisions.
· Deploying efforts for carrying simulations involving multiple interacting agents to test for emergent behaviour, potential failures, and unintended consequences.
· Ensuring establishment of clear lines of accountability for the actions and outcomes of agentic AI systems. Specifically devising accountability of the actions or decisions coming out of emergent behaviour or interactions between multiple agents.
· Apart from emergent behaviour, ensuring that security risk assessment and management gives proper attention to risks associated with agentic AI such as cascading failures, and the potential for unintended consequences. 
· Establishing mechanisms for overseeing the development, deployment, and monitoring of agentic AI systems so that they satisfy obligations and conform to the norms. 
· Ensuring careful examination and consideration while designing interactions between agents, including communication protocols, coordination mechanisms, and conflict resolution strategies factoring security, privacy, safety, and governance requirements.
· Ensuring security risk assessment and threat modelling factors vulnerabilities and weakness of agentic systems, such as agent impersonation, command injection, unauthorized access, cross-agent data exposure, malicious agent behaviour, agent spoofing, resources exhaustion, control flow attacks, protocol attacks, coordination attacks, context chain attacks, and output manipulation. Ensure that the risk assessment and threat modelling cover all new weaknesses, vulnerabilities, and emerging threats. 
· Ensuring the architectural arrangement for maintaining security posture is in place, technology capabilities are augmented for it, and best practices for deploying Agentic AI systems are incorporated. 
· Ensuring that there are ways and methods for limiting the data that individual agents can access, adhering to the principle of least privilege to the extent possible. Ensure that roles and attributes are factored into the provisioning and access control of the agents. 
· Ensuring deployment of methods and ways for maintaining a clear audit trail of data flows within the agentic system to track the provenance of data used and generated by agents. 
· Ensuring that all communication between agents, and between agents and external systems are secure and authenticated.
· Ensuring measures for real-time monitoring of the behaviour of agents and detecting anomalies, suspicious activity, and potential security breaches.
· Ensuring privacy principles such as data minimization are adhered in designing the agent interactions among themselves and with external systems. 
· Ensuring a mechanism for performing privacy impact assessment in the lifecycle of agentic AI systems, and it is carried out at instances where rights of the data principal or subject are likely to be impacted. 
· Ensuring while carrying impact assessment, devising solutions and implementing controls, privacy issues of the AI paradigm such as agent profiling, interaction privacy, user intent privacy, user intent data retention, emotion pattern mining, and sentiment inference are given due consideration. 
· Ensuring there exists mechanisms or ways for verifying the trust levels of the agents, monitor possible manipulation of trust, detecting and controlling credential issues, supporting trust-based decision making, and maintaining trust across the lifecycle. 
· Ensuring in the design of Agentic AI, due considerations are given to resolving conflicts between agents, preventing deadlocks or unintended oscillations.
· Ensuring there exists fail-safe mechanisms to prevent agents from taking actions that could cause significant harm or disruption.
· Ensuring a mechanism for human oversight of agentic AI systems, during the initial deployment phase, in the operational environments, especially for high-risk applications.
· Ensuring that there exists a roll back mechanism, wherever possible, for reverting to a previously known-good state. It can be in the form of safely halting agent activity in case of unexpected behaviour, errors, or security breaches.
· Ensuring that Agentic AI security and privacy monitoring, detection, and incident response efforts are integrated within the existing security and privacy operations and incident management processes. Some AI incidents may not fall into security and privacy domains, which might require different consideration based on organization’s policies and compliance requirements.
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About DSCIData Security Council of India (DSCI) is a not-for-profit, industry body
 on data protection in India, set up by Nasscom, committed to making cyberspace safe, secure, and trusted by establishing best practices, standards and initiatives in cybersecurity and privacy. DSCI works together with the Government and their agencies, law enforcement agencies, industry sectors including IT-BPM, BFSI, Telecom, industry associations, data protection authorities and think tanks for public advocacy, thought leadership, capacity building and outreach initiatives.
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