
Bridging the Gap
 Identifying Challenges in Cybersecurity

Skilling and Bridging the Divide

An action research study by

 Powered by





Abbreviations and acronyms

Abbreviation Description

CS Cybersecurity

PWD Persons with Disabilities

CAGR Compound Annual Growth Rate

Cert-In Computer Emergency Response Team

CSR Corporate Social Responsibility

NGO Non-Governmental Organisation

DDOS Distributed Denial of Service

SQL Structured Query Language

MI Machine Learning

IoT Internet of Things 

Ai Artificial Intelligence 

AR/VR Augmented Reality/Virtual Reality

NFT Non-Fungible Token

Sops Standard Operating Procedure 

KRA Key Responsibility Areas

CSP Cloud Service Providers

IITs Indian Institute of Technology 

NIT National Institute of Technology

CEH Certified Ethical Hacke

OSCP Offensive Security Certified Professional

CISM Certified Information Security Manager 

CRISC
Certified in Risk and Information Systems 
Control

Abbreviation Description

VMDR
Certification on Vulnerability Management, 
Detection and Response 

OSCP Offensive Security Certified Professional

CISSP
Certified Information Systems Security 
Professional

CRISC
Certified in Risk and Information Systems 
Control

TTPS Tactics, Techniques, And Procedures

CTF Capture the Flag

MOU Memoranda of Understanding 

CDAC
Centre for Development of Advanced 
Computing

ISACA
Information Systems Audit and Control 
Association

DSCI Data Security Council of India

Isc2
International Information Systems Security 
Certification Consortium

CIS Critical Security Controls

Fair Factor Analysis of Information Risk

PCI DSS
Payment Card Industry Data Security 
Standard

GDPR General Data Protection Regulation

MeitY
Ministry of Electronics and Information 
Technology

DGT Directorate General of Training
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Foreword
Cybersecurity is becoming a board-level priority, given the diverse nature of cyber 
threats and rising monetary costs associated with data breaches. Globally, 88% of 
organizations report that their board now asks cybersecurity-specific questions. 
Heightened concerns of security and volume and complexity of challenges, de-
mand of security skills is rising year by year. Cybersecurity is still formative profes-
sion. The challenges of the contemporary cybersecurity landscape, shaped and 
defined by geopolitical and macroeconomic turbulence make it different than other 
technology professions. The global cybersecurity workforce is expanding, but it is 
often met with acute shortage of skills. Efforts are witnessed to fill the worldwide 
gap of 3.4 million cybersecurity workers to protect cross-industrial enterprises 
from increasingly complex modern threats.

To comprehensively ascertain the current state of cybersecurity talent, we put 
together the effort of this study to examine it from multiple lenses, focusing on 
the experience level between 0 and 5 years. At the enterprise level, the executive 
spotlight is directly focused on the cybersecurity teams tasked with adapting to and 
protecting their organisations from escalating threats while adhering to emerging 
technological and regulatory requirements. A nuanced picture of the values and 
motivations driving Cybersecurity careers is derived from cultural, emotional, and 
educational perspectives.

Addressing the Diversity issue in the cybersecurity ecosystem, which appears to 
be lagging in the area, is another focus area of this study Diversity is incredibly 
potent, especially in Cybersecurity, where multiple perspectives are required to 
ensure a multifaceted and nuanced defence. The best defence against new and 
dangerous threats is the collaboration of teams from various regions, cultures, and 
backgrounds, as well as of varying genders. The field of Cybersecurity requires 
concentrated efforts to increase diversity. The Data Security Council of India, with 
industry support led by Microsoft, is making efforts to close gender and regional 
diversity gaps. One of the key purposes of this report is to create a diverse and 
equitable Cybersecurity workforce in the country. The report explores numerous 
facets of the Cybersecurity workforce. It examines the subject’s evolution and its 
impact on employment creation, with a primary emphasis on early-stage careers. 
Through this report, we would also like to urge the industry to give diversity in its 
Cybersecurity workforce due consideration.

Vinayak Godse,
Chief Executive Officer
Data Security Council of India
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This chapter provides an overview of the relevant skills and competencies sought by 
corporates in Cybersecurity professionals and highlights skill gaps they have identified. It 
also summarizes the preferred academic qualifications for hiring freshers in Cybersecurity. 
The chapter also explores the surge in demand for Cybersecurity certifications and 
discusses the low awareness about the domain among students. The chapter also 
provide valuable insights about the relevant soft skills in the Cybersecurity landscape.

Anticipating Future Skill Demand 
and Identification of Gaps in the 
Cybersecurity Ecosystem

Chapter 4

SKILL DEVELOPMENT ACTION RESEARCH STUDY

32













































This chapter provides an overview of the challenges faced by training providers and 
NGOs in implementing skilling programs in the cybersecurity domain. It examines the 
challenges related to securing adequate financial resources and availability of digital 
infrastructure. The chapter also highlights the challenges with the availability of skilled 
and certified faculties to deliver high-quality training. 

Unveiling the obstacles: Challenges 
in implementing skilling programs by 
training providers/NGOs

Chapter 6
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This chapter provides an overview of the importance of nurturing partnerships in the 
cybersecurity ecosystem. It highlights the existing collaborations between various 
stakeholders, such as training providers, academic institutions, industry experts, 
and government organizations. The chapter also explores the possibilities for future 
partnerships and the how it can benefit the Cybersecurity skilling ecosystem and 
contribute to the development of a dynamic and resilient Cybersecurity workforce.

Nurturing Partnerships: Exploring 
existing collaborations and future 
possibilities for collaborations

Chapter 7
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