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NATIONAL CYBER SECURITY AWARENESS MONTH
#STAYCYBERSAFE

About NCSAM

October is celebrated as National Cyber Security Awareness Month (NCSAM).

In the current pandemic situation where Work from Home is a reality for most and Digital services
are on the rise, so are cyberattacks. Cyber Security has become more important than ever in today’s
Digital Life.

NCSAM is an initiative to put conscious efforts towards ensuring better cyber security hygiene and
incorporate stronger security measures. Cyber Security is now a part of every individual’s life. The
more connected we get, safeguarding our digital identities becomes a shared responsibility. The

more we share, the more we must care!

It is a collective responsibility of the government, organisations, employees, consumers and citizens
at large to take Security as a Priority and #StayCyberSafe.

Wallpaper/Screensaver

The wallpaper/screensaver succinctly captures the basic cyber security elements to be taken care
by an employee/citizen to remain safe from cyber threats. In the current Work from Home scenario,
the tips were especially curated to ensure every employee/citizen shares the responsibility and does
his/her part to secure themselves online.
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The wallpaper/screensaver was appreciated and readily adopted by member as well as other
organisations, academic institutions and various industries across the country.
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Infographic

The infographic captures few of the various types of Cyberattacks and Fraud cases which are ram-
pant and on the rise with Work from Home and increasing Digitization.

Know the attack process to Stay Vigilant and follow the Best Practices to Stay Cyber Safe from such
attack attempts.

DsCcl oc
e NATIONAL CYBER SE ARENESS MONTH

CYBERATTACK & FRAUD AWARENESS INFOGRAPHIC

How to
Stay Safe

PHISHING

Modus
Operandi
B RANSOMWARE

READ NOW

Awadreness Quiz

The objective of this quiz was to spread awareness around Cyber Security Best Practices for both
citizens who access online services and must impart basic security hygiene, and for security experts
who work in this domain to keep the services we enjoy, safe & secure.
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NCSAM Quiz by MyGov

MyGov & DSCI are also conducting an awareness quiz which is currently live on the MyGov Quiz
Platform. This initiative attempts to reach out to mainly citizens at large and help them learn basic
Cyber Security hygiene in a fun & interactive way.
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& COUNTING

Winnings:
Cash Prize to Top 5 winners & Winner Certificate
Certificate of Participation to all

Start Date: Oct 27,2020 | End Date: Nov 27,2020

PLAY QUIZ

Posters

The awareness posters capture various tenets of Cyber Security in an interesting way. They were
used to educate employees/citizens and shared over social media, messaging platforms and
displayed at various digital screens of member organisations.
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Verify before clicking Do not open suspicious
web links received emails claiming to be
over emails/SMS from known senders

Never share personal or Beware of possible
financial information malware in email
over the Internet attachments
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Do you care for your
online safety just as much

as your home?
NEVER SHARE

. . . . .
KEEP SOFTWARE CREATESECURE  CHECK SOCIAL  CREATEASTRONG DO NOT USE
SBROWSERUPDATED  EMAIL&ONLINE  MEDIA PRIVACY PASSWORD  UNSECURE OR OPEN

AND VISIT HTTPS ACCOUNTS SETTINGS SENABLEWPA2 +  WI-FI FOR ONLINE
WEBSITES ONLY FREQUENTLY AES SECURITY TRANSACTIONS
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Don't use unsecure/open WiFi
HAIR networks to make online payments

TRIMMER

Be Smart About Online Transactions

ENSURE ONLINE BANKING WEBSITES ARE HTTPS SECURED THINGS YOU DON’T SHARE
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PORTABLE MEDIA SECURITY WEB SURFING SECURITY

Below are the 7 Privacy Concepts
Perform full scan of Hard drives, Visit only trusted sites & always check for
Pen drives & SD card with an https or the @ sign while browsing
updated antivirus before you
open/use them 5
Keep an eye on automatic content

download. These can be trojans, viruses

Avoid sharing official USB drives
with other personal computers of Verify full URL using mouse hover before
family/friends around you clicking any button or shortened link

i Don't browse the Internet using system

admin credentials
Use additional read/write security
controls and enable event logging, "
if required ’ Never activate save password feature in
your browser for official accounts

Member Engagement

On occasion of NCSAM, we conducted various member specific awareness sessions for members
and organisations to promote cybersecurity awareness in their domain. Apart from sessions, mem-
bers adopted the NCSAM content and spread awareness in their respective organisations to pro-
mote Cyber Security in all fields of work.

Advisory Session Themes

Cybersecurity Guidelines for
Critical InNformation
Infrastructure

Work from Home Best
Practices

Formulating Cybersecurity
Policies for Enterprises

Cybersecurity & Privacy

Aspects of the New Normal Mobile Security
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TOTAL PARTICIPANTS ADVISORY HOURS
2600+ 8 HOURS

Social Media Outreach
Thank you for Supporting Us & Spreading Awareness
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OUTREACH* ENGAGEMENT*

60,000+

*Includes only DSClI's reach

0000+

MyGovindia & @mygovindia - Oct 28 000 Canara Bank & @canarabank - Oct 18
While the internet plays a significant role in our lives, it brings with it a r’ SJVN Limited @Sjvnlimited - Oct 20 o0 Rk’ Think before you post! Stay Cyber Safe!
darker side of unprecedented cyber threats & crimes. Do you know these 'l % }' National Cyber Security Awareness Month (NCSAM 2020)
security practices that can help you stay safe online? This Cyber Security =" ®@IndianCERT @DSCI_Connect #Staycybersafe #NCSAM2020 fStayCyberaf@ #CybersecurityAwarenessMonth #CyberSafelndia
Awareness month, pledge to always #StayCyberSafe. #CyberSecurityMonth
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Cybercrime CID @CybercrimeCID - Oct 12 Ll Q
- iy z % = As a part of the National Cyber Security Awareness Month, @DSCI_Connect

- by CID @Cyb CID - Oct 31 = 5
& Tips for Intemet Banking Safety #staycybersafe Gybercrime A0 @vOEdine ¢ o has hosted a quiz on Cyber Security. Put your knowledge to test by

“ STAYCYBERSAFE participating in the quiz and stand a chance to win exciting cash prizes.
quiz.mygov.in/quiz/national-...
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PARTICIPATE NOW

Canara Bank @ @canarabank - Oct 18 e i Hitesh Sota Thakkar @hitesh_thakkar3 - Oct 30

Cybercrime CID @CybercrimeCID - Nov 3 oo} @ #WorkFromHome G S CERTIFICATE OF PARTICIPATION.
E: yber Security Tips! . " N

Password Security Recipe: Ensure your passwords are as strong as possible! ‘Warm Thanks to @DSCI|_Connect & @mygovindia for calling this
#NationalCyberSecurityAwarenessQuiz 2020. Learning is earning, that's y it

@DSCI_Connect #StayCyberSafe #CybersecurityAwarenessMonth helps to move on with experiencing. =5 @ - Ja '

#CyberSecurityMonth #CyberSecurityAwareness
#NationalCyberSecurityAwareness #CybersecurityAwarenessMonth
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|NSTRUCTIONS: . - Jor successfully completing the National Cyber Security Awareness Quiz
‘ | o , . We appreciate your enthusiasm and effort!

Shri Abhishek Singh Ms. Rama Vedashree
CEO, MyGov CEO, Data Security Cowncil of Indin
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VISIT CAMPAIGN

Follow Us
FOLLOW OUR SOCIAL MEDIA CHANNELS FOR MORE CYBER SECURITY TIPS & BEST PRACTICES.

HAVE SOME TIPS AND ADVICE TO SHARE, PLEASE USE THE HASHTAG #STAYCYBERSAFE
TO SHARE YOUR THOUGHTS.
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For any queries, contact: media@dsci.in

Address: Data Security Council of India, 4™ Floor, NASSCOM Campus, Plot No. 7-10, Sector 126, Noida, UP-201303


https://www.linkedin.com/company/data-security-council-of-india/
https://www.facebook.com/dsci.connect/
https://www.instagram.com/dsci.connect/
https://www.youtube.com/user/dscivideo
https://twitter.com/DSCI_Connect
https://www.dsci.in/content/NCSAM/2020
https://www.dsci.in/content/NCSAM/2020
https://www.dsci.in/sites/default/files/NCSAM-Cyberattack-Awareness-Infographic.pdf
https://quiz.mygov.in/quiz/national-cyber-security-awareness-quiz/



