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Disclaimer

The content of the publication has been collected, analysed and compiled with due care based on the
information and sources believed by DSCI to be reliable and available at the date of publication. However, DSCI
disclaims all warranties as to the accuracy, completeness, or adequacy of such information. DSCI shall bear

no liability for errors, omissions or inadequacies in the information contained herein, or for interpretations
thereof. Readers of this publication are advised to seek their own professional guidance before taking any
course of action or decision, for which they are solely responsible. It is highly advised to take note of the current
Government and Sectoral regulations in place at the time of any practice implementation as they are subject

to change from what has been represented now. The material in this publication is copyrighted but allowed

for free distribution. You may not, however, modify, reuse or use the contents of the report for commercial
purposes, including the text, graphics, presentations, etc. without DSCI’s written consent.

Copyright ©2022 | All rights reserved.
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ABOUT THIS GUIDE

Digitisation has transformed how businesses
are conducted across sectors. The increasing
use of digital technologies and the internet has
afforded new opportunities for efficiently and
effectively reaching consumers and delivering
services to them. These technologies have also
made it easier than ever before to track, and
profile consumer behaviour. It has become
increasingly important to examine how the
privacy of consumers and the protection of
their personal data can be ensured during

the consumer journey across sectors. This is
essential to establish a relationship of digital
trust between an organisation and

its consumers.

This guide focuses on the insurance sector. It
has been developed as part of a wider project
of the Data Security Council of India (DSCI) to
develop sectoral privacy guides for key sectors in
India that are rich in consumer data (see Figure
1). It aims to help entities participating in the
insurance sector move closer to embedding a
privacy-preserving approach into their practices
and operations. It is intended for privacy and
security leaders employed by, and for privacy
and security professionals working with such
entities to implement privacy management
programs. It will also be useful to personnel who
regularly handle personal data about customers
in their day-to-day activities.

The guide has two major components, a set of
privacy principles and a self-assessment guide.
The design of these principles and guide is
centered around a consumer-centric perspective
and arranged in accordance with the journey
taken by consumers as they move through

the insurance sector. This approach has been
adopted to identify the touchpoints at which
their data is collected and to underline the
importance of understanding privacy from
their perspective.

This guide has been created with the assistance
of an advisory group of industry experts, namely
Mr. Satyanandan Atyam, Chief Risk Officer of
Tata AIF General Insurance Company Limited,
and Ms. Neelakshi Shalla of Bharati AXA Life
Insurance. The guide is curated after a series

of stakeholder interactions with organisational
experts and academic practitioners researching
the scope of the Indian insurance sector.
Exhaustive interviews were conducted with
CISOs, directors, and professors hailing from
IIT-Delhi and lIT-Bombay to SBI Life Insurance,
LIC, ICICI Prudential, Max Life Insurance, IDBRT,
SETU, etc.
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THE DSCI SECTORAL PRIVACY PROJECT

Since its inception in 2007, the Data Security Council of India (DSCI) has driven the
development of industry standards, best practices, and initiatives on data privacy in India.
DSCI has also consistently engaged with policymakers on efforts to develop laws and
policies to strengthen the privacy and security culture in India. This includes the draft of
Personal Data Protection Bill of 2019 (PDP Bill).

During our deliberations on the PDP Bill with stakeholders and experts, a consistent refrain
that emerged was the need for deep dives on data privacy issues into specific sectors
witnessing the collection of significant volumes of sensitive categories of personal data.
This gave rise to DSCI Sectoral Privacy Project - an effort to develop sectoral guidance
material for enterprises and organisations at all scales to understand and implement data
privacy principles and controls as applicable to their sectoral context. Three sectors were
identified as a starting point: health, insurance, and banking.
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THE BUSINESS OF INSURANCE

Insurance is a means to hedge against risks.!

Companies offering insurance, or insurers,
promise to protect consumers from potential
losses arising from uncertain future events in
return for insurance premiums from consumers.
Insurers enter into insurance agreements
(commonly known as insurance policies) with
consumers (“policyholders”) to define the
insured risk, quantify the premium, and stipulate
the duration of cover, limit of the cover and
other terms and conditions. Insurers arrive

at the terms and conditions in the insurance
policy by assessing risks and exposures of
policyholders. Insurance policies are issued
when insurers underwrite these risks

and exposures.

This guide also uses the term “policyholder” as
an umbrella term.

We use this term to refer to any consumer that is
considering, or being assessed for, an insurance
product (known as “prospects”); any consumer
that is covered from risk by an insurance policy
(known as “insureds”), and any consumer that
purchases and owns the actual insurance policy
itself. In practice, the insured and the executant
can be different persons. For instance, a parent
may buy insurance for their child, an employer
for an employee, and likewise.

Different insurers offer different
insurance products.

The insurance sector is generally divided into
life insurance, where an insurer makes a payout

to a beneficiary on the death of the insured or

a defined date during the lifecycle of the policy
or at the maturity of the contract and general
insurance, where an insurer compensates for
expenses and/or losses occurring due to illnesses,
accidents, damages to property, or other risks
(such as fire, marine, travel, home, motor, or
health insurance). A connected activity is a
reinsurance, where insurers transfer or cede risk
to other companies, called reinsurers, through
reinsurance schemes. This enables insurers to
underwrite more business, limit their losses
(especially in the case of large potential risks),
better manage their risk portfolio and exposure,
and protect their financial standing.

Several insurance intermediaries also participate
in the sector.

Insurers, reinsurers, and policyholders interact
and transact with each other through a range
of intermediaries. There are a variety of service
providers involved in different activities in the
insurance value chain, such as marketing and
solicitation, distribution, or servicing of claims.

The insurance sector is strongly regulated.

Since the sector is seen as relevant to the

public interest and economic growth,' the
activities of insurance, reinsurance and

insurance intermediation are usually regulated.
Several countries have in place regulatory and
supervisory frameworks designed to protect
policyholders and monitor insurers’ risk profiles."

()
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DATA, DIGITISATION AND “INSURTECH”

Insurance is a historically data rich business.

Since insurers cannot directly quantify

future uncertain risks or the length of time
for which policyholders will continue to pay
premiums, they must rely on proxy statistics
and information about the risk profile of
policyholders to carry out the risk profiling of
the prospects and policyholders.' Insurance
laws also impose a duty on policyholders to
disclose all material information to insurers
needed to estimate insured risks. This is to
correct for the information asymmetry arising
from policyholders being incentivised to
present themselves as low risk." Insurers may
also seek to collect the financial records and
credit histories of consumers in the financial
sector that are maintained by credit rating
entities. Regulatory requirements may also
require insurers to keep detailed records of
policyholders, policies, and claims." At scale,
insurers often end up collecting and handling
significant amounts of information about
policyholders, either directly or through
intermediaries. Much of this may often be
sensitive for them. For instance, to offer

someone health or life insurance, insurers often
need access to the medical and financial records

of a prospect.

Digital technologies are transforming the
insurance business through InsurTech.

Like other parts of the financial sector, insurance

and reinsurance are also witnessing the
arrival and adoption of a variety of emerging
technologies and innovative business models
built around insurance products. Such

innovations are being referred to as “InsurTech”

innovations and are being developed by both
incumbent regulated entities and by newer
technology firms or start-ups."" Several factors

have been driving InsurTech adoption, including
the potential posed by recent technological
developments, the changing expectations of
customers and the pressure to improve back-
office efficiency to gain competitive advantages™.
The COVID-19 pandemic has also played a key
role, by forcing insurers to find digital alternatives
to offline distribution channels.* Some major
technologies in the global InsurTech movement
are big data, machine learning, internet of
things, cloud computing, and distributed ledger
technologies.”

Regulators are seeking to keep up with InsurTech
in innovative ways.

InsurTech business models may create friction
with existing regulatory frameworks. For instance,
some start-ups wishing to serve as insurance
intermediaries may find it difficult to meet existing
capital or other regulatory requirements needed
to gain authorisations. Such requirements, though
necessary to protect consumers, can be difficult
for newer companies to acclimatise to, becoming
a barrier to new market entry. To account for

such challenges without compromising on
regulatory oversight, regulators across the world
have established platforms, called “regulatory
sandboxes”, to experiment with their business
models under relaxed regulatory conditions.* This
approach, although nascent, is potentially having
a positive effect for encouraging innovation. A
recent study found that, in the United Kingdom,
entry into such regulatory sandboxes has a positive
impact on the capacity of start-ups to raise capital
by reducing regulatory costs.


http://risk.vi
http://advantages.ix
http://technologies.xi
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A significant development is the increasing
collection and use of “alternative data”.

The increasing use of digital technologies is
rapidly increasing data trails of prospects/
policyholders across market segments. This

has made it possible to efficiently collect and
analyse vast amount of data about prospects/
policyholders for use in underwriting,
distribution, customer segmentation, and other
financial decision-making. It is now possible

to collect data about policyholders’ payment
behaviour with other businesses and utilities,
their personal spending habits, or their mobile
application usage, lifestyle, social media

usage, or geolocation histories. Such data may
be used to assess the ability and willingness

of a policyholder to pay premiums.® Such
policyholder data collected from non-traditional

sources is increasingly being referred to as
“alternative data”.* These have significant value
from a financial inclusion perspective since they
make it possible to assess the risk of unbanked
policyholders or those without prior credit or
financial histories.

Increasing data collection and reliance on
digital technologies pose data privacy concerns.

The increasing collection of information about
policyholders is giving rise to concerns regarding
the protection of their privacy and the security
of their information.” Due to increased data
sharing, there is a risk of a potential increase in
the unauthorised access to and use or transfer of
such information to a wide variety of regulated
and unregulated entities.

ﬂL\?s:’ B
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THE INSURANCE SECTOR IN INDIA

The Indian insurance sector is characterised by
an insurance gap.

The current market size of the insurance sector

- estimated to be US ~$280 billion - accounts

for ~1.7% of the global insurance market.* The
market is characterised by low rates of insurance
penetration and density. As of 2019-20, insurance
penetration for life and general insurance stands
at 3.2% and 1% respectively, while the density
stands at US $59 and US $19 respectively.® This
indicates that much of the population is still
uninsured. A 2018 report from Lloyd’s considered
this “insurance gap” in India to be the second
largest in the world and estimated it to be US $27
billion in terms of absolute costs.**

Expanding access and adopting innovations will
be needed to close the gap.

It has been suggested that the insurance

sector will need to focus on providing access to
simpler, competitive, and innovative insurance
products, using technology solutions to simplify
the processes of documentation, underwriting
and claims settlement®, expanding the range

of available insurance products,”™ improving
accessibility to insurance in rural and urban poor
areas, and encouraging greater private sector
participation.® A recent report from the NITI
Aayog notes the importance of focusing on digital
channels for health insurance sales to bring
down acquisition and operational costs and
increased access.

India has an established insurance
regulatory system.

The sector is regulated by the Insurance
Regulatory and Development Authority of India
(IRDAI). The primary legislations are the pre-
independence Insurance Act of 1938 (Insurance
Act) and the post-liberalisation Insurance
Regulatory and Development Authority Act of
1999 (IRDAI Act). These are complemented by

10

several subject-specific laws, such as those for
marine insurance®" or insurance for emergency
goods and undertakings,* schemes involving
insurance and other financial products,* or
for the regulation of professionals serving as
actuaries.® " Beyond insurance-specific laws,
other laws, such as those on companies,
contracts, foreign exchange, anti money
laundering, IT Act, or information technologies,
also apply to the insurance sector. For instance,
insurance policies must, as per contracts,
adhere to the Indian Contract Act of 1872.
Their dematerialised forms must adhere to the
Information Technology Act of 2000

(Infotech Act).

The duties of the IRDA are to protect
policyholders and regulate the sector.*""

It uses a mix of licensing, regulations, codes of
conduct and guidelines to promote, regulate
and ensure orderly growth of the insurance
and reinsurance business in India. A recent
intervention in this direction includes the
adoption of regulations on microinsurance
products that are intended to target specific
limited risks that are often relatively low in value
whilst having a limited policyholder impact. The
IRDAI has been exploring various distribution
channels to drive better insurance coverage in
the vulnerable section of the society through
common service centres, digital channels, and
even fuel pumps and cooking

gas agencies. ™

India is already a promising InsurTech market.

Recent market research indicates a presence of
at least 66 InsurTech companies in India today,
making India the second largest InsurTech market
in the Asia Pacific (after China).”* A recent market
report also notes that funding in India’s InsurTech
market has risen from US $11 million in 2016 to
US $287 million in 2020.* In order to keep up
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with these developments, the IRDAI has also established its own regulatory sandbox. In August 2019,
it issued regulatory sandbox guidelines,* inviting companies to submit applications to test upcoming
innovations in a controlled environment. It has granted 67 approvals across three tranches. Some
promising InsurTech use-cases in India include:

WEARABLE DEVICES

These are used by consumers to track their health, fitness, and activity levels by collecting data points
such as location, sleep cycles, heart rate and physical activity.* " Indian insurers have already started

to partner with wearable technology companies to offer discounted trackers to customers. ™" These
wearable devices help insurers underwrite better by tracking and collecting multiple health metrics and
dietary choices to understand a customer’s lifestyle better and offer the right premium. Insurers have
also started offering discounts and gift cards to policyholders for achieving stipulated exercise targets to
promote healthier lifestyles.*
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These are used in the context of motor insurance. Here, premiums for auto insurance are varied
across customers based on their driving habits under a “pay as you drive” model. To calculate these
premiums, ISPs have partners with automakers to install “black boxes” to track an individual’s unique
driving patterns by recording various metrics, such as time, location, hard braking, cornering, and
acceleration. Researchers have also developed systems to help monitor emotional factors, like driver
fatigue, distraction, and drowsiness,* that can then be processed to generate risk factors for drivers
and help vigilant drivers enjoy lower premiums. >

%@ BIG DATA AND MACHINE LEARNING

This is a term used to describe the application of sophisticated data analytical tools to huge data sets
gathered from a wide range of sources. These tools commonly utilise methods and programs categorised
as “machine learning” or as “artificial intelligence” to analyse data and make decisions based on that
data. i A key feature of such programs is that they “learn from the data in order to respond intelligently
to new data and adapt their outputs accordingly”.*™ Several use-cases in the Indian context that are
gaining traction are predictive analytics and robo-advisory in underwriting, customer segmentation,
distribution and claims settlement.X For example, an Indian insurance company has launched a chatbot
to underwrite micro-insurance products; another health insurance company has deployed Al’s predictive
algorithms to analyse previous years’ claim activities and hospitalisation data to offer wellness incentives
to customers towards keeping healthy. Many financial sector participants are also seeking to use
machine learning technologies to engage with low-income users and to assess their creditworthiness.

11
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There is an increasing emphasis on data
privacy in India.

In August 2017, the Supreme Court of India,

in the landmark Puttaswamy judgment*i, |aid
down that the right to privacy is protected as

a fundamental right under the Constitution

of India. The ruling also recognized that this
right is extended to the protection of personal
information. As a result, policyholders in India
are now guaranteed constitutional protection of
their data privacy. The IRDAl is also now required
to discharge a constitutional mandate to ensure
the protection of policyholder information.

A comprehensive cross-sectoral data privacy
law for India is expected soon.

Following the Puttaswamy judgment, the
Ministry of Electronics and Information
Technology, in December 2019, also tabled a
draft of a comprehensive data protection law
for India called the Personal Data Protection
Bill of 2019 (PDP Bill) and referred it to a Joint
Parliamentary Committee on Data Protection
(JPC). The JPC tabled its report accompanied
by an amended version of the bill entitled Data
Protection Bill, 2021. A key component of the Bill
is the introduction of new rights for consumers
in relation to their personal data.

It also establishes a new data protection authority
that shall be empowered to regulate the use of
personal data across sectors."

The IRDAI has already started examining
data-driven innovations from a
privacy perspective.

In 2017, the IRDAI constituted a working group

to examine innovations in the insurance sector
involving wearable and portable devices. Its report
was released in July 2018. The report noted the
need for regulations on protecting data privacy in
terms of four dimensions: consent, usage, access,
and disclosure.

This guide aims to help the insurance sector
prepare for the future of data privacy law.

At the time of writing this report, the draft law
has been reviewed by the JPC and its report is
tabled before the parliament in December 2021.
Once it becomes a law, the Data Protection Bill
will overhaul existing data privacy law across
sectors, including the insurance sector. This guide
aims to help insurance sector participants protect
the privacy of policyholders amidst this evolving
regulatory environment and increasing pressure
to adopt the use of digital technologies and
alternative data to close the insurance gap in India.
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KEY TERMS
AND CONCEPTS
IN THIS GUIDE

It is useful to set out some basic concepts and frameworks that
are necessary to understand the challenges of policyholders’
privacy. These are provided below.
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INSURANCE SERVICE PROVIDER AND POLICYHOLDER

This guide uses “Insurance Service Provider” intermediaries and other service providers in
(ISP) to refer to all entities that participate in the the sector. Under the current legal and policy
insurance sector and may handle the personal framework," the term “intermediary” includes:

data of policyholders. This term captures
insurers and reinsurers as well as a variety of
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Individual and corporate agents who represent insurers before the prospects and are
appointed by insurers to solicit or procure business. They are usually tied to a single insurer
with regards to a particular insurance product.*Vi

Insurance and reinsurance brokers represent, respectively, policyholders before insurers
and insurers before reinsurers. Brokers can shop across multiple insurers for their clients i

Insurance marketing firms can be agents or brokers but are bound by
fewer regulations.

Insurance web aggregators, recognised as intermediaries since 2017, are websites that
offer comparisons of different insurance products. They earn from conversions on leads
originating on their websites into purchases.

Surveyors and loss assessors estimate the quantum of loss occurring from a
claim event.

Common service centres are e-governance service providers that offer insurance products
in arrangements with insurers.
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Several other service providers also participate
in the insurance sector.*

These include third-party administrators who
assist in documentation collection or collect
critical information to decide on claims on behalf
of insurers during settlements; outsourcing
service providers who take up several non-core
functions for insurers otherwise performed

by them; credit information companies who
are regulated entities that collate loan and
repayment behaviour of borrowers to create
credit scores for use by financial institutions;
account aggregators who are non-banking
financial companies that provide individuals
with consent and personal data management
services; insurance repositories who store
insurance policies in electronic form in a single
location for the benefit of policyholders; and
InsurTech companies who are using InsurTech
innovations to offer services in different
activities in the insurance value chain.

Beyond this, the Insurance Information Bureau is
a non-profit set up by the IRDAI in 2009 to act as
a sector-level data repository.'

Some ISPs may be regulated under other
regulatory frameworks.

It is to be noted that two of these entities —
credit information companies and account
aggregators — are regulated by the Reserve Bank
of India (RBI) and not the IRDAI. Some entities
may be simultaneously regulated by the IRDAI
as well as by other financial sector regulators,
such as banks who, when acting as corporate
agents or brokers under bancassurance schemes,
must comply with IRDAI regulations and RBI
guidelines." Finally, some InsurTech companies
may not be regulated by the IRDAI or by other
financial sector regulators.
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KEY DATA PRIVACY TERMS

Data

Personal
data

Notice

16

A term used to refer to collection of distinct pieces of information that are usually
formatted and stored in a specific way, often for the purpose of reference or analysis.
Data can include statistical information or facts, information about policyholders, as
well as inferences derived from other data.

A term used to refer to data that contains a label, symbol or “identifier” that can be
used to identify a specific policyholder or group of policyholders. All data collected
while providing an insurance product to a policyholder is considered as personal
data. Traditional sources of personal data in the insurance sector include proposal
forms, customer health records, financial documents, claims settlement data and
credit information. New sources of alternative data have also come up. The sources
and types of such alternative data can include, for instance,

e Transaction data (such as from payment services, electronic commerce or other
digitally tracked transactions)

e Telecommunications, rent and utility data
e Social media and networking data
e Audio and text data (e.g. collected through customer service calls or applications)

e App and clickstream data (collected as a customer uses an app or, for
clickstreams, moves through a website)

¢ Internet of Things (loT) which includes data from smart grids, smart devices and
shipping and transport systems

e Crowdsourced data such as reviews from online communities and specialized
social networks; weather and satellite data

e Survey and questionnaire data including psychometrics

i Such data is still personal data when maintained or used in a state that enables the
identification or tracing of a policyholder or group of policyholders. This term may
also be called as personal information or policyholder information under different
laws and regulations.

A term used to refer to a set of public statements released by an entity that explains
how it collects, uses, retains, and shares the personal data of any policyholder.
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Data
collection

Consent

Processing

Disclosure

Anonymisation

Automated
means

A term used to refer to various methods for procuring data of policyholders. In
practice, this covers gathering, acquiring, or obtaining information from policyholders
directly from them or other sources and collating these into a database. Examples

of data collection activities include asking policyholders to fill up a proposal form;
provide supporting documents, medical reports, collecting credit reports when
conducting background verifications of their financial and health status; or collecting
data about the medical treatment they may have received.

A term used to refer to the affirmative action of giving consent, either
orally or in writing, by an affirmative and unambiguous act.

A broad term used to capture any activity performed by an insurer on personal
data when that data is under their effective control. Examples of such activities
include, with regards to data, collection, structuring, storage, alteration,
adaptation, retrieval, indexing, disclosure, dissemination, erasure, or destruction.

A term used to capture when an organization shares data with recipients outside
its organization. ISPs need to frequently share policyholders’ personal data with
each other and to other organizations. For example, an insurance agent seeking to
sell an insurance product to a policyholder will need to collect and share personal
information — such as details filled in a proposal form — to the relevant insurer.

A term used to refer to different techniques that are used to remove ‘identifiers’
from personal data in an irreversible manner and to ensure that such data is no
longer capable of being used to identify an individual, including in combination
with other data."

A term used to refer to a system that may be made up of a combination of
different hardware and software elements and may be used to make a decision
with minimal or no human involvement."” Examples of such decisions can
include deciding to offer a micro-insurance product to a policyholder based on
an analysis of their risk profile.

17
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TRACING THE JOURNEY OF THE POLICYHOLDER

The starting point to address data privacy risks and challenges is to determine how and when
policyholders interact with ISPs and provide personal data to them. To do so, we adapted the
methodology of customer journey mapping" to map out the typical journey of a policyholder. In the
interest of comprehensibility, we focus on the journey of one such policyholder in the life insurance
sector. After reviewing the literature on mapping the insurance value chain" and incorporating insights
from our discussions with stakeholders, we provide this map in Figure 4 to generalise the policyholders’
journey across insurance products. Additional steps may be involved for different products. Here are
the identified stages:

Search:

The journey of a policyholder begins after they have identified the need for an insurance
policy. This could be because of a life event. For instance, a policyholder may want to get a
life insurance product after the birth of his/her child.

The policyholder will then try to gather information and seek advice on available options
and providers. This may involve interacting with various insurers and intermediaries
through online and offline channels. In recent years, insurers’ websites and insurance
aggregator websites have emerged as a key avenue for gathering information.

Insurers and a variety of intermediaries (such as agents and brokers) may also collect some
personal data from the policyholder to assess their needs and determine their suitability
for a particular insurance policy.

The policyholder may end up submitting some basic details containing personal data at
this stage to a variety of ISPs to receive information and advice, such as their contact
details, lifestyle habits, health records, income and other financial information.

Selection:

The policyholder may receive a list of available options for the desired insurance policy,
either from an agent, broker, or another intermediary, or through the interface of an
online website. The policyholder may make their choice after comparing their features.

After selecting the option, the policyholder will most likely fill up a digital or
physical proposal form.

18
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Onboarding:

The lifecycle of an insurance policy begins with the submission of the proposal form.

A key stage during the onboarding of policyholders is the collection of consent for data
processing, which traditionally is sought as part of the customer declaration or terms
and conditions process of executing the insurance proposal form. This is a significant step
since this will involve submitting consent to relevant third-party service providers for the
collection of personal data as well as submitting significant amounts of personal data,
including medical information, medical history, and financial data. The policyholder may
also express their choice in relation to the use of electronic insurance policies.

The policyholder may then be expected to complete a Know-Your-Customer (KYC) process.
The IRDAI has recently permitted the use of paperless KYC collection (or e-KYC) using
Aadhaar-based authentication services offered by the Unique Identification Authority

of India."i

After submitting the proposal form and completing the KYC process, the policyholder
may be required to confirm submitted details through a verification process, such as
verification call, or through a video-based identification process." This is to determine if
the policyholder is aware of the product he is opting for and other such submitted details.

ISPs may also conduct their own independent risk assessment exercises. They may collect
the credit information of the policyholder or use other databases maintained by other
financial service providers (such as on claims histories). They may also use third-party
verification service providers, who may visit the policyholder to confirm details. In the case
of some insurance products, such as life or health insurance, the onboarding process may
also involve the policyholder getting a medical test done which involves data exchanges
with a network of third-party administrators and medical centres.

After the onboarding process is complete, and no concerns are raised during the risk
assessment and verification processes, the policyholder may receive the approval from the
relevant underwriting entity.

19
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Purchase:

Use:

20

After receiving approval, the insurance contract is enforced, printed and dispatched/e-
mailed to the policyholder. Sometimes a policyholder card is also sent. This is often used
to signal that they have now entered in a formal agreement with the ISP and are covered
as appropriate in that insurance policy.

ISPs may wish to use the services of an insurance repository to issue electronic insurance
policies to policyholders. The IRDAI has clarified that all insurance policies in electronic
form shall be treated as valid contracts.™

The process of issuance of the insurance policy will likely involve the disclosure of
the personal data of the policyholder to different intermediaries, such as insurance
repositories, who will be mandatorily required to maintain records of issued policies.

After owning the insurance policy, the policyholder will be required to pay regular
premiums and insurers will continue to administer the purchased product during the
term of the contract. New technologies have also made this easier. For instance, it is

now possible for policyholders to pay insurance premiums using mobile applications and
third-party payment wallets. This may involve the exchange of financial data between the
policyholder, ISP, and any third-party service providers, including technology companies,
involved in offering post-sales services to the ISPs.

During the term of the policy, if an insured risk occurs, the policyholder may wish

to submit a claim to the ISP to receive a pay-out as per the policy. This may involve
interacting with different ISPs involved in the claims settlement process, such as surveyors,
loss assessors or third-party administrators. The entities involved may vary depending on
the insurance product concerned.

ISPs will likely receive several types of personal data during the claims process. For
instance, to determine if a claim is payable under a health insurance policy, an insurer may
require the policyholder to submit detailed health and other appropriate information.

In the case of general insurance policies, the policyholder may choose to renew the policy.
The renewal process may require the policyholder to complete a risk assessment process
to determine if a fresh computation of the premium amount is required to reflect changes
in the risk profile of the policyholder.
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Exit:

The policyholder may alternatively choose not to renew or surrender an insurance policy,
triggering an exit from the lifecycle of that insurance product.

Mapping the policyholders’ journey in the insurance sector

Awareness Identifying Gathering Seeking Getting Getting need
need information advice quotes assessed

Submitting KYC
details

Providing Submitting Filling proposal Choosing a
consent proposal form form product

Getting verified

Getting Receiving Executing Receiving
assessed for approvals insurance policy policy card
risks

Managing Paying

premiums

Renewing Receiving claim Submitting a
policy amount claim

B
Terminating
policy

Search Selection ‘ Onboarding Purchase . Use . Exit
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'3 THE CHALLENGE
OF POLICYHOLDER
PRIVACY

Due to recent technological, legal, and regulatory
developments, ISPs face a wide range of risks and challenges
from a data privacy perspective. We discuss these below.
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ENSURING COMPLIANCE WITH EXISTING
REGULATIONS ON DATA PRIVACY

A patchwork of general laws and sectoral regulations impose several overlapping data privacy
obligations on different categories of ISPs in India.” This patchwork is broadly made up of the
following:

Cross-sectoral legislations:

This chiefly includes the Information Technology Act, which is the only law with
provisions on data privacy that apply to private sector entities across all industries
and contexts, including any ISP. The Information Technology (Reasonable Security
Practices and Procedures and Sensitive Personal Data or Information) Rules, 2011
(SPDI Rules) set out general practices and requirements, including the publication
of a privacy policy, the collection of consent for only lawful purposes connected to
the activity, the appointment of personnel to handle complaints, or the adherence
to recognised data security standards, such as the ISO/IEC 27001. Other relevant
legislations include, for example, the Aadhaar (Targeted Delivery of Financial and
Other Subsidies, Benefits and Services) Act, 2016 (Aadhaar Act) which regulates the
use, masking and disclosure of Aadhaar information. Such legislations may contain
penalties to address non-compliance with their data privacy requirements.”

Financial sector regulations:

These may apply to different ISPs and their interactions with other participants in the
financial sectors, such as account aggregators or credit information companies. They
may impose conditions applicable to personal data. For instance, under the Credit
Information Companies (Regulation) Act (CIRC Act), insures are entitled to receive
credit information, but shall ensure that they take steps to implement a variety of
privacy principles, when ‘processing, recording, preserving and protecting the data
relating to credit information’ and security safeguards to ensure that the data relating
to the credit information maintained by them is “accurate, complete, duly protected
against any loss or unauthorised access or use or unauthorised disclosure thereof.”

Sectoral laws and regulations:

Several different regulations and guidelines introduced by the IRDAI impose
obligations on various ISPs and contexts that are intended to ensure policyholder
privacy and confidentiality. A snapshot of the obligations under sectoral regulations
on different ISPs is below.
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m Data privacy and associated requirements

Insurers™
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Expected to maintain several records in electronic form in respect of all business
transacted, including the name and details of all policyholders, their nominees
and people making claims.

Expected to have a data security policy that, inter alia, aims to secure the
privacy and security of policyholder and claim data. Records should be
organised in a manner that support policyholder service and compliance with
applicable laws, regulations, circulars, guidelines, and other frameworks.

Expected to hold records in data centers located and maintained in
India only.

May either directly or through any “distribution channel”, seek any information
from a policyholder that the insurer considers necessary to “assess properly
the risk covered under a proposal for insurance”. Policyholders are required to
furnish all such information sought by the insurer.

Expected to maintain, at all times, “total confidentiality of policyholder
information”, unless required by law to disclose such information to a regulator
or any statutory authority.

Expected to check that any Outsourcing Service Providers (OSPs) used by them
are purging the policyholders’ information after the contract terminates.

Required to ensure that information and data parted to OSPs remain
confidential; and policyholder data is retrieved with no further use of the same
by the OSP once the outsourcing agreement is terminated.

Expected to comply with detailed cybersecurity requirements, including the
implementation of incident reporting mechanisms, security standards, audit
requirements, governance requirements, data classification policies, etc. This
includes introducing mechanisms for ensuring cybersecurity when sharing
policyholders’ information with other regulated entities.

In the context of health insurance, expected to comply with guidelines issued
by IRDAI on “data related matters”. Expected to ensure the portability of health
insurance policies across providers.
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Insurance
brokers™V"

Insurance web
aggregators™

Insurance
agents™

Common
public service
centers™i

Surveyors
and loss
assessors™ii

Expected to treat all information supplied by the prospective clients as
completely confidential to themselves and to the insurers to whom the business
is being offered.

Take appropriate steps to maintain the security of confidential documents in
their possession.

Expected to check that any outsourcing service providers used by them can
enable the insurance broker to protect confidentiality and security of clients/
policyholders information.

Expected to treat all information supplied by the prospective clients as
completely confidential to themselves and to the insurers to whom the business
is being offered.

Take appropriate steps to maintain the security of confidential documents in
their possession.

Expected to treat all information supplied by the prospective clients as
completely confidential to themselves and to the insurers to whom the business
is being offered.

Take appropriate steps to maintain the security of confidential documents in
their possession.

Expected to treat all information supplied by the prospective clients as
completely confidential to themselves and to the insurers to whom the business
is being offered.

Take appropriate steps to maintain the security of confidential documents in
their possession.

Expected to not disclose any policholder’s information to any third party,
except, where consent has been obtained from the interested party, or where
there is a legal right or duty enjoined upon him to disclose.

Expected to ensure that they do not use any confidential information acquired
or received by him to his personal advantage or for the advantage
of a third party.

25



DSCI Sectoral Privacy Guide| Insurance

e Putin place measures to safeguard the privacy of the data maintained and
adequate systems to prevent manipulation of records and transactions.

Insurance * Review the safeguards put in place continuously and submit half-yearly reports
repositories™™ to the IRDAI regarding steps taken by it to maintain privacy of data.

e Expected to treat all information supplied by the prospective clients as
completely confidential to themselves and to the insurers to whom the
business is being offered.

Third party * Take appropriate steps to maintain the security of confidential documents
administrators.™ in their possession.

e Expected to have adequate internal mechanisms to ensure “the privacy of data is
maintained at all times” and to have in place data privacy measures and security
safeguards that can prevent manipulation of records and transactions prior to
commencing operations. Expected to comply with ISO standards.

Insurance
Self-Network e Expected to maintain confidentiality and prevent the misuse of personal information

Platforms (ISNP)*¢  collected during an insurance transaction. Expected to ensure the privacy of persons
using the ISNP is adequately protected.

It can be challenging to frame the privacy expectations of policyholders vis-a-vis
sectoral obligations.

As indicated above, under sectoral laws and regulations, the emphasis lies on ensuring ISPs adhere to
record-keeping and data security requirements. However, such requirements, in relation to policyholders
tend to be broadly worded, aimed at ensuring their “confidentiality”, without granular direction on how this
may be operationalized in terms of meeting their expectations and needs from a privacy perspective. In the
case of insurance intermediaries, obligations tend to be duplicated across regulations without any direction
unique to their context or involvement in the insurance value chain.

This makes it difficult to assure policyholders amidst rising data privacy awareness.

As discussed above, ISPs need to collect information from policyholders to determine the risk involved in
offering them an insurance product and to fix the price of the product being offered to them. Policyholders
are deterred from giving such information to ISPs that cannot assure them of their privacy. An increase in
public debate and regulatory deliberations on data privacy has contributed to an increase in awareness
around data privacy issues. Recent studies have shown that consumers across market segments may even
prefer financial products offering privacy protections.” Consumers’ data is also being shared widely across
various entities in the consumer value chain. Some of these entities are small timer individuals or third
parties which are operating in an unregulated sector and are only governed by a legal agreement with the
ISP. The consumer is not aware of his data being shared across various entities and once known may be
unwilling to share their data with third parties other than the principal provider of financial services.>
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PREPARING FOR EMERGING DATA PRIVACY OBLIGATIONS

A comprehensive data protection law is expected
for India soon.

As discussed in the previous sections, the DP Bill,
once it becomes a law, shall likely induce a shift

in the compliance obligations and mechanisms
across the sector. It shall also impact the extent of
the collection of policyholder data from different
sources by ISPs. The DP Bill builds upon the existing
regime to create a more nuanced and customer
centric data protection regime.™ The design and
structure of the DP Bill is akin to those in other
economies globally.™ At the time of writing, a key
concern is the regulatory uncertainty. It is simply
not clear what may or may not be permitted
under the DP Bill. Industry representatives have
qguestioned, for instance, whether the DP Bill, once
it becomes a law, will regularise (or, alternatively,
prohibit) the use of alternative data by credit
information companies, ISPs, and other financial
sector participants.”i

ISPs will have to shift to a graded approach to
protect personal data.

The DP Bill will involve differentiated obligations for
different types of personal data, where some may
be considered as “sensitive”. A graded approach

to personal data is not presently recognized.
However, a recent example worth noting is from
2018, when the Delhi High Court passed an order
stating that insurance products cannot provide

for a broad exclusion of all genetic disorders. The
order noted the need for a ‘proper framework to
prevent against genetic discrimination as also to
protect collection, preservation and confidentiality
of genetic data’.®™i While this order was later
stayed by the Supreme Court so that the IRDAI
could be impleaded,™ " the observations of the
Delhi High Court are instructive from a data privacy
perspective, as they point to the need for specific
protections for certain categories of data that are
especially sensitive from a privacy standpoint —
such as genetic data.

Introducing processes for consent management for
data collection.

In our discussions with stakeholders, a key concern
raised was that personal data was being collected
without adequately informed or meaningful consent
being collected from policyholders. The DP Bill will
require entities to meet specific legally binding
standards of consent and to disclose a wide variety
of details about their data processing operations

to consumers. This will also apply to the insurance
sector. It is expected that new business models, such
as account aggregators, that have recently been
recognised in the financial sector, will play a key role
in helping ISPs manage consent.

Complying with new transparency and
accountability obligations.

This is especially important considering the
data-intensive nature of the industry. ISPs have
historically processed different kinds of personal
data like KYC records, health and financial data.
Today, with the use of alternative data and new
data processing technologies, ISPs are processing
more and more granular personal data points.
For instance, ISPs are processing near-real-time
data from policyholders’ loT devices or telematic
devices to better understand policyholders’ lifestyle,
and habits, to create a persona.™ ISPs may need

to engage in a comprehensive process to adjust

to these new regulatory requirements. ISPs can
prepare for the new regime by designing strong
customer-centric data protection practices that
could facilitate compliance and simultaneously
improve policyholders’ trust and uptake of insurance
products and services.
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MANAGING DISCLOSURE OF DATA TO THIRD PARTIES

The insurance value chain now has a complex
mix of regulated and unregulated entities.

There can now be over 15 to 20 roles for service
provision in various stages with multiple vendors
filling these roles. Insurers can often have
relationships and arrangements with numerous

such vendors. At scale, it can be extremely difficult
for ISPs to monitor the nature of their control over

the data and the extent of their involvement in
the processing of personal data in each case. The
insurance value chain has also evolved to include
technology service providers that can facilitate
personal data flow and processing activities for
ISPs.> |SPs must have robust data protection
practices in this complex data ecosystem to
safeguard policyholders’ privacy. Adopting robust
data protection practices, is therefore, becoming
important for ISPs for complying with the
emerging regulatory landscape.

The use of digital technologies to
enable third-party data access poses
specific concerns.

The use of apps by intermediaries and other
third-parties to collect personal data can result
in the data being used for purposes other than
what they were collected for. Mobile apps may
also have ad-related components and expansive
permissions to collect personal data without

any linkage to a specified purpose. The use of
Application Programming Interfaces (APIs) is also
a concern. There are often no accepted standards
for APIs; risks can arise from poorly designed
and insecure APIs. In some cases, it is possible

to misuse APIs to mirror and share personal
information with third parties without adequate
authorisation. There is a scope for a fraud being
perpetuated from unauthorised data sharing and
the leakage of policyholder data.”

This is exacerbated by the lack of adequate
oversight over such APIs and apps.
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Data sharing is a commercial necessity and
regulatory mandate.

This challenge is exacerbated by present realities
which require data sharing. As per insurers, the
need to share policyholder data has become
increasingly necessary due to the COVID-19
pandemic which has impacted the ability of ISPs
to share data with each other. ISPs also need to
meet regulatory requirements, such as to meet
IRDAI guidelines requiring insurers to ensure
policyholders can port their health insurance
policies from one provider to another.” i |SPs
are required to share data, including personal
data of policyholders, with various regulatory
and quasi-regulatory agencies. However, their
precise data privacy obligations, applicable to
regulators in relation to their data collection or
disclosure practices is often unclear. In such a
scenario, insurers face a key challenge to meet
data sharing demands without compromising on
policyholder’s privacy.
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ADDRESSING UNIQUE RISKS POSED BY NEW
DATA SOURCES AND TECHNOLOGIES

Inaccuracy and bias in the insurance value chain
are two key challenges posed by new data
sources and technologies.

These can be used to drive insights related

to historical transactional and health issues
and behavioural patterns of customers. While
these offer useful benefits, they also pose key
challenges of inaccuracy and bias from the
perspectives of data privacy and protection of
policyholders. The use of automated means, for
instance, can lead to incorrect assessments of
policyholders or can perpetuate existing biases
and risks posed to vulnerable

communities at scale.>V

Concerns with the increasing use of loT devices
offer insight into the challenge of inaccuracy.

Consumer wearables are often transferred from
the initial buyer to other persons who are the
actual users. It is not clear if companies can
discern this change of ownership. This creates
scope for behaviours to be attributed to the
wrong consumer.” |n the context of auto
insurance, advanced analytics platforms are
required to ensure that usage-based telematics
devices can differentiate between driving
behaviour in different environments.

Personalised premium calculation helps
understand the challenges of bias.

For instance, risk pooling models deployed

by consumers could single out vulnerable
consumers, putting them at a disadvantage and
reducing opportunities for them to manage
their risk.*i Regulators have noted that the
increased use of data for personalized risk
mapping in insurance could lead to consumer
harms outside their control.™ i There are

also concerns of bias creeping into machine
learning models reliant on data collected from
loT devices. For instance, there is increasing
evidence to show that consumer wearables
tracking various metrics, such as heart rates
are more inaccurate when used by people with
darker skin tones™* or by people with tattoos,
arm hair or thicker skin epidermis.’
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Keeping these priorities for ISPs at the fore, we have identified a set of eight principles that
provide them with actionable guidance to strengthen policyholders privacy and introduce data
protection safeguards:

Communicating effectively with policyholders:

Notices that ISPs provide to policyholders must be simple, comprehensible and adequate.
The notices should inform policyholders of how their personal data is collected, processed,
stored, and shared, and the rights that policyholders have over their data.

Obtaining informed consent from policyholders:

ISPs must obtain consent from the policyholder before collecting personal data. The consent
taken from policyholders must be informed, free, clear, specific and withdrawable.

Collecting accurate and proportionate personal data for providing
insurance services:

ISPs must collect and process only that personal data that is accurate and necessary for
fulfilling the purposes that policyholders have consented to.

Securing policyholders’ personal data:

ISPs must adopt strong technical, managerial, operational, and physical security safeguards
to protect the confidentiality and integrity of personal data throughout the data lifecycle.

Using or disclosing personal data with the consent of the policyholder for clear, specific
and lawful purposes:

ISPs should use personal data or disclose personal data to third parties only with the
policyholders’ consent and for pursuing a clear, specific and lawful purpose.

Enabling policyholders to access and rectify their personal data:

ISPs should give policyholders access to their personal data and allow policyholders to rectify
their personal data to ensure data accuracy. This is a current practice.

Using automated means of processing responsibly:

ISPs must complement the use of automated means of processing with adequate safeguards
against risks, including, strengthening human oversight over
automated means.

Demonstrating compliance with best data protection practices:

ISPs should be able to demonstrate their compliance with their stated data protection
practices to the policyholders.
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PRINCIPLE 1
COMMUNICATING EFFECTIVELY WITH POLICYHOLDERS

Notices that ISPs provide to policyholders must be simple, comprehensible and adequate. The notices
should inform policyholders of how their personal data is collected, processed, stored, and shared, and
the rights that policyholders have over their data.

Providing easily accessible and comprehensible privacy notices about data processing activities is an
important step in data protection.* These notices serve two crucial objectives. First, the notices help
ISPs gain the trust of policyholders, leading to greater uptake.* Second, the notices help policyholders
better understand how their personal data will be processed and what it implies for them,

improving their autonomy.

This principle is also found in key regulations applicable to ISPs:X“V

Cross-sectoral regulations such as the Information Technology (Reasonable
Security Practices and Procedures and Sensitive Personal Data or Information)
Rules, 2011 (SPDI Rules) which requires ISPs to provide a privacy notice to
policyholders before collecting their personal data (Rule 4).

Financial sector regulations such as the Credit Information Companies
Regulations, 2006 which requires ISPs to inform policyholders before
collecting (or as soon as possible after collection) of their credit
information (Rule 11(3)).

Insurance sector regulations like the IRDAI (Insurance Web Aggregators)
Regulation, 2017 which requires specific insurance sector participants
such as Web Aggregators to provide a notice (Sch. | Form R).
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The key considerations for ISPs and measures they can take when providing notice to
policyholders are set out below:

i. Privacy notices must be designed in a user-centric manner so that policyholders can
easily understand the provisions of the notice.

A privacy notice must not overwhelm or confuse policyholders by being too
technical, specific or broad.*

Information presented in the notice must be plain, clear, concise, easily
comprehensible and adequately specific for policyholders to understand
it properly.

The notice must be made available in multiple languages when practicable. "

The notice must provide important information (like purpose for processing personal
data or details of redress mechanisms) prominently.

Provisions that request consent from policyholders must also be placed distinctly
from the general provisions in the notice.*

ISPs should present a privacy notice to policyholders just in time for
data collection.©

ii. Privacy notices must inform policyholders about the important aspects of personal
data processing activities.

a.

b

A privacy notice should clearly disclose:*

The types of personal data that will be collected, both, directly from the policyholder
and indirectly from third parties;

The types of data that are mandatory and optional for a processing activity,

The purposes for which ISPs will process personal data, which must be clear, specific
and lawful;

The duration for which ISPs will retain personal data;
The personnel and entities would be able to access the data;
The consequences of not providing personal data;

The third parties with whom the ISP may share data and instances of cross-border
transfer of personal data, and

The security safeguards that the ISP adopted to safeguard personal data.

. The notice should also provide details about policyholders’ rights over their data,

grievance redressal mechanisms and ways to report misuse or breach of data.
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iii. Privacy notices must clearly inform policyholders about the use of
automated means.

The privacy notice must inform policyholders—°t
e That their personal data may be processed by automated means;
e That they may interact with automated systems, and

e About mechanisms through which they can contest or seek an explanation of
decisions reached through automated means.
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CASE STUDY

PRINCIPLE 1

Communicating effectively
with policyholders

Lakshmi wants to purchase a health insurance policy. She accesses the mobile application of an ISP
where she is asked to create a user account. The process to create the account requires Lakshmi to
share her identification documents, contact and financial details. The process also requires her to

accept the terms and conditions of the mobile application.

However, the mobile application does not direct Lakshmi to the terms and conditions and the privacy
policy governing the application. As a result, Lakshmi is not able to understand why the ISP wants to
collect such personal information and how the ISP will use her information. Lakshmi is alarmed and

decides not to set up the account since she is not clear on how her information will be used.

The ISP should make the terms and conditions and the privacy policy governing the mobile application
easily available to Lakshmi. This information must be provided before asking Lakshmi to create a user
account so that she can make an informed decision about creating an account. The ISP should also

display this information prominently on their website for public reference.

The information itself should be conveyed through a specific and short notice that explains the terms
and conditions in a plain and simple language that Lakshmi can understand. Lakshmi should also have

the option to ask for customer support for a better understanding of the privacy policy and the ISP’s

practices. Doing so would allow Lakshmi to make an informed decision about giving ISP the consent to

»

process her personal data.
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PRINCIPLE 2
OBTAINING INFORMED CONSENT FROM POLICYHOLDERS

ISPs must obtain consent from the policyholder before collecting personal data. The consent taken
from policyholders must be informed, free, clear, specific and withdrawable.

Consent is a crucial part of data protection which enables policyholders to exercise choice and control
over how their personal data is used. " Basing processing activities on policyholders’ consent can help
ISPs reduce policyholders’ apprehensions about risks and build trust.cV

This principle is also found in key regulations applicable to ISPs:*"

Cross-sectoral regulations such as the Information Technology (Reasonable
Security Practices and Procedures and Sensitive Personal Data or Information)
Rules, 2011 (SPDI Rules) which requires ISPs to obtain consent for processing
personal data and for sharing personal information with third parties (Rule 5
and rule 6).

Financial sector regulations such as the IRDAI (Insurance Web
Aggregators) Regulation, 2017 require specific insurance sector
participants like Web Aggregators which must take policyholders’
consent in sharing personal data with insurers (Sch. | Form R).

The key considerations for ISPs and measures ISPs can take when obtaining consent from
policyholders are set out below:

i. By law, consent must be informed, free, clear, specific and withdrawable

e Policyholders must have all relevant information to give an informed consent.

e Policyholders should give consent freely and voluntarily without being forced or misled.
e Policyholders must give consent clearly and explicitly.

e Policyholders must be able to give consent separately for the different purposes of
processing personal data.

e Policyholders should be able to withdraw their consent. Withdrawing consent must be as
easy as giving consent.
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Policyholders should not face barriers in giving or withdrawing consent.

ISPs should allow policyholders to manage their consent preferences through
entities such as consent managers.®

Policyholders should be able to use the same channels for giving and
withdrawing consent.

To be accessible to less digitally savvy, less literate, or differently abled policyholders,
the processes should:

a. Guide policyholders in understanding privacy notices and consent;

b. Provide alternate means of seeking and recording consent for differently
abled policyholders, and

c. Help policyholders provide consent through visual and aural channels.

iii. ISPs must design consent processes that strengthen policyholders’ privacy.

ISPs should disclose risks that could arise for policyholders from giving consent and
the measures that ISPs have taken to mitigate those risks.®""

ISPs should disclose the use of automated systems for providing products and
services to policyholders.*"

ISPs should not assume policyholders’ consent by default. ISPs must take fresh
consent from policyholders when they collect new personal data or begin new
processing activities.®™

They must allow policyholders to opt-in and give explicit consent to
processing activities.*

Policyholders must be able to refuse consent for optional processing activities
without facing any detriment to the services they receive.*

Policyholders should be able to withdraw their consent and opt-out of processing
activities without detriment other than termination of services.*"

ISPs should maintain records of policyholders’ consent preferences, consent
withdrawals and correspondence when obtaining consent.*"
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CASE STUDY

PRINCIPLE 2

Obtaining informed consent
from policyholders

Sarah is a visually impaired individual. With the assistance of her family, she had previously purchased
a life insurance policy from an ISP. At the time of purchase, she had consented to the ISP to process
her personal data according to the privacy notice that was given to her. However, Sarah was recently
made aware of the changes to the privacy notice without her consent. Sarah did not want to consent
to the changes and chose to withdraw her consent. On approaching her ISP, Sarah learns that the
process for withdrawing consent is long-winded, and inaccessible to her as a visually impaired

individual.

Sarah was not informed in advance about changes to the privacy notice. The ISP did not take her
consent for processing her personal data under the new privacy notice. Furthermore, the ISP did

not inform Sarah about the complex procedures for withdrawing consent when she purchased her
insurance policy. These practices preclude Sarah from giving free, clear and informed consent, making

it challenging for her to withdraw her consent.

In order to avoid this, ISPs must build consent artefacts that are accessible to policyholders facing a

variety of barriers, including physical and mental

disabilities. Further, the consent artefacts must

allow policyholders to withdraw consent with

the same ease as giving consent. ISPs must keep

track of policyholders’ consent preferences to

understand the terms and conditions for which

they have policyholders’ consent, and those for

which they must take consent afresh.
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PRINCIPLE 3
COLLECTING ACCURATE AND PROPORTIONATE PERSONAL
DATA FOR PROVIDING INSURANCE

ISPs must collect and process only the personal data, that is accurate and necessary for fulfilling the
purpose that policyholders have consented to.

The personal data that ISPs process must satisfy two important criteria. First, ISPs must process

only that personal data that is necessary for fulfilling the purposes that policyholders consented

to. Processing unnecessary personal data could be intrusive and violate policyholders’ privacy.>"
Second, the personal data processed must be accurate. Processing inaccurate personal data can
lead to inaccurate decisions, sub-optimal products and services, and poor financial outcomes for the
policyholders.=

This principle is also found in key regulations applicable to ISPs:*

Cross-sectoral regulations like the Information Technology (Reasonable
Security Practices and Procedures and Sensitive Personal Data or Information)
Rules, 2011 (SPDI Rules) which requires ISPs to collect and process only
necessary personal data (Rule 4 and rule 5).

Financial sector regulations like the Credit Information Companies
(Regulation) Act, 2005 which requires ISPs to take measures to ensure
credit information they process is accurate, complete and necessary for the
purposes of processing (Chapter V).

Insurance sector regulations like the IRDAI (Insurance Web Aggregators)
Regulation, 2017 which require specific insurance sector participants
like Web Aggregators to ensure data quality (Sch. | Form R(a)).

The key considerations for ISPs and measures they can take for ensuring data
quality are set out below:

i. The personal data collected and processed by ISPs must be proportionate
and accurate.

e Personal data processed by ISPs must be relevant and necessary for fulfilling the
purpose of processing personal data.

e |ISPs must delete personal data that is not necessary for processing.

39



DSCI Sectoral Privacy Guide| Insurance

e Personal data should be accurate, complete, representative, unbiased, up-to-date
and not misleading.

e The collection of data to meet this quality should be consensual, lawful, fair and non-
intrusive.

e |SPs should collect new personal data only if it is necessary for maintaining accuracy
or fulfilling a purpose.®'

e |SPs should undertake data protection impact assessments to ensure they are only
processing proportionate personal data.

ii. ISPs must have mechanisms to verify the quality of personal data
they process.

ISPs must:

e Frequently assess if the personal data being processed is inaccurate or
out-of-date. .o

e Assess the quality and relevance of personal data for the purposes it is
being processed.o™

e Institute mechanisms to filter incomplete, inaccurate or unnecessary personal data
during data collection.®™

e Assess alterations in personal data from breach or cyberattack to
rectify inaccuracies.®

* Regularly review outputs from processing that are used as feedback or inputs for
automated means of processing.*

* Reviewing processing activities to identify and rectify causes of bad
data quality.®

e (Create protocols for assessing the quality of data collected from
third parties.®

e Maintain records of the source from where personal data was collected.*
e Maintain records of the measures taken to check accuracy of data.o*v

e Maintain records of inaccuracies and challenges to accuracy of personal data arising
from policyholders’ access rights. ™"
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CASE STUDY

PRINCIPLE 3

Collecting accurate and proportionate
personal data for providing insurance

Khyaati has been a policyholder of a life insurance policy from an ISP for the past two years. She
recently married Mathew and appended his surname to her last name. Khyaati wanted to change her
name and update her personal information with her ISP. While updating her name, Khyaati realised
that the ISP was processing some other personal information that was not only inaccurate but also not

covered in the privacy notice.

So, she requested her ISP to delete unnecessary personal data and to rectify inaccurate data. The ISP
denied Khyaati’s requests because they did not have the means to identify unnecessary data and verify
inaccurate data. The ISP continued to process personal data that was unnecessary and inaccurate for
providing life insurance services. Khyaati felt that the ISP did not respect her privacy and interests, and

terminated her relationship with the ISP.

ISPs must collect and process accurate personal data which must be necessary for fulfilling a purpose

that policyholders’ consent to. ISPs should establish
mechanisms that can help examine accuracy and
proportionality of personal data before and during
the processing of personal data. ISPs can rely on —

different measures like performing Data Protection

Impact Assessments (DPIAs), regularly reviewing
the need to continue processing personal data, and

allowing policyholders to access and rectify their

personal data.
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PRINCIPLE 4
SECURING POLICYHOLDERS’ PERSONAL DATA

ISPs must adopt strong technical, managerial, operational, and physical security safeguards to protect
the confidentiality and integrity of personal data throughout the data lifecycle.

Policyholders’ privacy and the integrity of personal data are vulnerable to cyberattacks and data
breaches. ISPs should take a variety of technical, managerial, operational and physical security
measures that can protect the confidentiality and integrity of personal data throughout the data
lifecycle. These measures must supplement other data protection practices like providing a privacy
notice and obtaining consent. ISPs risk the reputation and integrity of processing activities in the
absence of proper security safeguards.o*ii

This principle is also found in key regulations applicable to ISPs:>**"

Cross-sectoral regulations like the Information Technology (Reasonable
Security Practices and Procedures and Sensitive Personal Data or
Information) Rules, 2011 (SPDI Rules) which requires ISPs to adopt security
safeguards that can adequately protect the personal data that they process
or share with third parties (Rules 8 and 9).

Financial sector regulations like the Credit Information Companies
(Regulation) Act, 2005 which require ISPs to take measures to put proper
security safeguards into place to protect credit information (Section 19,
section 20, and section 22).

Insurance sector regulations like the IRDAI Guidelines on Information and
Cybersecurity for Insurers, 2017 (cl.5 to cl.23) and the IRDAI Guidelines on
Insurance E-commerce, 2017 (cl.10 to cl.15) which require ISPs to adopt a
variety of data security safeguards.
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The key considerations and measures that ISPs can take can take for ensuring robust data security
safeguards are set out below:

i. ISPs must identify the vulnerabilities and risks that must be addressed through
security safeguards.

ISPs must:

e Conduct information audits to understand vulnerabilities and risks to
personal data.®

e Conduct risk assessments and threat tests to understand risks to personal data.

e Conduct data protection impact assessments and threat analyses before using new
technologies to process personal data.*

® Gauge the risk of re-identification for anonymised data through
continuous review.®i

ii. ISPs must establish security safeguards that are proportionate to the
risks identified.

They must:

* Identify data protection guarantees in the privacy notice that must be operationalised
through security safeguards.®

e Adopt technological measures including encryption and use of passwords.®V

e Adopt organisational measures including defining data access, data authentication
and authorisation protocols.**"

e Adopt physical measures including security clearances to personal
data servers.®Vi

e Deploy a data breach and incident management process that can—*i
1. Help in addressing existing vulnerabilities and threats to personal data, and
2. Help policyholders take steps to mitigate risks to personal data.

e Ensure personal data that is not relevant for processing is deleted or blocked when
sharing with third parties;>i

e Ensure personal data is deleted carefully without giving access to
unauthorised parties. o

e Implement anonymisation and de-identification techniques.®
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Periodically rectify automated means of processing based on audits
and assessments."

Create controls to recover accidentally lost, altered or destroyed
personal data.>i

Regularly review security safeguards through audits, assessments and threat tests to
identify and eliminate vulnerabilities.>

Implement and operationalise privacy-by-design principles' and security-by-design
principles’ throughout the data lifecycle.

iii. ISPs must ensure security safeguards in sharing personal data with
third parties.

They must—

Assess the risks that could arise from outsourcing personal data to
third parties.®

Create controls to ensure third parties use personal data only to fulfil the purposes
mentioned in their outsourcing agreement.®

Ensure that the third parties have adequate security safeguards to protect
personal data.>V

Introduce breach notification requirements in outsourcing agreements
with third parties.

Incorporate measures to monitor personal data flows through Application
Programming Interfaces (APIs) with third parties.

Audit third parties using APIs for data malpractices.
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CASE STUDY

PRINCIPLE 4

Securing policyholders’
personal data

“Insurall” is a leading health insurance provider in India that pioneers in using technology to support its
services. Apart from collecting data from the policyholder, Insurall collects data indirectly from multiple
sources. Insurall stores this data in a centralised database. It uses APIs to share information with

authorised third parties for enhancing customer experience and for improving business opportunities.

Unfortunately, Insurall suffered a data breach which leaked highly sensitive policyholder information
including payment transaction details, contact details and product purchase history. An independent
investigation found that Insurall did not take measures to secure data that was shared to third parties.
The APIs that Insurall used did not have strong security features that could protect personal data
shared through them. Further, Insurall did not take proper measures to ensure that third parties

with which it shared information had strong security safeguards. Hackers were able to exploit these

vulnerabilities to access policyholders’ data.

Insurall was negligent in implementing technical and procedural controls to ensure security of
policyholders’ data throughout the data lifecycle. Insurall made itself vulnerable due to improper
oversight over its data practices. Insurall should
have tested the APIs’ security before using
them and taken measures to address any
vulnerabilities. Similarly, Insurall should have
examined third parties’ security practices for
vulnerabilities that must be addressed through

appropriate controls.
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PRINCIPLE 5
USING OR DISCLOSING PERSONAL DATA WITH THE CONSENT OF
THE POLICYHOLDER FOR CLEAR, SPECIFIC, AND LAWFUL PURPOSES

ISPs should use personal data or disclose personal data to third parties only with the policyholders’
consent and for pursuing a clear, specific and lawful purpose.

ISPs may have primary purposes (like provision of insurance services), and secondary purposes (like
cross-selling services or fulfilling legal and regulatory obligations) for using or disclosing personal data
to third parties. Both, primary and secondary purposes, must be clear, specific and lawful. Further, in
both cases, the ISPs must inform such use or disclosure to policyholders as part of their notice and take
consent from policyholders before processing personal data. These measures can make processing
activities more transparent and predictable for policyholders.®i

Further, policyholders should be able to request ISPs to disclose their personal data to other entities
through data portability. Data portability allows policyholders to request ISPs to have their personal
data transferred to any other entity in a machine-readable format.®"i This can help operationalise
policyholders’ autonomy over who their personal data is shared with.*"

This principle is also found in key regulations applicable to ISPs:®

Cross-sectoral regulations like the Information Technology (Reasonable
Security Practices and Procedures and Sensitive Personal Data or Information)
Rules, 2011 (SPDI Rules) which requires ISPs to process personal data and
disclose personal data for specific purposes and with policyholders’ consent
(Rules 5 and 6).

Financial sector regulations like the Credit Information Companies
(Regulation) Act, 2005 which require ISPs to adopt principles determining
what purposes credit information can be used for and when it can be
disclosed (Section 20).

Insurance sector regulations like the IRDAI (Health Insurance) Regulations,
2016 provide for data portability, giving policyholders an option to transfer
their personal data between ISPs (Schedule | of

the Regulations).
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The key considerations for ISPs and measures they can take to ensure appropriate data use and
disclosure are set out below:

i. ISPs should use or disclose personal data only for the clear, specific and lawful
purposes that policyholders consented to.

They must—"

Maintain a specific list of third parties to whom personal data may
be disclosed.

Disclose a list of purposes for which personal data may be disclosed to
third parties.

Stop disclosing personal data to third parties if policyholders
withdraw consent.

ii. ISPs must operationalise data portability for policyholders on their request.

They must—-i

Install mechanisms to receive and record data porting requests from policyholders.

Adopt organisational policies and capacity to recognise and operationalise data
porting requests.

Verify the identity of the policyholder requesting for porting before
transmitting data.

Respond to porting requests in a timely manner.
Receive and transmit personal data to third parties on policyholders’ request.

Transmit personal data on policyholders’ request without placing financial, legal or
technical obstacles.

Transmit data on policyholders’ request in a structured, commonly used and
machine-readable format.

Transmit data on policyholders’ request in a secure method.

iii. ISPs should maintain their assessments of policyholders distinctly from
policyholders’ personal data to aid data portability.*"
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CASE STUDY

PRINCIPLE S

Using or disclosing personal data
with the consent of the policyholder

Sameera wanted to purchase a health insurance policy that specifically covers diabetes. She
approached an ISP who could meet her requirements. As part of the onboarding process, the ISP
asked Sameera to share some personal information including her identification documents, contact
details and medical history. Sameera read the terms and conditions about how the ISP uses personal
information carefully and decided to share her information believing that it would be used only for

providing insurance services.

A few days after sharing the information, Sameera began receiving messages from multiple fitness
centres about special discounts for customers with diabetes. Alarmed by the messages, Sameera
visited some of the fitness centres to find out how they got her contact details. She found that her ISP
had shared her personal information with the fitness centres. Sameera read the ISP’s privacy policy
and her insurance agreement again to verify if she gave her consent to the ISP for sharing her personal
information with the fitness centres. Neither of the document mentioned who the ISP can share
Sameera’s data with or for what purpose. The ISP disclosed Sameera’s information to fitness centres
without her consent. Sameera was compelled to give blanket consent and allow the ISP to share her

data for secondary purposes which she did not prefer.

The ISP must stop disclosing Sameera’s information to fitness centres and any other third party they
may be disclosing information to. The ISP must clearly inform Sameera who they will share personal
information with and for what specific purpose. The ISP should allow Sameera
to consent separately for primary and secondary information sharing purposes.
Sameera must be able to choose how her personal data is used and who it is

shared with. Further, the ISP should not deny Sameera insurance services, the

primary purpose for which her personal data was processed, because she denied

consent for secondary purposes of processing personal data.
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PRINCIPLE 6
ENABLING POLICYHOLDERS TO ACCESS AND
RECTIFY THEIR PERSONAL DATA

ISPs should give policyholders access to their personal data and allow policyholders to rectify their
personal data to ensure data accuracy.

Providing policyholders access to their personal data is an important part of upholding their
autonomy“"v and maintaining data quality. Having access to information about processing activities
can help policyholders stay informed and make decisions about how their personal data is used.

In the same vein, policyholders will be able to identify inaccuracies in an ISPs’ personal data records
and rectify them. This would ensure ISPs process accurate data about policyholders.<"

This principle is also found in key regulations applicable to ISPs:*

Cross-sectoral regulations like the Information Technology (Reasonable
Security Practices and Procedures and Sensitive Personal Data or
Information) Rules, 2011 (SPDI Rules) which requires ISPs to enable access
and rectification of personal data records by policyholders (Rule 5).

Financial sector regulations like the Credit Information Companies
(Regulation) Act, 2005 which require ISPs to enable access and rectification of
personal data records by policyholders (Section 20(a)(iii)).

Insurance sector regulations like the IRDAI (Health Insurance) Regulations,
2016 provide for data portability, giving policyholders an option to transfer
their personal data between ISPs (Sch.l).
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The key considerations for ISPs and measures they can take for enabling policyholders to access and
rectify their personal data are set out below:

50

i. ISPs must establish processes for enabling access and rectification.

They should—"i

Clearly communicate access and rectification process to policyholders.

Facilitate policyholders’ right to access personal data in a structured, machine-
readable format.

Enable access and rectification for personal data collected directly from the
policyholder and indirectly from third parties.cii

Facilitate policyholders’ ability to access and rectify their personal data when they
choose without cost or delay.

Allow policyholders to modify personal data through diverse channels including
physical channels and digital portals.®**

Make changes to personal data records to match the modifications made
by policyholders.®*

ii. ISPs should notify third parties about changes in personal data.

They must—<

Provide third parties with amended personal data records when necessary.c*i

Take measures to ensure third parties rectify their personal data records.®

ili. ISPs must provide policyholders information about important processing activities.

They must—<xv

Give policyholders information about important processing activities, including
processing through automated means.®™

Meaningfully communicate the implications, intended effects and rationale involved
in automated means of processing.”"

Demonstrate through prior assessments that automated tools provide legitimate
outputs without discrimination. i

Provide policyholders with a standard list of third parties to whom personal data may
be disclosed.i
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CASE STUDY

PRINCIPLE 6

Enabling policyholders to access and
rectify their personal data

After the occurrence of an accident, Alam visited an ISP-approved mechanic for repairing his car.
The mechanic denied Alam’s repair claim because the car’s chassis number did not match the
chassis number in the mechanic’s records. Alam realised that the chassis number had been recorded
incorrectly in the policy document. Alam contacted his ISP’s customer care centre to ask about the
procedure for rectifying the error.

The customer care executive told Alam that he must register himself on the ISP’s web portal to make
corrections. Alam asked for an alternative procedure because he could not use digital channels. The
executive insisted that Alam use the web portal. Alam wrote a formal request to the ISP along with

relevant documentation to rectify the date of purchase in the policy documents.

However, Alam did not receive a response from the ISP. As a result, Alam was unable to make a repair
claim for his car.

ISPs must provide customers a variety of channels to access and rectify their personal data records. ISPs
must also develop standard procedures to rectify personal data records and communicate rectifications
to third parties promptly.
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PRINCIPLE 7
USING AUTOMATED MEANS OF PROCESSING
RESPONSIBLY

ISPs must complement the use of automated means of processing with adequate safeguards against
risks, including, strengthening human oversight over automated means.

ISPs may use automated means for different purposes like assessing the risk profile of a policyholder.
Outputs produced by automated means could pose unintended risks for ISPs and policyholders without
adequate safeguards.®* The risks for ISPs could include adverse selection and poor risk assessment

of policyholders. The risks for policyholders could include unjust rejections, unsuitable products, and
risks to privacy. Further, ISPs may be unable to understand or explain why automated means produce

a certain output. ISPs should adopt and use automated means responsibly to avoid risk and protect
policyholders’ interests.

To comply with leading regulatory frameworks, ISPs can draw upon global best practices developed by
practitioners and multilateral organisations. The key considerations for ISPs and measures ISPs can take
for using automated means responsibly are set out below:

i. ISPs must strengthen human oversight over automated means.
They must—=

¢ Install measures to ensure transparency, auditability, accountability and
explainability of decisions made by automated mean:s.

e Explain the decision-making process of the automated means in clear,
comprehensible and accessible terms.

e Record actions taken to identify, document and mitigate risks to policyholders’
rights from automated means.

e Document the datasets and processes that automated means use to arrive
at decisions.

ii. ISPs must adopt safeguards against risks posed by automated means of
processing.

They must—<ki

e Preemptively identify risks to the safety and rights of policyholders from using
automated means of processing by sandboxing or piloting.

e Ensure that the automated means are fit for the purpose of processing by
clearly understanding the purpose for which they were developed, their
capabilities and limitations.
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Test the robustness, reliability, accuracy, and security of automated means
before putting them into use.

Ensure that the data being processed is representative, unbiased and of
high-quality.

Debias personal data processed by automated means where necessary.

Adopt best standards for gathering and labelling personal data that will be
used for processing by automated means.

Identify and address any bias in the decision-making process by
automated means.

Continually identify vulnerabilities in the automated means used
for processing.

Develop measures to mitigate the risks identified from automated means
of processing.

Upskill personnel who develop and administrate automated means of
processing to ensure responsible processing.

iii. ISPs must give policyholders control over decisions made through automated
means.

They must—

Notify policyholders through all service delivery channels that automated
means may be used for making decisions about the policyholder.<

Allow policyholders to contest decisions made through automated means. i

Create transparent processes for policyholders to submit complaints about
decisions made through automated means.“*"

Create a variety of channels for policyholders to contest or seek review of
decisions made through automated means.*™

Create clear processes for policyholders to seek redress when their rights are
harmed by processing by automated means.“*

Provide data management tools that can help policyholders review, edit, and
update personal data that is processed through automated means.c*i

Make policyholders aware of their rights in relation to how their personal data
is processed through automated means. i
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CASE STUDY

PRINCIPLE 7

Using automated means of
processing responsibly

Anuj and Harshitha contracted dengue and were admitted into the same hospital and underwent
the same treatment. Both their treatment cost the same and they filed claims with the same ISP
under the same insurance scheme. However, the insurance company approved only a fraction of

Harshitha’s claim while Anuj’s claim was approved in its entirety.

On raising the issue with the ISP, the ISP explained that claim settling is automated and they avail
of the services of a vendor that provides that service. The ISP is unable to explain why Harshitha’s
claim was rejected even when Anuj’s claim for the same amount and same medical condition was

accepted in its entirety.

ISPs using automated means of processing must install strong controls, oversight mechanisms and
customer safeguards. ISPs must be able to trace the decision-making process of an automated
system and explain the decision in simple terms to customers. ISPs must also preemptively identify
risks from using automated means,

like discrimination between ﬂ

policyholders, and take adequate .

measures to mitigate those risks. .

® ™
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PRINCIPLE 8
DEMONSTRATING COMPLIANCE WITH BEST
DATA PROTECTION PRACTICES

ISPs should be able to demonstrate their compliance with their stated data protection practices

to the policyholders.®* They could adopt a variety of transparency and accountability measures
to do so. Transparency and accountability play a crucial role in developing a relationship of trust
with policyholders. Through transparency and accountability, ISPs can demonstrate and reassure
policyholders that their personal data is being used safely and responsibly in a way that safeguards
privacy.

The principle has been embedded into the existing data protection regime in India across different
regulations. These regulations mostly aim to facilitate and ensure regulatory compliance. However, ISPs
could leverage the same obligations to build trust with policyholders. Some key regulations

are set out below.®

Cross-sectoral regulations like the Information Technology Act, 2005 which requires
providers intermediating information flows to maintain records of activities specified
by the Central Government (s.67C). The Information Technology (Reasonable Security
Practices and Procedures and Sensitive Personal Data or Information) Rules, 2011 also
require ISPs to be able to demonstrate that they follow the best practices for data
protection (Rule 8).

Insurance sector regulations like the IRDAI (Maintenance of Insurance Records)
Regulations, 2015, the Guidelines on Insurance E-Commerce, 2017 and the IRDAI
(Outsourcing of Activities by Indian Insurers) Regulations, 2017 require ISPs to maintain
records for a variety of processing activities, including outsourced processing activities.
Some other regulations like the Guidelines on Insurance E-Commerce, 2017, the IRDAI
(Insurance Web Aggregators) Regulations, 2017 and the IRDAI Guidelines on Information
and Cybersecurity for Insurers, 2017 require ISPs to establish:

e Strong security safeguards;

Protocols for independent audits of personal data processing activities;

Risk assessment frameworks for outsourcing personal data processing activities, and

Strong organisational measures to ensure confidentiality of personal data.

55



DSCI Sectoral Privacy Guide| Insurance

The key considerations for ISPs and measures they can take for ensuring accountability in
processing activities are set out below:

i. ISPs should create organisational capacity for personal data protection.

They should:c

Train their staff and personnel to answer inquiries about the ISP’s privacy policies,
consent processes, security safeguards and redressal processes.

Inform third party service providers about past vulnerabilities and attacks.

ii. ISPs should demonstrate their compliance with data protection laws and best
practices.

They should:ei
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Appoint personnel who would monitor the ISPs’ compliance with data protection law
and ensure best practices in data protection.

Publish the names of personnel responsible for ensuring the ISP follows robust data
protection practices.

Conduct audits to assess effectiveness of privacy notices, security safeguards and key
data protection practices.

Maintain records of different aspects of processing activities including—

S0 Qo0 T o

The source from where personal data was collected;i

The measures taken to check accuracy of data;[ Ibid. ]

The processing activities that were undertaken with the personal data;
The disclosure of personal data to third parties;

The security safeguards installed; and<>v

The data protection impact assessments conducted prior to
processing personal data.

Develop, document and implement data policies defining —

S®m ™m0 o0 oo

The protocols for implementing a privacy by design policy

The protocols for collection, access and use;

The protocols for retaining and deleting personal data;

The means to ensure data quality;

The security safeguards and risk assessment frameworks;

The protocols for implementing a security by design policy;

The protocols for personal data breach and incident management, and
The protocols for imparting privacy training to personnel.
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iii. ISPs should have robust grievance redressal channels for policyholders.
They must—cboxvi

e Have effective, efficient, speedy and time-bound grievance redressal mechanisms
that can help policyholders resolve data-related grievances.

e Publish details of the Grievance Redressal Officer (GRO) and the data protection
officer clearly in the privacy notice.

e The redressal mechanisms should have simple procedures that do not burden
policyholders.

e Policyholders should be able to seek redressal through different digital and
physical channels.

e |ISPs should leverage technology to create better feedback loops with policyholders.
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CASE STUDY

PRINCIPLE 8

Demonstrating compliance with
best data protection practices

Michael has a reason to believe that someone is trying to use his personal information and contact
details to breach his insurance account information. Michael contacts his ISP to notify them about the
suspicious activity and safeguard his account. Michael soon realises that his account had been hacked

and his personal information had been altered.

Michael tries to register a formal grievance with the ISP for not preventing the incident. The ISP denies
any role in the incident claiming to have robust practices and rejects Michael’s complaint. Shortly after,
reports surface about a major data breach from the ISP’s technology partner’s servers. The technology
partner did not take sufficient measures to safeguard customers’ data from breaches and cyberattacks.
When Michael approaches the Ombudsman, it becomes apparent that the ISP did not take adequate

measures to ensure its partners maintain adequate data protection and security safeguards.

ISPs must be able to demonstrate that they and their partners comply with best data protection
practices. For this, they must—

e Establish procedures to ensure third parties have robust data protection and data security practices.

e Establish procedures including developing data protection policies, keeping records of data

processing activities, auditing data protection practices etc.

e Create capacity within the organisation and appoint personnel to engage with data protection-related

queries and concerns from customers.

e Create robust grievance redressal channels that can effectively and speedily provide redress to

customers, and also help ISPs identify vulnerabilities in their systems and practices.
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PRINCIPLE 1:

COMMUNICATING EFFECTIVELY
WITH POLICYHOLDERS

Does the ISP provide a privacy notice to the policyholder?

Is the privacy notice drafted in the preferred language of the policyholder?

Is the privacy notice written concisely?

Is there an aural privacy notice available for those unable to read?

Is the privacy notice written in simple, plain and easily understandable language?
Is the privacy notice presented just before data collection?

Does the privacy notice prominently disclose the purposes for processing
personal data?

Is the purpose communicated in the privacy notice, clear, specific and lawful?

Are the provisions that request consent from policyholders placed distinctly from
the other provisions in the notice?

Does the privacy notice disclose the types of personal data that will be collected
directly from the policyholder?

Does the privacy notice disclose the types of personal data that will be collected
indirectly from third parties?

Does the privacy notice disclose the types of data that are mandatory for a
processing activity?

Does the privacy notice distinctly disclose the types of data that are optional for a
processing activity?
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Does the privacy notice disclose the implications for policyholders if they do not
provide personal data?

Does the privacy notice disclose the procedure policyholders can follow to
withdraw consent?

Does the privacy notice disclose the duration for which personal data will
be retained?

Does the privacy notice disclose the details of all the personnel and third parties
who will be able to access the data?

Does the privacy notice disclose the identities of third parties with whom data
may be shared?

Does the privacy notice disclose the purposes for which personal data may be
transferred across borders?

Does the privacy notice disclose the instances in which personal data may be
transferred to another jurisdiction with inadequate data protection safeguards?

Does the privacy notice disclose the security safeguards that have been adopted
to safeguard personal data?

Does the privacy notice disclose policyholders’ rights over their personal data?
Does the privacy notice disclose the use of automated means in processing data?

Does the privacy notice prominently provide details about grievance redressal
mechanisms for reporting misuse or breach of data?

Have the details of the grievance redress officer and the data protection officer
been published clearly in the privacy notice?

Does the privacy notice inform how policyholders can contest or seek explanation
for decisions made through automated means?
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I-;“_—| PRINCIPLE 2:
-

8_1 OBTAINING INFORMED
CONSENT FROM POLICYHOLDERS

Have policyholders been given all the information about how their personal data
will be processed?

Have policyholders been given information about primary and secondary purposes
for processing personal data?

Are policyholders informed of the potential risks of giving consent?

Are policyholders informed of measures that have been taken to mitigate risks to
personal data?

Are policyholders informed of the use of automated systems for providing products
and services?

Have the policyholders been briefed about the rationale, implications and intended
effects of processing personal data through automated means?

Do any of the terms and conditions in the notice make it hard for policyholders to
give consent freely?

Can policyholders seek guidance in understanding privacy notices and the
implications of giving consent?

Is consent taken expressly from policyholders?

Are policyholders allowed to give consent separately for the different purposes of
processing personal data?
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Are policyholders allowed to withdraw their consent as easily as they were able to
give consent?

Are policyholders allowed to manage their consent preferences through entities
like consent managers?

Do policyholders have a common channel for giving and withdrawing their
consent?

Are policyholders allowed to provide consent through visual and aural channels?

Have processes been designed to provide notice and take consent from
differently-abled policyholders?

Is fresh consent taken from policyholders when new personal data is collected, or
new processing activities are started?

Are policyholders able to withdraw their consent for mandatory processing
activities without detriment other than termination of services?

Can policyholders refuse consent for optional processing activities without facing
detriment to the services they receive?

Are policyholders charged fee for withdrawing consent?

Are records maintained of policyholders’ consent preferences, consent
withdrawals and correspondence at the time of obtaining consent?
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"I PRINCIPLE 3:

COLLECTING ACCURATE AND PROPORTIONATE
PERSONAL DATA FOR PROVIDING INSURANCE

Is the personal data processed necessary for the purpose of processing?
Is the personal data processed relevant for the purpose of processing?

Is the data used for processing accurate, complete, representative, unbiased
and up to date?

Is unnecessary personal data deleted promptly?
Is the personal data collected with the policyholders’ consent?
Is the personal data collected through lawful means?

Is new personal data collected only when it is necessary for maintaining data
accuracy or for fulfilling a purpose?

Are Data Protection Impact Assessments (DPIA) conducted to ensure proportionate
personal data in processed?

Is the quality of personal data frequently assessed for processing?

Are there mechanisms to filter incomplete, inaccurate, or unnecessary personal data

during data collection?
Are there protocols for assessing the quality of data collected from third parties?

When using automated means, is the quality of outputs reviewed regularly
when they are used for further processing activities?

Are there measures to review the processing activities to identify and rectify the

causes of bad data quality?

Are there mechanisms to identify and rectify inaccuracies and alterations in personal

data caused due to breach or cyberattack?

Are records maintained of the source from which personal data was collected?
Are records maintained of the measures taken to check the accuracy of data?
Are records maintained of inaccuracies in personal data?

Are records maintained of policyholders’ challenges to the accuracy of personal data?
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PRINCIPLE 4:

SECURING POLICYHOLDERS’
PERSONAL DATA

Are information audits conducted to assess the inventory of the personal data?
Is the personal data inventory frequently revised and updated?

Are information audits conducted to understand vulnerabilities and risks to
personal data?

Are risk assessments and threat tests conducted to understand risks to
personal data?

Are the data protection impact assessments (DPIAs) and threat analyses conducted
before using new technology for processing personal data?

Have anonymisation and de-identification techniques been implemented to secure
personal data?

Are anonymised datasets reviewed continuously for the risk of reidentification?

Have technological measures, including encryption and passwords, been adopted
for personal data protection?

Have organisational measures, including data access, data authentication and
authorisation protocols, been adopted for personal data protection?

Have physical measures, including security clearances to personal data servers, been
adopted for personal data protection?

Are data protection guarantees in the privacy notice operationalised through

security safeguards?
Has a data breach and incident management process been established?

Does the data breach and incident management process help in addressing existing

vulnerabilities and threats to personal data?

Does the data breach and incident management process enable policyholders to

take steps to mitigate risks to personal data?
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Are the risks that could arise from outsourcing personal data to third parties
assessed preemptively?

Are there controls to ensure third parties use personal data only to fulfil the

purposes mentioned in the outsourcing agreement?

Are measures taken to ensure that the third parties have adequate security

safeguards to protect personal data?

Have breach notification requirements been included in outsourcing agreements
with third parties?

Are there measures in place to monitor personal data flows through Application

Programming Interfaces (APIs) with third parties?
Is the use of APIs by third parties audited for data malpractices?

Is personal data that is not relevant for processing by third parties deleted or

anonymised when shared with third parties?

Are measures taken to ensure personal data is deleted carefully without giving

access to unauthorised parties?

O Are there controls to recover accidentally lost, altered or destroyed personal data?

[0 Are security safeguards regularly reviewed through audits,

assessments and threat tests?

Are automated means of processing periodically rectified for vulnerabilities
identified in audits and assessments?

Are privacy-by-design principles implemented and operationalised throughout the

data lifecycle?

Are security-by-design principles implemented and operationalised throughout

the data lifecycle?
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PRINCIPLE 5:

USING OR DISCLOSING PERSONAL DATA WITH
THE CONSENT OF THE POLICYHOLDER

Is a specific list of third parties to whom personal data may be
disclosed maintained?

Has the policyholder been provided with a standard list of third parties
to whom personal data may be disclosed?

Is a list of purposes for which personal data may be shared to third
parties disclosed to policyholders?

Have personal data disclosures to third parties stopped after policyholders have
withdrawn consent?

Have mechanisms been installed to receive and record data
porting requests from policyholders?

Are there organisation-level policies to recognise and operationalise
data porting requests?

Has capacity been developed in the organisation to recognise and
operationalise data porting requests?

Have measures been adopted to respond to porting requests in a timely manner?

Has the identity of the requesting policyholder been verified before
transmitting data?

Have measures been adopted to receive and transmit personal data to third parties
on policyholders’ request?

Can policyholders request for porting information at reasonable cost?

Is personal data transmitted on policyholders’ request without placing
legal or technical obstacles?

Is personal data transmitted on policyholders’ request in a structured,
commonly used and machine-readable format?

Is personal data transmitted on policyholders’ request in a secure method?

Is the assessment of policyholder maintained distinctly
from policyholders’ personal data?
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aaa PRINCIPLE 6:
@ ENABLING POLICYHOLDERS TO ACCESS AND
RECTIFY THEIR PERSONAL DATA

O

O

Are personal data access and rectification processes clearly communicated
to policyholders?

Are policyholders able to access their own personal data in a structured,
machine-readable format?

Are policyholders able to access and rectify their personal data collected
indirectly from third parties?

Are policyholders able to access and rectify their personal data when they
choose to without cost or delay?

Do policyholders have the choice to rectify personal data through different

physical and digital channels?

Have changes been made to all personal data records to match the
modifications made by policyholders?

Have measures been taken to ensure that third parties rectify their

personal data records?

Have amended personal data records been provided to third parties after
policyholders have made changes?
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/N PRINCIPLE 7:
& USING AUTOMATED MEANS OF

PROCESSING RESPONSIBLY

O

O

Are there measures to ensure transparency, accountability and explainability of
decisions made by automated means?

Can the factors and processes used by the automated means be explained in
simple, clear and comprehensible terms to policyholders?

Are there records of the actions taken to identify, document and mitigate risks
from automated means to policyholders’ rights?

Are there records of the datasets and processes used by automated means to
arrive at decisions?

Have the automated means of processing been sandboxed or piloted to
preemptively identify risks to policyholders?

Are the automated means designed to be fit for the purpose of processing?

Have the robustness and security of automated means been tested before being
put into use?

Have the reliability and accuracy of outputs produced by the automated means
been tested before being put into use?

Has it been demonstrated that the automated means of processing provide
legitimate outputs without discrimination?

O Is the data being processed representative, unbiased and of high-quality?

Has the personal data that is being processed by automated means
been de-biased?

Have the best standards been adopted for gathering and labelling personal data
that will be used for processing by automated means?
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Has bias in the decision-making process by automated means
been identified and addressed?

O Are automated means examined continually to identify vulnerabilities?

O Have measures been adopted to mitigate the risks identified from

automated means?

Are the personnel who develop and administrate automated means trained to

ensure responsible processing?

Have policyholders been notified through all service delivery channels that
automated means may be used for making decisions about them?

O Are policyholders able to contest decisions made through automated means?

O Are policyholders able to submit complaints about decisions made through

automated means?

Are policyholders able to contest or seek review of decisions made through

automated means?

Are policyholders able to seek redress when their rights are harmed by

processing by automated means?

Do policyholders have access to data management tools that can

help them review, edit, and update personal data that is processed through

automated means?

Have policyholders been made aware of their rights about how their personal

data is processed through automated means?
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PRINCIPLE 8:

DEMONSTRATING COMPLIANCE WITH BEST
DATA PROTECTION PRACTICES

Are there protocols for the collection of personal data?
Are there protocols for controlling access to personal data?
Are there protocols for retaining and deleting personal data?

Are there protocols for managing personal data breaches and other cyber
incidents?

Are there protocols for imparting data-privacy training to personnel?
Are there data policies in place that define the means to ensure data quality?
Are there data policies in place that define security safeguards?

Are personnel trained to answer inquiries about privacy policies, consent
processes, security safeguards and redressal processes?

Are personnel appointed for monitoring compliance with data protection law and
ensuring best practices in data protection?

Are the names of personnel responsible for data protection practices published for
policyholders’ reference?

Is there an effective, efficient, speedy and time-bound grievance redressal
mechanism in place that can help policyholders resolve data-related grievances?

O Are the redressal mechanisms simple?

O Are policyholders able to seek redress through both digital and physical channels?

O Have redressal channels been leveraged to gain feedback directly from

policyholders?

Are audits conducted to assess the effectiveness of privacy notices, security

safegWuards and key data protection practices?
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Have risk assessment frameworks for processing personal data been established?

Are third party service providers informed about past vulnerabilities and attacks?

Are records of the source from where personal data was collected maintained?
Are records of the measures taken to check accuracy of data maintained?

Are records of the processing activities that were undertaken with the personal

data maintained?
Are records of the disclosure of personal data to third parties maintained?

O Are records of the security safeguards installed maintained?
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