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Disclaimer

The content of the publication has been collected, analysed and compiled with due care based on the
information and sources believed by DSCI to be reliable, available at the date of publication. However, DSCI
disclaims all warranties as to the accuracy, completeness, or adequacy of such information. DSCI shall bear

no liability for errors, omissions or inadequacies in the information contained herein, or for interpretations
thereof. Readers of this publication are advised to seek their own professional guidance before taking any
course of action or decision, for which they are solely responsible. It is highly advised to take note of the current
Government and Sectoral regulations in place at the time of any practice implementation as they are subject

to change from what has been represented now. The material in this publication is copyrighted but allowed

for free distribution. You may not, however, modify, reuse or use the contents of the report for commercial
purposes, including the text, graphics, presentations, etc. without DSClI’s written consent.

Copyright ©2023 | All rights reserved.
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ABOUT THIS GUIDE

The rapid development of digital
technologies and increasing use of the
Internet has transformed business models
across sectors. Service providers are
increasingly employing new technologies to
create new consumer experiences. They are
also using such technologies to track and
profile consumers and collect their personal
data. It has become increasingly necessary to
examine how the privacy and personal data
of consumers can be ensured. This will be
necessary to establish consumer trust.

This guide focuses on the banking sector

in India. It has been developed as part of a
wider project of the Data Security Council of
India to develop sectoral privacy guides for
key sectors in India that are rich in consumer
data (see Figure 1). The aim of this guide is
to help participants in India’s banking system
move closer to adopting a privacy-preserving
approach. It is intended for privacy and
security leaders and professionals to
implement privacy management programs in
the banking sector. It will also be useful for
personnel who handle consumer data on a
daily basis or for senior leadership in-charge
of overseeing a framework for personal

data protection.

This guide has two major components:

1. A set of privacy principles

2. A self-assessment guide

These have been designed with a “customer-
centric” perspective in mind by mapping out
a consumer’s journey in the banking sector
and pairing them with a review of current
and emerging regulatory requirements

of relevance.

This guide has been created with the assistance of an advisory group of industry experts
consisting of Ms. Shilpa Kumar, Partner at Omidyar Network India, and Mr. Rahul Rajendraprasad,
Deputy Vice President and Data Privacy Officer at HDFC Bank Limited.
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THE DSCI SECTORAL PRIVACY PROJECT

Since its inception in 2007, Data Security Council of India (DSCI) has driven the
development of industry standards, best practices, and initiatives on data privacy

in India. DSCI has also consistently engaged with policymakers to develop laws and
policies to strengthen the privacy and security culture in India. This includes the (Draft)
Data Protection Act of 2021 (DPB 2021) and the (Draft) Digital Personal Data Protection
Bill of 2022 (DPDPB 2022).

A recurring theme during our work on the above draft laws was the need for deep-dives
on data-privacy issues in specific sectors rich in personal data. This gave rise to our
sectoral privacy project which is an effort to create sectoral guidance for organisations
at all levels to understand and apply data privacy standards in their sectoral context.
Three sectors were picked to start with: health, insurance, and banking.




INTRODUCTION
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AN OVERVIEW OF THE BANKING SECTOR IN INDIA

Banking services help customers manage
their finances.

Banks provide banking services in four
fundamental ways:

1. Banks accept deposits from customers
with the promise of safekeeping.
This function helps customers save
their money in the form of deposits.
Customers who want to deposit money in
a bank need to open an account with that
bank. To do so, customers must submit
personal information to verify their
identity and comply with ‘Know-Your-
Customer’ (KYC) requirements.

2. Banks lend credit to customers in need
of money. They use customers’ deposits
to advance loans to customers looking to
borrow money (‘Borrowers’). However,
before doing so, banks must undertake
thorough risk assessments to ensure that
the borrower can repay. Repayments
from borrowers help banks recover
customers’ deposits against which the
loans were advanced. The interest earned
by banks by disbursing loans is a key
source of revenue.

3. Banks help customers make payments
to each other through formal payment
and settlement systems. Banks provide
a bouquet of payment options including
paper-based payments (cash and
cheques) and digital payments through
mobile phones, internet portals or ATMs.

4. Banks are also important vehicles of
monetary policy. They transmit the central
bank’s monetary policy stance through the
interest rates they pay to the customers on
their deposits.

The services banks are offering are expanding
with increasing disintermediation in financial
services. For instance, banks are also offering
other financial products and services, like
mutual fund deposits, insurance etc. to
customers. Banks are doing this not only
directly but also through Non-Banking
Financial Companies (NBFCs) and Technology
Service Providers (TSPs) who provide channels
for providing different financial services. This
report groups banks, NBFCs and TSPs together,
referring tothem collectively as Banking Sector
Participants (BSPs).

The banking sector is strongly regulated.

The conduct of banking services can have
strong repercussions on customers and the
financial system. Poor banking practices can
harm customers’ well-being and pose risks to
financial stability. That, in turn, can have an
adverse effect on public interest and economic
growth. Countries therefore have in place
frameworks for licensing banking activity and
regulating banking activity through prudential
norms and conduct norms.
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The Reserve Bank of India (RBI) regulates
the banking sector in India.

The primary legislations through which the
RBI regulates the sector include the Reserve
Bank of India Act of 1934 (RBI Act) and the
Banking Regulation Act of 1949 (BR Act).

The RBI has a mandate to protect
customers, foster inclusion, and safeguard
systemic stability, as per these statutes.’

The RBI has the power to frame regulations
and notifications and issue guidance towards
implementing its mandate. The RBI’s interest
in data protection and cyber-security stems
from these principles. In fact, the RBI
recognises customers’ privacy as a right in

its Charter of Customer Rights." Further,

the Supreme Court of India recognised
privacy as a fundamental right in 2018. This
implicates government, its functionaries,
and regulators to protect citizens’ personal
data and safeguarding it from unreasonable
encroachments.’

There exists a fiduciary relationship
between the bank and a customer.

Information received by the bank from
the customer are held by the former in
a fiduciary capacity. It is for this reason
that such information is deemed to be
exempted from disclosure under the

Right to Information Act.” Banks are also
generally held to a high standard of integrity
to preserve the trust of banking customers."
Consequently, in recognition of this fiduciary
relationship and the expectation to preserve
customer trust, banks are expected to
maintain the highest levels of confidentiality
with respect to customers’ personal
information and to incorporate measures to
safeguard customers’ well-being.

The Indian banking sector is characterised by
low access and usage.

The Reserve Bank of India’s Financial Inclusion
Index suggests that customers’ access to
financial services has increased significantly
since 2017. However, customers’ usage of
these services is lagging." This is indicative
in the banking sector where, although more
than eighty percent of the population has a
bank account, a significant number of bank
accounts do not see many transactions.""
Similarly, the number of customers who have
access to formal credit from a bank or NBFC
is low. Credit seems to be most accessible to
customers who have well documented credit
history; leaving out non-urban residents,
women and low-income earners who lack
similar access to formal financial services.""
Though digital payments are surging, with
transaction volumes exceeding 7,19,797 lakhs
in May 2022, it is unclear if they are also
being taken up by traditionally

marginalised customers.™
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DIGITISATION IN INDIA’S BANKING SECTOR

The history of digitisation in banking services dates to the decade between 1980 and

1990. The path towards digitisation was laid by the Rangarajan Committee which sought

to computerise banking in India to make it more efficient. The Committee recommended
some major changes to banking services in India. Some of these recommendations started
materialising promptly. Banks began adopting computers at their branches. Bank branches
were interlinked through Local Area Networks (LANs) and the internet. Processes to clear and
settle cheque-based payments also became more secure through the adoption of MICR codes
and encoders.*

Between 1990-2010, the banking sector developed foundational infrastructure
for greater digitisation in the sector.

For instance, more banks began adopting Core Banking Solutions (CBS) in their daily
transactions. This change allowed banks to develop centralised banking systems which allowed
them to service customers remotely without being tied to a physical bank branch. The RBI

also established and licensed major digital payment systems including the Real-Time Gross
Settlement System (RTGS), the National Electronic Funds Transfer (NEFT) system, Immediate
Payment Service (IMPS), and debit and credit card networks.* These systems allowed
customers to make and settle large volumes and values of payment more easily. Alongside
these technical developments, these two decades witnessed regulatory developments to
support digitisation. Some prominent developments include the enactment of the Information
Technology Act, 2000, the Credit Information Companies Act, 2005, and the Payment and
Settlement Systems Act, 2007. Among other aspects, these statutes created a data protection
and security framework that banks must follow while performing their functions.” The RBI also
established the National Payments Corporation of India (NPCI) in 2007 to foster innovation in
payment services. "
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The foundational infrastructure paved way
for more sophisticated banking services to
develop between 2010 and 2022.

This was further supported by the creation of
large scale public digital infrastructures like
the Aadhaar repository, Central-KYC (CKYC)
registry, Central Registry of Securitisation
Asset Reconstruction and Security Interest
of India (CERSAI), Unified Payments
Interface (UPI) and IndiaStack Application
Programming Interfaces (APIs), that paved
way for innovation in the banking sector.
These innovations have been focussed
towards making banking services seamless
and accessible for customers.®"

Today, mobile phones and other digital
devices are becoming major channels for
delivering banking services.”

More banks are providing complete banking
services through mobile applications

and point-of-sale (PoS) terminals. The
Government is also leveraging mobile
banking to provide digitally enabled banking
services at the last mile through the Pradhan
Mantri Jan Dhan Yojana and the Jan
Dhan-Aadhaar-Mobile connectivity (JAM)
trinity.* The payments space has especially
seen much change with the development

of a bouquet of mobile phone-based digital
payment services including UPI applications,
Pre-paid Payment Instruments (PPls) and
Payments Banks (PBs).*""
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CHANGES IN THE BANKING ECOSYSTEM DUE TO DIGITISATION

Digitisation is leading to more disintermediation in banking services.

More non-financial entities, mostly those with expertise in technology services, are entering
the banking value chain. These entities are ‘unbundling’ financial services i.e., providing highly
specialised and standalone services to intermediate banking services.*" For instance, while
payments are primarily the remit of banks, technology providers like card networks and mobile
payment applications are entering the value chain to facilitate the payment process. Similarly,
while credit scoring is primarily the remit of credit bureaus, banks and NBFCs are relying on
technology service providers for alternative credit scoring services.™™ Technology providers are
now also providing highly sophisticated customer-facing digital interfaces for banks.

These interfaces, usually offered through mobile apps, are being termed as ‘Neo-banks’ in the
Indian context.™

At the same time, digitisation is allowing greater convergence in banking services.

Digitisation is allowing banking services to converge service delivery processes onto certain
channels.®™ For instance, competing banks are offering their products over the same
marketplace or mobile applications. Similarly, banks are collectively relying on public digital
infrastructure to deliver different services. For instance, banks rely on the UPI platform for
providing payment services, the Account Aggregator (AA) framework for simplifying lending
services, and the Central Identities Data Repository (CIDR) (or the Aadhaar database) for
simplifying Know Your Customer (KYC) services.™

Providers collect large amounts of personal data from customers.

The increasing use of digital technologies is rapidly increasing customers’ data trails across
market segments. This is making it possible for providers to collect and analyse vast amounts of
data to draw insights about customers. These insights are proving to be useful for providers in
underwriting, distribution, customer segmentation, and other decision-making activities.

The data being collected by providers can be of two broad categories —

Personal data collected directly from customers:

Providers are by law required to collect some personal data from customers

(like the customers’ name, address, and official government identity information) to
fulfil KYC requirements. Providers may ask for other kinds of personal information

to provide different services. For instance, providers may collect financial asset
information or alternative information like call log data if they deem it necessary to
provide a loan.™" Providers may collect personal data directly from customers, or
through an intermediary (like a consent manager) that facilitates data sharing. Data
collected directly from customers can also include data that providers derive or infer
based on customers’ usage of their services. For instance, providers may process

data about transactions that customers make using the providers’ facilities.
11
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Personal data collected indirectly from third parties:**V

Providers may collect information about customers from third parties. In a
traditional banking sector, this could manifest as providers collecting credit
information from credit bureaus. In a disintermediated and platformised banking
sector, providers may collect data from different parties including alternative
credit scorers and retail merchants selling products and services on the providers’
platforms.

Providers may use the traditional and alternative data collected through these channels to assess
a customer’s needs and provide relevant services. The most common use-case may be to assess a
customer’s creditworthiness to offer a loan product.*V!

Providers are using new technologies to provide banking services.

Providers are beginning to rely on highly sophisticated technologies for

processing personal data, including automated means of processing using
Artificial Intelligence (Al), advanced big data analytics and distributed ledger
techniques.™ " While these technologies power the innovation and operations of
digital banking service providers, providers must be conscious of the challenges
these technologies can pose.™ " For instance, using automated means of
processing may help providers process larger amounts of data and generate
outputs more quickly. However, the functioning of the algorithm may be opaque to
the providers along the value chain. Regulators and customers may find it difficult
to understand the rationale behind a decision made by the algorithm. As a result,
providers may be unable to explain why the algorithm generated a particular
output. Challenges like these can be highly problematic in cases like lending where
exclusionary or discriminatory outputs can adversely affect customers’ interests.**
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THE ROLE OF DIGITISATION IN THE BANKING SECTOR

Digital banking services have the potential to
provide accessible and suitable services.™

Customers who are excluded from formal
financial services are usually excluded
because they do not have a prior relationship
with the formal financial sector, mainly in the
case of credit.*' These customers may lack
formal credit information records that can
help providers assess the customer before
providing services. Digital services could
promote inclusion and provide customers
better access to formal financial products and
services.™ i For instance, providers processing
customers’ personal data can derive insights
that can help providers better understand
customers’ financial needs and status.

These insights can serve as an alternative to
credit information, giving customers an entry
point to access formal financial services. ™V
Further, they may allow providers to provide
more products and services that are tailored
to the customers’ needs and status.*

Digitisation can foster innovation and make
providers’ processes more efficient.*"

Digitisation can help providers leverage
data for innovating new processes and
products that can better serve customers.
These innovations may also help providers
make their processes more efficient, i
For instance, open banking and account
aggregator frameworks help customers
easily share their data with providers in
exchange of aggregated financial services.
Providers can benefit from the frameworks
by spending fewer resources on collecting
that data anew. Similarly, digital banking
applications allow providers to deliver

the complete suite of banking services
without having physical branches that can
be expensive to maintain. Innovation and
efficiencies generated by digital service
providers can in turn help them grow quickly
and acquiremore customers. >V

Providers are offering a suite of financial
services, and the RBI is taking note.

Digital payment applications and mobile
banking applications have created a gateway
for customers to access other financial
products. Providers are offering customers
near seamless access to a suite of financial
products and services, including payments,
credit, savings, insurance and investment
products, credit information retrieval and
financial management services. ™ The RBI
is also actively supporting some of these
developments. For instance —

13
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e In April 2022, the RBI released guidelines for commercial banks operating Digital Banking
Units (DBUs). DBUs are meant to help providers deliver financial products and services
and help customers to execute financial transactions through digital channels.

e The first two cohorts of the RBI’s regulatory sandbox aimed to examine and authorise
innovative retail payment products that could (i) facilitate digital payments through Near
Field Communication (NFC) or voice-based technologies, and (ii) simplify cross-border
payments and remittances through platforms.*

The banking value chain is becoming more complex with innovation in products, services,
and business models. As discussed above, the number of entities, the kinds of entities
entering the chain, and the kinds of personal data being used by providers are all increasing
quickly. These developments pose challenges for customers’ privacy and data protection.

L

14




DSCI Sectoral Privacy Guide | Banking

POLICY DEVELOPMENTS ON DATA PRIVACY IN THE BANKING SECTOR

There is increasing emphasis on
data privacy in India.

In August 2017, Supreme Court of India, in
the landmark Puttaswamy judgement, laid
down that the right to privacy is protected as
a fundamental right under the Constitution

of India. The ruling also recognized that this
right extends to the protection of personal
information. Thus, customers in India are
now guaranteed constitutional protection of
their data privacy. In the context of financial
services, this translates to extending a right to
data privacy to all consumers of all financial
products and services, protecting them from
the unlawful access to their financial accounts
by private and public sector entities, and the
unlawful disclosure, sharing, or commercial
use of their financial information.*

A comprehensive cross-sectoral data privacy
law for India is expected soon.

Following the Puttaswamy judgement, the
Ministry of Electronics and Information
Technology (MEITY), in December 2019,

also tabled a draft of a comprehensive data
protection law for India called the Personal
Data Protection Bill of 2019 (PDP Bill) and
referred it to a Joint Parliamentary Committee
on Data Protection (JPC). The JPC tabled

its report accompanied by an amended
version of the bill entitled the (Draft) Data
Protection Act of 2021. In November 2022,
MEITY released a revised version of the data
protection bill, called the Digital Personal
Data Protection Bill of 2022 (DPDPB 2022),
for public consultation. A final iteration of
the Bill is expected (DP Bill) but its provisions
remain to be finalised.*”

The RBI’s focus is steadily widening from
confidentiality and data security to
data protection.

Most of the regulations in the banking

sector currently approach confidentiality
from a cyber security and resilience point

of view i.e., developing technical security
safeguards for digital infrastructure including
mobile devices, payment systems and critical
payment infrastructure.* However, the RBI’s
emphasis on data protection seems to be
strengthening steadily. For instance, the
RBI’s Master Direction on Account Aggregators
emphasises consent, purpose limitation,
customer rights over their information and
other data protection principles.*Vii Similarly,
the Guidelines on Digital Lending specify
obligations around (i) seeking explicit consent
from customers, (ii) collection limitation,
purpose limitation, usage, sharing, and
storage limitation, (iii) maintaining technology
standards, and (iv) creating a publicly
available, comprehensive privacy policy.
The RBI’s recent Master Directions on the
issuance of credit and debit cards similarly
specify customer confidentiality, consent,
purpose limitation, accuracy and security as
obligations.'

This guide aims to help the banking sector
prepare for the future of data privacy law.

At the time of this writing, a draft law is still
being reviewed by MEITY. Once a final DP Bill
is enacted into law, existing data privacy law
across sectors, including in the banking sector,
will have to align with the Bill. This guide

will aim to help banking sector participants
better protect customers’ privacy amidst

this evolving regulatory environment and
increasing adoption of digital technologies in

India’s banking sector.
15
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KEY CONCEPTS
AND FRAMEWORKS

In this section, we set out certain concepts that are important to understand
the rest of this guide and our approach to conceptualising consumer data
privacy in the context of the Indian banking system.
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BANKING SECTOR PARTICIPANTS

We use the term “Banking Sector Participant” (BSP) to collectively refer to three categories of
entities: banking companies, non-banking financial institutions and other intermediaries. Each
of these may be further sub-divided as follows

Banking companies

Banks may be differentiated on grounds of ownership, and on the nature and scope of their
services. Three broad categories are: commercial banks, differentiated banks and cooperative
banks." Commercial banks may be further divided into scheduled and non-scheduled
commercial banks:

Scheduled banks include public sector banks (either established by nationalisation laws
or having majority government ownership, like the State Bank of India group or regional
rural banks) and private sector banks (having majority private sector ownership and
including both domestic banks and Indian branches of foreign banks).

e Scheduled banks include public sector banks (either established by nationalisation
laws or having majority government ownership, like the State Bank of India group
or regional rural banks) and private sector banks (having majority private sector
ownership and including both domestic banks and Indian branches of foreign banks).

¢ Non-scheduled banks include local area banks (small private banks that are limited to
specific territories and are set up with the aim of increasing credit availability in rural
and semi-urban areas).

Differentiated banks are offered narrower licenses than commercial banks and can only provide
specific banking services and products.”

There are two main categories:

Small Finance Banks (SFBs) Payment Banks

e SFBs are expected to issue small ticket e Payments Banks can accept deposits
loans and give a majority of their credit from customers and provide payment
to priority sectors (e.g., agriculture, services but are not authorised to
micro-enterprises, housing). give credit

Co-operative banks may be divided into urban co-operative banks, state co-operative banks, and
district central co-operative banks. These are organised under the Co-operative Credit Societies
Act of the various state governments.

17
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Non-Banking Financial Companies

While banks are central to the banking function, they are supported by many intermediaries.
Some of the prominent intermediaries include Non-Banking Financial Companies (NBFCs),
which are companies engaged in ‘purveying credit to key and niche sectors of the economy’. "
The RBI has recently introduced a scale-based regulatory framework for NBFCs, which classifies
them into four layers: specifically, the base, middle, upper and top layers."" While the top layer
is currently empty, the NBFCs populating the remaining layers are as follows:

Types of NBFCs:

Upper Layer

Systemically important NBFCs

¢ Deposit-taking NBFCs
¢ Large non-deposit taking NBFCs
¢ Standalone primary dealers
¢ Infrastructure debt funds
Middle Layer . Infrasjtruc.ture finance co_mpanies
¢ Housing finance companies
e Core investment companies
¢ Peer-to-peer lending platforms
* Non-operative financial holding
companies
e Account aggregators
e Other NBFCs that do not avail of any
Base Layer )
public funds or do not have any
customer interface.

18
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Account Aggregators are worth specifically
mentioning from a data privacy perspective.
These are entities holding a license
developed by the RBI following an open
banking approach." They are what the RBI
calls “account information services” and

are exclusively dedicated to collecting,
retrieving, and sharing users’ financial
information with other financial entities with
the users’ consent.” These are conceptually
distinct from other NBFCs that are primarily
credit providers. As a result, they occupy a
unique position in the larger set of NBFCs
that RBI regulates.

Additional participants

Before proceeding, we would like to highlight
one limitation here. We leave out of scope
financial companies that do interface with
the banking system but are exempt from the
RBI’s licensing or registration regimes and
are supervised by other regulators, such as
venture capital funds or stock exchanges
(regulated by the Securities and Exchange
Board of India), insurers (regulated by the
Insurance Regulatory and Development
Authority) or chit fund companies (regulated
by the state governments)."

Beyond NBFCs, several other intermediaries are also involved in India’s banking system but
cannot be regarded as either banks or NBFCs. These include:

CREDIT INFORMATION
COMPANIES

These entities receive a certificate of registration under the Credit Information Companies
(Regulation) Act of 2005 (CIRCA) to carry on the business of credit information." These
collect, from banks, lenders and financial institutions, information regarding borrowers’ credit
histories, generate credit reports and credit scores on borrowers, and provide these reports
to requesting entities. These reports and scores are then utilised by BSPs in their lending
activities. Under the CIRCA, these entities are regulated by the RBI.

INFORMATION
UTILITIES (IUs)

These entities are regulated under the Insolvency and Bankruptcy Code of 2016 (IBC). They
are intended to act as data repositories of financial data which receive, authenticate, maintain,
and deliver data pertaining to debts to facilitate insolvency resolution processes. All lenders
and banks are required to submit financial data relating to debts and securitised assets held by
them to IUs.V Unlike credit information companies, these are regulated by the Insolvency and
Bankruptcy Board of India (IBBI) and not by the RBI.

19
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PAYMENT SYSTEM
PROVIDERS

This set of entities, most of which are regulated by the RBI as the principal regulator under
the Payment Systems and Settlements Act of 2005 (PSSA) includes Clearing Corporation of
India Limited, National Payments Corporation of India, various cards payment networks, ATM
networks and ATM operators, money transfer service providers, issuers of prepaid payment
instruments and other payment system operators or service providers.™

FINANCIAL TECHNOLOGY OR
‘FINTECH’ BUSINESSES

This elastic set of entities consists of newer technology-based businesses that either compete
against, enable, interface with, or collaborate with financial companies, including banks &
NBFCs,*by developing new technology enabled business models, applications, processes or
products in financial markets and services.” Some FinTech businesses seek to drive financial
inclusion through the use of newer technologies, such as mobile banking, paperless lending, or
payment gateways. In recent years, several FinTech companies have entered into partnerships
with banks and provide branchless access to banking services as well as several other value-
added services (e.g., providing customer support, facilitating bank account opening) to
customers and, thereby, reach a wider customer segment. These companies are often referred
to as “neo-banks” and the bank-fintech partnership is typically structured as an outsourcing
arrangement." A second prominent model has been “digital lenders”, who use mobile and web
applications to facilitate borrowing by consumers from lending service providers.” A connected
phenomenon driving the growth of the FinTech ecosystem in India is digital payments. Recent
innovations aimed at driving cashless transactions, notably the UPI, have seen significant
adoption, digitally transforming several payments’ related functions that were traditionally
performed by banks in the past and opening a third model of payment wallets and payment
service providers to open up for the FinTech ecosystem.*V

ADDITIONAL
INTERMEDIARIES

Banks may often rely on or interface with a wide variety of outsourcing and technology service
providers, as well as third parties like monitoring, valuation, and verification agencies. These
facilitate a variety of activities in the banking value chain. They may also engage third-party
retail agents, such as business correspondents or direct sales agents and originators, to provide
banking and credit services at locations other than a bank branch or an ATM.™ These perform a
variety of services under the supervision of banks, including identifying borrowers, processing
loan applications, customer acquisition, lead generation and last-mile servicing.*™ FinTech
businesses have increasingly started providing such services as well.

20
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KEY DATA PRIVACY CONCEPTS

Anonymisation

A process of stripping or disguising
information from datasets that can be used
to identify individuals. It is used to prevent
individuals from being identified either
directly or by deduction. ™

Application Programming Interfaces (APIs)

These are standards, embedded in a set of
instructions, that allow software components
to interact and exchange data - including
over the Internet.™i APIs can be internal

or external. Internal APIs are those used

to connect internal datasets and processes
held within an organisation. For example,
banks often use APIs to draw data from

their servers and display it on the user’s
phone when the user wants to check their
balance.”™ External APIs are those used by
organisations to let external software interact
with their datasets and processes. These can
facilitate the creation of ‘platforms’ held by
an organisation atop which third-parties can
build applications. ™

Automated means

A term used in privacy literature and
legislation to refer to the use of algorithms
and software that use machine learning

or other data science techniques to
automatically make decisions or suggest
information to consumers.

Collection

A term used to refer to the processes of
gathering, acquiring, or obtaining personal
data. This is understood as a subset of the
concept of processing (see below). Collection
includes processes whereby customers
provide data about them to BSPs directly (for
example, when the customer is completing

a Know-Your-Customer (KYC) process, or
using a financial product or service, or raising
a customer service request or grievance)

as well as when data about customers is
collected by BSPs from third parties (such

as from credit bureaus) or from publicly
available information (such as from

social media).

Consent

A term used to refer to the permission

that is granted by a consumer to any BSP
to collect and process their personal data.
Data protection laws often require consent
to be ‘freely-given’ and ‘informed’, that

is, consumers must not be compelled to
give such consent and, before giving such
consent, they must understand: the intended
purpose of the collection or processing; the
entities to whom their personal data may
be shared; and any risks to their privacy,
financial or legal status that may arise from
their data being collected and processed.
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Data

A term used to refer to a collection of pieces
of information that has been gathered by
some means and then converted into a form
that makes it possible to store, share or
process information efficiently. Digital data
refers to data that can be stored, shared,

or processed through a computer system.
The concept of data may be further divided
into structured (data that is consistently
structured according to a tabular or
relational model) and unstructured data
(text, images, audio, video, and

relationship data).™

Disclosure

A term used to refer to any process that
involves making personal data available to
a third-party or outside an organisation. In
the past, banks have been held liable for
disclosing personal data to unauthorised
persons. For example, in 2008, a bank

was held liable for disclosing a duplicate
passbook of a consumer to their partner
without proper authorisation and without
following proper procedure on the issuance
of a duplicate passbook. This was considered
to be a violation of the confidentiality
commitment owed to the consumer by a
national consumer court. The bank was
ordered to provide compensation to

the consumer. ™

Notice

A privacy notice is a public statement made
by a BSP that explains how they collect and
process personal data. Several banks in India
upload privacy policies on their websites that
act as such notices.
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Personal data

Any information relating to an individual that
identifies them or can be used to identify
them. Individuals can be directly identified
from data such as their names, contact
details, or identification numbers and may
be indirectly identified from data that
describes their recognisable attributes, such
as their physiological, physical, behavioural,
economic, or sociocultural characteristics.

A simple example of personal data in the
context of the banking sector are customers’
savings accounts, loans accounts, debit, or
credit card numbers. These are considered to
be rich repositories of important identifying
information about individuals (such as their
purchases, net worth, donations to religious
or political causes, etc.). For this reason,
personal data being used by BSPs is generally
considered to be especially significant from

a data privacy perspective. As we discuss
below, financial information is considered

as a special sub-category of “sensitive
personal data” in current and emerging data
protection laws in India.

Processing

An umbrella term used to refer to a wide
range of operations that may be performed,
either manually or through automated
means, on personal datasets. A non-
exhaustive list of such operations includes
collection, storage, disclosure, retrieval,
organisation, use, publication, destruction,
or erasure of data. Some simple examples
in the banking sector include sending
promotional emails, updating passbooks,
copying customer identification documents,
analysing customers’ credit data, disclosing
customers’ transaction records to third
parties for risk analysis, etc.
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TRACING THE JOURNEY OF THE BANKING CONSUMER

A starting point to addressing data privacy risks and challenges is to determine how and when
customers interact with BSPs and provide personal data to them. To do so, we adapted the
methodology of customer journey mapping™®" to map out the typical journey of a customer

in the banking sector for (i) opening a digital bank account and (ii) purchasing an unsecured
digital loan. After reviewing literature on mapping the banking value chain™ and incorporating
insights from our discussions with stakeholders, we provide two customer journey maps in
Figures 4 and 5 below. Additional steps may be involved for different banking products.

Customer journey for opening a new bank account as a retail customer

Figure 5 illustrates the customer journey for opening a new bank account as a retail customer.
We assume that the customer opens the account online by accessing a website or mobile
application offered by a bank or a FinTech company that facilitates account opening and
completion of KYC processes. With this in mind, we have identified the following steps:

Search:

A customer may look to open a bank account to fulfil a financial need, such as
the desire to store one’s savings safely or to use the account to receive
governments benefits.

BSP may also proactively solicit customers to open new bank accounts through
targeted messaging or other channels of solicitation.

In recent years, several customers have applied for (and received) accounts under
government schemes, such as the Pradhan Mantri Jan-Dhan Yojana program.

The customer may receive a list of available banks with whom they may open

an account, either by going to different banks’ branches in their locality, visiting
different banks’ websites or mobile applications, or by receiving recommendations
from different banks’ agents or intermediaries or from friends and family.
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Selection:

As part of the selection process, after settling on a particular financial service
provider, the customer would also collect information on the different types of
bank account available to them and the rates of interest or other features of
different options (such as savings, current, or fixed deposit accounts).

Onboarding:

24

After selecting a bank and a particular type of account, if the customer is using a
website or mobile application to open the account, the customer would, before
initializing the process, likely be required to provide their consent to the terms and
conditions of that website or application. This website or mobile application may be
operated by a bank or may otherwise be operated by a FinTech businesses enabling
account opening process.

Thereafter, the customer would initiate the account opening process, and filling up
the account opening form. Many websites and mobile applications have innovated
atop the account opening process to simplify the process of filling up account opening
forms by creating new interfaces for customers to submit information online.

As part of this process, the customer would likely provide several different types of
personal data, such as their photographs, name, gender, religion, address, occupation,
employment status, as well as the details of their nominees.

The customer would also upload their identity and address proofs either by uploading
the relevant documents (such as a copy of their Aadhaar or PAN card) and/or by
entering in their identification numbers (such as their Aadhaar number or PAN).

They would also have to agree to the terms and conditions for account opening set
by the bank at this stage which would include declarations that the details being
provided by the customer are valid, complete and accurate.
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At this stage, the customer may pick between first completing a partial electronic
KYC (also known as a paperless or e-KYC process) to open a partial account or
completing a full KYC process directly.

e Today, e-KYC processes often involve the service provider verifying the identity
and address of the customer by accessing the details of their Aadhaar from the
database maintained by the Unique Identification Authority of India
(UIDAI) database.

e The completion of an e-KYC process would enable the BSP to set up a “partial
account”, which is a bank account that can be accessed by the customer to
deposit money and make transactions but is limited by the RBI in terms of
deposit and time limits.

e Thereafter, the customer would, to remove these limits and access their account
in full, have to complete a full KYC process, which may take place either by
directly visiting the relevant bank’s branch in person or by completing a video
KYC process being run by the bank or its partner intermediaries.

e Upon the completion of the video KYC process, the BSP may complete other
risk assessment and verification processes, such as by requiring the customer
to provide references from existing customers of the bank, or by checking the
customer’s history against public and private databases or official sources. This
may vary across different BSPs and account types.

After the onboarding process is complete, and no concerns are raised during the
risk assessment and verification processes, the customer will receive an approval
and their bank account will be opened.

The customer would then be required to transfer the minimum deposit required
to open the account and maintain the minimum balance required. Banks would
also require the customer to submit a specimen of their signature. If these are
submitted online, then the specimen may also itself be electronically signed.

The customer will likely then be provided with a welcome kit, including a debit card
and a series of disclosures and brochures regarding their account. Thereafter, the
customer would start using their account.
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Use:

Exit:

26

The customer would then access their account either online or by visiting the bank
branch or an ATM.

Typical transactions engaged in using bank accounts include receiving amounts,
making deposits, payments, remittances, withdrawals, or transferring amounts
to others.

A customer may also use their bank account to purchase other financial products
and services from the BSP providing the bank account, given that they have already
completed a detailed KYC process while opening the account.

The BSP would be collecting and processing data regarding the usage of the account
by the customer, which would include personal data regarding the customers’
transactions, such as about their payments, received income, taxes, etc.

A customer’s relationship with a bank regarding a bank account may be complete
either when they receive a rejection during the account opening and KYC process,
or when the customer closes their account and withdraws their deposit. BSPs
may use the existing relationship with customers to again solicit them with other

products at a future date.
N\~ -/l
)
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Figure 5: Customer journey for opening a new retail banking account online
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Customer journey for purchasing an unsecured digital loan

Figure 6 illustrates the customer journey for purchasing an unsecured digital loan.
We identified the following steps:

Search:
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This journey of a customer begins after they have identified the need for an
unsecured loan. This need could arise because of a life event. For instance, a
customer may want to sponsor the purchase of a gadget. Alternatively, a BSP may
proactively offer loan to a customer through targeted messaging or other channels
of solicitation, such as embedded finance.

Next, the customer may gather more information about the product or seek
advice on available options and providers. It is to be noted that sophisticated
customers are more likely to gather information on competing loan products or
comparing them. In this phase, the customer interacts with various banks, NBFCs
and intermediaries through online and offline channels. In recent years, banks’
websites, digital applications and banking marketplaces have emerged as a key
avenue for gathering information.

Banks, and a variety of intermediaries [such as Direct Sales Agents (DSAs) and
originators],”™ may also collect some personal data from the customer to assess
their needs and determine their suitability for a loan.

The customer may end up submitting personal data at this stage to a variety of
BSPs to receive information and advice such as their contact details, lifestyle habits,
income and other financial information.
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Selection:

The customer may receive a list of available options for the desired loan,
either from the bank, agents, intermediaries, or through online marketplaces.
The customer may make their choice after comparing their features.

After selecting the option, the customer will likely
fill up an application.

Onboarding:

The lifecycle of the loan product begins with the submission of the application. At
this stage the lender may seek the customer’s consent to their terms and conditions,
and to collect and process personal data to further process the application. This is a
significant step since this will involve consenting to terms of services of the lenders
and intermediaries and their requests to process personal data. Lenders may rely on
Account Aggregators at this stage to seek customers’ consent and access customer’s
financial information stored with other financial institutions.

When a customer gives their consent, they may be sharing large amounts of
personal data including —

e KYC information (name, address, gender, official identification etc.): Customers
may complete KYC processes by giving BSPs consent to access the Central KYC
(CKYC) registry, by allowing BSPs to query the eKYC registry (stored with the
UIDAI), or by sharing necessary information directly through offline or
online channels.

¢ Financial information (income, transaction history, outstanding loans, financial
assets etc.): Customers may use the Account Aggregator framework to share this
information from other financial institutions, or directly by submitting necessary
information.

e Credit history: Customers may share their credit history when BSPs query credit
bureaus for the customers’ records.

e Alterative information (utility bill payments, mobile phone contacts,
SMS logs etc.): BSPs may be able to collect this information directly from
customers based on their consent, or indirectly through third parties.™ii
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Use:
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The information that customers share with BSPs may be used for customer
verification and for assessing their risk profile. Risk assessments help BSPs in making
a credit decision about the customer.

After the onboarding process is complete, and no concerns are raised during the
risk assessment and verification processes, the customer may receive the approval
for an unsecured loan from the lender.

If a customer’s loan application is approved, the customer will have to confirm
their purchase by executing the loan contract. This would be followed by the lender
providing a loan certificate and disbursing the loan amount to the customer’s bank
account. Loan certificates may be delivered digitally to the customer.

After receiving the loan amount, the customer will be required to repay regular
instalments to the lender. These repayments can happen offline through cash or
cheques, or digitally through various electronic modes of payment (NEFT, UPI etc.).
This may involve the exchange of financial data between the customers and BSPs
i.e., the lender, credit bureaus, and any third-party service providers including
technology companies involved in facilitating repayments services to the lender.
Making repayments regularly will help customers fulfil their repayment obligations.

Alternatively, customers may default on making regular repayments to the

lender. In this case, lenders may begin recovery processes by engaging recovery
agents. Recovery agents would then engage with customers to ensure they make
repayments on time. Should customers still default on repayments, the lender may
choose to approach the relevant court or forum to initiate recovery proceedings
against the customer. The objective of the recovery process is to recover the loan
amount the customer had borrowed. Here too, information about repayments
made by customers may be exchanged with BSPs including the lender, credit
bureaus, recovery agencies and third-party service providers involved in

the transaction.
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Exit:

A customer’s relationship with a lender may be complete when the lender rejects
the customer’s loan application, or when the customer has completed their
repayment. BSPs may use the existing relationship with customers to again solicit
them with loan products at a future date.

Figure 6: Customer journey for purchasing an unsecured digital loan
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Data flows between customers and BSPs

Throughout the customer journey, customers (a) information submitted by the
engage with many entities with whom customer, (b) credit information from
they share different kinds of personal data. credit bureaus, and (c) alternative credit
Customers also generate personal data information from alternative credit
through the transactions they make with the scoring entities (usually technology
lender. Inadvertently, they may share such service providers with alternative credit
transactional data with some intermediaries risk modelling abilities).
facilitating the transaction. For example, a
customer who makes a payment to a bank 3. The disbursement stage corresponds
may inadvertently share information with to the beginning of the “use” stage
their own banking application provider or of the customer journey. In this stage,
payment application provider. lenders disburse the loan amount to
the customer. The payment information
Figure 7 below maps the data flow between generated in this stage may be accessible
the customer and BSPs in an unsecured to the entities facilitating the payment
digital lending value chain. In Figure 6 — i.e., lender, lender’s bank, payment

system operators (NPCI/RBI), customer’s
bank account and payment service
providers. The DSA/Originator may also
be involved in the chain if the customer is
interacting with the lender through them.

1. The lead generation and conversion
stage corresponds to the “search”,
“selection”, and “onboarding” stages
of the customer journey. In this stage,
customers share personal information
including KYC information necessary
to make a loan application. This could
happen through DSAs and Originators
which generate leads for lenders. It is
possible that these lead-generating
entities may rely on third-party data
brokers for identifying potential
customers, perhaps without the
customer’s consent. Customers may
also share financial information
with lenders through the Account
Aggregator framework.

4. The post-disbursement stage
correspondents to the “use” and “exit”
stages of the customer journey. In this
stage, customers’ repayments may be
monitored by debt-monitoring agencies
and collection agencies. Therefore, these
entities become privy to payment and
personal information that is exchanged
between the customer and the lender.
Lenders would also report customers’
repayment information to credit bureaus
at periodic intervals.

2. The customer verification stage
corresponds to the “onboarding” stage
of the customer journey. In this stage,
lenders verify customers and perform
lending risk assessments based on
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Figure 7: Data flow map in an unsecured digital lending value chain
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THE CHALLENGE OF
CONSUMER PRIVACY
IN BANKING

Today, BSPs face a wide range of compliance challenges
and risks from a data privacy perspective.
We will discuss them in this chapter.




DSCI Sectoral Privacy Guide | Banking

ENSURING COMPLIANCE WITH EXISTING REGULATIONS ON DATA PRIVACY

As noted in the first chapter, the banking sector is highly regulated. A patchwork of
cross-sectoral laws and sectoral regulations already impose several overlapping data privacy
obligations on different types of BSPs in India. Relevant frameworks include:

Cross-sectoral laws:

Currently, the principal cross-sectoral law on data privacy, that applies to all
private sector entities (including any BSP), is a set of rules prescribed under
section 43A of the Information Technology Act of 2000 (IT Act). Specifically,
the Information Technology (Reasonable Security Practices and Procedures
and Sensitive Personal Data or Information) Rules, 2011 (SPDI Rules) set out
general practices and requirements, including the need to publish a privacy
policy, collect consent before collecting personal data, appoint personnel to
handle complaints, or to adhere to recognised data security standards (such as
the ISO/IEC 27001).

The SPDI Rules, however, only apply to certain categories of “Sensitive Personal
Data or Information” (SPDI). In the context of the banking sector, the primary
category of SPDI of relevance is ‘financial information’. This includes “bank
account or credit card or debit card or other payment instrument details”.>
Given that such information is handled regularly by BSPs, the SPDI Rules

would apply to BSPs. The IT Act does set out penalties for violating SPDI Rules
— specifically, any entity that is determined by a specialised quasi-judicial
authority (‘adjudicating officers’) appointed under the IT Act to have violated
the SPDI Rules may be ordered to pay compensation to the consumers
impacted by the violation.

In addition to the SPDI Rules, other cross-sectoral laws concerning specific
types of information apply to processes and activities in banking which concern
such information. A key example is the Aadhaar (Targeted Delivery of Financial
and Other Subsidies, Benefits and Services) Act of 2016 (the Aadhaar Act),
which governs how banks can access and use Aadhaar information from the
CIDR for e-KYC.
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Financial laws:

While cross-sectoral laws would impose data privacy obligations on BSPs by
virtue of applying market-wide, it is worth noting that, since bank accounts
constitute highly sensitive information of customers, a legal obligation
specifically applicable to bankers to ensure customer confidentiality has existed
under common law long before modern data protection laws were conceived.
The scope and boundaries of this obligation were definitively laid down in 1924
by the Court of Appeal of England, when they held that, firstly, bankers owed a
duty of confidentiality to a customer and, secondly, banks could only disclose a
customer’s financial information in four scenarios:

Under legal From a duty to
compulsion the public

To protect the By the express or implied
bank’s interest consent of the customer

These were to prevent banks from sharing consumers’ confidential bank
account details indiscriminately.

In India, this common law principle has been upheld by courts™ and also
embedded into legislations applicable to the banking sector, including State
Bank of India Act of 1955, Regional Rural Banks Act of 1976, or Banking
Companies (Acquisition and Transfer of Undertakings) Act of 1980." These
laws require bank employees, auditors, and advisers to sign declarations of
fidelity and secrecy to not “divulge any information relating to, or to the affairs
of, its constituents” except when required by law or standard industry practice.

These general obligations are complemented by more specific legislations
applicable to specific types of financial information, such as credit and
payment information. Under the Credit Information Companies (Regulation)
Act of 2005 (CICRA), which codifies the credit information framework and
empowers the RBI to regulate the credit information ecosystem, banks are
entitled to receive credit information, but must ensure they take steps to
implement certain privacy principles, when ‘processing, recording, preserving
and protecting the data relating to credit information’ and security safeguards
to ensure that the data relating to the credit information maintained by them
is “accurate, complete, duly protected against any loss or unauthorised access
or use or unauthorised disclosure thereof”. The CIRCA is also reinforced by
specific provisions in the RBI Act, which state that any credit information must
be treated as confidential and shall not be published or otherwise disclosed,
except when required by the law, RBI or other standard industry practice.
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Under the Payment Systems and Settlements Act of 2007 (PSSA), which gives
RBI the power to authorise and regulate payment and settlement systems, all
providers of payment systems are required to keep all information provided
by ‘system participants’, except when required to disclose such information
under law, or with the consent of the system participant.*i Such information
may include personal data of consumers, making this obligation relevant from
a data privacy perspective as well. It is worth noting that the RBI has used its
powers under the PSSA to introduce data localisation obligations on payments
data; these apply to all transaction details and information collected as part
of payment instructions and would, therefore, extend to any personal data
captured within this category of data.i

Under the Insolvency and Bankruptcy Code of 2016 (IBC), which provides the
framework for the registration and regulation of Information Utilities (1Us), all
IUs are required to meet several duties concerning customer privacy, including
ensuring that they adopt secure systems for information flows, provide
services based on explicit consent, enable the portability of information
submitted by users, and generally protect their data processing systems against
unauthorised access, disclosure, alteration or destruction. When providing

a functionality for their users to access information stored with another

IU, the IU is required to ensure that the functionality ensures privacy and
confidentiality of information.
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Sectoral regulations:

The RBI has specifically recognised the importance of privacy in the context
of the banking sector. In 2014, the RBI introduced a “Charter of Customer
Rights” which included, amongst other rights, the right to privacy. It required
all financial service provider (including any BSP) to ensure that customers’
personal information is kept confidential unless

1) They have specifically consented to any disclosure

2) The information is required to be provided under the law or

3) It is provided for a mandated business purpose (such as to credit
information companies).

Customers must be informed upfront about likely mandated business purposes
and shall have the right to protection from all types of communications which
infringe upon their privacy.

Apart from the above Charter of Customer Rights, the RBI has also put in place
several regulations and guidelines that impose obligations on various BSPs and
contexts with the aim of ensuring customer privacy and confidentiality.

Here is a snapshot of the relevant sectoral regulations specified by the RBI, as
applicable on different BSPs.
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m Data privacy and associated requirements

All RBI-regulated entities offering a digital payment product or service**

Expected to formulate a policy for any digital payment products and
services that should discuss (amongst other requirements) how they shall
protect the confidentiality and integrity of customer data.

Expected to put in place internal control systems to give effect to the
above policy.

Expected to conduct both internal and external risk assessments of digital
payment products and services that shall consider, amongst other risks,
the protection and security of payments data and customer privacy.

Expected to maintain a database of all systems and applications storing
customer data.

Expected to ensure that customer information (including account
numbers, card numbers and other sensitive information) is redacted or
masked when transmitted through SMS or e-mails by the regulated entity.

Expected to ensure that digital payment applications, products and
services follow a security-by-design approach.

Expected to ensure mobile applications do not store or retain sensitive
personal or consumer authentication information. Sensitive information
in ‘temp’ files must be limited and, in all instances, information in such
files must be encrypted or masked or hashed and stored securely.

Expected to follow standards on payment card security prescribed by
the Payment Card Industry (PCl), to ensure that no card details are to be
stored in plain text and the processing of card details through readable
format must be performed in a secure manner to avoid data leakage of
any sensitive customer information.

Expected to ensure that end-users are educated about safe and secure
transactions using digital payments.
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All RBI-regulated entities during customer onboarding™

e Expected to ensure that consent is recorded in an auditable and
alteration proof manner during the onboarding process of the customer
using video e-KYC methods.

Banks*“i

e Expected to withhold customer information arising out of the contractual
relationship between the banker and the customer from third parties except
under some circumstances, when it is required by law.

e Expected to ensure that information collected from consumers for opening
their accounts is treated as confidential and not divulged from cross-selling
or other purposes without the explicit permission of the customer.

e Expected to ensure that information collected for account-opening is
relevant to the perceived risk and not be intrusive. Any other information
that may be used for other purposes from the customer should be sought
separately with his/her consent and after opening the account.

e Expected to classify data/information on classification/sensitivity criteria
of the bank and to protect data/information, both at rest and in-transit, by
providing secure access to the bank’s assets and services.

e Expected to protect customer access credentials against leakage and attacks,
keep customer identity information secure, and develop a data loss/leakage
prevention strategy to protect business and customer data and information.

e Expected to understand that any requests from government agencies to
collect information will not be of such a nature that the laws relating to
secrecy in banking transactions will be violated.

e When issuing any credit card, expected to ensure that unsolicited cards
are not issued, and consent for issued cards is explicit and written (and not
implied). It should also be ensured that:

a) credit limits are not unilaterally increased
b) unsolicited loans or credit facilities are not offered without consent
c) customers are made aware of possible disclosures of their
personal information
d) customer information is not disclosed without informed
consent to other entity.
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e Expected to ensure the preservation and protection of the security
and confidentiality of customer information in their custody or in the
possession of their business correspondents.

e Expected to ensure that personal information issued to any agents is only
limited to the extent needed to discharge their duties, and to ensure
that the bank is responsible as the principal for all acts of omission or
commission of their agents (e.g., recovery agents).

e Endeavour to improve customer awareness and educate them of the
many cyber security risks that might occur and the means to protect
themselves from such risks.

e Expected to ensure any outsourcing arrangements executed by it
should not affect the rights of the customer against the bank. Any such
arrangement should incorporate, in the agreement:

a) controls to protect customer data confidentiality

b) ensure the service provider can isolate and identify the bank’s
customer information to afford protection for the same

c) affix service provider’s liability in the case of a breach of security or
leakage of confidential customer information and

d) customer information should continue to be maintained even after
expiration or termination of the contract.
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NBFCs*

e When issuing any credit card, it is expected to ensure that unsolicited
cards are not issued; consent for cards issued as explicit and written
(and not implied); credit limits are not unilaterally increased; unsolicited
loans or credit facilities are not offered without consent, and customers
are made aware of possible disclosures of their personal information
(including to CICs) and that such customer information is not disclosed
without informed consent to other entity.

e Expected to ensure that personal information issued to any recovery
agents is only limited to the extent needed to discharge their duties.
The NBFC will be responsible as the principal for all acts of omission or
commission of their agents (e.g., recovery agents).

e Expected to have a robust grievance redress mechanism. The rights of a
customer shall not be affected by outsourcing arrangements entered
by the NBFC.

e Expected to ensure that an outsourcing agreement shall ensure
the confidentiality of customer data and the liability of the service
provider in the event of breach of security or leakage of confidential
customer information. The agreement shall incorporate a clause that
stipulates that even after the agreement expires or is terminated, the
confidentiality of the customer’s information shall be maintained.

e Expected to ensure the ‘preservation and protection’ of both security
and confidentiality of customer information in its custody and in the
possession of a service provider. Staff of the service provider may
access the customer information only on a ‘need to know’ basis. The
NBFC shall ensure that the service provider can isolate and identify the
NBFC’s customer information and data to protect its confidentiality. In
the event of a security breach or a leakage of confidential customer
information, the NBFC shall notify the RBI.

e Expected to ensure that neither the NBFC nor its agent intrude into the

privacy of its debtor’s family members, referees, and friends in their
debt collection efforts.
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Payment system providers*"

Expected to ensure that the entire data related to payment systems
operated by them are stored in a system only in India. This data should
include the full end-to-end transaction details/information collected,
carried, processed as part of the message/payment instruction.

Account aggregators*’

Expected to provide services to a customer only based on the customer’s
explicit consent.

Expected to ensure that any financial information of the customer
accessed by it from financial information providers does not reside with it.

Expected to not use/access/disclose any customer information other than
for the purpose explicitly consented to by the customer.

Expected to develop a Citizen’s Charter that guarantees protection of the
rights of a customer.

Expected to build adequate safeguards in its IT systems against
unauthorized access of records and data.

Expected to not request or store customer credentials which may be used
to authenticate customers to any financial information providers.

Expected to allow customers to access record of the consent provided by
them and a list of the financial information providers with whom their
customer information has been shared.
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PREPARING FOR NEW OBLIGATIONS AMIDST RISING DATA PRIVACY RISKS

A comprehensive data protection law is
expected for India soon.

As discussed in the previous section, a new
DP Bill may soon be passed into law, which
will induce a shift in compliance obligations
and mechanisms across the banking sector.
It will also impact the extent to which BSPs
may be able to collect customer data from
different sources. The DP Bill will build upon
the existing regime to create a more nuanced
and customer-centric data protection
regime, with a key component being the
introduction of new rights for customers in
relation to their personal data.*

However, at the time of writing, a key
overarching concern is the regulatory
uncertainty surrounding the DP Bill —it is
simply not clear what may or may not be
permitted in the final version of the law.""
Representatives from the banking sector
have questioned, for example, if and how
the DP Bill will regulate the use of alternative
data by credit information companies, BSPs,
and other financial sector participants.

We note below specific additional challenges
that BSPs may face when transitioning to and
complying with the new regime:

Building awareness and
privacy-focused capabilities.

The DP Bill will trigger a significant
conceptual shift in the regulatory landscape
for BSPs. For banks, this will mean
transitioning away from an approach to
protecting customer information based on
a purely “security” or “confidentiality” basis
to one that is based on a customer-centric
privacy approach, requiring far more than
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just ensuring information security. This is
not to say that BSPs are unfamiliar with data
privacy — in fact, banks have been amongst
the few entities against whom the SPDI
Rules have been enforced. For example, in
2019, a bank was held liable for negligently
disclosing confidential information (such as
customers’ passwords) and was required to
introduce access control measures to ensure
security of customer information.**
However, the DP Bill will likely introduce
new or heightened obligations as compared
to the SPDI Rules. For example, the DP Bill
will require BSPs to now map out and keep
track of why personal data is being collected,
from whom, where it is floating within

the organization, and to whom it is being
discussed. It will also require BSPs to build
workflows for consumers to raise requests
for their rights in relation to their personal
data as guaranteed under the DP Bill. These
are all relatively new requirements. Some
BSPs may not have data compliance teams to
interpret and secure compliance with them
and will need to invest in resourcing and
building internal capacity around

data governance.
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Introducing processes for consent
management for data collection.

A key concern would be ensuring consumers
are provided adequate notice, and further
ensuring that they provide, in turn,
adequately informed or meaningful consent,
before their personal data is collected

by a BSP. The DP Bill will require entities,
including BSPs, to meet specific legally
binding standards of consent and to disclose
a wide variety of details about their data
processing operations to consumers. It is
expected that new business models, such as
account aggregators, that have recently been
recognised in the financial sector, will play a
key role in helping BSPs manage consent.

Complying with new transparency and
accountability obligations.

This will be especially important considering
the data-intensive nature of the industry.
BSPs have historically processed different
kinds of personal data. Today, with new
sources of personal data and processing
technologies, BSPs are processing more

and more granular personal data points.

For example, banks are processing data
from mobile bills and electronic commerce
histories to determine customers’
creditworthiness.© At present, banks may not
have in place sufficiently robust or granular
data discovery and inventory management
systems to distinguish between these
different sources of customers’ personal
data (beyond differentiating between their
KYC records and other data) which would be
necessary to ensure compliance with the DP
Bill. It is likely that BSPs will need to engage
in a comprehensive process to adjust to
these new regulatory requirements.

Adhering to new data privacy principles.

The DP Bill will also require BSPs to build
internal processes and systems to ensure
adherence with new data privacy principles,
such as lawfulness, accountability, accuracy,
or storage limitation. These principles would
require BSPs to ensure that they only collect,
process, or store personal data to the extent
necessary for meeting a lawful purpose that
either the customer has provided consent
to or to comply with a legal obligation.
These will require BSPs to re-organize their
activities involving personal data around
specific lawful purposes —a new compliance
process that many BSPs would not be
familiar with at present.

Introducing new security and privacy-
enhancing safeguards.

The traditional approach to the security

of customer data has been influenced by

the RBI’s approach which has largely been
centered around information security.
However, the DP Bill will likely incentivize
BSPs to invest in, and adopt privacy-
enhancing technologies, like de-identification
and anonymization, which may be
challenging to incorporate at scale.

Managing disclosures to third parties.

The banking value chain is characterised by
a complex mix of regulated and unregulated
entities. Today, there can be over 15 to 20
roles for service provision in various stages
with multiple vendors filling these roles and,
consequently, entering into agreements and
arrangements with banks. At scale, it can

be extremely difficult for BSPs to monitor
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the nature of their control over the data and the extent of their involvement in the processing
of personal data in each case. Specific concerns arise from the use of digital technologies to
enable third-party data access, such as through the use of APIs. There are often no accepted
standards for APIs; risks can arise from poorly designed and insecure APIs. In some cases, it is
possible to misuse APIs to mirror and share personal information with third parties without
adequate authorisation. There is a scope for a fraud being perpetuated from unauthorised
data sharing and the leakage of customer data.® This is exacerbated by the lack of adequate
oversight over such APIs. Further, the risk of unauthorised access to personal data by third
parties increases as the banking value chain becomes more disintermediated. Such a breach
violates customers’ privacy over their personal data and also exposes the BSPs to regulatory
requirements and potential penalties.

Building consumer trust in the wake of digital banking.

The rise in digital banking can amplify concerns for customers’ privacy over their personal
data. In particular, the way providers process customers’ personal data can harm customers’
interests in certain cases. For instance, providers may be unable to fully understand the
outcomes of processing personal data using new techniques or technologies (like processing
using automated means).© These processing activities may lead to different kinds of outcomes
including discrimination, exclusion, and fraud." Strengthening relationship of trust between
BSPs and customers is very important. Customers can find it difficult to trust digital banking
services and may refrain from using digital banking services from a fear of frauds, data
breaches or other kinds of harm.¥ Without trust, customers may refrain from using digital
services, limiting the benefits that could accrue from themselves and the BSP.
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In this section, we identify a set of nine principles that offer actionable guidance to strengthen
customer privacy and introduce data protection safeguards:

Segregating personal data and ensuring visibility over personal data:

BSPs must clearly catalogue and categorise the data they collect according to its
sensitivity and the regulatory treatment the data must be afforded. BSPs must also
maintain visibility over personal data throughout the data lifecycle.

Communicating effectively with customers:

Notices that BSPs provide to customers must be simple, comprehensible, and
adequate. The notices should inform customers of how their personal data is
collected, processed, stored, and shared, and the rights that customers have over
their data.

Obtaining informed consent from customers:

BSPs must obtain consent from the customer before collecting personal data. The
consent taken from customers must be informed, free, clear, specific, withdrawable
and auditable.

Collecting only accurate and proportionate personal data banking services:

BSPs must collect and process only that personal data which is accurate and necessary
for fulfilling the purposes that customers have consented to.

Securing customers’ personal data:

BSPs must adopt strong technical, managerial, operational, and physical security
safeguards to protect the confidentiality and integrity of personal data throughout
the data lifecycle.

Using or disclosing personal data with the consent of the customer for clear,
specific and lawful purposes:

BSPs must use personal data or disclose personal data to third parties only with the
customer’s consent and for pursuing a clear, specific and lawful purpose.
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Enabling customers to access and rectify their personal data:

BSPs must give customers access to their personal data and allow customers to rectify
their personal data to ensure data accuracy.

Using automated means of processing responsibly:

BSPs must complement the use of automated means of processing with adequate
safeguards against risks, including strengthening human oversight over
automated means.

Demonstrating compliance with best data protection practices:

BSPs should be able to demonstrate their compliance with their stated data
protection practices to the customers.

— Ll
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PRINCIPLE 1
SEGREGATING PERSONAL DATA AND ENSURING VISIBILITY
OVER PERSONAL DATA.

BSPs must clearly catalogue and categorise the data they collect according to its sensitivity
and the regulatory treatment the data must be afforded. BSPs must also maintain visibility
over personal data throughout the data lifecycle.

BSPs collect and process large amounts of data including personal and non-personal data which
are often mixed. For example, a database in a bank may include both client information and
transaction details for both individuals (personal data) and corporate entities (non-personal
data).” BSPs must be able to isolate personal data from this mix to understand the sensitivity of
the data, what data protection and security measures they must employ, and what regulations
they are subject to. This is the first and most important step for BSPs to protect personal data. ¢

In the same vein, BSPs must be able to identify personal data at different stages of the data
lifecycle to ensure proper treatment. Unfortunately, BSPs may often find identifying and
isolating personal data they process difficult. This can make personal data especially vulnerable
when it is shared with third parties for processing. If it is impossible to isolate personal data
from the mixed datasets then the mixed datasets should be treated as personal data.

BSPs must also have clearly defined processes for segregating, identifying, and creating
inventories of the different kinds of data processes.

This principle is also found in key regulations applicable to BSPs,* such as the Guidelines on
Information Security, Electronic Banking,
Technology Risk Management and Cyber
Frauds, 2016, which requires specific banking
sector participants such as Web Aggregators to o — .
provide a notice (Ch. 2).
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The key considerations for BSPs and measures BSPs can take for segregating data and mapping
data flows are set out below:*"

Creating processes and standards for segregating personal data into different
categories based on legal status or purpose of processing. BSPs must —

Develop policies for identifying and segregating different kinds of personal data.

Segregate personal data directly collected from customers, and personal data
collected indirectly.

Segregate personal data to be processed for primary purposes and for
secondary purposes.

Create an inventory of processes and functions that involve personal information.

Create an inventory of clients and partners with whom they share
personal information.

Map the personal data that is involved in each process, function or transaction.

Tracing personal data access and use trails to maintain visibility
over personal data. BSPs must—

Map access to personal data by staff personnel and third parties.
Identify third parties involved in its various processes, functions and transactions.
Map the flow of personal data to third parties.

Map technical assets that are involved in processing personal data.

iii. Creating data custody policies about how personal data can be stored.

BSPs must—

Define how personal data used for different processes, functions and
transactions will be stored.

Segregate data collected from customers, data captured through
transactions, and data derived from processing personal data.

Determine the level of protection and security different kinds of
personal data should be given.

Identify the personal data that can be pseudonymised or anonymised.
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PRINCIPLE 1

Segregating personal data and ensuring
visibility over personal data.

AltaPine Ltd is a bank that has been serving its customers for more than 10 years. During that
time, the bank acquired many customers. To serve the customers well, AltaPine entered into
service agreements with many third parties.

One day, the banking regulator issued a notice to all the banks asking them to comply with
its data protection and security direction. The direction also required AltaPine to submit a
compliance report to the regulator on the security measures the bank undertook.

When AltaPine’s management tried to comply with the direction, they realised that their data
records were not segregated properly. They also did not keep a thorough record of data they
shared with third parties. So, they did not know what measures they must take to secure
different data records in their custody. As a result, the management was unable to comply
with the regulator’s direction. The regulator fined AltaPine for the lapse in data protection and
security practices.

To avoid such situations BSPs should have a strict policy surrounding data segregation, data
mapping and inventorying. This can help them understand their data protection and security
obligations clearly. Otherwise, BSPs may adopt the wrong or inadequate safeguards to protect
personal data.
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PRINCIPLE 2
COMMUNICATING EFFECTIVELY WITH CUSTOMERS.

Notices that BSPs provide to customers must be simple, comprehensible, and adequate.
The notices should inform customers about the entity(ies) they are interacting with,
how their personal data is collected, processed, stored, and shared, and the rights that
customers have over their data.

Providing easily accessible and comprehensible privacy notices about data processing
activities is an important step in data protection. These notices serve two crucial objectives.
First, the notices help BSPs gain the trust of customers, leading to greater uptake.™ Second,
the notices help customers better understand how their personal data will be processed
and what it implies for them, improving their autonomy.* This is especially important
considering innovations in the banking sector like (i) Open banking where BSPs can share

a customer’s personal data with third-parties, and (ii) Disintermediated banking services
that allow customers to bank through chat platforms and third party aggregators. In both
cases, customers can find it difficult to understand the difference between the BSP and third
parties, the provisions around data sharing in the BSP’s privacy notice, and the implications
of giving consent.*

Well-designed privacy notices can help customers overcome this challenge.

This principle is also found in key regulations applicable to BSPs,* such as:

Cross-sectoral regulations such as the Information Technology
(Reasonable Security Practices and Procedures and Sensitive Personal
Data or Information) Rules, 2011 (SPDI Rules) which requires BSPs to
provide a privacy notice to customers before collecting their personal
data (Rule 4).

Financial sector regulations such as the Credit Information
Companies Regulations, 2006 which requires BSPs to inform
customers before collecting (or as soon as possible after
collection) their credit information (Rule 11(3)).

Banking sector regulations like the Master Circular on Customer Service

in Banks, 2015 (cl.25(1)), the Master Direction — Non-Banking Financial
Company — Account Aggregator Directions, 2016 (cl.5), and the Master
Circular — Credit card and debit card — Issuance and conduct directions, 2022
(cl.24), which require BSPs including Account Aggregators and card-issuers to
provide a notice.
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The key considerations for BSPs and measures they can take when providing
notice to customers are set out below:
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Privacy notices must be designed in a user-centric manner so that customers
can easily understand the provisions of the notice.*"

A privacy notice must not overwhelm or confuse customers by being too
technical, specific, or broad.®

Information presented in the notice must be plain, clear, concise, easily
comprehensible, and adequately specific for customers to understand
it properly.®

The notice must be made available in multiple languages when practicable.*"!

The notice must provide important information (like the purpose for processing
personal data or details of redress mechanisms) prominently.>

Provisions that request consent from customers must also be placed distinctly
from the general provisions in the notice.®™

BSPs should present a privacy notice to customers just in time
for data collection.®

. Privacy notices, including those presented by Account Aggregators,
must inform customers about the important aspects of personal data
processing activities.™

. A privacy notice should clearly disclose:*

The types of personal data that will be collected, both, directly from the
customer and indirectly from third parties;

The types of data that are mandatory and optional for a processing activity;

The purposes for which BSPs will process personal data, which must be clear,
specific and lawful;

The duration for which BSPs will retain personal data;
The personnel and entities would be able to access the data;

. The notice should also provide details about customers’ rights over their data,
grievance redress mechanisms and ways to report misuse or breach of data.
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iii. BSPs should ensure that customers are aware when they are
interacting with third parties including chat platforms, third party apps and
account aggregators.

iv. Privacy notices must clearly inform customers about the use of
automated means.

The privacy notice must inform customers—oxi
* That their personal data may be processed by automated means;

e That they may interact with automated systems, and

e About mechanisms through which they can contest or seek explanation of
decisions reached through automated means.
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PRINCIPLE 2

Communicating effectively
with customers.

Pranav wants to take a loan for purchasing an air conditioner. He uses BarFinance, a digital
banking marketplace, to look for loan. Pranav finds F11 Bank’s loan product most attractive.
When he selects the product, a lengthy notice appears for him notifying him about receiving
a consent request from DTE AA, and to accept or decline. Alarmed by the length of the form,
Pranav skips reading the form. Instinctively, he chooses the ‘Accept’ option.

Sometime later, Pranav receives a mail from ‘DTE AA’ asking for his consent to share
sensitive financial information with F11 Bank. Being unsure about what DTE AA is and why
it wants Pranav’s information, Pranav declines DTE AA’s request. Soon after, Pranav receives
a notification from F11 bank saying his loan application is rejected. Upon inquiry, Pranav
understands that DTE AA is an account aggregator, and that DTE AA would help transfer
important information for processing Pranav’s loan application.

Providing lengthy notices can dissuade customers from reading them fully. As a result, they may
be unaware of important steps in their journey with the BSP. This can hamper their experiences
with the BSP, as seen in Pranav’s case.

To avoid such situations BSPs should provide clear and easily comprehensible notices to
customers. These notices should help customers easily understand their rights and obligations
when using a service, including in relation to their personal data. The notice should clearly
notify customers about any third parties they may interact with and for what purpose. Doing so
can help customers feel more informed and comfortable with the process.
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PRINCIPLE 3
OBTAINING INFORMED CONSENT FROM CUSTOMERS.

BSPs must obtain consent from the customer before collecting personal data. The consent
taken from customers must be informed, free, clear, specific, and withdrawable.

Consent is a crucial part of data protection which enables customers to exercise choice and
control over how their personal data is used." Account Aggregators can play a big role in
making consent artefacts more accessible and intuitive for different customer segments. Basing
processing activities on customers’ consent can help BSPs reduce customers’ apprehensions
about risks and build trust.®*

This principle is also found in the following key regulations applicable to BSPs:®*vi

Cross-sectoral regulations such as the Information Technology (Reasonable
Security Practices and Procedures and Sensitive Personal Data or Information)
Rules, 2011 (SPDI Rules) (Rule 5 and rule 6) and the Aadhaar (Targeted
Delivery of Financial and other Subsidies, Benefits and Services) Act, 2016
(s.29-30) which require BSPs and UIDAI to obtain customers’ consent for
processing personal data or sharing it with third parties.

Banking sector regulations such as the Master Direction —

Know Your Customer (KYC) Directions, 2016 (cl.3(xx), cl.13, cl.17(1),
cl.56), the Master Circular on Customer Service in Banks, 2015 (cl.25(1))
and Master Direction — Non-Banking Financial Company — Account
Aggregator (Reserve Bank) Directions (cl.5-8) require BSPs including
Account Aggregators to take customers’ consent before collecting, and
processing personal data.
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The key considerations for BSPs and measures they can take when obtaining
consent from customers are set out below:

i. By law, consent must be informed, free, clear, specific,
withdrawable and auditable.=*""

e Customers must have all relevant information to give an informed consent.

e Customers should give consent freely and voluntarily without being
forced or misled.

e Customers must give consent clearly and expressly.

e Customers must be able to give consent separately for the different purposes
of processing personal data.

e Customers should be able to withdraw their consent. Withdrawing consent
must be as easy as giving consent.

e Customers should be able to audit all data sharing transactions
performed by a BSP.

e BSPs must be able to demonstrate that the consent they obtained from
customers satisfies the elements above.

ii. Customers should not face barriers for giving or withdrawing consent.

u W Ccu i u
* BSPs should allow customers to manage their consent preferences through
entities such as consent managers.®""

e Customers should be able to use the same channels for giving and
withdrawing their consent.

e To be accessible to less digitally savvy, less literate, or differently abled
customers, the processes should:

a. Guide customers in understanding privacy notices and consent;

b. Provide alternate means of seeking and recording consent for differently
abled customers, and

c. Help customers provide consent through visual and aural channels.

58



DSCI Sectoral Privacy Guide | Banking

BSPs must design consent processes that strengthen customers’ privacy.“*

BSPs should disclose risks that could arise for customers from giving consent
and the measures that BSPs have taken to mitigate those risks.*

BSPs should disclose the use of automated systems for providing products and
services to customers.,®

BSPs should not assume customers’ consent by default. BSPs must take fresh
consent from customers when they collect new personal data or begin new
processing activities, o

They must allow customers to opt-in and give express consent to
processing activities.®"

Customers must be able to refuse consent for optional processing activities
without facing any detriment to the services they receive.™V

Customers should be able to withdraw their consent and opt-out of processing
activities without detriment other than termination of services.**

BSPs should maintain records of customers’ consent preferences,
consent withdrawals and correspondence with the customers when
obtaining consent. ®*vi
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PRINCIPLE 3

Obtaining informed consent
from customers.

Sarah had previously purchased a credit card from a BSP. At the time of purchase, she had
consented to the BSP’s use of her personal data according to the privacy notice that was
given to her.

However, Sarah was recently made aware of changes to the privacy notice without her consent.
Sarah was not informed in advance about changes to the privacy notice. The BSP did not take
her consent for processing her personal data under the new privacy notice.

Sarah does not want to consent to the changes and chooses to withdraw her consent. On
approaching her BSP, Sarah learns that the process for withdrawing consent is long-winded,
involving complex procedures. The BSP had not informed Sarah about these complex
procedures for withdrawing consent when she purchased the credit card.

These practices preclude Sarah from giving free, clear, and informed consent and make it
challenging for Sarah to withdraw her consent. In many jurisdictions, a unilateral change in
consent policies would render the initial consent null and void.

To avoid this, BSPs must build consent artefacts that are accessible to customers facing a variety
of barriers, including physical and mental disabilities. Further, the consent artefacts must allow
customers to withdraw consent with the same ease as giving consent and must be presented in
a manner that customers can easily understand how to manage consent. BSPs must keep track
of customers’ consent preferences to understand the terms and conditions for which they have
customers’ consent, and those for which they must take consent afresh.

Account Aggregators may be able to play a vital role in these cases by not only simplifying
consent management through various means, such as by creating consent dashboards and

intuitive consent artefacts to suit customers.
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PRINCIPLE 4
COLLECTING ACCURATE AND PROPORTIONATE PERSONAL
DATA FOR PROVIDING BANKING SERVICES.

BSPs must collect and process only that personal data which is accurate and necessary for
fulfilling the purposes that customers have consented to.

The personal data that BSPs process must satisfy two important criteria. First, BSPs must
process only that personal data that is necessary for fulfilling the purposes that customers
consented to. Processing unnecessary personal data could be intrusive and violates customers’
privacy.® Second, the personal data processed must be accurate. Processing inaccurate
personal data can lead to inaccurate decisions, sub-optimal products and services, and poor
financial outcomes for the customers.*i BSPs can rely on the Account Aggregator framework
to collect accurate and updated information about customers. However, BSPs should ensure
that they only query information that is necessary and use that information only for purposes
customers consented to.

This principle is also found in key regulations applicable to BSPs,*** such as:

Cross-sectoral regulations like the Information Technology (Reasonable
Security Practices and Procedures and Sensitive Personal Data or
Information) Rules, 2011 (SPDI Rules) (Rule 4 and rule 5) and the
Aadhaar (Targeted Delivery of Financial and other Subsidies, Benefits
and Services) Act, 2016 (s.31) which requires BSPs and UIAs to collect
and process only necessary and accurate personal data.

Financial sector regulations like the Credit Information Companies
(Regulation) Act, 2005 which requires BSPs to take measures to
ensure credit information they process is accurate, complete, and
necessary for the purposes of processing (Chapter VI).

Banking sector regulations like the Master Direction — Know Your
Customer (KYC) Directions, 2016 (cl.38) which require banks to
ensure data quality.
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The key considerations for BSPs and measures BSPs can take for ensuring data
guality are set out below:
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i. The personal data collected and processed by BSPs must be proportionate and

accurate.

Personal data processed by BSPs must be relevant and necessary for fulfilling
the purpose of processing personal data.

BSPs must delete personal data that is not necessary for processing.

Personal data should be accurate, complete, representative, unbiased, up-to-
date and not misleading.

The collection of data to meet this quality should be consensual, lawful, fair,
and non-intrusive.

BSPs should collect new personal data only if it is necessary for maintaining
accuracy or fulfilling a purpose.®

BSPs should undertake data protection impact assessments to ensure they are
only processing proportionate personal data.

. BSPs must have mechanisms to verify the quality of the personal

data they process. BSPs must:

Frequently assess if the personal data being processed is inaccurate
or out-of-date.®"

Assess the quality and relevance of personal data for the purposes
it is being processed.™

Institute mechanisms to filter out incomplete, inaccurate, or unnecessary
personal data during data collection.®"

Assess alterations in personal data from breach or cyberattack
to rectify inaccuracies. ™V

Regularly review outputs from processing that are used as feedback or inputs
for automated means of processing.*"

Review processing activities to identify and rectify causes of bad data quality.*"
Create protocols for assessing the quality of data collected from third parties.*""
Maintain records of the source from where personal data was collected.®""
Maintain records of the measures taken to check the accuracy of data.*

Maintain records of inaccuracies and challenges to the accuracy of personal
data arising from customers’ access rights.
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PRINCIPLE 4

Collecting accurate and
proportionate personal data for
providing banking services.

Khyaati has been a customer of GloBank, a commercial bank, for the past ten years. Most of
her financial transactions took place through GloBank. Khyaati recently married Mathew. They
wanted to open a joint account together to make transactions easily. Mathew, being an existing
customer of CBH Bank, proposes to open a joint account in that bank. CBH Bank asks Khyaati
for her KYC information to open the account, upon that Khyaati decides to share her

CKYC information.

Khyaati received a data transfer request from an Account Aggregator on behalf of CBH bank.
She noticed CBH bank had requested her financial transaction history. Khyaati declined consent
for accessing her financial transactions because she did not find it relevant for opening a joint
bank account. CBH bank insisted on Khyaati’s transaction history. Khyaati felt that the BSP did
not respect her privacy and interests. She and Mathew decided to open a joint account in
another bank.

To avoid such situations, BSPs must collect and process accurate personal data which is
necessary for fulfilling a purpose that customers consent to. BSPs should establish mechanisms
that can help examine the accuracy and proportionality of personal data before and during
the processing of personal data. BSPs can rely on different measures, like performing Data
Protection Impact Assessments (DPIAs), to understand which data is necessary. BSPs can also
regularly review the need to continue processing personal
data. Further, they must allow customers access to
the personal data they are processing and adhere
to customer’s choice of revoking consent for
processing that data.
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PRINCIPLE 5
SECURING CUSTOMERS’ PERSONAL DATA.

BSPs must adopt strong technical, managerial, operational, and physical security safeguards
to protect the confidentiality and integrity of personal data throughout the data lifecycle.

Customers’ privacy and integrity of personal data are vulnerable to cyberattacks, fraud and data
breaches that can expose customers’ money to malicious actors." These risks may grow larger
as banking services become more digital, or fully digital as in the case of neo-banks." BSPs
should take a variety of technical, managerial, operational and physical security measures that
can protect the confidentiality and integrity of personal data throughout the data lifecycle. i
These measures must supplement other data protection practices like providing a privacy notice
and obtaining consent. BSPs risk the reputation and integrity of processing activities in the
absence of proper security safeguards. “V

This principle is also found in key regulations applicable to BSPs,* such as:

Cross-sectoral regulations like the Information Technology (Reasonable
Security Practices and Procedures and Sensitive Personal Data or
Information) Rules, 2011 (SPDI Rules) which requires BSPs to adopt
security safeguards that can adequately protect the personal data that
they process or share with third parties (Rules 8 and 9).

Financial sector regulations like the Credit Information Companies
(Regulation) Act, 2005 which require BSPs to take measures to put
proper security safeguards into place to protect credit information
(Section 19, section 20, and section 22).

Banking sector regulations like the Mobile Banking transactions in India
— Operative Guidelines for Banks, 2016 (cl. 8 and Ann. Il), Guidelines

on Managing Risks and Code of Conduct in Outsourcing of Financial
Services by Banks, 2006 (cl.5.6 and 5.9), the Guidelines on Information
Security, Electronic Banking, Technology Risks Management and Cyber
Frauds, 2016 (Ch,1-9), Cyber Security framework in Banks, 2016 (Ann.I-
[11), and the Master Direction — Non-Banking Financial Company —
Account Aggregator (Reserve Bank) Directions, 2016 (cl.7, 8 and 14),
which require BSPs to adopt a variety of data security safeguards.
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The key considerations for BSPs and measures BSPs can take for ensuring robust
data security safeguards are set out below:

i. BSPs must identify the vulnerabilities and risks that must be addressed through

security safeguards. BSPs must:

Conduct risk assessments, threat tests and information audits to understand
vulnerabilities and risks to personal data.”""

Conduct data protection impact assessments and threat analyses before using new
technologies to process personal data.“™

Gauge the risk of reidentification for anonymised data through
continuous review.

. BSPs must establish security safeguards that are proportionate to

the risks identified. BSPs must:

Identify data protection guarantees in the privacy notice that must be operationalised

through security safeguards.
Adopt technological measures including encryption and use of passwords.c*i

Adopt organisational measures including oversight and control mechanisms,
accountability, periodic evaluation, defining data access, data authentication and
authorisation protocols.®

Adopt physical measures including security clearances to personal data servers.
Deploy a data breach and incident management process that can—<*"

a. help in addressing existing vulnerabilities and threats to personal data, and
b. help customers take steps to mitigate risks to personal data.

Ensure personal data that is not relevant for processing is deleted or blocked when
sharing with third parties;"*i

Ensure personal data is deleted carefully without giving access to
unauthorised parties.®i

Implement anonymisation and deidentification techniques.®*ii

Periodically rectify automated means of processing based on
audits and assessments.

Create controls to recover accidentally lost, altered, or destroyed personal data.*

Regularly review security safeguards through audits, assessments, and threat tests to

identify and eliminate vulnerabilities.®
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Implement and operationalise privacy-by-design principles' and security-by-design
principles" throughout the data lifecycle.

Share intelligence on threats with other BSPs to strengthen
the banking ecosystem.

Create awareness among customers about good security practices
they should follow. i

iii. BSPs must ensure security safeguards in sharing personal data with third
parties. BSPs must—

Map all the entities with which they have interconnections and interdependencies.

Assess the risks that could arise from outsourcing personal data to
third parties.®*

Create controls to ensure third parties use personal data only to fulfil the purposes
mentioned in their outsourcing agreement.o*vi

Supervise and ensure that the third parties have adequate security safeguards to
protect personal data.o*i

Introduce breach notification requirements in outsourcing agreements
with third parties.

Incorporate measures to monitor personal data flows through Application Programming
Interfaces (APIs) with third parties.

Auditing third parties using APIs for data malpractices.

iv. AAs must incorporate strong technical safeguards that can help operationalise

data protection principles. BSPs must—ii

Incorporate end-to-end encryption of data transfers.

Implement authentication capabilities to verify partners and
customers’ identities.

Regularly monitor the cyber landscape for threats.

Upgrade technical infrastructure and stop relying on poor infrastructure.

v. API providers must ensure risk-proportionate security safeguards.

APl providers must —

Incorporate strong authentication and authorisation controls into the APIs to ensure
the integrity of personal data flow.
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PRINCIPLE 5

Securing customers’ personal data.

“BancAll” is a leading digital banking marketplace application in India. It is a pioneer in using
technology to support its services. Apart from collecting data from the customer, BancAll
collects data indirectly from multiple sources like the retail partners on its platform. BancAll
stores this data in a centralised database. It uses APIs to share information with authorised
third parties for enhancing customer experience and for improving business opportunities.

BancAll suffered a data breach that leaked highly sensitive customer information including
KYC information, payment transaction details, contact details and product purchase history.
An independent investigation found that BancAll did not take measures to secure data that
was shared with third parties. The APIs that BancAll used did not have strong security features
that could protect personal data shared through them. Further, BancAll did not take proper
measures to ensure that third parties with which it shared information had strong security
safeguards. Hackers were able to exploit these vulnerabilities to access customers’ data.

BancAll was negligent in implementing technical and procedural controls to ensure security of
customer data throughout the data lifecycle. BancAll made itself vulnerable due to improper
oversight over its data-sharing practices and relevant security safeguards. BancAll should have
tested the APIs’ security before using them and take measures to address any vulnerabilities. It
should have also incorporated strong oversight, access and authorisation controls to better plug
gaps in APls. Similarly, BancAll should have examined its third-party partners’ security practices
for vulnerabilities that must be addressed through appropriate controls.
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PRINCIPLE 6
USING OR DISCLOSING PERSONAL DATA WITH THE CONSENT OF
THE CUSTOMER FOR CLEAR, SPECIFIC AND LAWFUL PURPOSE.

BSPs must use personal data or disclose personal data to third parties only with the
customers’ consent and for pursuing a clear, specific and lawful purpose.

BSPs may have primary purposes (like the provision of banking services), and secondary
purposes (like cross-selling services or fulfilling legal and regulatory obligations) for using or
disclosing personal data to third parties. Both primary and secondary purposes must be clear,
specific and lawful.

Further, in both cases, the BSPs must inform such use or disclosure to customers as part of
their notice and take consent from customers before processing personal data. These measures
can make processing activities more transparent and predictable for customers.®*

Further, customers should be able to request BSPs to disclose their personal data to other
entities through data portability. Data portability allows customers to request BSPs to have
their personal data transferred to any other entity in a machine-readable format. This can help
operationalise customers’ autonomy over whom their personal data is shared with.®

This principle is also found in key regulations applicable to BSPs,* such as:

Cross-sectoral regulations like the Information Technology (Reasonable
Security Practices and Procedures and Sensitive Personal Data or
Information) Rules, 2011 (SPDI Rules) which requires BSPs to process
personal data and disclose personal data for specific purposes and with
customers’ consent (Rules 5 and 6).

Financial sector regulations like the Credit Information Companies
(Regulation) Act, 2005 which requires BSPs to adopt principles
determining what purposes credit information can be used for and
when it can be disclosed (Section 20) or the Aadhaar Act, which requires
BSPs to obtain consent from an individual before collecting their identity
information for the purposes of authentication (section 8).

Banking sector regulations like the Reserve Bank of India (Credit Card
and Debit Card — Issuance and Conduct) Directions, 2022, which requires
BSPs to obtain explicit consent from an individual before disclosing any
information obtained from them at the time of opening their account or
issuing a card to them (clause 27).o
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The key considerations for BSPs and measures BSPs can take to ensure
appropriate data use and disclosure are set out below:

BSPs should process personal data only for the purposes
customers consented to. BSPs processing personal data for other purposes must be
able to demonstrate a direct connection to the stated purpose.®i

BSPs should use or disclose personal data for clear, specific and lawful purposes
that customers consented to. BSPs must-=V

Maintain a specific list of third parties to whom personal data may be disclosed.

Disclose a list of purposes for which personal data may be disclosed
to third parties.

Stop disclosing personal data to third parties if customers withdraw consent.

Facilitate communication between customers and third parties
where necessary. v

Ensure that they only share data that is accurate and necessary."

BSPs must operationalise data portability for customers on their request.
BSPs must— oxxvi

Install mechanisms to receive and record data porting requests from customers.

Adopt organisational policies and capacity to recognise and operationalise data
porting requests.

Verify the identity of the customer requesting for porting before
transmitting data.

Respond to porting requests in a timely manner.
Receive and transmit personal data to third parties on customers’ request.

Transmit personal data on customers’ request without placing financial, legal or
technical obstacles.

Transmit data on customers’ request in a structured, commonly used and
machine-readable format.

Transmit data on customers’ request in a secure method.
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iv.

V.

vi.

APIs used for transferring personal data should be secure
and prevent leakages. BSPs must —

Incorporate authentication and authorisation controls to ensure integrity of
personal data flow.

Ensure the APIs are secure against technical breaches or inadvertent data
leakages due to broad queries.®*

BSPs may use AAs to simplify consent management for customers.
The AAs should — i

Clearly convey key information that is necessary for customers to form
informed consent.

Ensure they collect and use personal data only when it is necessary.
Be accessible and comprehensible for a diverse set of customers.

Be intuitive and designed to suit customers’ attitudes, needs, behaviours and
expectations.

Take consent for specific purposes without assuming broad consent
from the customer.

Be secure and operationalise key data protection safeguards.

Allow customers to dispute instances of unauthorised retrieval or access to
personal data.

BSPs should maintain their assessments of customers distinctly from
customers’ personal data to aid data portability.“
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PRINCIPLE 6

Using or disclosing personal data
with the consent of the customer.

Sameera, a chemist, wanted to obtain a credit card that offers gift vouchers for her preferred
electronic commerce website. She approached a BSP who could meet her requirements. As part
of the onboarding process, the BSP asked Sameera to share some personal information including
her identification documents, contact details and her type of employment, including the fact that
she works as a chemist. Sameera read the terms and conditions about how the BSP uses personal
information carefully and decided to share her information believing that it would be used only for
the operation of the credit card.

A few days after sharing information, Sameera began receiving messages from multiple online
pharmacies about special tie-ups with chemist. Alarmed by the messages, Sameera contacted
some of the online pharmacies to find out how they got her contact details. She found that her
BSP had shared her personal information with the online pharmacies. Sameera read the BSP’s
privacy policy and her banking agreement again to verify if she gave her consent to the BSP for
sharing her personal information with online pharmacies. Neither document mentioned with
whom the BSP can share Sameera’s data and for what purpose. The BSP disclosed Sameera’s
information to the online pharmacies without her consent. Sameera was compelled to give
blanket consent and allow the BSP to share her data for secondary purposes that she

did not prefer.

The BSP must stop disclosing Sameera’s information to online pharmacies and with any other third
party they may be disclosing information to. The BSP must clearly inform Sameera with whom

=9

they will share personal information and for what
specific purpose. The BSP should allow Sameera

to consent separately for primary and secondary
purposes. Sameera must be able to choose how
her personal data is used and who it is shared with.
Further, the BSP should not deny Sameera banking
services, the primary purpose for which personal

data was processed, because she denied consent for X .
secondary purposes of processing personal data. S ——
—— n
s « I
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PRINCIPLE 7
ENABLING CUSTOMERS TO ACCESS AND RECTIFY THEIR
PERSONAL DATA.

BSPs must give customers access to their personal data and allow customers to rectify their
personal data to ensure data accuracy.

Providing customers access to their personal data is an important part of upholding their
autonomy®“ and maintaining data quality. Having access to information about processing
activities can help customers stay informed and make decisions about how their personal data
is used. In the same vein, customers will be able to identify inaccuracies in a BSPs’ personal data
records and rectify them. This would ensure BSPs process accurate data about customers.t

This principle is also found in key regulations applicable to BSPs,*" such as:

Cross-sectoral regulations like the Information Technology
(Reasonable Security Practices and Procedures and Sensitive
Personal Data or Information) Rules, 2011 (SPDI Rules) which
requires BSPs to enable access and rectification of personal data
records by customers (Rule 5).

Financial sector regulations like the Credit Information
Companies (Regulation) Act, 2005 which requires BSPs to enable
access and rectification of personal data records by customers
(Section 20(a)(iii)).
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The key considerations for BSPs and measures BSPs can take for enabling
customers to access and rectify their personal data are set out below:

i. BSPs must establish processes for enabling access and rectification.

BSPs should — @<

Clearly communicate access and rectification processes to customers.

Facilitate customer’s right to access personal data in a structured, machine-
readable format.

Enable access and rectification for personal data collected directly from the
customer and indirectly from third parties.*

Facilitate customer’s ability to access and rectify their personal data when they
choose without cost or delay.

Allow customers to modify their personal data through diverse channels,
including physical channels and digital portals.*

Make changes to personal data records to match the modifications
made by customers.>i

ii.BSPs should notify third parties about changes in personal data.

BSPs must- o

Provide third parties with amended personal data records when necessary.“*

Take measures to ensure third parties rectify their personal data records.

BSPs must provide customers information about important
processing activities. BSPs must -

Give customers information about important processing activities, including
processing through automated means.«"

Meaningfully communicate the implications, intended effects and rationale
involved in automated means of processing.<"

Demonstrate through prior assessments that automated tools provide
legitimate outputs without discrimination.®V

Provide customers with a standard list of third parties to whom personal data
may be disclosed.*
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PRINCIPLE 7

Enabling customers to access and
rectify their personal data.

Rahul applied through an online app for a Buy-Now-Pay-Later (BNPL) card to avail of cashback
offers. The online app quoted a very high fee and interest rate citing his low credit score. Rahul
could not understand why his credit score was low as he did not have any outstanding debt,
had never applied for a loan before and only had one credit card issued by his BSP on which he
had never made a late payment.

Rahul contacted his BSP’s branch to inquire about his low credit score. After speaking with

his relationship manager, he realized that his credit score had fallen because his credit card
transaction history showed an incorrect large outstanding payment for a transaction he had
never made. He asked his relationship manager on the procedure for rectifying the error. He
was informed that he must register himself on the BSP’s web portal to raise a dispute and seek
a resolution. After doing so, he did not receive any response or resolution.

Rahul wrote a formal request to the BSP along with relevant documentation to rectify the
incorrect outstanding payment. However, he did not receive a response from the BSP. As a
result, Rahul was unable to apply for the BNPL card.

To avoid this, BSPs must provide customers with a variety of channels to access and rectify their
personal data records. BSPs must also develop standard procedures to rectify personal data
records and communicate rectifications to third parties promptly.

S-— i
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PRINCIPLE 8
USING AUTOMATED MEANS OF PROCESSING RESPONSIBLY.

BSPs must complement the use of automated means of processing with adequate safeguards
against risks, including, strengthening human oversight over automated means.

BSPs may use automated means for different purposes like assessing the risk profile of a
customer. Outputs produced by automated means could pose unintended risks for BSPs and
customers without adequate safeguards. The risks for BSPs could include adverse selection
and poor risk assessment of customers. The risks for customers could include unjust rejections,
unsuitable products, and risks to privacy. Further, BSPs may be unable to understand or explain
why automated means produced a certain output. BSPs should adopt and use automated
means responsibly to avoid risk and protect customers’ interests. These concerns have

been recognised by the RBI in recent years. In the Digital Lending Report, a key immediate
recommendation is that regulated entities will have to document “the rationale for the
algorithmic features aiding lending decisions that should ensure necessary transparency”.

To be in compliance with leading regulatory frameworks, BSPs can draw upon global best
practices developed by practitioners and multilateral organisations. The key considerations for
BSPs and measures BSPs can take for using automated means responsibly are set out below:
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i. BSPs must strengthen human oversight over automated means. BSPs must— i

Install measures to ensure transparency, auditability, accountability and
explainability of decisions made by automated means.

Explain the decision-making process of the automated means in clear,
comprehensible and accessible terms.

Record actions taken to identify, document and mitigate risks to customers’ rights
from automated means.

Document the datasets and processes that are used by automated means to
arrive at decisions.

Implement effective management and oversight controls over third-party
vendors providing automated means.**

BSPs must adopt safeguards against risks posed by automated
means of processing. BSPs must—

Preemptively identify risks to the safety and rights of customers from using
automated means of processing by sandboxing or piloting.

Ensure that the automated means are fit for purpose of processing by clearly
understanding the purpose for which they were developed, their capabilities
and limitations.

Test the robustness, reliability, accuracy, and security of automated means
before putting them into use.

Ensure that the data which is being processed is representative,
unbiased and of high-quality.

Debias personal data processed by automated means where necessary.

Adopt best standards for gathering and labelling personal data that will be
used for processing by automated means.

Identify and address any bias in the decision-making process
by automated means.

Continually identify vulnerabilities in the automated means used for processing.
Conduct periodic reviews and monitor automated means.®

Develop measures to mitigate the risks identified from automated
means of processing.

Upskill personnel who develop and administrate automated means
of processing to ensure responsible processing.
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iii. BSPs must give customers control over decisions made through
automated means. BSPs must—

e Notify customers through all service delivery channels that automated means
may be used for making decisions about the customer.<"

e Allow customers to contest decisions made through automated means. "

e Create transparent processes for customers to submit complaints about
decisions made through automated means.«"

e Create a variety of channels for customers to contest or seek review of
decisions made through automated means.*

* Create clear processes for customers to seek redress when their rights are
harmed by processing by automated means.«

e Provide data management tools that can help customers review, edit, and
update personal data that is processed through automated means.«i

e Make customers aware of their rights in relation to how their personal data is
processed through automated means.<"
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PRINCIPLE 8

Using automated means of
processing responsibly.

Anuj and Harshitha both applied for loans from the same BSP. Both their credit scores and loan
requirements are the same and they applied for a loan for the same amount under the same
scheme. However, the BSP rejected only a fraction of Harshitha’s application while accepting
Anuj’s application.

On raising the issue with the BSP, the BSP explained that the processing of loan applications is
automated and based on credit models that use complex algorithms secured from a vendor.
The BSP is unable to explain why Harshitha’s application was rejected even when Anuj’s
application was accepted in its entirety.

BSPs using automated means of processing must install strong controls, oversight mechanisms
and customer safeguards. BSPs must be able to trace the decision-making process of an
automated system and explain the decision in simple terms to customers. BSPs must also
preemptively identify risks from using automated means, like discrimination between
customers, and take adequate measures to mitigate those risks.
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PRINCIPLE 9
DEMONSTRATING COMPLIANCE WITH BEST DATA
PROTECTION PRACTICES.

BSPs should be able to demonstrate their compliance with their stated data protection
practices to the customers.

BSPs must be able to demonstrate their compliance with data protection practices.« ™ BSPs
could adopt a variety of transparency and accountability measures to do so. Transparency and
accountability play crucial roles in developing a relationship of trust with customers. Through
transparency and accountability, BSPs can demonstrate and reassure customers that their
personal data is being used safely and responsibly in a way that safeguards privacy.

The principle has been embedded into the existing data protection regime in India across
different regulations. These regulations mostly aim to facilitate and ensure regulatory
compliance. However, BSPs could leverage the same obligations to build trust with customers.
Some key regulations are set out below.*

Cross-sectoral regulations like the Information Technology Act,
2005 which requires providers intermediating information flows to
maintain records of activities specified by the Central Government
(s.67C). The Information Technology (Reasonable Security Practices
and Procedures and Sensitive Personal Data or Information) Rules,
2011 also require BSPs to be able to demonstrate that they follow
the best practices for data protection (Rule 8).

Banking sector regulations like the Non-Banking Financial
Company - Account Aggregator (Reserve Bank) Directions,
2016, which require Account Aggregators to establish a Citizen’s
Charter that explicitly guarantees protection of the rights of

a customer and a risk management framework that includes
deploying strong authentication to protect access to customer
data and systems.
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The key considerations for BSPs, and the measures that can be taken by BSPs for
ensuring accountability in processing activities are set out below:

i. BSPs should create organisational capacity for personal data protection.
BSPs should: — coi

e Ensure senior management is conscious about protecting customers’
personal data.

e Train their staff and personnel to answer inquiries about the BSP’s privacy
policies, consent processes, security safeguards and redress processes.

e Inform third-party service providers about past vulnerabilities and attacks.

ii. BSPs should create technical capacity to ensure data protection.
BSPs must-

e Improve technical systems and capacity by moving away from paper-based
and legacy systems.

e Constantly review and upgrade data protection and security measures.

ili. BSPs should demonstrate their compliance with data protection laws and
best practices. BSPs should: <"

e Adopt board-approved policies committing to protect personal data by default.

e Create oversight mechanisms at the senior management-level to ensure
compliance with data protection policies.

e Appoint personnel who would monitor the BSPs’ compliance with data
protection law and ensure best practices in data protection.

e Publish the names of personnel responsible for ensuring the BSP follows robust
data protection practices.

e Conduct audits to assess effectiveness of privacy notices, security safeguards
and key data protection practices.

e Maintain records of different aspects of processing activities including—

a. source from where personal data was collected;*V

b. measures taken to check accuracy of data;«*

c. processing activities that were undertaken with the personal data;
d. disclosure of personal data to third parties;

e. security safeguards installed, and“*"

f. data protection impact assessments conducted prior to processing

personal data.
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Develop, document and implement data policies defining—<i

a. protocols for implementing a privacy by design policy;

b. protocols for collection, access and use;

c. protocols for retaining and deleting personal data;

d. means to ensure data quality;

e. security safeguards and risk assessment frameworks;

f. protocols for implementing a security by design policy;

g. protocols for personal data breach and incident management, and
h. protocols for imparting privacy training to personnel.

iv. BSPs should have robust grievance redress channels for customers.

BSPs must—:coxvi

Have effective, efficient, speedy and time-bound grievance redress mechanisms
that can help customers resolve data-related grievances.

Publish details of the grievance redress officer and the data protection officer
clearly in the privacy notice.

The redress mechanisms should have simple procedures that do
not burden customers.

Customers should be able to seek redress through different digital
and physical channels.

BSPs could leverage AAs to retrieve details of transactions in dispute.

BSPs should leverage technology to create better feedback loops
with customers.
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PRINCIPLE 9

Demonstrating compliance with best
data protection practices.

After receiving a series of messages concerning attempts to reset her password for her online
digital banking app, Garima has reason to believe that someone is trying to use her personal
data and contact details to breach her bank account. She contacts her BSP to notify them
about the suspicious activity and safeguard her account. She soon realizes her account has
been hacked and money has been transferred out of her account without her knowledge or
authorization.

She tries to register a formal grievance with the BSP for not preventing the incident. The BSP
denies any role in the incident claiming to have robust practices and rejects her complaint.
Shortly after, reports surface about a major data breach from the BSP’s technology partner’s
servers. The technology partner did not take sufficient measures to safeguard customers’
passwords for the banking application from breaches and cyberattacks. When Garima
approaches the Ombudsman, it becomes apparent that the BSP did not take adequate
measures to ensure its partners maintained adequate data protection and security safeguards.

BSPs must be able to demonstrate that they and their partners comply with best data
protection practices. For this, BSPs must —

e Establish procedures to ensure third parties have robust data protection and
data security practices.

e Establish procedures including developing data protection policies, keeping records of data
processing activities, auditing data protection practices etc.

e Create capacity within the organization and appoint personnel to
engage with data protection-related queries and concerns from
customers.

e Create robust grievance redress channels
that can effectively and speedily provide
redress to customers and to help BSPs identify
vulnerabilities in their systems and practices.
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PRINCIPLE 1:

SEGREGATING PERSONAL DATA AND
ENSURING VISIBILITY OVER PERSONAL DATA.

Does the BSP have policies for identifying and segregating
different kinds of personal data?

Can the BSP segregate between personal data collected
directly fromcustomers, and indirectly from other sources?

Can the BSP segregate between personal data collected for
primary and secondary purposes?

Does the BSP have an inventory of all processes and functions
involving personal data?

Is the personal data inventory frequently revised and updated?

Does the BSP map personal data that is involved in each
process and function?

Does the BSP have an inventory of third parties and partners
with who personal data is shared?

Does the BSP map personal data that is shared with
each third party and partner?

Does the BSP map its staff personnel’s access to personal data?
Does the BSP map third parties’ access to personal data?
Does the BSP map the flow of personal data to third parties?

Does the BSP map the technical assets involved in
processing personal data?

Does the BSP define how personal data will be stored?

Does the BSP store personal data collected from
different sources separately?

Has the BSP defined the level of protection and security
different kinds of personal data will receive?

O o oo oo o o g o oo o oOood

Can the BSP determine the personal data that must be pseudonymised and
personal data that must be anonymised?
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PRINCIPLE 2:

COMMUNICATING EFFECTIVELY
WITH CUSTOMERS.

O o o o o0 o0 o0 o0 ogdggga

Does the BSP provide a privacy notice to the customer?

Is the privacy notice drafted in the preferred language of the customer?
Is the privacy notice written concisely?

Is there an aural privacy notice available for those unable to read?

Is the privacy notice written in simple, plain and easily
understandable language?

Is the privacy notice presented just before data collection?

Does the privacy notice prominently disclose the purposes for
processing personal data?

Is the purpose communicated in the privacy notice clear, specific,
and lawful?

Are the provisions that request consent from customers placed distinctly
from the other provisions in the notice?

Does the privacy notice disclose the types of personal data that will be
collected directly from the customer?

Does the privacy notice disclose the types of personal data that will be
collected indirectly from third parties?

Does the privacy notice disclose the types of data that are mandatory for a
processing activity?

Does the privacy notice distinctly disclose the types of data that are optional
for a processing activity?

Does the privacy notice disclose the implications for customers if they do
not provide personal data?
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Does the privacy notice disclose the procedure customers can follow to
withdraw consent?

Does the privacy notice disclose the duration for which personal
data will be retained?

Does the privacy notice clearly indicate to customers when they are
interacting with third parties (chat platforms, account aggregators or other
third-party apps) for banking services?

Does the privacy notice disclose the details of all the personnel and third
parties who will be able to access the data?

Does the privacy notice disclose the identities of third parties with whom
data may be shared?

Does the privacy notice disclose the purposes for which personal data may
transferred across borders?

Does the privacy notice disclose the instances in which personal data
may transferred to another jurisdiction with inadequate data
protection safeguards?

Does the privacy notice disclose the security safeguards that have been
adopted to safeguard personal data?

Does the privacy notice disclose customers’ rights over their personal data?

Does the privacy notice disclose the use of automated means in
processing data?

Does the privacy notice prominently provide details about grievance redress
mechanisms for reporting misuse or breach of data?

Have the details of the grievance redress officer and the data protection
officer been published clearly in the privacy notice?

Does the privacy notice inform how customers can contest or seek
explanation for decisions made through automated means?

Can customers seek guidance in understanding privacy notices?
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PRINCIPLE 3:

OBTAINING INFORMED CONSENT FROM
CUSTOMERS.

O o o oo o o o o oo o 6

Have customers been given all the information about how their personal
data will be processed?

Have customers been given information about primary and secondary
purposes for processing personal data?

Are customers informed of the potential risks from giving consent?

Are customers informed of measures that have been taken to mitigate risks
to personal data?

Are customers informed of the use of automated systems for providing
products and services?

Have the customers been briefed about the rationale, implications and
intended effects of processing personal data through automated means?

Do any of the terms and conditions in the notice make it hard for customers
to give consent freely?

Can customers seek guidance in understanding the implications
of giving consent?

Is consent taken expressly from customers?

Are customers allowed to give consent separately for the different purposes
of processing personal data?

Are customers allowed to withdraw their consent as easily as they
were able to give consent?

Are customers able to verify and audit who BSPs shared their
personal data with?

Can the BSP demonstrate that the consent they took from customers is
informed, free, clear, express, specific, withdrawable, and auditable?
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Are customers allowed to manage their consent preferences through
entities like consent managers?

Do customers have a common channel for giving and
withdrawing their consent?

Are customers allowed to provide consent through
visual and aural channels?

Have processes been designed to provide notice and
take consent from differently abled customers?

Is fresh consent taken from customers when new
personal data is collected, or new processing activities are started?

Are customers able to withdraw their consent for mandatory processing
activities without detriment other than termination of services?

Can customers refuse consent for optional processing activities without
facing detriment to the services they receive?

Are customers charged fee for withdrawing consent?

Are records maintained of customers’ consent preferences, consent
withdrawals and correspondence at the time of obtaining consent?
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PRINCIPLE 4:

COLLECTING ACCURATE AND PROPORTIONATE
PERSONAL DATA FOR PROVIDING BANKING
SERVICES.

O o o o o0 o0 o0 oddgd g

Is the personal data processed necessary for the purpose of processing?
Is the personal data processed relevant for the purpose of processing?

Is the data used for processing accurate, complete, representative,
unbiased and up to date?

Is unnecessary personal data deleted promptly?
Is the personal data collected with the customers’ consent?
Is the personal data collected through lawful means?

Is new personal data collected only when it is necessary for maintaining data
accuracy or for fulfilling a purpose?

Are data protection impact assessments (DPIA) conducted to ensure
proportionate personal data in processing?

Is quality of personal data frequently assessed for
the purposes of processing?

Are there mechanisms to filter out incomplete, inaccurate, or unnecessary
personal data during data collection?

Are there protocols for assessing the quality of data
collected from third parties?

When using automated means, is the quality of outputs reviewed regularly
when they are used for further processing activities?

Are there measures to review the processing activities to identify and rectify
causes of bad data quality?

Are there mechanisms to identify and rectify inaccuracies and alterations in
person data caused due to breach or cyberattack?
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Are records maintained of the source from which
personal data was collected?

Are records maintained of the measures taken to check accuracy of data?

Are records maintained of inaccuracies in personal data?

Are records maintained of customers’ challenges to the
accuracy of personal data?
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PRINCIPLE 5:
SECURING CUSTOMERS’ PERSONAL DATA.

O o o o o0 0O odd

O 0O 0On0

Is the technical infrastructure up-to-date and without any
security or design flaws?

Are information audits conducted to assess inventory of the personal data?
Is the personal data inventory frequently revised and updated?

Are information audits conducted to understand vulnerabilities and risks to
personal data?

Are risk assessments and threat tests conducted to understand risks
to personal data?

Are the data protection impact assessments (DPIAs) and threat analyses
conducted before using new technology for processing personal data?

Have anonymisation and deidentification techniques been implemented to
secure personal data?

Are anonymised datasets reviewed continuously for the
risk of reidentification?

Have technological measures, including encryption and passwords, been
adopted for personal data protection?

Have organisational measures, including measures to ensure
oversight and control, accountability, and data access, authentication and
authorisation protocols been adopted for personal data protection?

Does the BSP undertake periodic evaluation of these measures?

Have physical measures, including security clearances to personal data
servers, been adopted for personal data protection?

Are data protection guarantees in the privacy notice operationalised
throughsecurity safeguards?

Has a data breach and incident management process been established?
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Does the data breach and incident management process help in addressing
existing vulnerabilities and threats to personal data?

Does the data breach and incident management process enable consumers
to take steps to mitigate risks to personal data?

Have technical and organisational interconnections and interdependencies
with third parties been mapped?

Are the risks that could arise from outsourcing personal data to third parties
assessed preemptively?

Are there controls to ensure third parties use personal data only to fulfil the
purposes mentioned in the outsourcing agreement?

Are measures taken to ensure that the third parties have adequate security
safeguards to protect personal data?

Are measures taken to supervise third parties’” maintenance of adequate
security safeguards to protect personal data?

Have breach notification requirements been included in outsourcing
agreements with third parties?

Are there measures in place to monitor personal data flows through
Application Programming Interfaces (APIs) with third parties?

Are strong authentication and authorisation controls incorporated
into the API?

Is the use of APIs by third parties audited for data malpractices?
Are data transfers end-to-end encrypted?
Are there measures to authenticate partners’ identities before sharing data?

Are there measures to authenticate customers’ identities
before sharing data?

Is personal data that is not relevant for processing by third parties deleted
or anonymised when sharing with the third parties?

Are measures taken to ensure personal data is deleted carefully without
giving access to unauthorised parties?
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Are there controls to recover accidentally lost, altered or
destroyed personal data?

Are security safeguards regularly reviewed through audits, assessments, and
threat tests?

Are automated means of processing periodically rectified for vulnerabilities
identified in audits and assessments?

Are privacy-by-design principles implemented and operationalised
throughout the data lifecycle?

Are security-by-design principles implemented and operationalised
throughout the data lifecycle?

Is intelligence obtained on threats shared with other BSPs?

Are there measures to spread awareness among customers about good
security practices they can follow?
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PRINCIPLE 6:

USING OR DISCLOSING PERSONAL DATA WITH
THE CONSENT OF THE CUSTOMER.

od o o o o o o o o o O

Is there a list of third parties to whom personal data
maybe disclosed maintained?

Has the customer been provided with a standard list of third parties to
whom personal data may be disclosed?

Is there a list of purposes for which personal data may be shared to third
parties disclosed to customers?

Have personal data disclosures to third parties stopped after a customer has
withdrawn consent?

Have mechanisms been installed to receive and record data porting requests
from customers?

Are there organisation-level policies to recognise and operationalise data
porting requests?

Has capacity been developed in the organisation to recognise and
operationalise data porting requests?

Have measures been adopted to respond to porting requests
in a timely manner?

Has the identity of the requesting customer been verified before
transmitting data?

Have measures been adopted to receive and transmit personal data to third
parties on customers’ requests ?

Can customers request for porting information at reasonable cost?

Is personal data transmitted on customers’ request without placing legal or
technical obstacles?
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Is personal data transmitted on customers’ request in a structured,
commonly used and machine-readable format?

Is personal data transmitted on customers’ request in a secure method?

Is the assessment of the customer maintained distinctly from customers’
personal data?
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PRINCIPLE 7:

ENABLING CUSTOMERS TO ACCESS AND RECTIFY
THEIR PERSONAL DATA.

O o o o o o 0o o0

Are personal data access and rectification processes clearly communicated
to customers?

Are customers able to access their own personal data in a structured,
machine-readable format?

Are customers able to access and rectify their personal data collected
indirectly from third parties?

Are customers able to access and rectify their personal data when they
choose to without cost or delay?

Do customers have the choice to rectify personal data through different
physical and digital channels?

Have changes been made to all personal data records to match the
modifications made by customers?

Have measures been taken to ensure that third parties rectify their personal
data records?

Have amended personal data records been provided to third parties after
customers have made changes?
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PRINCIPLE 8:

USING AUTOMATED MEANS OF PROCESSING
RESPONSIBLY.

O o oo o o ood o o oo oo

Are there measures to ensure transparency, auditability, accountability and
explainability of decisions made by automated means?

Can the factors and processes used by the automated means be explained in
simple, clear and comprehensible terms to customers?

Are there records of the actions taken to identify, document and mitigate
risks from automated means to customers’ rights?

Are there records of the datasets and processes used by automated means
to arrive at decisions?

Have the automated means of processing been sandboxed or piloted to
preemptively identify risks to customers?

Are the automated means designed to be fit for the purpose of processing?

Has the robustness and security of automated means been tested before
being put into use?

Have the reliability and accuracy of outputs produced by the automated
means been tested before being put into use?

Has it been demonstrated that the automated means of processing provide
legitimate outputs without discrimination?

Is the data being processed representative, unbiased and of high-quality?

Is the personal data that is being processed by automated
means been de-biased?

Have the best standards been adopted for gathering and labelling personal
data that will be used for processing by automated means?

Has bias in the decision-making process by automated means been
identified and addressed?
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Are automated means examined continually to identify vulnerabilities?

Have measures been adopted to mitigate the risks identified from
automated means?

Are periodic audits conducted to identify vulnerabilities in the automated
means of processing?

Are automated means monitored on an on-going basis?

Are the personnel who develop and administrate automated means trained
to ensure responsible processing?

Are there effective management and oversight controls over third-party
vendors providing automated means?

Have customers been notified through all service delivery channels that
automated means may be used for making decisions about them?

Are customers able to contest decisions made through automated means?

Are customers able to submit complaints about decisions made through
automated means?

Are customers able to contest or seek review of decisions made through
automated means?

Are customers able to seek redress when their rights are harmed by
processing by automated means?

Do customers have access to data management tools that can help them
review, edit, and update personal data that is processed through
automated means?

Have customers been made aware of their rights in relation to how their
personal data is processed through automated means?
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PRINCIPLE 9:

DEMONSTRATING COMPLIANCE WITH BEST
DATA PROTECTION PRACTICES.

O 0O 0O oo oo godgd

OO

Are there protocols for collection of personal data?
Are there protocols for controlling access to personal data?
Are there protocols for retaining and deleting personal data?

Are there protocols for managing personal data breaches and
other cyber incidents?

Are there protocols for imparting data-privacy training to personnel?

Are there data policies in place that define the means to
ensure data quality?

Are there data policies in place that define security safeguards?

Are personnel trained to answer inquiries about the privacy policies,
consent processes, security safeguards and redress processes?

Are personnel appointed for monitoring compliance with data
protection law and ensure best practices in data protection?

Are the names of personnel responsible for data protection practices
published for customers’ reference?

Is there an effective, efficient, speedy and time-bound grievance
redress mechanism in place that can help customers resolve
data-related grievances?

Are the redress mechanisms simple?

Are customers able to seek redress through both digital and
physical channels?

Have redress channels been leveraged to gain feedback
directly from customers?
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Are audits conducted to assess the effectiveness of privacy notices, security
safeguards and key data protection practices?

Have risk assessment frameworks for processing personal
data been established?

Are third party service providers informed about past
vulnerabilities and attacks?

Are records of the source from where personal data was
collected maintained?

Are records of the measures taken to check accuracy of data maintained?

Are records of the processing activities that were undertaken with the
personal data maintained?

Are records of the disclosure of personal data to third-party maintained?

Are records of the security safeguards installed maintained?
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