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About DSCI

Data Security Council of India (DSCI) is a premier industry body in the field of data protection in India. It was set up by 
NASSCOM® and is committed to making cyberspace safe, secure and trusted by establishing best practices, standards and 
initiatives in cyber security and privacy.

DSCI brings together national governments, their agencies and industry sectors including IT; business process management 
(BPM); banking, financial services and insurance (BFSI); telecom; industry associations; data protection authorities and 
think tanks for public advocacy, thought leadership, capacity building and outreach initiatives.

Overview of awards

DSCI instituted the DSCI Excellence Awards in 2011 in line with its mission to build the trustworthiness of Indian 
companies as global sourcing service providers, and to assure clients across the world that India is a secure 
destination for outsourcing, where privacy and protection of customer data are in line with global best practices 
followed by the industry. 

Corporate Segment
• Recognise, honour and reward organisations and individuals who have undertaken 

strategic, proactive and innovative security and privacy measures

• Highlight the importance of the security function and how it contributes to business

Law Enforcement Segment
• Recognise and honour a police officer who has been outstanding in investigating  

and solving a cybercrime case

• Recognise and honour a state police/police agency for efforts made in capacity 
building and skill enhancement

Innovation Box
• Promote innovative security products in the area of security and privacy

• Provide a platform to innovators and start-ups to assist them in visualising and 
marketing their products

• Assisting/mentoring the best innovator/start-up



Award categories in 2015

Corporate segment

Law Enforcement Innovation Box

Organisation

• Security in Bank

• Security in Telecom

• Security in e-Governance

• Security in e-Commerce

Leader

• Security Leader of the Year

• Privacy Leader of the Year

• Excellence in Capacity Building

• India Cyber Cop

• Most Innovative Idea of the Year

Product

• Security Product

• Emerging InfoSec Product Company

Privacy

• Privacy – Outsourcing Sector

• Privacy – Other Sectors

• Security in IT Services - Large

• Security in IT Services – MSME (Micro 
small and medium enterprises)

• Security in BPM Services - Large

• Security in BPM Services - MSME

• Security in Energy

Letter to the CEO/
senior management 

Trophy and 
certificates for 

winners and 
finalists

Recognition among 
peers and experts

Leverage DSCI 
award to augment 
brand and enhance 

business

Visibility across all 
DSCI channels and 

social media 
Platforms

What you stand to gain



Industry best practices: Trends from DSCI 
Excellence Awards 2014

Security

Strategy and policy

• Alignment to ISO 27001 has become the industry baseline across sectors.

• Security budget in IT-BPM organisations is relatively larger compared to organisations in other sectors.

• The risk committee of organisations comprises the senior leadership (CEO, CFO, CPO, CIO, CISO, General 
Counsel, senior business unit leaders) across majority sectors.

• Cyber security has recently become the key focus area for energy sector organisations.

Security organisation and staff

• Most organisations have security staff with average experience between 2–10 years.

• ISO 27001 Lead Assessor appears to be the most popular generalist security certification among security staff 
across sectors. 

• Most organisations spend 0–5% of their security budget for training staff.

• Organisations have started giving due importance to forensics, with 41% of them having in-house capability, 
while 17% have also set up a lab. However, a major portion (63%) takes forensic decisions on a case-to-case basis.

• Key performance indicators (KPIs) are established by organisations to measure security performance.

Security compliance 

• Organisations across all sectors have started using governance, risk and compliance (GRC) tools and data leak 
prevention (DLP) technology for compliance management; the BPM sector is the largest user of GRC tools and 
DLP technology.

• Few organizations are using products that are certified against Common Criteria (ISO 15408) requirements; 
some are building requirements in requests for proposal (RFPs). 

• Organisations are getting their security programme audited by Computer Emergency Response Team (CERT-In) 
empanelled auditors annually.

• Use of dynamic code analysis, fuzz testing and attack surface review is common across the IT sector.

Technology adoption

• Bring your own device (BYOD) measures such as mobile device management (MDM) are a focus area for a 
majority of the organisations across sectors; cloud security, social media monitoring and shadow IT are upcoming 
practices.

• Use of advanced persistent threat (APT) and deep packet inspection tools for threat detection is rising in the bank 
and energy sector. 

• Use of mobile apps, incident portal links, helpline numbers and anonymisation for incident reporting is getting 
popular.

• Use of thin client, centralised core solutions instead of local storage is becoming a trend.

• Very few organisations have adopted self-healing technologies in their infrastructure.

Domain initiatives

• In the telecom sector, subscriber authentication and penetration tests for subscriber identity module (SIM) 
security are being used.

• In the banking sector, multi-factor authentication for online card usage and two-factor authentication for access 
to client environment have been set up.

• In IT services, a process to check against secure coding guidelines has been developed as per Open Web 
Application Security Project (OWASP).

• In BPM, remote desktop environments are used in case of financial and healthcare services clients.

• In the energy sector, demilitarised zones (DMZs) and data warehousing techniques are used for secure data 
transfer to and from the supervisory control and data acquisition (SCADA) network.



Privacy

Business continuity planning and disaster recovery

• Redundancy in network, virtualisation and a cloud-based setup for quick recovery are common practices.

• In the telecom sector, business continuity management (BCM) acts as a revenue centre with emergency services 
provided to end customers.

• Load balancers in the network take care of communication among dependent applications.

• An intranet-enabled BCM dashboard incorporates business impact analysis (BIA) and results of threat assessments 
conducted regularly.

• Virtual private network (VPN) and remote access to applications are provided to select staff. 

Outsourcing sector

• Organisations rely heavily on the Generally Accepted Privacy Principles (GAPP)—i.e. 75%—followed closely by the EU 
Directives, Health Insurance Portability and Accountability Act (HIPAA), Gramm-Leach-Bliley Act (GLBA) and DSCI 
Privacy Framework (63%) for designing their privacy programme.

• Use of tools to create a personal information (PI) inventory and mandatory checks in the purchase requisition system 
help to ensure PI is identified at source.

• Specific privacy roles across the hierarchical structure have been identified in the organisations.

• Certified Information Privacy Professional (CIPP) and DSCI Certified Privacy Lead Assessor (DCPLA) certification are 
used for privacy staff.

• Strict implementation of data retention policies is considered a complex task because of the quantum of data, 
multimode collection and processing, and use of diverse systems.

• Implementation of a compliance tracking system and conducting privacy impact assessment in the respective countries 
for identification and compliance to regulations is a standard industry practice.

• Implementation of data leak prevention tools is customised to monitor data leakage.

• State of the art tools are used for identity management, access provisioning and automated access revocation.

• Customised awareness trainings are held as per the function in PI processing and in some cases intranet portals are 
extended to vendors for trainings.

Domestic sector

• A majority of the domestic sector organisations use the DSCI Privacy Framework (DPF©) to design their privacy 
programme.

• Most organisations do not use automated tools to discover and maintain PI inventory but rely on manual efforts.

• Organisations have started getting some of their privacy staff DCPLA© and CIPP certified.

• In the absence of regulatory measures prescribing data retention requirements, not many organisations have adopted 
well-defined data retention and disposal policies.

• Most organisations use standardised privacy clauses in legal contracts with third parties.

• Data leak prevention tools are used by a majority of the organisations to monitor data leakage and prevent  
privacy breaches.

The root cause for security breaches across most of the sectors is an INSIDER THREAT!!
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Third party lapse

Insider Threat

Alerts not properly 
escalated/resolved

Vulnerability and 
patch management 
not upto date

Innovative attack 
vectors - means to 
defend did not exist



This is what winners of DSCI Excellence Awards 2014 
have to say  

Kotak Mahindra Bank– 
Security in Bank

“Kotak Mahindra Bank Ltd 
(KMBL) places great emphasis 
on information security. The 
prestigious DSCI award is 
testimony to the high security 
standards practised by the bank.”

VFS Global – Security in  
BPM (SME)

“VFS Global has implemented an 
enterprise security framework that 
helps achieve compliance with a vast 
array of client requirements on data 
security and privacy.”

Infosys – Privacy in 
Outsourcing Sector

“Winning the DCSI Excellence 
Award reinforces our belief that 
data privacy for us is not merely 
a matter of compliance but a 
business differentiator.”

Vodafone – Privacy in 
Domestic Sector

“We are thrilled to receive this 
recognition for the efforts in 
implementing safeguards to 
protect our critical assets and 
customer information.”

Airtel – Security in  
Telecom

“Information security is paramount 
and central to whatever we do. 
We therefore continuously strive 
to maintain an exceptional level 
across our security services.”

UIDAI – Security in 
e-Governance

“The DSCI Excellence Award has 
put us on a firm pedestal when 
it comes to thought leadership in 
information security.”

MakeMyTrip – Security  
in e-Commerce

“Our focus on website and infosec 
drove our initial efforts to 
evangelise e-Commerce. Customer 
information is our most critical 
information asset.”

TCS – Security in IT Service 
(Large)

“We are humbled by this 
recognition. TCS is committed to 
ensuring security of the services 
offered to its customers across all 
markets and industries.”

Data Resolve – Emerging 
Security Product

“The DSCI Excellence Award is 
going to get Data Resolve more 
visibility in the government sector 
as an indigenised technology.”

WNS – Security in BPM 
(Large)

“We are proud to receive the DSCI 
Excellence Award for Security 
in BPM and look up to this 
achievement as testimony to our 
robust and mature controls.”

Uniken – Security Product  
of the Year

“We are delighted to receive this 
honour from DSCI which has 
undertaken this phenomenal 
initiative to recognise Indian 
product innovations.”

Other worthy winners include

• Broadridge – Security in IT 
Services (SME)

• Reliance Industries Limited – 
Security in Energy Sector

• Mumbai Police – Capacity Building 
of Law Enforcement 

• P. Chowdhary – India Cyber Cop of 
the Year



Burgess Cooper – Privacy 
Leader of the year

“I would like to offer my sincere 
gratitude to DSCI for this recognition. 
It is a privilege to get such an award 
from DSCI, which is the focal body 
on data protection.”

Bharat Panchal – Security 
Leader of the Year 
(e-Commerce Sector)

“The award is a mark of the 
confidence we have created among 
the entire financial ecosystem of 
this country.”

Madhu K., Security Leader of 
the Year (IT Sector)

“DSCI helps us challenge the  
status quo and strive for 
better every year. This award 
is recognition of the Polaris 
information security framework.”

Baljinder Singh, Security 
Leader of the Year (BPM Sector)

“I am honoured to receive this 
accreditation. This upholds the 
maturity of security and privacy 
capabilities, thought leadership 
and tenacity at EXL Service.”

Burgess Cooper – Security Leader 
of the Year (Telecom Sector)

“I am greatly honoured to receive 
this coveted ‘Security Leader of 
the Year’ award. I would like to 
offer my sincere gratitude to DSCI 
for this recognition.”



About PwC
PwC helps organisations and individuals create the value they’re looking for. We’re a network of firms in 
157 countries with more than 195,000 people who are committed to delivering quality in Assurance, Tax 
and Advisory services. Tell us what matters to you and find out more by visiting us at www.pwc.com. 

In India, PwC has offices in these cities: Ahmedabad, Bangalore, Chennai, Delhi NCR, Hyderabad, Kolkata, 
Mumbai and Pune. For more information about PwC India’s service offerings, visit www.pwc.in

PwC refers to the PwC network and / or one or more of its member firms, each of which is a separate legal 
entity. Please see www.pwc.com/structure for further details.

You can connect with us on: 

   facebook.com/PwCIndia 

   twitter.com/PwC_IN

  linkedin.com/company/pwc-india

  youtube.com/pwc

pwc.in
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advised to seek their own professional advice before taking any course of action or decision, for which they are entirely responsible, based on the contents of this 
publication. PwCPL neither accepts or assumes any responsibility or liability to any reader of this publication in respect of the information contained within it or for 
any decisions readers may take or decide not to or fail to take.
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Awards process
Nominations for the corporate segment of DSCI Excellence Awards 2015 will be online. Consolidation of all 
nomination forms and other information received from various organisations will be done by DSCI and the 
process partner (PwC).

The evaluation process for DSCI Excellence Awards 2015 will be as follows:

• Level I: DSCI and PwC will conduct the first level of screening after receiving nominations based on the 
quality and completeness of the responses provided in the nomination forms.

• Level II: DSCI and PwC may seek additional information/artefacts from shortlisted nominations and, if 
required, may also conduct interviews and subsequently shortlist three finalists in each category.

• Level III: The jury will evaluate the finalists and decide the winner in each category.

Feedback
For any feedback on the DSCI awards or assistance, write to awards@dsci.in or contact us at 011-26155071. For 
eligibility criteria, FAQs and other information on the awards, please visit https://www.dsci.in/awards.

For sponsorship, contact us...
Please drop an email at awards@dsci.in or give us a call on 011-26155071.


