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About DSCI
Data Security Council of India (DSCI) is a premier industry body in the field of data protection in India. It was set up by
NASSCOM® and is committed to making cyberspace safe, secure and trusted by establishing best practices, standards and
initiatives in cyber security and privacy.
DSCI brings together national governments, their agencies and industry sectors—including IT; business process
management (BPM); banking, financial services and insurance (BFSI); telecom; industry associations; data protection
authorities—and think tanks for public advocacy, thought leadership, capacity building and outreach initiatives.

Overview of DSCI Excellence Awards
DSCI instituted the DSCI Excellence Awards in 2011 in line with its mission to build the
trustworthiness of Indian organisations as global sourcing service providers, and to assure clients
across the world that India is a secure destination for outsourcing, where privacy and protection of
customer data are in line with the global best practices followed by the industry. The awards are
categorised into three segments, namely corporate, law enforcement and products.

Corporate segment
•

•

Law enforcement segment

Recognise, honour and reward
organisations and individuals
who have undertaken strategic,
proactive and innovative
security and privacy measures.
Highlight the importance of the
security function and how it
contributes to business.

•

•

Recognise and honour a
police officer who has been
outstanding in investigating
and solving a cybercrime case.
Recognise and honour
a state police/police
agency for efforts made in
capacity building and skill
enhancement.

Award categories in 2016
Organisation
•
•
•

Security in Bank
Security in Telecom
Security in Internet, Mobile
& e-Commerce

•

•

•

Promote innovative security
products in the area of
security and privacy.
Provide a platform to
innovators and start-ups to
assist them in visualising and
marketing their products.
Assisting/mentoring the best
innovator/start-up.

Awards recognition
•
•
•
•
•
•

Security in e-Governance
Security in IT-BPM (Large)
Security in IT-BPM (MSME)
Security in Manufacturing
Security in Healthcare
Security in Energy Sector Organization

Industry
leader

• Security Leader of the Year
• Privacy Leader of the Year

Privacy in
organisation

•
•

Best Privacy Practices in IT-BPM
Sector
Best Privacy Practices in User industry

Cyber Security
Evangelists

•
•
•

Cyber Security Services
Cyber Security Education
Raising Security Awareness

Product

•
•

Security Product Company of the Year
Most Innovative Product of the Year
(Innovation Box)

Law
enforcement

Products segment

•
•

India Cyber Cop of the Year
Excellence in Capacity Building

Leverage DSCI awards
to augment brand,
enhance business
Trophy and
certificates for
winners and finalists
Recognition among
peers and experts

Visibility across all
DSCI channels and
social media platforms
Letter to the CEO/
senior management

Global incidents
Philippines data hack (2016):

Personal information of around 55 million compromised

Mossack Fonseca (2016):

2.6 terabytes (TB) of data on criminals, professionals, politicians and celebrities leaked

Taobao accounts (2016):

20 million accounts hacked using a database of 99 million accounts that were already
compromised, along with their usernames and passwords

Carphone warehouse (2015):

Customer details and credit card details of around 2.4 million customers compromised

Turkish citizenship database (2016):

Details of nearly 49 million citizens hacked and leaked online, including that of the Turkish
president

Bangladesh Bank heist (2016):

81 million USD stolen from Bangladesh Bank using malware installed in the bank’s system to
gather information

Database of US voters (2015):

Incorrectly configured database exposes information of 191 million US voters

Global trends for 2016
Cloud security

Risk intelligence

Internet of things (IoT)

•

•

•

Cloud security and
knowledge of data residency
(geographical location of the
server) has become imperative
for user organisations.

•

There is a need for real-time
monitoring and advanced
analytics so that pre-emptive
actions can be taken.
Businesses need to quickly
respond to incidents based on
clear actionable intelligence.

Wearable devices

Ransomware

•

•

•

Unlike bring your own device
(BYOD), wearable devices
such as smart glasses and
smart watches are still not a
part of an organisation’s risk
management strategy.
Wearable devices could pose
threats by acting as data
entry points.

•

There was a 165% rise in
ransomware in 2015.
Attackers are targeting highlevel executives and employees
with lot of administrative access.

•

Cisco predicts that 50 billion
devices will be connected to the
Internet by 2020.
There is a need to ensure that
access to IoT devices and data
flow is limited and secure.

Industry best practices:

Trends from DSCI Excellence Awards 2015 nominations

Security
Security budget: Security spending in IT – MSME and BPM – Large sectors has increased over the last year,
while spending in banking, telecom and IT – Large has been in the same range as the year before.
Security organisation: The strength of the security team as a percentage of the IT
function has seen significant growth in the banking, telecom, IT – MSME and BPM –
MSME sectors as compared to last year.
Cyber insurance adoption: 75% of the organisations across sectors are ‘considering’
cyber insurance to mitigate financial risks associated with breaches.
Collaboration in cyber security: Organisations are now collaborating with fellow
organisations, both informally and formally, to share security issues and come up
with a collaborative approach for handling cyber security.
Whistle-blower policy: 60% of the organisations across all sectors have a whistle-blower policy in place to
identify security loopholes.
BYOD: Organisations using BYOD are deploying network access control (NAC) to control access to their
networks. Some organisations have implemented a mobile device management (MDM) solution to segregate
personal data and official data on users’ smartphones, with the ability to wipe out official data remotely in
case the device gets lost. Although the number of organisations with this capability is low, the trends indicate
a rapid increase.
Cloud security: Cloud security has become a focus area as organisations are relying increasingly on the
cloud. Pre-implementation security due diligence is being conducted for cloud services such as software as a
service (SaaS), platform as a service (PaaS) and infrastructure as a service (IaaS), mostly for sectors such as
banking, telecom and e-commerce.

Industry specific
Monitoring unusual events: Some banks have deployed a network behaviour anomaly detection (NBAD)
solution that monitors strange events or trends that could indicate the presence of a threat.
Security technology and monitoring in banks: Security technologies such as a web application firewall
(WAF), database activity monitoring (DAM) and privileged identity management are being deployed by banks.
Supervisory control and data acquisition (SCADA) networks: To scale up the security of SCADA systems,
all energy sector organisations have segregated and isolated their SCADA network from their other
corporate networks.
GRC automation: 75% of the BPM organisations in India are using automation tools for their governance, risk
management and compliance (GRC) functions.
Payment gateways: E-commerce firms are strengthening transaction and payment gateways
to ensure and build customer trust. Methods like re-authentication during critical transactions,
checksum validation and transport layer security for payment pages are being used.

Security awareness
Awareness through phishing campaigns: Organisations are now investing in phishing campaigns where
they perform simulated attacks on their staff to gauge their readiness to external social engineering attacks
such as phishing and lottery scams.
Customer awareness in the banking sector: Innovative methods such as displaying awareness messages on
ATM screens and ATM receipts are being used by banks.
Animated cartoons: Animated cartoon series showcasing real-time security issues faced by employees
are being used to engage employees.

Privacy
Privacy reporting: In a majority of organisations, the privacy function reports into
the general counsel.
Measures for compliance with section 43A of the Information Technology
(Amendments) Act, 2008: To comply with the amendments of the act, organisations
(1) mention their privacy policy on the website, (2) issue notifications to the provider
of information, (3) ensure compliance to ISO 27001, (4) appoint a grievance officer,
and (5) hold training and awareness programmes.
The average experience of staff involved in designing and implementing privacy in
organisations is 8–10 years.
An average of 10–15 employees are trained in privacy certifications such as
Certified Information Privacy Professional (CIPP), Certified Information Systems
Security Professional (CISSP), DSCI Certified Privacy Lead Assessor (DCPLA©) and
DSCI Certified Privacy Professional (DCPP©).
Major frameworks for privacy: The major frameworks used by organisations for
privacy are (1) the Indian Information Technology (Amendments) Act, 2008, (2) DSCI
Privacy Framework (DPF©) and (3) Generally Accepted Privacy Principles (GAPP).

Winners of DSCI
Excellence Awards

2015

Category 1: DSCI Excellence Award for Security in Organization winners
DSCI Excellence Award
for Security in Public
Sector Bank

Vijaya Bank

DSCI Excellence
Award for Security in
e-Commerce

MakeMyTrip India
Pvt. Ltd.

DSCI Excellence Award
for Security in BPM –
MSME

Broadridge Financial
Solutions (India)
Private Limited

DSCI Excellence Award
for Security in Private
Sector Bank

Axis Bank

DSCI Excellence Award
for Security in IT
Services – Large

L&T Infotech

DSCI Excellence Award
for Security in Energy
Sector Organization

Cairn India Ltd.

DSCI Excellence Award
for Security in Telecom

DSCI Excellence
Award for Security in
e-Governance

Bharti Airtel Limited

UIDAI, Department
of Electronics &
Information Technology

DSCI Excellence Award
for Security in IT
Services – MSME

DSCI Excellence Award
for Security in BPM –
Large

Hughes Systique
Pvt. Ltd.

EXL

Category 2: DSCI Excellence Award for Industry Leaders winners
DSCI Excellence Award for Security Leaders of the Year
Amutha Arunachalam
UIDAI (e-Governance sector)

Bhavani Shankar RV
iGate Global Solutions Ltd.
(IT sector)

Manju Sood
ONGC (Energy sector)

Sameer Ratolikar
HDFC Bank Ltd.
(Banking sector)

Sharad Sadadekar
HDFC Standard Life Insurance
Co. Ltd. (Insurance sector)

Uday Deshpande
Tata Motors Ltd.
(Manufacturing sector)

DSCI Excellence Award for Privacy Leader of the Year
Satyanandan Atyam
Bharti AXA General Insurance Ltd.

Category 3: DSCI Excellence
Award for Privacy in Organization
winners

Category 4: DSCI Excellence Award
for Raising Security Awareness
winner

DSCI Excellence
Award for Privacy –
Outsourcing Sector
(IT-ITeS/BPM)

DSCI Excellence Award
for Raising Security
Awareness

iGate Global Solutions
Limited

DSCI Excellence Award
for Privacy – Other
Sectors

Vodafone India
Pvt. Ltd.

HDFC Bank Ltd.

Awards process
Nominations for the corporate segment of DSCI Excellence Awards 2016 will be invited online. Consolidation of all
nomination forms and other information received from various organisations will be done by DSCI and the process partner,
PwC.
The evaluation process for DSCI Excellence Awards 2016 will be as follows:
• Level I: After receiving nominations, DSCI and PwC will conduct the first level of screening based on the quality and
completeness of the responses provided in the nomination forms.
•

Level II: DSCI and PwC may seek additional information/artefacts from shortlisted nominations and, if required, may
also conduct interviews and subsequently shortlist three finalists in each category.

•

Level III: The jury will evaluate the finalists and select the winner in each category.

Feedback

For any feedback on the DSCI awards or assistance, write to
awards@dsci.in or contact us at 011-26155071. For eligibility
criteria, FAQs and other information on the awards, please visit
https://www.dsci.in/awards

For sponsorship queries…

Please drop an email at awards@dsci.in or give us a
call on 011-26155071.
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www.pwc.in
Data Classification: DC0
This document does not constitute professional advice. The information in this document has been obtained or derived from sources believed by
PricewaterhouseCoopers Private Limited (PwCPL) to be reliable but PwCPL does not represent that this information is accurate or complete. Any opinions or
estimates contained in this document represent the judgment of PwCPL at this time and are subject to change without notice. Readers of this publication are
advised to seek their own professional advice before taking any course of action or decision, for which they are entirely responsible, based on the contents of this
publication. PwCPL neither accepts or assumes any responsibility or liability to any reader of this publication in respect of the information contained within it or for
any decisions readers may take or decide not to or fail to take.
© 2016 PricewaterhouseCoopers Private Limited. All rights reserved. In this document, “PwC” refers to PricewaterhouseCoopers Private Limited (a limited liability
company in India having Corporate Identity Number or CIN : U74140WB1983PTC036093), which is a member firm of PricewaterhouseCoopers International Limited
(PwCIL), each member firm of which is a separate legal entity.

