
                                                                                        
 

 

  

 

 

 DSCI and Cisco Study: Existing Security Solutions May Not 

Withstand Challenges of BYOD, Mobility and Virtualisation  
 

Survey provides insights on the emerging trends in India’s network security landscape, 

implementation of next-generation capabilities and challenges thereof  

 

Mumbai/ New Delhi/ Bangalore, India – May 22, 2013 –Data Security Council of India (DSCI) and 

Cisco today unveiled the findings of a joint study titled ‘Reinventing the Network in the Context of 

Security.’ Based on in-depth interviews with top security leaders and CIOs from various industry 

verticals in the country, the study sought to understand the characteristics and challenges of current 

security threats. It also outlined what the industry needs to do to develop forward-leaning security 

capabilities to guard against ever-evolving cyber threats.   

 

While “Bring Your Own Device” (BYOD) policies and mobility have resulted in increased enterprise 

productivity gains, they were also identified as major areas of concern for data security. The study 

revealed that the current generation of security capabilities implemented by organisations in India can 

protect them from traditional threats, but might not be enough to address the ever-evolving threat 

landscape. Therefore, organisations need to re-assess their security ecosystem and evaluate capabilities 

of next-generation security if they want to implement BYOD and mobility. 

 

Key findings from the study are as follows: 

 

Embracing mobility 

 Organisations as well as employees are embracing mobility because of improved employee 

productivity and enhanced user experience. 66% of security leaders in India encourage 

employees to bring their own device to work and 44% allow employees to select and use a 

specific set of personally owned devices 



 As BYOD becomes a key enabler for improved efficiency in the workspace, 72% of security 

leaders have witnessed an increased demand for flexibility in using endpoint devices. That said, 

59% also believe that rigid policies around the endpoints are frustrating business users 

 63% of the respondents agree that the business groups and their access requirements are getting 

complex, while 64% indicate that there has been a rapid increase in requests for authorizing 

access to mobile devices 

 58% of the security leaders said that they allow controlled access to emails and calendars and 

40% offer desktop virtualization access from any device 

 

Cloud and outsourcing – Organisations hesitant but allow data to cross organizational 

boundaries 

 46% of security leaders said that the adoption of cloud is leading to multiple connection of 

external application or externally provisioned systems 

 40% of the respondents said that the increasing adoption of cloud storage facilities causes data 

to be placed away from the organization’s boundaries  

 52% of the security leaders that were surveyed agreed that they see an increasing adoption of 

cloud-based applications 

 

Challenges in managing the network 

 77% of the leaders said that the attacks are originating from multiple channels and the attack 

payload is getting increasingly advanced 

 More than two-thirds (69%) of the security leaders reveal that managing policies and 

configuration of devices is a complex undertaking 

 Threat and malware protection (86%), quarantine of non-standard devices (83%), 

enforceability of network policy on mobile devices (83%), encryption of communication and 

data (79%), and security scanning of mobile devices (75%) were key concerns for the 

protection of the endpoints by the respondents of the survey 

 40% of the security leaders consider securing the advanced mobility enabled enterprise 

applications a key challenge 

 The survey also says that 62% of the security leaders believe that applications are no longer 

residing in the corporate data center 

 

Current state of network security 

 56% of the respondents felt that current solutions are ineffective in managing the security of 

mobile, BYOD, and virtualization. 53% also said that they don’t have the capability of 

integrating external and internal intelligence 

 43% of security leaders indicate that capabilities for detecting & blocking attacks that detect 

known vulnerabilities are insufficient to address threats in the present scenario 



 53% of the respondents said that their existing solutions are incompetent to withstand 

sophisticated, targeted & persistent threats 

 The survey revealed that the combination of various security capabilities working in tandem 

brings intelligence in to the system – about 55% confirmed that firewalls in combination with 

IPS are able to block security attacks to an extent 

 A majority of respondents, 79%, seemed significantly worried about the targeted and organized 

nature of threats aimed at achieving specific objectives. 80% also indicated that social 

engineering is increasingly used for compromising security 

 

Network evolution 

 The increase in endpoint technology and demand by users to access information from outside 

the organizational boundary is driving the demand for network security solutions. 85% of 

respondents indicate that integrating global intelligence such as blacklisted addresses with 

vulnerabilities is critical to network security architecture 

 The survey respondents have assigned highest importance (92%) to the ability of policies to 

respond to threats; they are equally worried (86%) about the consistent enforcement of policies 

irrespective of physical or virtual deployments 

 82% desire capabilities such as, authentication and authorization of users based on who, what, 

where, when, and how including granular access capabilities 

 The ability to dynamically encrypt data while it is being accessed or transmitted is another 

important element mentioned by a majority (87%) of respondents 

 The survey also revealed that the adoption of next-gen security solutions has immense 

challenges – about 63% of the respondents said that managing the solutions will require 

additional skills and effort, adding to cost. 55% have also said that the phasing in of the current 

investment on security will be difficult 

 

Supporting Quotes 

Mahesh Gupta, National Manager, Borderless Networks Sales, Cisco India and SAARC  

“Risks from external and internal threats are continuously increasing, with this; the role of the 

network has also undergone a major transformation.  CIOs today need to look at a security framework 

that is robust, integrated and pervasive” 

 

Vinayak Godse, Director - Data Protection, DSCI  

“The IT infrastructure has evolved from a limited set of corporate devices to include a repertoire of 

end-user applications, device and usage patterns. Hence, organisations are concerned about the 

targeted and organised nature of threats which are directed at achieving specific objectives. The 

technology transformation driven by mobility, BYOD, virtualisation and cloud challenges the 

conventional security strategies in many aspects. The current capabilities are not sufficient enough to 



cater the challenges posed by the technology transformations and persistent and ever evolving threats. 

The survey, conducted under DSCI and Cisco thought leadership program, confirms these facts. The 

program, designed to deliberate on engineering evolution of network security, will bring more such 

content for the benefit of security community in the country.  

 

Survey Methodology: The report is based on in-depth interviews with over 90 top security leaders and 

CIOs across industry verticals with focus on BFSI, IT/ITeS, Engineering Services and PSU in India. 

 

Supporting Resources: 

 Download Full report  

 For more information please visit Cisco and DSCI Partnership page 

 Cisco Annual Security report 

 For more information on please visit Cisco Security Solutions, Cisco Security Operations 

 Join the security conversation on Twitter by following @CiscoSecurity. You can like Cisco Security on Facebook 

at http://facebook.com/ciscosecurity 

 Learn more: Cisco Platform Blog 

 Read Cisco Blogs 

 

RSS Feed for Cisco: http://newsroom.cisco.com/dlls/rss.html 

 

About DSCI 

DSCI is a focal body on data protection in India, set-up as an independent Self‐Regulatory Organisation (SRO) by NASSCOM®, to 

promote data protection, develop security and privacy best practices & standards and encourage the Indian industries to implement the 

same. 

 

DSCI is engaged with the Indian IT/BPO industry, their clients worldwide, Banking and Telecom sectors, industry associations, data 

protection authorities and other government agencies in different countries. It conducts industry wide surveys and publishes reports, 

organises data protection awareness seminars, workshops, projects, interactions and other necessary initiatives for outreach and public 

advocacy. DSCI is focused on capacity building of Law Enforcement Agencies for combating cybercrimes in the country and towards 

this; it operates several cyber labs across India to train police officers, prosecutors and judicial officers in cyber forensics.  

 

Public Advocacy, Thought Leadership, Awareness and Outreach and Capacity Building are the key words withwhich DSCI continues to 

promote and enhance trust in India as a secure global sourcing hub, and promotes data protection in the country. 

 

About Cisco 

Cisco (NASDAQ: CSCO) is the worldwide leader in IT that helps companies seize the opportunities of tomorrow by proving that 

amazing things can happen when you connect the previously unconnected. For ongoing news, please go to http://thenetwork.cisco.com. 

http://www.thoughtleadership.dsci.in/survey-reinventing-network-context-security
http://www.thoughtleadership.dsci.in/about-program
http://grs.cisco.com/grsx/cust/grsCustomerSurvey.html?SurveyCode=4153&ad_id=US-BN-SEC-M-CISCOASECURITYRPT-ENT&KeyCode=000112137
http://www.cisco.com/en/US/products/hw/vpndevc/index.html
http://tools.cisco.com/security/center/home.x
http://facebook.com/ciscosecurity
http://blogs.cisco.com/category/news
http://blogs.cisco.com/
http://newsroom.cisco.com/dlls/rss.html
http://thenetwork.cisco.com/


Cisco products are supplied in India by the channel partners of Cisco Systems International B.V., a wholly owned subsidiary of Cisco 

Systems, Inc. 
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