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May, 2013, New Delhi:  As per recent media reports, a global cyber heist, causing a theft of $45 

million across 27 countries, has been brought to light by the US authorities, post the arrest of  individuals 

who perpetuated the crime between December 2012 and February 2013. Two companies with major 

operations in India were reported to be the probable weak links, where vulnerabilities were exploited. 

Focusing on the Indian link, some media reports have wrongly put the Indian outsourcing industry under 

scanner, questioning the security practices implemented by the industry. 

The whole world is facing emerging issue of cyber crimes and several organizations, both in the public 

and private sector, have witnessed sophisticated and advanced cyber attacks. Major data breaches have 

taken place across the globe. There are numerous such cases reported in the media including the 

stealing of sensitive data belonging to Pentagon from the computer systems of US defense industry, 

stealing of credit card and debit card details at TJX and Heartland Payment Systems, data breach at 

Sony, among several other high profile cases. In spite of state-of-the-art security being deployed by 

organizations worldwide, malicious agents have been able to exploit computer systems, and inject 

malware. In this regard, India should not be seen in isolation. Pinpointing a particular organization or 

generalizing to put the blame on a specific industry or country is incorrect. Such a breach could have 

taken place anywhere in the world. A detailed investigation into the series of events which conjugated into 

the unprecedented breach is essential to identify the vulnerabilities and ascertain the exact cause. 

Lessons must be learnt. The CERT-In is expected to carry out a detailed investigation of the incident 

which may reveal more facts. 

As a trusted technology partner of global clients, the IT/BPM industry in India, is fully aware of its 

responsibilities and realizes the growing threats in cyber space. Our companies have put in place robust 

security practices as mandated by the clients, which are regularly tested by them through periodic audits. 

These are also updated proactively based on emerging best practices, and in the light of any reported 

incidents. We also work closely with CERT-In on such incidents. The Industry in India, is working 

proactively on cyber security – be it engagement with the government on defining public-private 

partnership projects in cyber security or training the Indian law enforcement agencies on cyber crime 

investigations. This incident should be seen as a one off case, even as the country and the industry 

continue to strengthen capabilities to thwart cyber-attacks and cyber crimes that are witnessing rise 

globally. 

 

About DSCI 

DSCI is a focal body on data protection in India, set-up as an independent Self Regulatory Organization 

(SRO) by NASSCOM®, to promote data protection, develop security and privacy best practices & 

standards and encourage the Indian industries to implement the same. 

DSCI is engaged with the Indian IT/BPO industry, their clients worldwide, Banking and Telecom sectors, 

industry associations, data protection authorities and other government agencies in different countries. It 

conducts industry wide surveys and publishes reports, organizes data protection awareness seminars, 

workshops, projects, interactions and other necessary initiatives for outreach and public advocacy. DSCI 

is focused on capacity building of Law Enforcement Agencies for combating cyber crimes in the country 



      

and towards this; it operates several cyber labs across India to train police officers, prosecutors and 

judicial officers in cyber forensics.  

Public Advocacy, Thought Leadership, Awareness and Outreach and Capacity Building are the key words 

with which DSCI continues to promote and enhance trust in India as a secure global sourcing hub, and 

promotes data protection in the country. 

 

 


