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DSCI Best Practices
Meet
Bangalore
July 28, 2010

U P C O M I N G      E V E N T S

DSCI implementation methodology starts with a ‘Visibility’ exercise,
which brings a consolidated view of data at the central level. It analyses
and identifies the integrated view of the data within the findings. The

methodology focuses on the recent trends and applies to current security
controls in the organization. It creates a risk profile that is data centric. DSCI
makes uses of its Best Practices approach to evaluate strategic options, both in
terms of the process and technological controls available for addressing these
risks, and strengthening the security posture. DSCI believes that once visibility
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f o r  m o r e  i n f o r m a t i o n ,  v i s i t  w w w . d s c i . i n
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F R A M E W O R K  I M P L E M E N T A T I O N  B E N E F I T S

Our Vision

Harness data protection as a
lever for economic
development of India through
global integration of practices
and standards conforming to
various legal regimes.

Our Mission

To create trustworthiness of
Indian companies as global
sourcing service providers, and
to assure clients worldwide
that India is a secure
destination for outsourcing
where privacy and protection
of customer data are
enshrined in the global best
practices followed by the
industry.

Our Objectives

Public Advocacy on Data
Protection and Cyber
Security
Capacity Building
Best Practices
Independent Oversight
Dispute Resolution
Cyber Crime Speedier Trial
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The Best Practices constituted by DSCI under DSF© and DPF© overcome the shortcomings of other
Frameworks as they focus on:

Data-centric approach – to identify and mitigate real risks (even at sub-process level).
Dynamic design – technology & services models; discipline focused to respond to evolving security &
privacy ecosystem and emerging threats & vulnerabilities.
Security-practices based instead of control-based – advocates not only what to do but also how to do
in the best possible way.
Prescriptive in nature – to minimize subjectivity.

These Frameworks bring great value addition to enterprise security efforts of the organization by:
Identifying real risks even at sub-process levels.
Responding to latest threats and vulnerabilities thereby establishing credibility and trust amongst
stakeholders.
Channelization, prioritization and optimization of investment and resources to ensure that these are
commensurate to address the real risks faced by the organization.
Development / enhancement of discipline-specific skills within an organization for better ‘discipline
in defense.’
Demonstrating compliance through implementation of Best Practices.
Reducing costs of regulatory compliance as single Framework addresses multiple regulations.
Bringing harmonization of security efforts across the organization and thus yielding high Return on
Investment (ROI).

Framework Benefits and Value Addition

IBA-DSCI Seminar of Security Framework in Indian Banks

Indian Banks’ Association (IBA) and Data Security Council
of India (DSCI) jointly organized a conference on
‘Security Framework in Indian Banks’ on 26 April 2010 in
Mumbai. The Conference was in collaboration with
Institute of Development & Research in Banking
Technology (IDRBT) to bring IT and Banking Industry
together to address the security challenges.

The Inaugural address of the event was presented by Dr.
K.C. Chakrabarty, Deputy Governor, Reserve Bank of India.
During his address, he stated that Information is at the
heart of today’s business and the need for ensuring that
it is kept confidential adhering to accepted norms of privacy and making it available to authorized users at
the appropriate time. He emphasized that all security concerns especially customer sensitive data to be
addressed in an effective way so as to ensure that the trust levels are well preserved.

over data is created at the central level, it is easier to bring dynamism in the security program as recent
trends, vulnerabilities and incidents can be considered and appropriate risk management measures can be
taken on a continuous basis.



PROMOTING DATA PROTECTION

DSCI NEWS  3  Apr-Jun 2010

Cyber Safe Mumbai 2010

Mumbai Cyber Safety Week 2010 was jointly organized by NASSCOM, DSCI & Mumbai Police under
the Cyber Security Awareness Project sponsored by Ministry of Communications and Information
Technology, Govt. of India. The event was held on 24 - 28 May 2010 at Mumbai. The five daylong event
had sessions on Know Your BPO, ISP Roundtable, What Mumbai thinks of Cyber Crimes, Cyber Safety
awareness in Housing Society, Cyber Terrorism, E-Commerce Security for Travel Industry etc.

Shri R. R. Patil, Home Minister, Govt. of Maharashtra, Shri. D. Sivanandan, Commissioner of Police,
Mumbai Police, Shri Harsh Manglik, Managing Director, NASSCOM, Smt. Chandra Iyengar, Addl. Chief
Secretary – Home, Govt. of Maharashtra and Shri S. Ramadorai, Chairman, Bombay Stock Exchange
were the Chief Guests at the event.

Cyber Security Awareness Project

Dr. Gulshan Rai, Director General, Cert-In and Mr. Vakul
Sharma, Advocate, Supreme Court of India emphasized
on the liability of Bankers under the IT (Amendment)
Act, 2008, wherein bankers need to implement
reasonable security practices to protect sensitive
personal information, failing which they are liable under
section 43 A of the act.

The Conference deliberated on the recent regulatory
changes and their impact on the banking sector. Issues,
concerns and challenges that affect security of banking
environment due to changing trends were also discussed

during the event. The event resulted in bankers moving towards a direction for better cooperation and
coordination between themselves, sharing and reporting of information on the incidents a mean to ensure
that they are well prepared and equipped to handle trends in security vulnerabilities that might impact the
banking sector.

The panelist and eminent speakers of the conference debated on the need for awareness and education,
use of strong authentication mechanisms on web-applications and raising the trust and confidence level of
customer. They also emphasized the role of RBI as a regulator to ensure that stronger norms for security and
privacy for the banks which would equip them to adhere to global compliance norms. The event was well
received by close to 200 participants including over 50 CISO/CSO/CIO level officers from the Banking and
Financial Services Industry.
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Outreach Program

Since its inception, DSCI has been engaged numerous activities with stakeholders in India as well as abroad.
Activities such as awareness events, best practices formulation, data security surveys, policy papers, speaker
sessions have proven to be an effective way of not only creating DSCI’s visibility but enhancing it from time-
to-time. During the quarter, DSCI was engaged in:

NATIONAL EVENTS AND ACTIVITIES

Roundtable meeting on “The Impact of Cybercrime on Government Agencies” held in New Delhi

Roundtable meeting with the Trusted Computing Group held in New Delhi

Supported DIT in responding to Parliamentary Questions in the area of Cyber Security and Privacy

In his remarks at the closing ceremony, Mr. S. Ramadorai talked about the traceable residue & lack of
awareness amongst internet users while interacting with different peers on the web, and the flip
side of the Internet. He also briefly mentioned about the measures to combat cybercrime.

CERT-In Trainings

CERT-In Training Program for Govt. officers, PSUs and organizations falling under Critical Infrastructure
category was initiated. Over 150 officers of various levels have been trained through such training
sessions on the following topics:

Secure Code Development in PHP
Virtualization & Security: Overview & Security Challenges
Wireless Security
Advanced Web Applications Security

DSCI Chapters Update

Currently, DSCI has 10 Chapters that are acting as a platform for
over 800 security professionals to interact on several security
issues. Refer to the table below for more details:

India Security Portal

The portal was developed with an objective of providing an interactive collaboration platform to the
security professionals and general users. Some of the important features that have been developed
in the first phase include Discussion Forums, Blogs, Best Practices, e-Security Forums, Articles, White
Papers, Reports, Newsletters, Case Studies, Survey Centre, What’s New – Legal Amendments, Videos
upload and download, Upcoming events and Security Glossary.

The portal was made operational in the first quarter of 2010-11 and is ready for use. It has been
opened for online collaboration and currently has a user base of close to 550 active users. (Refer to
www.indiasecure.in for more details)
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INTERNATIONAL EVENTS AND ACTIVITIES

Participation in First Worldwide Cyber Security Summit held at
Dallas: EWI’s Worldwide Cybersecurity Summit brought together
leaders of governments, businesses and civil society from around
the world to determine new measures to ensure the security of the
world’s digital infrastructure. Electronic attacks around the world
have compromised confidential information, crippled official web
sites and have exposed the vulnerability of financial data. They
have heightened fears that criminals or terrorists could use
cyberspace to paralyze communications infrastructure, international
financial systems or critical government services.

Despite the severity of these threats, the international community
has not come to agreement on how best to deal with them. EWI’s
Worldwide Cybersecurity Summit began to fill this gap, bringing together leaders from the public and
private sectors to reframe cybersecurity concerns and to devise collective strategies to address them.

Paper on “Worldwide Cyber security: The Way Forward” published for the East West Institute: A
report authored by the CEO of Data Security Council of India laying out several recommendations to
begin building the legal, technical and administrative foundations for an international system to
secure the cyberspace was published by the East West Institute.

Paper on “Building an Ecosystem for Cyber Security and Data Protection in India” published in Springer:
Governments across the globe are gearing up through policy enactments and necessary investments
to fight the menace of rising cyber crimes. These policies and investments also assure citizens of their
privacy rights in cyber space. India, with its high growth rate, is rapidly integrating itself with Internet
Economy, where transactions are predominantly carried out electronically. While Internet offers a
new means for expanding economic and business avenues, it offers ease of operations and promises
outreach. It is, however, subject to ever increasing dangers of cyber crimes and escalating misuse of
personal information being collected by businesses. Individuals need legal protection to protect
their personal rights and secure their transaction in cyber space. Institutes, industry and government
need assurance that sufficient steps have been taken to secure the flourishing growth of economy.
This requires setting up of an ecosystem that is capable of understanding new age complexities and
offering swift response and redressal. The ecosystem for cyber security and data protection
necessitates a strong legal Framework, proactive government initiatives, active involvement of, and
contribution by the industry and effective law enforcement mechanisms. This paper discusses how
India is responding to cyber security and data protection challenges, and how a new ecosystem is
underway in recent years.

Participation in Asia’s Security and Privacy Conference held in Malaysia: A conference on Strategies to
prevent data loss and identity theft; and had participation from industry experts and opinion leaders
from across the world. Majority of the speakers were from different part of Asia including Malaysia,
Singapore, Hong Kong, India and two additional speakers, one from Australia and other from UK.

Policy Paper on “Privacy in India” published for the Project RISE consortium: Data Security Council of
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India (DSCI) published a policy paper on “Privacy in India”. The paper was prepared under the Rising
Pan-European and International Awareness of Biometrics and Security Ethics (RISE) Project and has
been submitted to RISE Consortium. The paper highlights the specific issues in India with respect to
Privacy.

________ ________

DSCI Membership

DSCI continued its membership drive during the first quarter of 2010-11, offering services like access to
Security White Papers, Survey Reports and Survey Questionnaires for Self-Checks etc. that it generates
from time-to-time. Within a span of 12 months, DSCI successfully enrolled over 530 small, medium and
large size companies as its member. These members are from the IT, ITES/BPO, Public sector, Manufacturing
and BFSI, Telecom, Security Vendors & Consultants etc.

From 1 April 2010, DSCI opened its Membership for all the companies from different sectors, with extended
services and offerings.

Companies interested in subscribing to the membership and knowing more about the services on offer
may contact Data Security Council of India at membership@dsci.in. Please use “MEMBERSHIP ENQUIRY” in
the subject line of your email.

Corporate Website

DSCI website is in the process of getting revamped with an objective to make it more interactive, engaging
and easy to navigate. The conceptualization phase of the new website is complete, through which
information and technology architecture and a comprehensive features’ list have been derived. The design
phase of the website is underway and the new website will be launched in the Q2 of 2010-11. The new
website will act as a platform where different interactive programs with BPO, outsourcers, adjudicators
and security vendors can be facilitated directly. The website will also act as a platform through which Best
Practices and DSCI Framework implementation can be facilitated. The website will have multiple means of
disseminating knowledge on information security and privacy protection by way of newsletters, white
papers, surveys and access to other publications.

India Cyber Labs

Cyber Labs in cities including Mumbai, Pune, Thane and Bangalore continued their drive of creating awareness
and building capacity amongst police officers, public prosecutors, officers from defense forces, banking
officials, students from schools & colleges. During the quarter, the cyber labs conducted training and
awareness sessions that covered close to 200 individuals.

DSCI also took an initiative of establishing three new labs in cities like Karnal (Haryana), Chennai (Tamil
Nadu) and Hyderabad (Andhra Pradesh). The Haryana lab has been sponsored by eminent BPO organizations
like GENPACT and IBM Daksh whereas the Chennai and Hyderabad labs are being supported by Laxmi Vilas
Bank and Andhra Bank respectively. The Haryana and Chennai lab will be established in their respective
state police training academies.


