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Background and context

Cyberspace has emerged as a global commons. It requires safe navigation by countries for trade, 
commerce and communication. Military establishments consider it as the fifth domain — after land, 
sea, air and space. Cybersecurity is considered as a multi-dimensional concept, a complex issue 
straddling many disciplines and fields. Nations have to take appropriate steps in their respective 
jurisdictions to create necessary laws, promote the implementation of reasonable security practices, 
incident management, and information sharing mechanisms, and continuously educate both 
corporate and home users about cybersecurity. 

In NASSCOM’s 25th year celebration event, Honourable Prime Minister Shri Narendra Modi 
mentioned that in his interactions with world leaders, he learnt that cybersecurity was a major cause 
of worry for most of them. India being a major service provider in technology space, Mr Modi 
envisioned that to solve this emerging global problem, solutions should come from India. Given the 
successful track record of establishing leadership in the global IT space, this is also an area where 
NASSCOM members can and should aspire for global leadership. To achieve this, he suggested that 
NASSCOM should create a Task Force on Cyber Security to propose solutions that address national 
and global requirements. Accordingly, NASSCOM has established the ‘Cyber Security Task Force’ to 
deliberate on the issues, and come up with recommendations not only to enhance cyber security in 
the country, but also to make India emerge as a leader in this space.

Working Groups of Cyber Security Task Force (CSTF)

The first meeting of CSTF was held on 25th May, 2015 at DSCI office in Delhi. The meeting was 
chaired by Mr. Rajendra Pawar, Chairman, CSTF and Chairman & Founder, NIIT group and was 
attended by the task force members with representation from government and industry. A brief 
presentation was given on the existing cyber security ecosystem in India, and business opportunities 
that exist globally for the industry in this space. During the presentation, the existing cyber security 
initiatives in India and the lessons which could be drawn from the global initiatives and best 
practices, were also highlighted. The CSTF discussed various issues and challenges in cyber security 
specifically centred around the four working groups, proposed to be constituted under the CSTF. It 
was put forth that these working groups would delve deeper into respective domains:

1. Industry development
2. Technology development
3. Skills development
4. Policy development

Scope of working group – Industry Development

The objective as discussed and defined below, by the CSTF for the this working group was to find 
solutions to the challenges posed which were considered to be all encompassing and relevant to 
guide the WG towards meeting the overall objective:

 How can a conducive environment for cyber security products and services be created in 
the country?

 How can India be branded and positioned as a global hub for cyber security? What roles 
should different stakeholders play in this direction?
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 How can the education and skill development initiatives be aligned with the industry 
requirements to build a competent and adequate workforce for the global market in the 
services sector?

During the course of discussion many issues were discussed and what came out prominently was 
that to build the industry for security products and services, efforts are needed to project India as a 
global hub for cyber security. Domestically, there is a need to establish multiple incubators to 
support a start-up culture in the country. To promote innovation India should study and learn from 
countries like Israel and US which have demonstrated their expertise in this field. Key points 
highlighted during the discussions are listed below:

o Security industry development should focus both on products and services. The culture 
and practices of IT services industry could be leveraged to foster similar success in 
product space.

o Cyber security domain must be segmented, with thorough analysis and detailed 
research, so that the segments where India could focus to compete globally are
identified and prioritized. 

o Start-up ecosystem and culture should be given an impetus to foster entrepreneurial 
spirit in technical minds, given that India has a very strong technical workforce in IT. 
Attention should be given to develop security engineering skills. The country should 
create at least 10,000 core security technology experts. Some security product 
companies could be identified which could be scaled-up to global level.

o There have been several global examples of University run projects spinning off and 
becoming novel ventures in security. Duke University being one such case. Experiential 
learning from models and structures of such global examples should be undertaken in 
India.

o Investment by the industry, although gone into solving definitive critical challenges, 
hasn’t led to the creation of an ecosystem involving myriad security products. Long term 
support, liability and viability issues also create hindrances to new ventures in security 
space. 

o The avenues for funding of start-ups in the field of cyber security should be aggressively 
pursued. White spaces should be identified in cyber security which could be leveraged 
by the IT industry.

o Participation in standards making, adoption of norms for product certification, and 
development of trust and assurance mechanisms creates conducive environment for 
product development and acceptance. 

o Digital India provides scalable and novel opportunities. Security of critical systems, 
SCADA, ICS, IoT, M2M and other such areas provide significant opportunity for research 
and development. It would provide many use cases for product development.

o There is a need for roadmap for product development and services accelerator in cyber 
security.
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o To promote a new industry some efforts from the government side would also be 
required in terms of sops like tax breaks, creation of export promotion zones like SEZs.
The industry must follow the blue ocean strategy rather than taking the competition 
heads on.


