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Background & Context

Cyberspace has emerged as a global commons. It requires safe navigation by countries for trade, 
commerce and communication. Military establishments consider it as the fifth domain — after land, 
sea, air and space. Cybersecurity is considered as a multi-dimensional concept, a complex issue 
straddling many disciplines and fields. Nations have to take appropriate steps in their respective 
jurisdictions to create necessary laws, promote the implementation of reasonable security practices, 
incident management, and information sharing mechanisms, and continuously educate both 
corporate and home users about cybersecurity. 

In NASSCOM’s 25thyear celebration event, Honorable Prime Minister Shri Narendra Modi mentioned 
that in his interactions with world leaders, he learnt that cybersecurity was a major cause of worry 
for most of them. India being a major service provider in technology space, Mr Modi envisioned that 
to solve this emerging global problem, solutions should come from India. Given the successful track 
record of establishing leadership in the global IT space, this is also an area where NASSCOM 
members can and should aspire for global leadership. To achieve this, he suggested that NASSCOM 
should create a Task Force on Cyber Security to propose solutions that address national and global 
requirements. Accordingly, NASSCOM has established the ‘Cyber Security Task Force’ to deliberate 
on the issues, and come up with recommendations not only to enhance cyber security in the 
country, but also to make India emerge as a leader in this space.

Working Groups of Cyber Security Task Force (CSTF)

The first meeting of CSTF was held on 25th May, 2015 at DSCI office in Delhi. The meeting was 
chaired by Mr. Rajendra Pawar, Chairman, CSTF and Chairman& Founder, NIIT group and was 
attended by the task force memberswith representation from government and industry. A brief 
presentation was given on the existing cyber security ecosystem in India, and business opportunities 
that exist globally for the industry in this space. During the presentation, the existing cyber security 
initiatives in India and the lessons which could be drawn from the global initiatives and best 
practices, were also highlighted. The CSTF discussed various issues and challenges in cyber security 
specifically centeredaround the four working groups, proposed to be constituted under the CSTF. It 
was put forth that these working groups would delve deeper into respective domains:

1. Industry development
2. Technology development
3. Skills development
4. Policy Development

Scope of working group – TechnologyDevelopment

Technology development is a critical domain of cyber security. It is the one of the major pillar of the 
overall ecosystem and warrants serious deliberations and action-oriented recommendations which 
in turn could act as catalyst for Industry, skills and policy development. The CSTF’s discussion 
revolved around the following pertinent questions in the realm of technology development:

 What are the key technology capabilities which India must have to adequately address 
cybersecurity risks?  How can such capabilities be developed?



NASSCOM Cyber Security Task Force – Technology Development Working Group

NASSCOM®

 How can Research & Development in cyber security be promoted in the country? How can 
government-industry-academia linkage be strengthened?

 What market development initiatives need to be undertaken in Government and Enterprise
sectors for the emerging product ecosystem in India?

Several crucial points and observations were made by the task force members during the discussion 
on the above set of questions. There was unanimity in observing that there is a huge disconnect 
between aspirations, requirements and delivery in cyber security technology development cutting 
across Industry & Academia, Industry & Government and Industry & Defence. These gaps need to be 
bridged by appropriate initiatives. Below are the key points that emerged during the first CSTF 
meeting which could be used by the WG on Technology Development to deliberate issues and 
solutions:

 Establishment of domain specific institutes to better understand and tackle cyber security 
challenges

 Establishment of Industry-Academic bodies such as cyber security research centers in 
different parts of the country

 Addressing issues of funding and investment in technology research, and public funding 
generating private profits and IPRs

 Channelizing resources and efforts in cyber security research and development through 
provisioning new mechanism such as sourcing global experts, collaboration with established 
domain leaders rather than just augmenting in-house existing capabilities for R&D in govt., 
academia and industry.

 Engaging User Industry and Government to provide use cases for technology development. 

 For long term actualization of developing R&D capabilities,planning and conceptualization of 
the areas which need to be focused for technology development.

 Exploration of mechanisms to promote technology development through creation of Center 
of Excellence (CoE), Cluster Development, Incubation Centers, Special Zones etc.

 Government and industry should explore the possibility of extending collaborations and tie-
ups to emerging and promising academic institutions across the country to tap innovation. 

 Focus should be on ensuring that the research efforts successfully translate into 
productdevelopment and market adoption. 

 Promote paid outsource research in India to bring about transformational change in 
technology development and associated economy; this usually is not an established practice 
in India.

 Making the system open and liberalto attract global talent and investmentsfor scaling 
technology development in India 

 Establishment of dedicated bodies for security products development and to encourage 
innovation in security 
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 Reducing the offset in technology transfer of the base technology in place in government 
that may create hindrances in deriving the use cases for building the security solutions 

 Promotion of specialized courses especially in Mathematics could play a crucial role in 
security products development, and develop capacity for research in security.

Existing Initiative

Few initiatives (not comprehensive) that government and industry have already undertaken to 
promote technology development are as mentioned below:

 Centre for Development of Advanced Computing (C-DAC) are established to carry out R&D 
activities some of the centers have come out with the security products.

 Technology Development Board (TDB) under the aegis of Department of Science and 
Technology (DST) funds the technologies for reaching out to market

 NASSCOM 10000 startup program for promoting technology startups across the country


