NASSCOM-DSCI

CYBER SECURITY
TASK FORCE
…Making India a Global Hub for Cyber Security Products and Services

BACKGROUND
Hon’ble Prime Minister of India Shri Narendra
Modi, at NASSCOM’s silver jubilee celebration
event on 1st March 2015, called upon the Indian
IT Industry to focus on meeting the global
challenge of cyber-security. Stating that the
entire world is concerned about this issue, the
Prime Minister said Indian IT professionals could
do a lot for cyber-safety of digital assets across
the world. On PM’s exhortation, NASSCOMDSCI constituted Cyber Security Task Force
(CSTF) to develop roadmap for Indian industry
to excel in cyber security domain.
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Globally, we are witnessing an emergence of a new age consumer and citizen, who is driving the emergence of
digital enterprises, and accelerating established governments and businesses to adopt digital technologies
to transform themselves. With the proliferation of digital technologies, Cyber Security has emerged as a
top priority for every enterprise and government. While digitisation has created manifold threats in the
cyberspace, it must also be seen as an untapped opportunity. The ‘NASSCOM Perspective 2025: Shaping
the Digital Revolution’ report, identiﬁes Cyber Security as one of the key growth levers for the Indian IT
Industry. Armed with the right policies, technology focus and niche skills, the Indian industry, with its global
foot print, has immense potential to serve the Cyber Security needs of the globe.
The constitution of the Cyber Security Task Force (CSTF) was inspired by the honourable Prime Minister’s
vision on India’s potential in the Cyber Security space. The CSTF with eminent leaders from the government,
academia and industry, successfully identiﬁed possible opportunities for the Indian industry to become a
global Cyber Security space leader and enablers needed to embark on this journey. With an intent to repeat
success of Indian IT industry in the security domain, the focus of CSTF was on developing the ecosystem
for our companies to address opportunities in the global arena, and reinforce securing of the Indian
governments’ and enterprises’ digital infrastructure. Many of our member companies, especially startups, have over the years developed niche capabilities in the security space through products, integrated
solutions and managed services.
The Task Force attracted participation and response from key industry leaders and organisations.
Drafted after year-round discussions, deliberations and consultations, the CSTF is proud to release its
recommendations aimed at enabling India emerge as a leader in this space. This document will serve as a
foundation for all forthcoming endeavours in this regard. NASSCOM and DSCI remain fully committed to
enhancing Cyber Security and enabling a conducive environment for the development and growth of the
security ecosystem.
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Securing cyberspace has become an important priority for governments, businesses and citizens across the
world. The increasing scale, complexity and repercussions of cyber-attacks in recent years have escalated
the discourse around the subject to the highest levels in all circles. When our honourable Prime Minister Mr
Modi, articulated this challenge at NASSCOM’s Silver Jubilee celebration event, he linked it to the business
opportunity that it presented for the Indian IT sector. NASSCOM and DSCI set up the Cyber Security Task
Force (CSTF) to identify actionable tasks that will help achieve the vision of making India a Cyber Security
global hub for products and services.
When I was asked to lead this initiative, I recalled chairing a NASSCOM-DSCI advisory group in 2012
that prepared a report titled ‘Securing our Cyber Frontiers’, whose recommendations are now seeing the
light of day. While our 2012 report focused on how to augment India’s Cyber Security preparedness, the
CSTF’s charter is more outward focused, on how we can scale up our IT industry. Our team studied the
Cyber Security ecosystem to identify issues and challenges that act as barriers for industry growth, and to
develop a set of recommendations to overcome such concerns. The Task Force reached out to a diverse
cross-section of experts and stakeholders and deliberated on the opportunities and challenges in the
Cyber Security domain.
The report includes actionable recommendations on four fronts, namely Industry Development, Technology
Development, Skills Development and Policy. With the goal that we have set for ourselves of making India a
global hub for Cyber Security by 2025, we have also initiated an in-depth study, being released separately,
to build an Industry Roadmap for Cyber Security. To validate some of the recommendations and make the
approach more robust, we undertook a delegation visit to study security cluster models in the Netherlands,
UK and Israel. In addition, we have initiated a project on creating a ‘Use Case Clearing House’ at DSCI.
It is now time to move towards implementing these recommendations and repeating our IT success story in
the Cyber Security domain. It is our ﬁrm belief that a strong partnership between government, IT industry
and academia are pre-requisites to realise the CSTF vision of making India a global hub for Cyber Security.
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Cyber Security
Task Force - Vision 2025

Growing the Indian Cyber Security Products and Services
Industry to USD 35 bn;creating one million Cyber Security jobs
and 1,000 Cyber Security startups by 2025
Today, Cyber Security domain spanning products
(enterprise and end-point) and services is a
nascent industry in India, with signiﬁcant scope
to grow, both in domestic and global markets.
According to Gartner, in 2015, India’s domestic
Cyber Security market, was estimated to be nearly
USD 1.06 bn, while the global enterprise security
market was around USD 76.9 bn, registering
a growth of 8.2% over the previous year. The
global cyber security market is estimated to touch
USD 200 bn by 2025 (approx. USD120 bn in
services and USD 80 bn in products). As of date,
security expenditure is estimated at 2-4% of the
total IT spend and Gartner predicts this share to
jump to 7-8% by 2020.

10-11%. The report also underpins Cyber Security
as one of the four prominent service lines that will
contribute signiﬁcantly, to this industry growth.

‘NASSCOM–McKinsey Perspective 2025’ study
forecasts that Indian outsourcing industry will
achieve a size of USD 350-400 bn by 2025,
up from USD 143 bn in FY2016 at a CAGR of

and Services, Security Analytics and Intelligence,
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Given India’s successful track record in the global
delivery of services, if Indian players are able
to achieve a market share close to 20% of the
security services market, and increase their share
in products to 10%, it can easily achieve a revenue
of USD 32 bn in security domain. Furthermore, an
increase in expenditure in Cyber Security as part of
the overall IT expenditure by 2025will help realise
USD 35 bn target.
A diverse set of drivers can potentially contribute
to an increased security expenditure. These include
increased digitisation, growth in the number of
platforms, devices and solutions, increased focus
of public and private enterprises towards Cyber
Security and growth of IoT, M2M and Wearables.
Additionally, a signiﬁcant increase in defense
expenditure in Cyber Security and technologies
to counter cyber warfare, can provide growth
opportunities to this sector. A case in point, is the

recent US government’s budget that sought USD
16 bn for Cyber Security, of which USD 5.5 bn has
been allocated to the Department of Defense.
A look at the ‘Global Information Security
Workforce Study 2015’ by (ISC)2, Frost & Sullivan
and Booz Allen Hamilton, provides insights into
the potential demand for security work force.
A global increase up to 6 million workforce is
expected by 2019, up from the existing demand
of around 4 million professionals. The report
further estimates a shortfall of around 1.5 million
skilled workforce in diﬀerent areas of security,
in the next ﬁve years, thereby indicating a
demand-supply gap in security talent pool.
In conclusion, with the rise in cyberattacks, and
increased focus of governments and businesses
on protecting information and cyber assets, overall
investment in security is expected to witness a
sharp rise across the globe and in India as well.

On the Cyber Security services front, Indian IT
capability spans System Integration, Consulting and
Advisory, Security Testing, Audits & Compliance
Certiﬁcation, and Intelligence & Analytics. The
contribution of security products in the overall
revenue for Cyber Security for India is much lower
to the global average of 40%, which presents a
tremendous growth opportunity for the Indian
Cyber Security industry. Areas that are expected to
grow at a fast pace include Identity and Security –
IoT, Wearables and M2M, Cloud Security Solutions
Security and Privacy Compliance, Forensics and
e-Discovery, ICT Security Testing and Certiﬁcation,
and Mobile Devices and Application Security.
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Executive
Summary

V.

NASSCOM envisages the Indian IT industry to achieve a size of USD 350-400 bn by 2025. Given the existing
status and the possibility of rapid growth, the country can aspire to build a Cyber Security product and
services industry of USD 35-40 bn by 2025, and generate a skilled workforce of one million in the security
sector, to cater to the rise in global demand.
The NASSCOM-DSCI Cyber Security Task Force (CSTF) initiative was established to give shape to the
honorable. Prime Minister Shri Narendra Modi’s vision, of making India the global hub of Cyber Security
products and services. Senior leaders from the government, industry and academia were engaged to draw
inputs and chart out actionable recommendations to actualise the aforesaid vision. The CSTF has proposed
the following recommendations:
I.

A group of experts should be set up
under Department of Electronics and
Information Technology (DeitY) to expedite
implementation of ToT framework for the
purpose of commercialisation in the next
three months.
Executing Agency(ies): Department of
Electronics and Information Technology
(DeitY), Department of Science and
Technology (DST), and respective line
ministries such as the Ministry of Defence
(MoD), should create an enabling framework
to provide a ﬁllip to technology transfer from
the academic and public sector institutions to
private enterprises.
II.

USD 150 mn) over a period of three years,
to enable the private sector and academia
consortium to bid for government research
grants in the cyber security domain.

Promote existing policies and Institutional
mechanisms, to encourage private sector
participation in public sector research, and
easing Transfer of Technology (ToT) for
commercialisation of Intellectual Property
(IP) developed by the academia and
government bodies.

Allocate dedicated funds (INR 1,000 cr/
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Executing Agency(ies): under DeitY, a Project
Advisory Board should be constituted to
oversee the disbursement and utilisation of
allocated funds.
III.

Institute a Use-Case Clearing House to
facilitate growth in the Cyber Security
products and services ecosystem, and
nurture IP creation.
Executing Agency(ies): Clearing House is set
up and run by DSCI, duly supported by the
industry and government. NASSCOM and
DSCI initiated the project with seed-funding
and are developing a long-term roadmap,
institutional structure and exploring funding
sources to sustain this.

IV.

skill building for Cyber Security services and
products industry with an equal focus on
both formal and informal education.

partner with state governments to set up
clusters in diﬀerent parts of India. In order to
successfully achieve this, a target to establish
four to six clusters in the next two years, has
been set.

Establish Cyber Security clusters across India,
to accelerate development of the industry.
Executing Agency(ies): NASSCOM-DSCI will

NASSCOM-DSCI Cyber Security Task Force

b. Launch
a nationwide Cyber Security
awareness initiative that targets leadership,
decision-makers and end-users across
multiple sectors of the industry.

Promote‘Brand India’ as a hub for Cyber
Security product and services, through
global cooperation and advocacy with
key stakeholders, has been identiﬁed as a
key area. A branding campaign for Cyber
Security will be closely integrated with
NASSCOM-DSCI’s campaign on overall
industry repositioning.

c. Host state and national-level Cyber
Security hackathons, and drive participation
from India in similar international events.
Executing
Agency(ies): NASSCOM SSCDSCI will work with the Ministry of Human
Resource Development (MHRD) and the
Ministry of Communication and IT (MCIT), to
conduct workshops and `uptake the agenda
of incorporating Cyber Security as part of the
formal and informal education system.

Executing Agency(ies): NASSCOM-DSCI will
collaborate with key stakeholders including
DeitY, MEA and MoC, to undertake brandbuilding activities.
VI.

Create a National Cyber Security Innovation
Fund to assist start-ups during their initial
phases of growth, in addition to helping
them facilitate domestic funding.

IX.

Executing Agency(ies): NASSCOM-DSCI will
engage the government to allot 10% of the
‘Start-up India Fund of Funds’ worth INR
10,000 cr / USD 1.5 bn, for Cyber Security,
considering the strategic importance of the
domain.
VII. Create a pool of one million skilled Cyber
Security professionals to address domestic
and global demand.
Executing Agency(ies): DSCI-and NASSCOM
Sector Skills Council (SSC) will work with
Ministry of Human Resource Development
(MHRD), Ministry of Skill Development and
Entrepreneurship (MSDE), and Industry
organisations (including professional bodies),
to further the eﬀorts and initiatives for capacity
building in this domain. In the achievement of
this vision, market forces of talent supply and
demand, will undoubtedly play a crucial role.
VIII. Education and Awareness
a. Mandate the inclusion of Cyber Security
education at all levels of education to propel
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Mandate organisations that deal in critical
infrastructure and other listed organisations
with an annual turnover of INR 1,000 cr (USD
150 Million) and above, to brieﬂy report
on their Cyber Security initiatives in their
Annual Reports and appoint a well-qualiﬁed
Chief Information Security Oﬃcer (CISO);
encourage organisations to appoint board
members equipped with security-speciﬁc
skill sets.
Executing Agency(ies): The Ministry of
Corporate Aﬀairs (MCA) and sectoral
regulators, should issue guidelines for
organisations that concern disclosure and
mandatory appointments.

X.

Declare Cyber Security as a strategic area
from the diverse and signiﬁcant perspectives
of policy, incentives, tax breaks and
technology development.
Executing Agency(ies): NASSCOM-DSCI will
drive advocacy with the Government of India
(Ministry of Corporate Aﬀairs and Ministry
of Finance) to accord ﬁscal incentives and
tax breaks, to organisations to galvanise
investments in the Cyber Security domain.
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CSTF
Methodology

The CSTF process entailed formation of four Working Groups (WGs), namely, Industry Development,
Technology Development, Skills Development and Policy Development. These WGs constituted a crosssection of experts and practitioners representing the government, industry and academia, with whom
rigorous consultations were held to outline the charters for each of the four groups. Facilitated by NASSCOM
and DSCI, several rounds of workshops were held amongst the CSTF and its four Working Groups between
May and August 2015. To obtain critical inputs from a broad sectoral participation, the consultative process
also encompassed invaluable discussions with the regional chapters of DSCI.
Below table captures the overall methodology adopted by the CSTF.

04
I.

Key
Recommendations

Promote existing policies and Institutional mechanisms, to encourage private
sector participation in public sector research, and easing Transfer of Technology
(ToT) for commercialisation of Intellectual Property (IP) developed by the
academia and government bodies.

Background
Primarily, there are two chief legal vehicles by
which owners may commercialise their IP (apart
from in-house exploitation). They are:
a.

To sell or assign the IP or

b.

To license IP rights

It is recommended that the government ensures
that the licensing or selling of IP, provides
adequate incentives to the owner. For greater
impact, licensing rules should be clearly and
distinctively established to ease transfer of IP to
the private sector.
It is important to note that knowledge
transfer activities and their eﬀectiveness, can
be enhanced only when concerned research
institutions have suﬃcient autonomy to recruit
experienced knowledge transfer staﬀ on a
competitive basis.
It is also projected that increased engagement
between the public and private sectors will
help managers and researchers from various
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institutions, and, identify their shared needs
with the industry. However, certain rules and
administrative obstacles may discourage such
mobility.
A few existing precedents for technology
transfer are listed below:
1.1 Council of Scientiﬁc & Industrial Research
(CSIR) Tech: CSIR-Tech enables enterprises
to access technology emanating from India’s
premier science based laboratories. It works
with laboratories across India to commercialise
their technologies and IP, with the intent to:
a. Facilitate technology transfer between
enterprises and research labs
b. Leverage private investments to:
i. Enable scientists and labs to spin-oﬀ
ventures
ii. Create technology ventures (other
than Lab/Spin-oﬀs)
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1.2
National
Research
Development
Corporation (NRDC): The organisation has the
mandate of promoting indigenous inventive
activity under its ‘Program for Inspiring Inventors
and Innovators’ (PIII). Under this program, the
corporation provides ﬁnancial and technical
assistance to the innovations emanating from
R&D organisations, academic institutions
and universities as well as individuals, for IP
protection.
1.3 Department of Scientiﬁc and Industrial
Research (DSIR) and DST: Under the Ministry
of Science and Technology, India, a few among
its primary endeavors is to promote R&D in the
industry, support a larger cross section of small
and medium industrial units to develop stateof-the art globally competitive technologies
of high commercial potential, catalyse faster
commercialisation of lab-scale R&D, enhance the
share of technology intensive exports in overall
exports, strengthen industrial consultancy and

II.

technology management capabilities, and
establish a user-friendly information network to
facilitate scientiﬁc and industrial research in the
country.
1.4 ToT Framework of Centre for Development
of Advanced Computing (C-DAC): In order
to commercialise R&D, C-DAC has created a
Transfer of Technology Framework (ToT) and
is currently seeking expression of interest from
industry in accordance with it.
1.5 The Indian Defence Sector entities, such
as the Defence Research & Development
Organisation (DRDO) have invoked the Transfer
of Technology mechanism to commercialise
their oﬀerings.
1.6 Bhabha Atomic Research Centre (BARC)
and Electronics Corporation of India Limited
(ECIL) are two public sector enterprises, that
have recently worked out a joint ToT framework
to commercialise their IP.

Allocate dedicated funds (~INR 1000 Crore/ 150 mn) over a period of three
years to empower the private sector and academia consortium to bid for
government research grants in the cyber security domain

Background
Existing R&D capabilities and infrastructure, in
the Cyber Security domain require expansion
through outsourced, paid research for greater
access to talent and grass root innovation
capabilities that exists in the private sector.
Currently, a chasm exists between the research
community, which focuses on R&D within the
conﬁnes of a lab, on the one hand and the
industry and user community on the other, that
aims to acquire system prototypes encompassing
research components, and implement them in
real-life environments. Bridging this gap requires
cooperative eﬀorts by both the academia and
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industrial communities, and may additionally
involve risk-taking on the part of the private
sector, as it shepherds research results through
the process of commercialisation. The role of the
government as a facilitator in knowledge sharing
and collaborative learning through public private
partnership, is viewed as indispensable.
As the multitudinous cyber threats become
challenging and increasingly sophisticated,
funding for continued, foundational research
is imperative. This will stimulate wider bandwidth
research initiatives to be undertaken nationally
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through an eﬃcient government-privateacademia collaboration, thus, promoting
innovation in Cyber Security. The focus on
strengthening research will result in a broader
range of choices and more robust tools for
building secure, networked computer systems for
the government and private sector. In addition, it
will also enable eﬀective implementation of cyber
threat counter measures for critical infrastructure
organisations.

III.

Furthermore, funding agencies of the Indian
government can encourage universities to
create industrial partner programs, speciﬁcally
designed to stimulate cooperation among
industry players. One of the vital outcomes
of such a program can be in helping students
appreciate pertinent problems of the industry
supplemented by their exposure to potential
employment opportunities.

Institute a Use-Case Clearing House to facilitate growth in the Cyber Security
products and services ecosystem and nurture IP creation.

Background
The CSTF advocates a clearing house for
domestic use cases, since it takes into cognisance
their key role in propelling innovation and
developing niche Cyber Security products and
services. Today, new technology development
necessitates discovering white spaces from
current and emerging requirements of userorganisations across various sectors, including
government and defence. Given this backdrop,
CSTF proposes to set up a clearing house that
would institutionalise compilation of use cases
and build a repository for product companies
and startups to leverage. This will set in motion
the process of developing groundbreaking,
avant-garde products and help create IP for
both domestic usage, and for global markets.
In this regard, NASSCOM and DSCI are working
towards raising the funds from the industry
and government.
Platform to pilot product ideas: it has been
historically observed, that product ventures
often struggle in making crucial early inroads
with their ideas. Buyer organisations, in
particular, often hesitate in experimenting with
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a new product, especially for Cyber Security.
The CSTF recommends establishing a platform
for product ventures and buyers to converge,
thereby enabling pilots for product ideas. To
comprehend such a platform better, one can
study how TechUK has been modeled. An
industry body in the UK, it conceptually works
on as an ‘Innovation Den’, to provide a testing
platform for new solutions and ideas, and better
understand innovative technologies available in
the market, in a risk-free environment. For Small
and Medium Enterprises (SMEs), Innovation
Dens present a sizeable opportunity to pitch
their ideas to potential buyers, including clients
from the government and public sector.
To position the above advantageously,
the ‘NASSCOM 10K Startups CIO Connect’
program should be leveraged to build a
speciﬁc Cyber Security focus, to invigorate
new and upcoming product entrepreneurs
and connect them to CIOs/CISOs for
early-stage adoption. This, in turn will also lead
to the creation of pilot references.
An interesting case of early inroads can be
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observed by Palantir Technologies, Inc.,
a private American software and services
company, specialising in data analysis deserves
to be highlighted. Founded in 2004, Palantir’s
original clients were federal agencies of the
United States intelligence community. Early
investments included USD 2 million from the US
Central Intelligence Agency’s venture arm, In-QTel. The organisation’s ﬂagship product, Palantir
Gotham, is used by counter-terrorism analysts
at oﬃces in the United States intelligence
community and United States Department of
Defense. Early collaborations and investments
from CIA helped with a rich set of use-cases to
innovate and ﬁeld test their products. It set a
notable example of how a commercial product
can be developed from comprehending
requirements of federal agencies. Currently,
Palantir has also expanded into serving Financial
Services and Healthcare sectors and had an

IV.

estimated valuation of 1.5 bn towards the end
of 2014.

Industry initiative/progress
achieved
NASSCOM has provided the initial
funding to kick-start the Use-Case
Clearing House project at DSCI, where
a core team has already been constituted, to develop and roll this out into
a long-term project with necessary institutional mechanisms in place. The
core team is in the process of developing a three-year project plan with
essential funding models.

Establish Cyber Security clusters across India, to accelerate development of
the industry.

Furthermore, the cluster will seek to enable
promotional and market outreach, and undertake
capacity building programmes to assist all units
in the cluster. A clear diﬀerentiating strategy,
focused on competitive cost, market access
and domain knowledge and based on a stateof-the-art infrastructure, will be a key feature of
the clusters.
On the aspect of infrastructure, it is imperative
to note that ‘infrastructure’ here does not
refer to mere physical infrastructure, rather
knowledge sharing and collaborations between
the academia, industry and government will
play an equally important role. As such, the
cluster will also help centralise several processes
required for working within the government and
defence sectors, amongst others. For instance,
the cluster could help consolidate a collective
list of various cyber opportunities in the public
sector companies.
A few leading examples of successful Cyber
Security clusters from across the globe are:
a.

Hague Security Delta Campus: it is the
largest security cluster in Europe with
the region encompassing over 400 security
businesses, contributing to more than
25% of the national turnover in security
and employing 13,400 professionals.

b.

Cyber Security Clusters (UK): it is an
example of the successful endeavor in the
realm of Cyber Scurity in the the UK, and
hosts more than 50 Cyber security Clusters
as a part of it.

c.

Israel’s Beer Sheva: it is on its way
to become a global cyber center with an
impeccable model of industry-governmentacademia collaboration. The security zone
has achieved impressive growth within a
short time span, and holds promising future
prospects.

Background
CSTF recognises the need to fast-track
development of the Cyber Security industry that
spans across security products, services and IPled services, as pivotal to achieve the goal by
2025. As technological development hinges
on the dynamics of a global ICT supply chain,
there is a pronounced need for collaboration
between stakeholders in the ecosystem. The
CSTF has proposed the establishment of
clusters around designated areas, which have
the potential to nurture a rich ecosystem of
Cyber Security providers underpinned by an
enabling environment consisting of policy,
funding, talent and user organisations. A cluster
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may or may not span a contiguous geographic
area, and might house established, emerging
and start-up companies.
It is envisaged, that cyber clusters will serve
as a mechanism to aggregate three critical
components to enhance India’s Cyber Security
industry, namely, talent, market development
and infrastructure. The cluster will help make
available a large, talent pool of cyber security
professionals, together with the help of
academic institutions, research facilities and
training institutes, that are established as part
of the cluster.
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The CSTF proposes establishing seven clusters
in a phased manner, each around the cities
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of Ahmedabad, Bengaluru, Chennai, Cochin,
Hyderabad, NCR and Pune. It is essential to
understand the selection of these regions for the
development of the clusters, which in essence
has been due to the early signs witnessed in
security technology entrepreneurship, which
can be potentially developed further, through
a structured program ofthe industry and
government. Secondly, the industrial ecosystem
for IT businesses here, is relatively mature,
which should aid security entrepreneurship.
The objective of setting up focused clusters
across the country through special incentives,
establishment of incubation centres, Centres of
Excellence and special program initiatives, has
been tasked.

Industry initiative/ Progress
achieved:
NASSCOM-DSCI
have
initiated
discussions with states to gauge their
interest on the above recommendation.
In a positive development, few states
have expressed a strong interest in the
establishment of
a security cluster.
The cluster of Cyber Security product
organisations in Pune, is also evincing
interest in this innovative concept. DSCI
has initiated discussions around the
same with the Hague Security Delta –
one of the largest and most successful
cluster in Europe. NASSCOM-DSCI
organized the first ever Cyber Security
delegation visit to Netherlands & UK
in recent past. This delegation was led
by Dr Gulshan Rai, the National Cyber
Security Coordinator.
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V.

Background
Promote ‘Brand India’ as a hub for Cyber Security product and services, through
global cooperation and advocacy with key stakeholders, has been identiﬁed as
a key area. A branding campaign for Cyber Security will be closely integrated
with NASSCOM-DSCI’s campaign on overall industry repositioning.

Background
With the current boom in India’s global footprint
in providing technology-led transformation
to global enterprises, the CSTF expects global
markets to provide a signiﬁcant share of USD
35 bn opportunity from the export of security
products and services. The projection of India
as a hub for all Cyber Security services and
products and a commendatory destination for
outsourcing, is critical for the overall success
of this objective and the desired outcome of
India’s brand-building eﬀorts in the international
market. This projection can prove to be conducive
in attracting large foreign investments, besides
creating expanded markets for the sale of India’s
oﬀerings in Cyber Security products and services.
For global branding, CSTF advocates the
following ideas:
Diplomatic and Trade Mission: it has been
observed that foreign missions actively
participate in promoting the security industry of
their respective nations. For instance, Israel leads
in wielding the power of their mission to further
the strategic objectives of their security industry.
Other countries, such as UK, Norway and France,
have also been observed as approaching Indian

VI.
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security buyers via their respective country
missions. Consequently, the CSTF acknowledges,
that India’s trade mission should be more
involved in the promotion of the Cyber Security
industry.
Moreover, It would be greatly advantageous, if
our Indian Prime Minister could pitch to the UN
General Assembly for the observance of a date
as ‘Cyber Safety Day’ – in an eﬀort to garner the
attention of world leaders and reﬂect India’s
pledge for a safer Internet, thereby ﬁrmly putting
us on the global Cyber Security map.
Brand Communication: The CSTF opines that a
prudent positioning of India’s ability in the cyber
realm, requires investment to develop a brand
proposition. Security products and services
companies, on the one hand, and the buyers of
these products and services on the other, should
be able to successfully relate to this brand image.
While Israel has been taking speciﬁc eﬀorts to
develop its brand as a leader in Cyber Security
technology innovations, India, which is emerging
as the second largest software product ecosystem
in the world, should also take cue and initiate
discrete eﬀorts to develop its image.

Create a National Cyber Security Innovation Fund to assist start-ups
during their initial phases of growth, in addition to helping them facilitate
domestic funding.
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The CSTF further advocates that the government
create a National Cyber Security Innovation
Fund (NCIF) to guide and assist start-ups in
their initial phases of growth.

scientiﬁc and technical enterprise. To aid this,
decisions regarding fund allocation by varied
departments and agencies must be based on a
clearly articulated criteria.

It has been suggested that the NCIF must
strive to continuously improve the process
of governmental fund allocation for Cyber
Security. The diverse way in which this can be
implemented, includes:

For the above, it would be pivotal to create
and incorporate a process that examines
the entire budget prior to the total budget
being disaggregated into allocations towards
appropriations committees and subcommittees.
Such a process would ensure that the NCIF
budget suﬃciently allows India to perform and
achieve pre-eminence in Cyber Security.

a.

Systemise
the allocation process and
making it more comprehensive through a
professionally managed fund house

b.

Determine
the
total
government
expenditure for Cyber Security, based on
a clear commitment towards ensuring Indian
leadership

c.

Allocate funds to the best projects and
people

d.

Ensure sound scientiﬁc and technical advice
guides all allocation decisions

e.

Improve capabilities of governmental
management in research and development
activities

The CSTF believes that the budget available
to the NCIF should be suﬃcient to serve
national priorities and foster a world-class

VII.

For greater institutional eﬀectiveness, the
NCIF must also strive to pursue international
cooperation to share costs, tap into the world’s
best technology, and aim to meet national
objectives and goals. Its budget decisions
must give preference to funding projects
and individuals, rather than institutions. Such
an approach is bound to increase ﬂexibility
in responding to newer opportunities and
transforming conditions.
As a kick start, it is recommended that ten
percent of the funds be dedicated to Cyber
Security, from the ‘Fund of Funds’ allocated by
Government of India towards the ‘Startup India’
initiative.

Create a pool of one million skilled Cyber Security professionals to
address domestic and global demand.

Background
A primary recommendation in this regard, has
been creation of a framework for Cyber Security
work, on a pattern similar to the National Cyber
Security Workforce Framework developed by the
National Initiative for Cyber Security Education

NASSCOM-DSCI Cyber Security Task Force

(NICE). The development of such a framework,
should aim to classify Cyber Security work and
align courses in Cyber Security (vocational, as
well as technical) to the changing job market.
The framework, in turn, must identify Knowledge,
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Skills and Abilities (KSAs) required to fulﬁl job
requirements in Cyber Security. Adoption of
such a framework by organisations, both public
and private, can prove to be instrumental in
developing cyber capabilities and increasing
the size of the security workforce in the
country. Additionally, Cyber Security standards
and institutes, for training and certifying
professionals with essential and advanced Cyber
Security skills, can lead to the creation of a large
talented workforce.
Cyber Security operations, advanced oﬀensive
and defensive security techniques must also be
cultivated and developed. In this regard, the
role of the National Skill Development Council
of India (NSDC),is paramount. As a PublicPrivate-Partnership (PPP), it aims to promote
skill development and creation of vocational
training institutes. NSDC is associated with
other sector skills councils including BFSI, Media
and Entertainment and IT-BPM.
Central to the above mentioned points, is the
fact that Cyber Security must be identiﬁed as a
priority area for skills development and a Cyber
Security Sector Skills Council (CS–SSC) should
be established. The focus must be on creation
of institutions for skill development, including
vocational schools, polytechnics, and colleges.
The NCIF could be leveraged to provide the

VIII.
a.

CS-SSC with necessary funds for establishing
such institutes and providing stipends, research
scholarships and tuition waivers to deserving
candidates.
The industry and government can substantially
encourage and enhance cyber expertise by
funding scholarships to provide assistance to
worthy students, for them to aﬀord graduatelevel courses in Cyber Security.

Industry initiative/ Progress
achieved:
NASSCOM SSC and DSCI have been
jointly working to develop a pool of
skilled and certified Cyber Security professionals. This endeavor aims
to bridge the long standing gap between the heightening demand and
current availability of professionals
in the domain. To be made advantageous, the ongoing project will be
scaled up to meet the industry’s and
Country’s demand for a skilled Cyber
Security workforce.

Education and Awareness:

Mandate the inclusion of Cyber Security education at all levels of education to propel skilbuilding
for Cyber Security services and products industry with an equal focus on both formal and
informal education.

b. Launch a nationwide Cyber Security awareness initiative that targets leadership, decisionmakers and end-users across multiple sectors of the industry.
c.
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Background
The Cyber Security Task Forces’ aspiration of one
million skilled professionals by 2025 is achievable
by making Cyber Security an indispensable
component of the Indian education system.
Inarguably, if India intends to have a talent pool
armed with the requisite skills and know-how, to
take on diverse challenges posed by a domain
as dynamic as Cyber Security, appropriate
academic interventions are inevitable.
A comprehensive Cyber Security training
programme that fundamentally diﬀerentiates
between awareness, training and education
should be developed. The programme must also
incorporate role-based, functional awareness
and training and is based on leading frameworks
such as the National Institute of Standards and
Technology (NIST) 800-16 and 800-50.
Experts note that all the above mentioned
education policies are essential to secure India’s
cyberspace and create a holistic environment
for research and innovation. The CSTF proposes
that the MHRD and Ministry of Skills both,
mandate the inclusion of Cyber Security courses
at the following three levels:
a. School: class ﬁve onwards, speciﬁc modules
on technology and security must be mandatorily
included in the teaching curriculum by NCERT, as
well as by Central and State Boards. Moreover,
schools should be encouraged to develop
after-school and weekend awareness workshop
programs for children and their parents on the
theme.
b. Graduate: compulsory papers on Cyber
Security subjects should be incorporated
across all streams of Engineering, IT, Science,
Legal, Business and other related professional

courses. In the times to come (approximately
ﬁve-ten years), specialisation in Cyber Security
in engineering courses can be evolved in central
and state-owned institutions. Mandatory
Cyber Security awareness sessions and elective
subjects in non-science/engineering streams
can also be introduced.
c. Post-graduate and PhD: while there exist
a few universities and institutions that oﬀer a
Masters in Cyber Security designed for scholars
wanting to gain a detailed understanding of
the necessary skills and expertise relevant to the
technical implementation and leadership inthe
Cyber Security function, it is insuﬃcient to meet
the sizeable demand for technical experts who
can implement and lead the technical Cyber
Security function in the government, industry,
law enforcement and defence. The solution
entails the launch of more PG courses and
PhDs that specialise in Cyber Security. These
are required to build capacity for the protection
of information systems, systems engineering,
computer science, network security, and
defence, thereby overall enhance career as a
Cyber Security specialist.
Another initiative that must be given due attention,
include hackathons,that could be labelled as
new generation job fairs. Attracting the very best
and brightest events modeled along the lines of
Bug Bounty programs, they serve as an excellent
platform to tap into a section of enthusiasts
which exhibit a great degree of passion towards
the subject. The Ground Zero Summit, hosted by
National Technical Research Organisation (NTRO),
features competitions that range from a hacker’s
fashion show to drone wars, and a host of other
activities to engage young, innovative minds.

Host state and national-level Cyber Security hackathons, and drive participation from India in
similar international events.

NASSCOM-DSCI Cyber Security Task Force
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IX.

Mandate organisations that deal in critical infrastructure and all other listed
organisations with an annual turnover of INR 1,000 cr (150 mn) and above, to
brieﬂy report on their Cyber Security initiatives in their Annual Reports and
appoint a well-qualiﬁed Chief Information Security Oﬃcer (CISO); encourage
organisations to appoint board members equipped with security-speciﬁc
skill sets.

c.

Reduction of barriers for Micro, Small and Medium Enterprises (MSME) in government
procurement and grow the government sector as the single largest customer segment in Cyber
Security products.

A case in point: Recently, the Ministry of ﬁnance has released a memorandum stating that the
government departments, ministries and Central Public Sector Undertakings may relax condition of
prior turnover and prior experience with respect to MSMEs in all public procurements.

Background
As evident from the current cyber-threat
landscape and enormity of damages inﬂicted on
corporations worldwide, information Security
is no more a luxury today, rather a necessity.
Be it a Fortune 500 multinational company or
a medium-sized organization – all are dealing
with sensitive information about employees
and customers, national importance, intellectual
property and business information, and there
is a need felt to carve out a C-suite role that
focuses solely on security and makes security an
important agenda for the board.

X.
a.

The National Cyber Security Policy 2013,
released by the Government of India, aims at
encouraging all organisations, whether public
or private, to designate a person to serve
as a CISO, who will be responsible for Cyber
Security initiatives. Organisations are required
to develop their information security policies,
adequately dovetailed into their business plans
and implement such polices as per international
best practices. This would help stir the demand
for skilled cyber security professionals, products
and services.

Declare Cyber Security as a strategic area from the diverse and signiﬁcant
perspectives of policy, incentives, tax breaks and technology development.

Adoption of an Accelerated Depreciation Policy for Cyber Security products. It refers to any
one of the several methods by which an organisation, for ﬁnancial accounting or tax purposes,
depreciates a ﬁxed asset in such a way that the amount of depreciation taken each year is
higher during the earlier years of an asset’s life. For tax purposes, accelerated depreciation
provides a way of deferring corporate income taxes by reducing taxable income in current
years, in exchange for increased taxable income in future years. This is a valuable tax incentive
that encourages businesses to purchase new assets.

Background
As per the recently released ‘Start-up India’
policy, in order to provide an equal platform to
start-ups in the Cyber Security sector vis-à-vis
the experienced entrepreneurs or organisations
in public procurement, the government shall
exempt start-ups from the criteria of ‘prior
experience/turnover’, without any relaxation in
the quality of standards or technical parameters.
This is expected to help start-ups stand on an
equal footing, alongside larger, more mature
players.
Further, a platform should be created to bring
MSMEs and public sector enterprises together,
to understand how Cyber Security innovations
can help build solutions and clear doubts on
the procurement process, and technical and
commercial evaluations.
The central government should increase the
budget earmarked for Cyber Security in the
forthcoming Annual Budget. In 2014-15, DeitY

had set aside only INR 116 crores (USD 15-16
Million) for Cyber Security. 10% of the overall
IT-eGovernance budgets may be earmarked for
Cyber Security.
As part of the latest Five Year Plan, the
government has initiated action to create a
national-level mechanism to counter Cyber
Security threats with a ﬁnancial outlay of INR
775 cr to be spent over a period of ﬁve years.
The CSTF views this as gross under allocation.
Furthermore, the allocation of ten percent of
the budget in large government initiatives
(Smart Cities, Digital India, GSTN and eKranti,
among others) for Cyber Security will help stir
domestic demand for Cyber Security products
and services. Globally, government and defence
expenditure on Cyber Security represents a
signiﬁcant portion of the total spend on Cyber
Security.

b. Advocacy with central and state governments to earmark a speciﬁc percentage of their IT and
e-Government budget to implement Cyber Security initiatives and meet emergency responses
arising out of cyber incidents. (Reference: National Cyber Security Policy)
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05

Next Step:
The Way Forward

CSTF and Working Groups
Chaired by Rajendra Pawar, Chairman & Co-founder, NIIT Group

At this stage, the Cyber Security Task Force wishes
to emphasise that this document is a work in
progress and should only be viewed as the ﬁrst
set of recommendations emanating from the
deliberations. Given the dynamic nature of the
cyber space, we ﬁrmly believe that the industry,
government and the entire gamut of stakeholders
in the ecosystem, must and will, continually forge
synergies at all levels. The CSTF intends this
document to act as a stepping stone for the next
set of recommendations or the action plan for the
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Cyber Security industry. The CSTF will continue
to update this document, to track the progress
achieved basis each recommendation, and put
forth new recommendations to be actioned.
In
this
regard,
NASSCOM-DSCI
have
commissioned a study to help develop an
industry roadmap for Cyber Security with an
in-depth demand side assessment of all key
global geographies, and critical sectors. The study
commenced on 1 January 2016 and the study
report is expected to be completed soon.
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ABOUT NASSCOM
NASSCOM® is the premier trade body and the chamber of commerce of the IT-BPO industries in
India. NASSCOM is a global trade body with more than 1400 members, which include both Indian
and multinational companies that have a presence in India. NASSCOM’s member and associate
member companies are broadly in the business of software development, software services, software
products, consulting services, BPM services, e-commerce & web services, engineering services oﬀshoring and animation and gaming. NASSCOM’s membership base constitutes over 95% of the
industry revenues in India and employs over 2.24 million professionals.
www.nasscom.in

ABOUT DSCI
DSCI is a premier industry body on cyber security and data protection in India, set-up by NASSCOM®,
committed to making the cyberspace safe, secure and trusted through its various initiatives and
programs. DSCI is engaged with the Indian IT-BPM industry, their clients worldwide, BFSI, Telecom,
e-commerce, energy and other domestic sectors, industry associations, data protection authorities,
think tanks and government agencies in diﬀerent countries. It engages with governments on public
policy, conducts industry wide surveys and publishes reports, organizes cyber security & data
protection awareness conferences, workshops, projects, interactions and other necessary initiatives
for outreach and public advocacy. DSCI is focused on capacity building of Law Enforcement Agencies
for combating cybercrimes in the country and towards this; it operates several cyber labs across India
to train police oﬃcers, prosecutors and judicial oﬃcers in cyber forensics.
Public Advocacy, Thought Leadership, Awareness & Outreach and Capacity Building are the key areas
through which DSCI continues to promote and enhance trust in India as a secure global sourcing
hub, and promotes cyber security & data protection in the country.
www.dsci.in

DATA SECURITY COUNCIL OF INDIA (DSCI) - A NASSCOM® Initiative
Plot No. 7-10, Sector 126, Noida (UP) 201 303
Tel.: 0120-4990111 • email: cstf@dsci.in
Website: www.dsci.in

