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Unique identity (UID) project of the government of India, aimed at providing UID to every residentnot necessarily a 
citizenwill capture their demographics and biometrics to uniquely identify them, and store in a central ID repository 
(CIDR). The stated intent of the UID program is to provide identity to everyone, especially the poor, with a view to 
enable their participation in government schemes such as NREGA; for their financial inclusion to benefit from the 
economic development of the country. The civil society has criticized the program since the central repository and 
the hundreds of thousands of registrars around the country, who will capture the biometrics, pose potential privacy 
risks to individuals. NATGRID, on the other hand, is a project that will collate data from over 27 databases, with a 
view to track criminals and terrorists who are a threat to national security. Both these projects, however, have the 
potential of abuse in wrong hands. The purpose for which such data is collected and stored may be noble, but 
where is the assurance that they will not be used 
for another purpose. 

Invading Privacy 

Witness the recent leakage of Radia tapesthe wire-
taps were ostensibly for income tax 
investigationsthat led to privacy compromise of 
several individuals. Theres no one coming forward 
to own the leaks; nor may we ever find out the 
source of leaks. This has led to the start of privacy 
debate in the country. The cardinal principles of 
privacy frameworks or laws throughout the world, based on OECD Privacy Principles of 1980, include purpose of 
data collection, its use restriction to that purpose; and notice to the user about their data being collected, with 
consent obtained from them based on choice. There are some other principles too, like data quality, security, 
access and correction, openness, disclosure to third parties, and accountability of the data controllerthe 
organization that collects data. 

In todays online world data collection is ubiquitous. Google collects data of all users visiting it; Facebook collects 
and shares data. The acts of surfing, emailing, chatting, blogging, buying, ticketing, banking, reading newspapers 
and so on result in sharing of ones personal data with the respective websites for e-commerce, online services, and 
e-governance services. You just step into the website, and your habits based on surfing or transactions get locked, 
and perhaps forever, unless, of course, the laws force them not to retain data beyond a certain period. Is this not 
invasion of privacy? 

Data at Risk 

Many of these companies sell data to otherswithout the informed consent of the userwhich use it for marketing, in 
what is known as targeted marketing based on social behavior. Even though it is personal data of users, those 
collecting it are sharing it with others for business purposes. Companies are supposed to use Fair Information 
Privacy Principles like Notice, Choice and Consent and inform the users before collecting their data. Countries 
around the world have enacted different laws to protect privacy of individuals. At the heart of these laws is a set of 
privacy principles, as noted above. 

Social networking, in a short span of few years, has caught the fancy of millions of users around the world even 
though it impacts security of organizations and privacy of individuals. Social websites such as Orkut, Facebook, 
MySpace and many others have spawned up. People love to connect with one another, make friends, chat, and 
publish photographs of family and friends. They even post personal information for viewing by others. They can 
choose to keep such information secret, share it among their closed group of trusted friends, or make it public. 
However, these options, though available on social sites, are not fully understood by common users; the default 



settings provided are not user friendly. On one hand, citizens are paranoid about their privacythey want and expect 
protection of all of their personal identifiers on the other, they reveal all of their personal information quite 
innocently and voluntarily on such sites to unknown people. 

Information thus shared by people gets stored on the websites servers located anywhere in the world. One does 
not know where the servers of Google, Facebook, MySpace or Orkut are located? Where are their back-up centers, 
their business continuity management servers? The personal information that we so zealously guard and protect, is 
now out there in the open or in the cloud, as it is commonly calledon the servers of all such web sites. Which 
privacy laws are applicable? Cloud computing, with added security and privacy risks, just about compounds the 
problem. Hows privacy risk to be addressed? 

Yet another dimension to privacy has been added by new technologies and new business modelsrole of the 
individual. From being a passive data subject earlier in central databases held by governments and businesses, an 
individual, in the first decade of this century, has become an active data creator, and information sharer on e-
commerce and social networking sites. Innovative uses add value to data; PI has become a commodity that has 
economic value attached to it. Many emerging technologies have stretched the limits of applicability of privacy 
principles; some of them are in trouble. Notice and Choice do not have a central role, but they seem to occupy a 
major part of the global debate on privacy. In practice, the principles seem to cause endless frustration for 
consumers, since although in online transactions, such notices are sent to them, theres precious little in terms of 
choice available to them. The only available choice is not to avail of services if one disagrees. Thus, consent is 
neither informed nor voluntary. This is similar to the case of government asking for information, failing which 
service may not be delivered to a citizen or consumer. If one opts not to have a UID, they run the risk of being 
denied access to government welfare schemes. Since much of privacy is to do with fairness, many of the privacy 
principles, which are in trouble because of emerging technologies, social networking, pervasive surveillance online 
and in the physical world through cameras, scanners, RFID tokens, mobile phones, GPS etc, are up for review. 

Creating Awareness 

How should society respond to this? There is no substitute to awareness creation, education and training of users, 
not as a one-time exercise but as a continuous way of mitigating risks associated with technology adoption. 
Organizations, including government, should educate their employees, partners, suppliers and users at large of the 
privacy risks. The young generation should be educated in schools, colleges so that they are ready to use the new 
technologies more effectively without being paranoid about their privacy. 

The Information Technology (Amendment) Act, 2008, though not a privacy law, has some provisions that address 
data protection, including privacy. Section 43A of the Act mandates that all body corporates shall implement 
reasonable security practices to prevent unauthorized access to sensitive personal information of customers held 
by them. However, privacy as a consumer or a citizen right is not explicitly defined. 

Governmental use of aggregated data is commonplace. What should be the legal and policy response to this? 
Governments need to be more transparent so that the residents are assured that their identities are not at risk of 
being abused, especially through the use of their personal data for purposes other than the stated objectives. 
Government is developing a framework of privacy law to address all these concerns. It is hoped that the law will 
not create unnecessary bureaucratic structures in the name of privacy protection, which can be promoted by 
industry self-regulation in various sectors. 
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