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This MOU has been made and agreed upon between the Parties mentioned below, effective as of 
June 1, 2016. 

BETWEEN 

 

National Association of Software and Service Companies (NASSCOM) having its head office at the 
International Youth Center, Teen Murti Marg, Chanakyapuri, New Delhi - 110021, India (hereinafter 
called "NASSCOM"), represented by its Executive Director IT-ITeS Sector Skills Council NASSCOM, 
which expression shall, where the context so admits, be deemed to include its successors, executors 
and administrators of the FIRST PART. 

AND 

Data Security Council of India (DSCI) having its head office at Niryat Bhawan, 3rd floor, Rao Tula 
Ram Marg, New Delhi - 110057 represented by its CEO (hereinafter referred to as "DSCI") which 
expression shall unless repugnant to the context or meaning thereof, include its successor in office, 
legal representatives and permitted assigns of the SECOND PART. 

AND 

The Information Systems Audit  and Control Association, Inc . ( ISACA) an 
organization formed under the laws of the United States having its head office at 3710 Algonquin Rd, 
Ste. 1010, Rolling Meadows, IL, USA (hereinafter referred to as "ISACA"), represented by its CEO, 
which expression shall unless repugnant to the context or meaning thereof, include its successor in 
office, legal representatives and permitted assigns of the THIRD PART. 

 

NOW, THEREFORE, in consideration of the mutual cooperation made hereinafter, referred to together 
as the "Parties", and individually as "NASSCOM", "DSCI" and "ISACA", hereby agree(s) to the 
following general provisions and terms: 

 

Purpose of this MOU 

The purpose of this MOU is to outline the issues facing India regarding Cyber Security Skills 
Development (CSSD). The objectives of  NASSCOM/ SSC NASSCOM  and DSCI is to develop a 
long term roadmap for Cyber Security Skills Development in India and this MoU outlines how 
ISACA could leverage its global experience in Cyber Security Skills Development to support 
NASSCOM/SSC ANSSCOM  and DSCI’s  aspirations.  

 

Article I  

Background 

Cyber-attacks are among the biggest threats facing organizations today. This, together with the 
Cyber security skills shortage, is becoming the top priority for enterprises worldwide .A lot has been 
said on the subject of the Cyber security skills shortage and its impact on organizations’ ability to 
defend themselves from the increasing Cyber threats. Some measures have been undertaken, but 
clearly a lot remains to be done to nurture Cybersecurity skills. While it may take some time until the 
new breed of Cyber security graduates are able to fill job positions, businesses should take account 
of their internal skills and support professional staff to acquire the knowledge and experience to 
manage Cyber threats.  

 
 

Cyber Skill Development: A critical enterprise 

The need to have an industry ready workforce in Cyber security is well recognized by one and all. 
The burgeoning importance of Cyber security as a domain and the commensurate rise in demand 
for Cyber professionals could only be met by concerted efforts towards this end. There is indeed a 
whopping demand-supply gap at global as well as domestic level. NASCOM/ SSC NASSCOM and 
DSCI take cognizance of the problem and have embarked on a robust Cyber security Skills 
Development Programme.  
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Article II 

1. ISACA’s Potential Role in India's Cyber Talent Skill Development 

ISACA is an international not for profit organization with more than 140,000 members in 180 
countries organized through a network of more than 208 chapters throughout the world and 77 
chapters located within the Americas.  ISACA is the global association for subject matter experts 
and practitioners working in Information Systems Audit and Assurance, Cyber security and 
Information Security, Information Systems Risk Management, and in the Governance of Enterprise 
Information Technology.  ISACA provides certif icate programs and the certifications required to 
attest to the mastery of the skills and experience required within the professional area of  practice it 
represents. Further to that, ISACA also provides online and in person training and conferences 
internationally and through the chapter network, and publishes professional guidance, tools and 
research to support the professionalization of its practitioner community.  ISACA has created tools, 
guidance, education, training, certificates and certifications specific to Cyber security to address the 
critical need for Cyber security practitioners as part of the Cyber security Nexus (CSX) program. 

 

Whereas IT-ITeS Sector Skills Council NASSCOM (SSC NASSCOM) the skill standard setting 

body of the IT-BPM Industry which is an integral part of NASSCOM is the education and skill 

development initiative of NASSCOM; works with its industry members and select academic and skill 

development institutions to help improve the quality and quantity of the employable workforce 

available to this industry and certify competency regarding the same. 

 

Whereas Data Security Council of India (DSCI) has agreed to carry forward ‘Cyber 

Information/Security “skill development initiatives w.r.t. to the development of related ‘Job Standards’ 

that are role based and the development of curricula, courseware and assessment criteria for the 

same; subsequently support  ‘Master Training’  and placements in the  Cyber / Information Security 

occupation.  

 

2. Basic Principles and Scope of Cooperation 
 

A. In accordance with their respective internal objectives, functions, policies and procedures, the 

parties may 
i. Engage in joint endeavors related to the designated common area(s) of interest; 
ii. Appoint upon the invitation from the other, a representative(s) of an appropriate level 

and expertise to activities or events organized by either, with the aim to contribute to 
and support the overall activity/programme related to the designated common areas 
of interest; 

iii. Cooperate with each other in the implementation of projects related to the designated 
common areas of interest; 

iv. Inform each other about the implementation of their respective internal objectives, 
functions, policies and procedures in the areas of Cyber security where appropriate; 

v. Inform each other on their programme of potential interest in order to identify 
possibilities for joint activities and mutual contributions; 

vi. Conduct consultation meetings upon the initiative of the parties with the aim to 
evaluate the cooperation progress and opportunities; 

vii. Exchange information, as necessary and appropriate, in the interest of identifying 
additional areas in which, and the concrete activities for which, effective and practical 
cooperation may be possible within the framework of this MOU. 

viii. ISACA will enter into a training and co-certification agreement on mutually agreeable 
terms and conditions as the DSCI-SSC NASSCOM initiative moves towards final 
stages of launch of sector skill council certification mandated DSCI- SSC NASSCOM 
certification based on course material approval from DSCI- SSC NASSCOM. 

ix. DSCI & SSC NASSCOM may engage with the ISACA local chapter communities to 
further the objective of building a conducive Cyber skills ecosystem in the country on 
mutually agreeable terms and conditions applicable. 
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B. ISACA proposes that India actively apply the best practices that it has identified through its direct 
experience in successfully building Cyber security skills at the national level. Irrespective of the 
degree of ISACA’s level of involvement in India’s Cyber Skill development program, following 
a r e  t h e  activities /best-practices that are universally required to deploy an effective program: 

 

i. Flexible and proven content delivery options and tools to ensure students can 
effectively learn the material 

ii. Selecting the best candidates for skills development 
iii. Establishing cadres of local talent capable of independently carrying on the program 
iv. Developing a pipeline of talented people to ensure a continuum of success (rather 

than a point in time). 
v. Ensuring long-term viability by developing a national "culture of security". 

 

Article III 

 

Parties' Understandings 

This MOU is intended only to provide the general principles and key terms for initial collaboration 
between the Parties and does not contain all matters upon which agreement must be reached in 
order for any transactions between the Parties to be consummated. 

Article IV 

 

Funding and Resources 

This MOU does not constitute binding commitment or obligation of any Party, nor does it entail any 
financial commitments for any Party. Each Party agrees to be responsible for its own expenses, 
otherwise the Parties agree in writing to support or grant budget for the other Party on a case-by-
case basis as specified in each project agreement. 

 

 

 

Article V 

 

Confidentiality 

Under the term of this MOU, each Party may disclose to the other Party information (a) in tangible form 
and marked as "Confidential", or (b) identified as confidential before oral disclosure and summarized 
in writing within seven (7) days after the disclosure date indicating the confidential nature of such 
information (hereinafter referred to as ("Confidential Information").  The Receiving Party shall (i) 
keep all disclosed Confidential Information  strictly confidential and shall not disclose any Confidential 
Information to a third party except disclosure of Confidential Information to its employees or consultants 
who may have a direct "need to know". The Receiving Party shall require such employees or consultants 
to  enter  into  a  separate and  binding  written  agreement  in  which  the  terms  and  conditions  
of confidentiality are regarded with same degree of care as under this MoU. The receiving party 
shall promptly deliver the certified copy of such separate written agreement to the Disclosing 
Party as requested; and (ii) use appropriate security management to protect the Confidential 
Information received from the Disclosing Party, by preventing any third party from easily accessing the 
Confidential Information. 

The obligations of confidentiality in the preceding paragraph shall survive any expiration or termination 
of this MOU, but shall not apply to information that: (a) was known to the Receiving Party prior to 
its receipt of the same from the Disclosing Party without a duty of confidentiality; (b) is rightfully 
received by the Receiving Party from a third party without a duty of confidentiality or the limitation 
to use the Confidential Information; (c) is or has become available to the public through no fault of 
the Receiving Party; (d) is completely independently developed by or on behalf of the Receiving 
Party, as evidenced by written  records produced prior to the disclosure, without  reliance on or use 
of or access to the Confidential Information  received hereunder; (e) is required to be disclosed 
by law or court order provided the Receiving Party gives the Disclosing Party prompt written notice 
of such requirement prior to such disclosure and assistance in obtaining an order protecting the 
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information from public disclosure; and (f) is disclosed after receiving a written consent from the 
Disclosing Party. 

However, the Parties may agree otherwise by specifying such confidentiality agreement in each Project 
Agreement. 

Article VI 

 

Use of Trademarks, Logos and Other Intellectual Property Rights 

Each Party shall be the proprietor and owner of intellectual property rights and all rights of the Party's 
information, inventions, and original work created by such Party before and after the Effective Date of 
this MOU. 

Use of trademarks, logos and intellectual property rights of each Party requires a specific agreement. 
No license is granted under this MOU to Parties' trademarks, logos or any other intellectual property 
rights. 

Article VII 

 

Term and Termination 

This MOU shall come into force on the Effective Date and shall remain in effect for a period of three 
(3) years from the Effective Date, unless it is terminated by the Parties or by either Party giving a (30) 
thirty days written notice of termination to the other Party. 

The Parties may agree to extend the term of this MOU by signing an amendment to this MOU 
as appropriate.   

Article VI I I  

 

Notices 

All notices and requests in connection with this MOU and/or the Project Agreement shall be validly 
given in writing and (a) sent by registered post, return receipt requested, postage prepaid, or (b) sent 
by courier delivery service, receipt acknowledged, fees prepaid to the above addresses of the Parties, 
or to such other addresses as the Party to receive the notice or request so designates by written notice 
to the other Party (c) sent by electronic mail (email) signed with a valid digital signature of the 
authorized r presentative of the other Party, return receipt requested. 

 

 

Article IX 

 

Miscellaneous 

1. Personally Identifiable Information. If the parties enter into any arrangement whereby 
personally identifiable information of their respective members (e.g., name, address, e-mail) 
is disclosed the parties agree to enter into a Data Security Agreement and take other 
appropriate measure to protect such information and comply with applicable law.  

2. Legal Compliance. Each party shall comply fully with all applicable laws and regulations, 
including but not limited to the areas of export, anti-bribery and personally identifiable 
information. 

3. Accordingly, corporate funds, property or anything of value may not be, directly or indirectly, 
offered or given by any party to this MOU or its agent, to a foreign official, agency or political 
party, for the purpose of influencing any act or decision of such persons or inducing such 
persons to use influence or in order to assist in obtaining or retaining business for, or directing 
business to, any signatory to this MOU.  

4. Press Releases. Any press-releases or public facing documents will be approved by all Parties 
prior to release if related to the Parties concerned.. 
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IN WITNESS WHEREOF, this MOU may be executed in two identical counterparts, both of which are 
equally valid. The Parties hereto have thoroughly read and certified to be in accordance with their 
desires in all aspects to which relevant signatures and seal (if any) are set to be of evidence. Each 
copy is to be in the possession of each of the Parties. 

 

National Association of Software and 

Services Companies (NASSCOM) 

By  

Name    

Title  

Date 

 

Seal 

 

Information Systems Audit and Control Inc. (ISACA): 

By  

Name    

Title  

Date 

 

Seal 

 

 

Data Security Council of India (DSCI) 

By  

Name    

Title  

Date 

 

Seal 


