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Public Advocacy on Data Protection and 
Cyber Security

Harness data protection as a lever for 
economic development of India through 
global integration of practices and 
standards conforming to various legal 
regimes

To create trustworthiness of Indian          
companies as global sourcing service   
providers, and to assure clients worldwide 
that India is a secure destination for            
outsourcing where privacy and protection of 
customer data are enshrined in the global 
best practices followed by the industry.

Thought Leadership through Best     
Practices and standards
Capacity Building on Security and Pri-
vacy 
Cyber Crime Speedier Trial through 
training of Law Enforcement Agencies 
and Judiciary
Independent Oversight for Assurance & 
Dispute resolution through ADR towards 
Self-Regulation
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Engagement with NSCS on Cyber Security

STUDY OF ICANN AND RECOMMENDATIONS ON STRENGTHENING INDIA’S 
INVOLVEMENT 

DSCI prepared a position paper for NSCS (National Security Council 
Secretariat) on ICANN's (Internet Corporation for Assigned names 
and Numbers) operations and its organizational structure. It is 
governed by the US Laws, and is accountable to the US government 
only, even as it operates the global DNS system, and formulates 
policies copyright issues, privacy issues, cyber security etc for 
Internet governance. The paper highlights India's current 
representation in ICANN and provides recommendations on 
strengthening India's involvement through enhanced participation in 
various ICANN committees and groups, and for taking a strategic view 
in the interest of national security.

DSCI conducted a study that focused on understanding and 
analyzing the current state of the ecosystem of the security 
companies in the country. The study identified opportunities for 
expansion of security services and product companies, and outlined the 
current issues faced by them while serving their global clients. This 
was presented to NSCS.

Industry consultation on Intermediaries 

DSCI conducted an industry consultation meeting to understand the 
legal and business implications of sec-79 on BPOs and Cloud service 
providers (B2B) as intermediaries. It seems difficult that they can be 
excluded from the definition of intermediaries. As decided in the 
meeting, efforts are being made to develop new due diligence rules only 
for BPOs & Cloud Service providers for consideration of the government.

STUDY OF EXPORT OF SECURITY PRODUCTS AND SERVICES BY INDIAN
COMPANIES
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Thought Leadership
Launch of 'DSCI Lead Assessor for Privacy' Training and 
Certification Program

As part of the assessment ecosystem, DSCI has launched this program 
to help assessors understand the practical aspects of privacy 
implementation. 

At the launch Dr. Kamlesh Bajaj, CEO, DSCI discussed the journey of DSCI 
onto this stage and highlighted that privacy protection is a key focus area at 
DSCI together with cyber security and data security.  While launching the 
program he said "I am extremely glad to announce the launch of the 'DSCI 
Lead Assessor for Privacy' training & certification program. This marks the 
beginning of a new chapter for DSCI as well as the entire industry."  He also 
added "Privacy function is emerging out of the wings of security function and 
one would see it as an independent function much the same way security 
emerged out of the IT operations.”

Dr. Bajaj also while commending DSCI Assessment Frameworks said "The 
security and the privacy practitioners who have been looking at achieving 
privacy in their organization will be greatly benefited with the privacy 
assessment. The adoption of DSCI Privacy Assessment Frameworks (DAF©)
will enable organizations enhance maturity of their privacy program. Our 
intent has been to create the framework that helps organizations build 
mature privacy practices which in turn would also help them attain 
compliance against various privacy related legislations and regulations.”
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The first batch commenced from 5 - 7 June in Delhi with 21 
participants, from consulting, assessing and user 
organizations. These were: BSI, TUV, KPMG, PwC, EY, 
Deloitte, HDFC Bank, Wipro, Airtel, and Vodafone. The 
second training was conducted from 26 - 28 June again in Delhi 
with 12 participants from TCS, KPMG, PwC, IBM, and Aujas.

Theoretical and the practical aspects of privacy 
implementation and assessment through case studies and 
group discussions played a very significant role in making the 
participants understand the challenges of different scenarios. As 
part of the training program, participants were also 
equipped with DSCI Privacy Assessment Manual that details 
step by step guidance to assessors for conducting 
assessments. The training was well received by the 
participants.

The participants appeared for an examination. Successful 
candidates will be awarded 'DSCI Lead Assessor for Privacy'       
certificate.

This program is planned to be rolled out in other major cities pan 
India.

DSCI is in the final stages of announcing partner assessing 
firms who will be authorized to conduct third party 
assessments of the organizations for DSCI Privacy 
Certification.

Click Here to Register

assessment@dsci.inFor more details write to 

TRAINING  HIGHLIGHTS

http://www.dsci.in/taxonomypage/778
mailto:assessment@dsci.in
http://www.dsci.in/taxonomypage/778
http://www.dsci.in/taxonomypage/778


E-Security Index for India

Study and development of an index to measure the status of cyber 
security in the country including  different sectors and entities- industry 
verticals, critical sectors, government departments, and individuals is 
under progress. DSCI has laid out a high level structure of the index 
framework comprising sub-indexes, parameters, sub-parameters and 
indicators. It has also completed preparation of questionnaires, scoring 
methodology and identification of data sources to measure the 
indicators. It has done extensive industry consultation involving several 
security experts through its chapter across major cities in India. It is 
presently working on the allocation of weightages to different 
parameters and also finalizing the mathematical model. The project is 
expected to be completed later this year.  

Development of Privacy standards at ISO

DSCI continues to work towards institutionalizing participation of 
security and privacy professionals in India in the development of privacy 
and security standards at ISO. In April 2013, Mr. Rahul Jain, Principal 
Consultant, DSCI attended the working group meetings and 
contributed in the development of privacy related standards at the ISO 
SC27 Conference in Sophia Antipolis, France. DSCI and NASSCOM are 
likely to host the ISO SC27 Conference in India, in October 2015.

Development of Cyber Security Framework for Critical 
Infrastructure by NIST

NIST (National Institute of Standards and Technology) is developing a 
framework to improve cyber security in Critical Infrastructure. DSCI 
responded to its Request for Information (RFI) on the development of 
cyber security framework, and provided its views on how organizations 
assess risk, how cyber security factors in the risk assessment; the 
current usage of existing cyber security frameworks, standards, and 
guidelines and other management practices related to cyber security.  

Inputs to the RFI
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DSCI - Cisco Security Thought Leadership Program

DSCI conducted a survey on 'Re-inventing the network in the Context of 
Security', with over 60 CISOs to understand the evolution of the security 
domain and associated challenges brought about by technological 
innovation. The survey findings were validated by over 25 CISOs from 
IT/ITeS, PSUs, BFSI sectors across New Delhi, Mumbai and Bengaluru. 
The discussions also populated some of the use cases notably - 'IT 
Services company, with fairly advanced level maturity', 'IT Services 
company, for mobility & application access' and 'Financial institutions 
which are looking  to take initial steps in the area of virtualisation'.

REFERENCE  ARCHITECTURE

DSCI is developing reference architecture with the support of 
Industry professionals that aims at providing a practical guidance by 
corre lat ing bus iness  problems with the secur i ty  
implementation. A detailed discussion on several use cases 
included in the Reference Architecture will enable the readers to
acquaint themselves with the granularity of the issues that might 
arise while deploying similar solutions, or adopting contemporary     
technology associated with use of BYOD & Mobility, Virtualization 
and Cloud Computing.  

TECHNICAL PAPER ON ‘REINVENTING THE NETWORK IN THE CONTEXT OF SECURITY’

In yet another activity, DSCI has organized a technical research paper 
competition, in collaboration with IEEE India Council as the technical 
partner. Forty security professionals have registered for submission 
of papers. These will be reviewed by a review committee, 
comprising senior security professionals and CISOs from IT/ITeS and 
BFSI and eminent academicians. The author of the best paper will be 
felicitated at the Best Practices Meet 2013 on July 12 in Chennai.

April - June 2013

http://csrc.nist.gov/cyberframework/rfi_comments/040813_dsci.pdf
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Security Working Group to  provide guidance to Indian 
Banks on cloud computing

DSCI is a member of Security Working Group (WG) created by The 
Open Group, a global consortium that enables the achievement of 
business objectives through IT standards. The Security WG is 
established to guide the Indian Banks in the movement of their 
workloads to cloud. It is aimed at analysing the top  banking workloads, 
their characteristics and providing guidance for selecting suitable 
partner for cloud services. Mr. Vikram Asnani, Principal Consultant, 
DSCI participated in the meeting held with the stakeholders on the 
requirements of cloud computing for Indian banks.

India Smart Grid Forum workshop 

India Smart Grid Forum (ISGF) was established as a PPP initiative of 
the Ministry of Power for Grid modernization and accelerated 
development and deployment of Smart Grid Technologies in the Indian 
Power sector. As a member of the Cyber Security WG, DSCI participated 
in a workshop conducted by the ISGF to address cyber security 
concerns, along with other WGs like Communications for Smart Grids, 
Metering and Architecture & Design.

On the sidelines, a cyber security WG meeting was also held to discuss 
the progress made on the assessment projects and to review the 
ongoing activities.

MoU signed with GISFI

DSCI and Global ICT Standardization Forum for India (GISFI), an Indian 
standardization body in the area of Information and Communication 
Technologies, signed a MoU to collaborate on standardization of the 
Security Testing & Certification of ICT Equipment and Services and work 
in area of privacy.   

NASSCOM Sector Skill Council

Ministry of Human Resource and Development (MHRD) and National 
Skill Development Council (NSDC) through NASSCOM Sector Skills 
Council (SSC) are developing unique Job Roles/Qualification Packs for 
"Entry Level" for the BPM industry. In consultation with the industry, 
DSCI has helped prepare the Qualification Packs and Occupational 
Standards for two job roles -Security Analyst & Trainee Engineer.

April - June 2013



Chapter Meetings 

DSCI shared its views with over 100 security leaders at the 
Hyderabad, Pune, Chennai, Bangalore, Mumbai and Kolkata chapter 
meetings. The primary objective of these meetings was to update the 
members on the DSCI Privacy Assessment ecosystem. We also 
apprised them on DSCI policy initiatives, especially those focusing on 
industry involvement in cyber security, cloud policy in India, data 
flows between EU and India, developments related to privacy in India 
including the proposed privacy bill, and IT Act rules under sections 
43A, 66A & 79.

DSCI-CIS-FICCI Privacy Roundtable series

DSCI has associated with Centre for Internet and Society (CIS) and 
Federation of Indian Chambers of Commerce and Industry (FICCI), to 
conduct a series of six multi-stakeholder round tables on 'privacy' 
from April 2013 to August 2013 in different cities of India. Four 
roundtables  were held in New Delhi, Bangalore, Chennai and 
Mumbai that aimed at discussing extensively on the DSCI paper on 
'Strengthening Privacy Protection through Co-Regulation' and the 
'Report of the Group of Experts on Privacy' with the objective of 
creating awareness among professionals, and contributing to the 
privacy legislation in India.

DSCI- Cisco Roundtable on ICT Security 

This roundtable was organized in Delhi to bring together key 
stakeholders to discuss risks and ways to provide security assurance 
of ICT products. Dr. Kamlesh, Bajaj CEO, DSCI shared his views on 
growing ICT security concerns globally, and the need to protect the 
critical infrastructure. While citing examples of increasing trust 
deficit globally, he highlighted security challenges in the Indian 

Outreach & Awareness 
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context. He also suggested ways to counter these issues by underlining 
the key recommendations of NASSCOM-DSCI Report 'Securing Our 
Cyber Frontiers' and JWG Report on 'Engagement with Private Sector 
on Cyber Security'.

Vinayak Godse, Director Data Protection, DSCI shared his views on the 
WIP report 'Security Assurance through Common Criteria' with a view 
to making stakeholders aware of various aspects that drive evaluation 
and certification globally, and in India, with focus on the opportunities 
and path forward.

The roundtable saw participation of over 45 experts from industry, 
government, and academia.

DSCI-iCOMP-LSE Roundtable on Privacy

DSCI in association with iCOMP and London School of Economics (LSE) 
organized a roundtable 'Future of Privacy in India'. Dr. Kamlesh Bajaj, 
CEO, DSCI shared his views on framework for privacy regulation in 
India; he highlighted the recommendations of the Report of 'Group of 
Experts on Privacy' - known as Justice Shah Committee. The key note 
was delivered by Dr. Gulshan Rai, DG, CERT-In. Two panel discussions 
on 'Context of Privacy in India' and 'Business responsibility in the age of 
'data driven' transformations', led by senior government officials Mr. 
Manoj Joshi, JS, DOPT; Mr. A.P. Singh, DDG, UIDAI, included experts 
from the industry, civil society and academia. They focused on the 
Indian context for privacy, state of play on privacy in key markets, scope 
and implications of data collection by public agencies in India, 
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challenges and risks related to commercial use of data collected on the 
Internet by private players and how India can address these challenges, 
especially through inclusion of global privacy principles in privacy 
legislation under formulation.

DSCI-Verizon Data Breach Investigation Report Industry 
briefing 

DSCI organized an event to brief the industry on the recently published 
Verizon Data Breach Investigations Report (DBIR) 2013. Dr. Kamlesh 
Bajaj, CEO, DSCI, discussed the changing global threat landscape, and 
the need for adoption of best practices and vigilance to improve data 
security in India. He also highlighted concerns on the growing cyber 
crimes and security breaches in the country. Mr. Wade Baker, Managing 
Principal for Forensics, Verizon highlighted key findings of the report, 
based on data compiled from  19 global security and law enforcement 
agencies, including Australian Federal Police, Dutch Police High Tech 
Crime Unit, Irish Reporting and Information Security Service, Malaysia 
Computer Emergency Response Team, CyberSecurity Malaysia, and the 
United State Secret Service.

The briefing session included an address by Dr. Gulshan Rai, DG,         
Cert-In. Over 20 senior officers from Law Enforcement Agencies, De-
fense, Customs, Home and PSUs participated.

April - June 2013



OTHER EVENTS WHERE DSCI CONTRIBUTED

Data Quest Roundtable on  Data Protection

CEO, DSCI shared his views at this roundtable, emphasizing on the 
changing threat scenarios based on recent reports focusing on 
Advanced Persistent Threats (APTs) and the need for their detection 
well in time.

Jury at the TOP 100 CISO Awards 2013

Dr. Kamlesh Bajaj, CEO, DSCI was jury for the TOP 100 CISO Awards 
2013 organized by CISO Forum. He delivered the keynote address in the 
awards ceremony, where he outlined the changing threat landscape 
with the data from the recently published reports of Mandiant, Verizon 
DBIR and that of the Defense Science Board (DSB). He emphas-
ized the dynamic approach to security for handling APTs while not 
ignoring the traditional steps.

Program on Managing & Leveraging Social Media for Banks

Mr. Vinayak Godse, Director, Data Protection delivered a special 
address on 'Social Media: Security, Privacy & Legal Issues' at this 
program organized by IDRBT in partnership with IIBF (Indian Institute 
of Banking and Finance). He was also co-panelist in a session on 
'Deriving Business from Social Media' where he elaborated various 
benefits of social media in banks and provided insights into the 
associated business risks, security, privacy and legal issues.
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Data Protection & Cyber Security in India

Mr. Vikram Asnani, Principal Consultant, DSCI delivered a special 
address on 'Data Protection & Cyber Security in India' in a conference 
organized by National Law School University, Bangalore. He shared his 
views on strengthening cyber security through PPP               
highlighting various efforts undertaken by the Indian 
government. He outlined the recommendation of the JWG Report and 
discussed DSCI engagements with MCIT; especially with DeitY, on 
various policy discussions on cyber security, cloud and cybercrime 
awareness programs.

India Computer Security Conference (ICSC) by UBM

Mr. Rahul Sharma, Consultant, DSCI as a co-panellist in a session on 
'The convergence of compliances and certifications - The way forward' 
shared his views on various aspects of compliance, highlighting 
organizations' exposure to various regulatory, contractual and 
standards related compliance requirements. While highlighting the 
growing importance of compliance function, he discussed the need to 
have certification to demonstrate compliance. 

April - June 2013



Release of Cybercrime Investigation Handbook

DSCI released a cybercrime 
investigation handbook for 
Police officers, to act as a first 
responder guide in seizure of 
digital evidence. The guide is 
designed to assist investigating 
officers in their day to day 
investigations and help them 
provide practical guidance on 
legal provisions of cybercrime 
including the security of digital 
evidence, its transportation for 
examination and presentation in 
the court of law.

DSCI Cyber Forensics Forum Meeting

The second  meeting of DSCI Cyber Forensics Forum was  conducted in 
May 2013 where Mr. Loknath Behera, IGP, NIA chairman and CEO, 
DSCI, co-chairs discussed various activities essential to be carried out 
for the benefit ofaw enforcement community. It included defining the 
training curriculum for the police academies, working with Indian Law 
Institute for repository of cybercrime cases and standardization of cyber 
forensics tools.

Cyber Forensics workshop in collaboration with PESIT, 
Bangalore

DSCI conducted a four-day workshop on Cyber Forensics and Information 
Security where CEO, DSCI delivered a special address on 'Cyber 
security- Imperatives for India'. He highlighted the emerging cyber 
security challenges, need to protect the Critical Information 
Infrastructure and the necessity for global collaboration in capacity 
building of law enforcement personnel. Faculty members from 
engineering colleges, research scholars working in the domain of 
information security and cyber forensics participated in the event.

Cyber Labs  Special Training Programs

Two short courses on cybercrimes and cyber laws were conducted for 63 
military officials from Corps of Military Police at Bangalore

Lecture on CDR Analysis for police officers was conducted at CBI            
Academy, Ghaziabad

Half day course on cybercrimes and cyber Forensics for 8 IRS 
officers at the office of Directorate General of Central Excise 
Intelligence, Bangalore.

Exclusive five day training program for police officers from Internal  Security 
Division, Karnataka State Police conducted at Bangalore cyber lab.

Delivered  a guest lecture on cybercrime investigation at the three
day training program  organized by police officials of Himachal   
Pradesh

Five day training was conducted on cybercrimes at North Eastern Police 
Academy, Meghalaya.

One day short course on cybercrimes and cyber forensics was 
conducted for the police officials working in cyber crime cell of Gur-
gaon police.

Induction at Technology Tracking Cell, Delhi Police

Mr. Vikram Asnani, Principal Consultant, DSCI was inducted as 
member of the technology tracking cell established by Delhi Police that 
aims at tracking technologies, researching and preparing a framework 
to help identify new technologies and provide recommendations 
on theidentified /selected technology.

Capacity Building
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DSCI EVENTS  

3rd  Cybercrime Awareness Workshop at Bhopal

DSCI, in association with Ministry of Communications         
& Information Technology, and Madhya Pradesh State Police 
conducted a 2-day Cybercrime Awareness Workshop for Law 
Enforcement Agencies on April 17-18 2013. Mr. I S Dani, Addl 
Chief Secretary, Home Department inaugurated the workshop. 
The workshop witnessed informative sessions on search and 
seizure of digital investigation, economic offences, IT Act 2000, IT 
Amendment & Rules Frauds, mobile phone crime investigation 
and demonstration of cyber forensics tools. Eminent speakers 
from the law enforcement included Shri Nandan Dubey, DGP, 

OTHER EVENTS WHERE DSCI CONTRIBUTED 

Partcipated in the first Mobile Forensic User forum jointly organised by Cellebrite, and Pyramid Cyber Forensic. The forum provides a   
platform for users and mobile forensic practitioners to discuss on latest technical developments and new technologies.

A session on search and seizure of digital evidence for judiciary officers who attended the training program at National Institute of       
Criminology & Forensic Sciences , New Delhi.

Technical talk on investigation of cyber crimes at IDRBT.

A  session on 'Use of technology in detection of crimes' during the one-day workshop on cybercrimes organized by the Advanced Centre for 
Cyber Laws & Forensics, NLSIU, Bangalore.
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Madhya Pradesh Police, Shri Shailesh Singh, ADGP, Cyber and 
Shri Anil Kumar Gupta, IGP, Cybercrime Madhya Pradesh Police 
and others. Over 100 senior police officers participated in this 
awareness workshop.

Cyber Crime investigation workshop for Gurgaon Police

NASSCOM-DSCI jointly organized a day short course on 
cybercrimes and cyber forensics for the police officials working 
with the Gurgaon cybercrime cell. Over 20 officers from different 
ranks participated and discussed the emerging trends in 
cybercrime challenges in cybercrime investigation, IP Address 
investigation, usage of social media for cybercrime investigation 
and mobile forensics, CDR Analysis and among others.
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DSCI in News 
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Growing threats in cyberspace - $45 million Cyber Heist

NASSCOM- DSCI released a press statement on $45 million Cyber Heist 
case stating clearly India industry is following a robust security 
practices. 

Interview with Lok Sabha TV

Dr. Kamlesh Bajaj, CEO, DSCI shared his views on the issue of Privacy 
versus National Security against the backdrop of the revelations made 
on the NSA's surveillance Program of the US government (popularly 
known as PRISM) and Indian government's initiative for establishing 
Central Monitoring System for surveillance and monitoring. 

Contributed Articles

Through the Prism revelation 
In this by-line article Dr. Kamlesh Bajaj, CEO,DSCI opines on the 
various aspects of privacy, freedom of speech, cybersecurity and 
national security which the PRISM revelation and the decision to 
establish Central Monitoring System (CMS) has brought out.

Net Peace 
An authored article by Dr. Kamlesh Bajaj, CEO, DSCI on the 
cyberspace, states how the expansion of reach of the Internet 
through innovative applications is influencing cyber threat 
landscape and increasing cybercrimes. In the article, he also 
debates on the current state of Budapest Cybercrime 
Convention treaty and demands creation of new international 
cybercrime treaty which addresses content regulation and 
freedom of speech which could interfere in the internal affairs of 
nations and others.
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READ MORE

READ MORE

READ MORE

The network is evolving on the lines of security 
Co-Authored article by Mr. Vinayak Godse, Director, Data 
Protection and Mr. Mayank Lau, Consultant, DSCI gives 
insights into the rapidly changing threat landscape and brings 
focus on the next generation security capabilities.

Do you have a Killer Security Strategy? 
In this by-line article Mr. Rahul Jain, Principal Consultant 
discusses the shortcoming of security implementations in 
organizations and suggests ways to overcome such 
shortcoming.

Other Articles 

       DSCI Launches privacy Training and Certification Program

READ MORE

READ MORE

4

4

4

4

4

ZDNet
Data Quest
Information Week

Facebook discloses technical bug

Business Standard

China major source of cyber espionage

Economic Times
Business Standard

DSCI- Cisco  Joint Survey Findings release 

Economic Times
The Times of India 
Financial Chronicle
CIOL 
Tech Gig 

Chennai Online
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DSCI is a focal body on data protection in India, set-up as an independent Self Regulatory 
Organization (SRO) by NASSCOM®, to promote data protection, develop security and 
privacy best practices & standards and encourage the Indian industries to implement the 
same.

DSCI is engaged with the Indian IT/BPO industry, their clients worldwide, Banking and 
Telecom sectors, industry associations, data protection authorities and other government 
agencies in different countries. It conducts industry wide surveys and publishes reports, 
organizes data protection awareness seminars, workshops, projects, interactions and other 
necessary initiatives for outreach and public advocacy. DSCI is focused on capacity building 
of Law Enforcement Agencies for combating cyber crimes in the country and towards this; it 
operates several cyber labs across India to train police officers, prosecutors and judicial 
officers in cyber forensics.

Public Advocacy, Thought Leadership, Awareness and Outreach and Capacity Building are 
the key words with which DSCI continues to promote and enhance trust in India as a secure 
global sourcing hub, and promotes data protection in the country.

About DSCI

Editorial Board 
Priti Vandana
Manager - Marketing & Communications, DSCI 

Rahul Jain
Principal Consultant, DSCI

Data Security Council of India 
Niryat Bhawan, 3rd Floor, Rao Tula Ram Marg,
New Delhi - 110057, India
Phone: +91-11-26155070, Fax: +91-11-26155071
Email: info@dsci.in, Website: www.dsci.in

http://www.linkedin.com/groups?gid=1846736&trk=hb_side_g

   http://twitter.com/DSCI_CONNECT

  http://www.facebook.com/DSCI.CONNECT
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