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Our Vision

Our Mission

Our Objectives

Harness data protection as a 
lever for economic development 
of India through global 
integration of practices and 
standards conforming to various 
legal regimes.

To create trustworthiness of 
Indian companies as global 
sourcing service providers, and 
to assure clients worldwide that 
India is a secure destination for 
outsourcing where privacy and 
protection of customer data are 
enshrined in the global best 
practices followed by the 
industry.

n Public Advocacy on Data 
Protection and Cyber Security

nCapacity Building on Security 
and Privacy 

nThought Leadership through 
Best Practices

nIndependent Oversight for 
Assurance & Dispute 
resolution through ADR  
towards Self-Regulation

nCyber Crime Speedier Trial
through training of Law 
Enforcement Agencies and 
Judiciary

Contact Us

DATA SECURITY COUNCIL OF INDIA 
Niryat Bhawan, 3rd Floor, 
Rao Tula Ram Marg
New Delhi – 110057, India
Phone: +91-11-26155070, 
Fax: +91-11-26155071
Email: info@dsci.in, 
Website: www.dsci.in
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DSCI has been working closely
with the Department of
Commerce (DoC) and

Department of IT, Government of
India, on the restrictions imposed by
EU on transfer of data from EU to third
countries. It has held several meetings
with EU and submitted papers to
highlight options for enabling data
transfer between EU and India.

In January, representatives of DoC and
DSCI met with Mr. Lambert Schmidt  -
International Relations Officer, Office

of DG Justice, EU Commission in New
Delhi.

During this meet, the Indian side re-
emphasized on how getting the
‘adequate’ status was important for
India esp. the IT/BPO industry and that
India would like to get this status as
part of the ongoing India-EU Free
Trade Agreement (FTA) negotiations.
Mr. Schmidt assured the Indian side
that he will convey India’s concerns
to appropriate levels within the Office
of DG Justice for further deliberations.

Public Advocacy
DSCI takes a proactive role for “policy enablement” that affects ICT -

Strong Engagement & Enactment through the Government.

Trans-border Data Flow:
EU DPD and restricted market

access to Indian IT/BPO companies
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Thought Leadership
DSCI regularly undertakes study and surveys to develop reports on the various facets

of data security and privacy in India. These reports, jointly produced by

various corporate entities including major consulting firms amongst

others, highlight the current state and concern of

data security and privacy.

ICT are finding greater use in India’s
infrastructure development process.
As the use of technology increases,

so does its vulnerability exposing the
critical infrastructure to cyber attacks
which may have serious implications for
the economy and nation at large. In the
past, the cyber attacks against global
organizations and government entities
have raised concerns on the security of
the critical infrastructure.

Recognizing this move, and the fact that
more and more critical infrastructure is
being owned and operated by the
private enterprises, it becomes
imperative that government and industry
come together in formulating policies
and practices for securing Cyberspace.
With this in view, NASSCOM along with
DSCI constituted the Cyber Security
Advisory Group.

The group comprises leaders from
public and private sector and law
enforcement. It was chaired by Mr.
Rajendra Pawar, Chairman of NASSCOM
Executive Council while CEO, DSCI was
Member Secretary. The Group’s mandate
was to come up with recommendations
for consideration by the government on
public-private partnership in capacity
building and policy making covering the
areas: Critical Infrastructure Protection,

Best Practices for Cyber Security, Early
Watch and Warning System, Education
& Awareness, Law Enforcement
Capability Development, Assurance in
ICT supply chain and Cyber Warfare.
Members were requested to deliberate
on the threats in their respective areas,
study emerging trends and policy
evolution and the experience of
implementing them in other countries,
and evolve policies of relevance to the
Indian context.

DSCI consolidated the preliminary
recommendations provided by the
CSAG members and also did an
extensive study on polices and
initiatives of developed countries and
India’s initiatives to develop its own
recommendations. Finally, it emerged
that the committee should prioritize the
existing recommendations to provide
the government key priority areas for
action, detailing the role of the industry
in each such area. As a result, ‘Securing
Our Cyber Frontiers’ has come out with
ten key pragmatic and actionable
recommendations which also detail the
role of the government and industry.
CSAG has been converted into the DSCI
Cyber Security Policy Forum (CSPF),
which will act as a standing committee
on cyber security for interface with
government.

NASSCOM-DSCI Report:
Securing Our Cyber Frontiers
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Cyber Security Task
force – IDSA

The Institute for Defense
Studies and Analysis (IDSA)
created task force on cyber
security of which Dr. Kamlesh
Bajaj is member. The task force
created a report on India’s
Cyber Security Challenge. The
report discussed around the
role of government and private
sector in recognizing the
aspects of cyber security and
prioritized security and risk
management plans jointly. The
report is addressed to the
security community in the
widest sense and intended to
stimulate public discussion.

MoU with IIT Delhi

DSCI has entered into an MoU
with IIT Delhi – a leading
education institution offering
instruction in Applied & Social
Sciences, Engineering, and
Management – to establish an
institutional mechanism
between them for collaborating
and cooperating in research and
dissemination of cyber security.
This MoU will enable both the
entities to jointly undertake
select studies, surveys and
research projects, and also
organize short term continuing
education programs,
workshops and conferences.

Create a National Structure for Cyber Security which clearly defines roles
and responsibilities for every stakeholder, establishes coordination &
information sharing mechanisms, focuses on building Public Private
Partnership models and creates environment for enhancing trust between
the industry and government. A fully empowered head for Cyber Security
should be appointed, positioned at the highest level within the
government.

Design and Implement a Competency Framework for building a competent
and adequate Cyber Security Workforce. The Competency Framework
should assess the security skills requirements, identify existing gaps &
challenges, define competency areas across different security roles and
devise strategies and programs for building the required capacity.

Create and maintain an Inventory of Critical Information Infrastructure in
the country to provide the required visibility over the critical information
infrastructure and help prioritize deployment and monitoring of the
protection measures.

Establish a Centre of Excellence for Best Practices in Cyber Security to
institutionalize the development, sharing, collation, distribution and
implementation of best practices in the country.

Establish a National Threat Intelligence Centre which should integrate all
the existing information sources such as sectoral CERTs, intelligence bodies,
security alerts issued by security vendors, threats seen by critical sectors
and industry to enable cross-domain awareness and a comprehensive
view of cyber threats at a national level.

Build Capacity of the Law Enforcement Agencies in Cyber Crime
Investigations and Cyber Forensics by establishing training facilities in
every state and union territory. Build Lawful Interception Capabilities for
balancing national security and economic growth by establishing a
national centre for performing research in encryption and cryptanalysis.

Establish a Centre of Excellence for Cyber Security Research to develop
solutions that will protect country’s information infrastructure in the future
by defining and executing a research roadmap developed based on
country’s research needs.

risks arising from procurement of ICT products especially from foreign
vendors and yet take full benefits from the global supply chain that
includes access to world class products, services and expertise at
competitive prices.

Establish a Cyber Command within the defence forces to defend the
Indian Cyberspace. The Cyber Command should be equipped with
defensive and offensive cyber weapons, and manpower trained in cyber
warfare.

‘Securing Our Cyber Frontiers’

 KEY RECOMMENDATIONS
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Outreach Programs
DSCI organizes various conferences and seminars and participates in

the events in India and abroad to draw focus on data security

and privacy concerns and DSCI’s approach towards

data protection.

Data Privacy Day

Data Privacy Day is an annual
international celebration
designed to promote awareness

and education about best privacy practices.
This day is celebrated to promote a dialogue
among all of the stakeholders – businesses,
individuals, government agencies, non-
profit groups, academia, teachers and
students – to look more thoroughly at how
advanced technologies affect our daily lives.

Like last year, this year too DSCI celebrated
Data Privacy Day, with active participation
of DSCI Chapter Members and Corporate
Members. CEO, DSCI sent out a Privacy Day
message to all the DSCI members exhorting
them celebrate this day with meetings and
said “DSCI Chapters have been at the
forefront of carrying out security discussions
and debates among the security
professionals who are beginning to don the
additional role of privacy professionals. This
is similar to the transition that took place
over 10 years ago when the network
operating professionals graduated into
security professionals. We are at a stage
where we have to understand sensitive
personal information, privacy policies,
customer privacy concerns, employee
education and awareness, and reasonable
security practices as tools for privacy
protection. We also have to understand and
appreciate the evolving privacy regimes in
light of technology advancement and
globalization, which are helping create
more and more economic value out of
data.”

The Chapters held meetings and
seminars to discuss the data protections
issues and plan out agenda for the
coming year. These meetings, spread
across India, were attended by over 300
participants, and featured panel
discussions on various aspects of Data
Privacy. The Meeting of Ahmedabad
Chapter was sponsored by Dev
Information Technology Pvt. Ltd and the
Meet in Bangalore was sponsored by
HP.

Thought Leaders from across the
industry, including Legal Firms, Security
Solution Providers, IT/BPO Companies
and others, presented the techno-legal
aspects of Privacy. The momentum built
by coming together of all DSCI Chapters
and Corporate associates to promote
Data Privacy helped DSCI emerge as
DPD Champion in India by the
Staysafeonline.org – an international
nodal body that has been celebrating
Data Privacy Day with the support of
companies like Intel, eBay, Microsoft,
Google, Facebook, etc.

To take the message to an even greater
number of people, DSCI designed and
circulated a Data Privacy Day desktop
theme to its Chapter and corporate
members and other stakeholders. The
Desktop theme was carried across by
various IT/BPO, Banks and MNCs thereby
establishing an increased awareness on
the data privacy need.



6

Data Privacy Day
Meets – Organized by
ISACA and CIS

Mr. Vinayak Godse was invited as a
key speaker by ISACA’s Delhi Chapter
Meet on Data Privacy. He presented
his views on the overall evolution of
Data Privacy, its imperatives and the
fundamental approach that needs to
be taken to ensure data privacy
keeping in mind the regulatory and
business requirements. He was also a
panel member in panel discussion
organized by Centre for Internet
Society’s Privacy Conclave in Delhi.

Presenting his views, he spoke on how
privacy is emerging in India and the
industry’s view on privacy concerns.
Mr. Godse highlighted the equations
that are being developed thereof,
against the background of Regulatory
requirements in India.

3rd International
Conference on
Information Security
organised by null

CEO, DSCI was invited to present the
keynote at the 3rd International Con-
ference on Information Security, or-
ganized by null - the open security
community. Addressing the gather-
ing of security professionals and en-
thusiasts, he said that national secu-
rity is intimately linked with cyber
security and protecting national as-
sets requires global cooperation since
the attacks can come from afar – na-
tional assets are, indeed, part of the
global cyberspace. He examined how

the governance of global commons
for access and stability has evolved
internationally, and what kind of rules
of road has been created for them by
the international community. Dr. Bajaj
concluded by saying: cyberspace is
both a global commons and a national
asset. To protect national assets, rules
of the road are required for the
cyberspace commons, because the
cyberspace spans the globe
seamlessly. Governments and private
sector have to work together to
evolve rules of behavior.”

Annual Asian Attorneys
Conference, 2012

International Technology Law Associa-
tion organized its 8th ITechLaw An-
nual Asian Attorneys Conference,
2012 in Bangalore. DSCI was invited
to support the Conference and also
run a workshop for young lawyers.
CEO, DSCI conducted the workshop
on Techno-Legal aspects of informa-
tion security, encompassing the ITAA
2008, and supporting technological
developments with existing frame-
works. Talking about the impact of
technology and globalization, he ap-
prised the participants on the nature
of Cyberspace which has emerged as
the fifth domain and is ever expand-
ing, and how a nation’s cyberspace is
part of the global cyberspace and can-
not be isolated to define its bound-
aries unlike the physical world which
is limited by geographical boundaries
– land, sea, air and space. He high-
lighted the types of attacks prevalent
in cyberspace, and the salient features
of India’s legal framework, including
IT Act 2000 & IT (Amendment) Act, 2008.

Dr. Bajaj gave an overview on the
aspects of existing security
frameworks and certifications and
presented the principle based
approach of DSCI Frameworks, which
bring dynamism to security and
privacy.

Training program on ‘IT
Infrastructure
Management for
Indian Banks

Mr. Rahul Jain, Senior Consultant,
DSCI delivered a lecture on
‘Application Security and Threat &
Vulnerability Management’ at IDRBT,
Hyderabad. The session was attended
by 15-20 mid level managers from
the IT department of public and
private sector banks. This session was
part of the 3 day training program on
‘IT Infrastructure Management for
Indian Banks’ organized by IDRBT.

International Webinar
on Cloud Standards

Mr. Rahul Jain, Senior Consultant,
DSCI participated as a panelist in an
international webinar on ‘Cloud
Standards: Portability, Privacy &
Security’. This webinar was part of the
annual ‘UP conference’ organized by
Cloudcor Inc® - a global alliance of
professionals in cloud computing in
the US. The panel discussed the
ongoing international efforts on
development of standards and
frameworks for Cloud, government
policies and emerging privacy and
security approaches for the Cloud.
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Capacity Building
DSCI has been actively involved in developing and imparting

training and capacity building for various government and

corporate entities.

Cyber Labs

This quarter, DSCI Cyber Labs trained
over 300 police personnel and
conducted various special programs

Meeting with Interpol SG

During his India visit to view CBI
facility, Mr. Ronald Noble, Secretary
General, Interpol had a meeting with
DSCI. The two sides explored how
DSCI could contribute as a knowledge
partner in combating the menace of
cyber crime.

Engaging with CBI to
prevent cyber crime

CBI is setting up a “Research and In-
novation Centre for Investigation and
Prevention of Telecommunication/
Cyber Crime” in partnership with
Interpol and other agencies. DSCI has
been invited to be a partner in the
initiative. The proposed centre will
help the law enforcement agencies
in handling cyber crimes.

Global Programme on
‘Cyber Crimes’

A Session was also taken by DSCI on a
Global Program for Cyber Crimes in
CBI. DSCI developed cyber Crime
Investigation Manual was distributed
to 40 participants from 15 countries.

Intensive Security
Architecture Workshop

Architecture treatment to security
introduces a proactive approach that
helps organizations align different
solutions and countermeasures with
the overall security goals. It also
specifies how an organization is
dealing with the perennial threats and
how it is prepared to deal with the
evolving threats.

With this in view, and for the first time
in India, DSCI, along with (ISC)2,
organized ‘Intensive Security
Architecture Workshop’ in the first
week of February in Delhi. The
Workshop focused on consultative
and analytical process of
development, design & analysis of an
overall security program using case
studies and practical exercises.

While welcoming the participants,
CEO, DSCI introduced (ISC)2 world-
class education programs. He
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   SPECIAL PROGRAMS

Short courses on cybercrimes & IT Act 2008 for senior
military officers from Madras Engineering Group &
Centre

Two-day short course on cyber crimes was conducted
at the Karnataka Police academy for more than 300
police officers. The police officers from Police training
college, Gulbarga also participated in this program
through video conferencing facility.

Session on cyber crimes was conducted for 150 police
officers of and above the rank of sub-inspectors during
the 2-day investigation course conducted by KPA,
Mysore.

Exclusive 5-day training program for officers of
Department of Public Prosecution from various districts
of Karnataka

A session on “Usage of technology in detection of
crimes” to prosecuting officers during the 25th silver
jubilee celebration function organized by Karnataka
Prosecuting officers association.

Haryana Cyber Lab supported Bureau of Police
Research & Development (BPR&D) in organizing the
cyber crime investigation course for its officers. Three
such courses were conducted.

emphasized the role of training for helping
professionals build security architecture for their
organizations. He also gave an overview of the
DSCI Frameworks and invited the gathering to
participate in data protection initiatives of DSCI.

The three-day Workshop was led by the lead
instructor at (ISC)2 Mr. Dennis Griffin (CSSLP,
SSCP, CIA, CBA CISA and Cisco CCNA, CCDA,
CCNP) and was attended by 12 professionals
working in the domain of System Architect,
System and Network Designer, and leading the
IT, Information Security divisions of their
companies. Mr. Griffin presented practical
applications of security function to help
organizations prepare better against the
innovative, organized and targeted attacks.
Further, he covered the domains of the CISSP-
ISSAP certification. ISSAP is recognized for
creating advanced expertise in Information
Security Architecture.

Mr. Vinayak Godse from DSCI presented the
DSCI Approach on how to build business centric
security architecture to the participants. He
shared practical ways to help organizations
evolve security architecture and also presented
the way DSCI Security Framework (DSF) treats
security architecture.

The specially designed Workshop offered
critical value to technical and professional skills
of the participants. DSCI plans to organize more
such trainings in the coming months.
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