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DSCI takes a proactive role for “policy enablement” that affects ICT - Strong Engagement
& Enactment through the Government.

DSCI was invited by the Department of Personnel and Training, Government of India,
to develop a consultation paper on the subject of ‘Approach paper for a legislation on
privacy’. DSCI provided a paper highlighting the public views and opinions on the
subject.

Outreach Programs

DSCI organizes various conferences and seminars and participates in the events in
India and abroad to draw focus on data security and privacy concerns and DSCI’s
approach towards data protection.

NASSCOM-DSCI Annual Information Security Summit – 2010

NASSCOM-DSCI organized its fifth Annual Information Security Summit
2010 in Chennai on December 2nd – 3rd, 2010 at Hotel Trident. Mr. Jeffrey
Carr, well known cyber warfare expert and widely acclaimed author of the
book “Inside Cyber Warfare” was the keynote speaker.

The summit included distinguished speakers and eminent panelists from the
industry, government and academia including Dr. P.K. Saxena, Director – SAG,
DRDO, Mr. Felix Mohan,
CISO, Bharti Group, Mr.
Mark Schiller, TCG
promoter Board
Member, Mr. B.
Sambamurthy, Director,
IDRBT, Mr. B.J. Srinath,
Sr. Director, CERT-In, DIT,
Mr. Brian J. Manning,



DSCI NEWS  2  Oct.-Dec. 2010

President and Managing Director, CSC India, Mr.
Vakul Sharma, Advocate, Supreme Court of India
and Mr. Michael West, Member of the Board,
NCFTA, USA amongst others, to discuss topical
issues such as: cloud computing, security in design,
securing business transactions, cyber forensics,
insider threats and reasonable security practices
among others.

On this occasion, the findings of the annual DSCI-
KPMG Data security and privacy surveys for BPO
Industry was released. DSCI data protection approach, based on best practices, its frameworks – DSF© and
DPF© – and its data-centric methodology was discussed supported by the experiences of the industry who are
in process of adopting the framework. In the concluding session, the summit took a stock of the alternatives
available for devising ‘e-security strategy’ for the nations for next 5 year.

The summit provided an opportunity to the industry professionals to interact with the global leaders on the
compelling issues of security and privacy. It deliberated on various key issues pertaining to security and privacy
namely

- Encryption: Need for secure business transaction v/s national security
- Trusted computing: now and in the future
- Cloud to deliver security services
- Economics of security
- Evolution of privacy in India
- Data breaches and cyber crime
- Indian vendors: making their presence felt in the security market

Cyber Security Awareness Seminar in Chandigarh

DSCI, under the Department of Information Technology’s Cyber Security Awareness Program and in association
with Cyber Security Research Centre, Chandigarh, organized a Seminar on Data Protection & Cyber Security
at PEC University Technology, Chandigarh on December 27, 2010. The seminar brought to light issues

concerning data protection and cyber security, with
suggested approach to better equip ourselves in
safeguarding data.

The half a day-long seminar featured sessions
on Evolution of Privacy in India, Cyber Security, IT
(Amendment) Act, 2008 and topical issues highlighting
the current state and need for data protection and cyber
security. The seminar was attended by over 50 people
from Academics, Corporate and government bodies and
featured speakers from Judiciary, Law and corporate
India. It provided a platform for government and cor-
porate entities to connect with like minded security pro-
fessionals from Chandigarh and learn the latest in data
security and privacy domain.

Annual Security Summit

No. of Sponsors 13
Participant Registrations 400
Participant Companies 137
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Thought Leadership

DSCI regularly undertakes study and surveys to develop reports on the various facets of data security and privacy in
India. These reports, jointly produced by various corporate entities including KPMG, EY, TCS, WIPRO and PwC amongst
others, highlight the current state and concern of data security and privacy of digital information assets.

This quarter saw release of following subject matter publications.

DSF© and DPF©

DSCI has developed best practices for data security and
privacy protection.  DSCI Security Framework (DSF©) is a
best practices document that promotes data security in
an organization, while the focus of DSCI Privacy
Framework (DPF©) is on privacy protection.

DSF© comprises 16 disciplines of security, with each one
of them based on the global practices, recommendations
of analysts, and the actual implementation experience
of a number of frameworks and regulations.  Maturity criteria in each of these have been identified which can
help an organization improve its maturity rating with implementation experience and maturity of processes.

DPF© is based on 9 privacy principles which are drawn from the requirements of the European Union Data
Protection Directive, OECD Privacy Principles, US Fair Information Privacy Principles and the Privacy Act of

Dr. Kamlesh Bajaj, CEO, DSCI attended the Conference on the ‘Evolving Role of the Individual in Privacy Protection’
at Jerusalem, Israel. Organized by Organization for Economic Co-operation and Development (OECD), the
conference marked the 30th anniversary of the OECD guidelines for the Protection of Privacy and Transborder
Data Flows and aimed to better understand the current environment for protecting privacy. He also attended
the privacy regulators’ conference where he engaged with them with a view to hold regulators’ workshop in
India to highlight the best practices implemented by Indian Services Providers; a thought which was well
received by them.

Mr. Vinayak Godse, Director- Data Protection, DSCI attended the ‘European Joint Conference of HIDE and RISE
project’ at Brussels, Belgium and presented his views on ‘Data Security in E-Governance Projects in India’. He
outlined a national agenda for Data Security and Privacy in his presentation as: Trust Relationship in Technology
Transformation, Privacy in New Age Transactions and Service Delivery, Securing the Transformation Economy
into E-economy, Assuring Personal Rights in the Age of E-Governance & E-Commerce, Securing interest of
Weaker Section of the Society, and Balancing Privacy with National Security concerns.

Mr. Rahul Jain, Senior Consultant – Security Practices, DSCI attended a two day ‘FP7 RISE Project – Taiwan
Conference’ organized by College of Law, National Chengchi University, Taipei and delivered a presentation on
‘Perspectives on Privacy in a Connected World- Indian Context’.
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Canada.  The IT (Amendment) Act, 2008 introduces a strong data protection regime in the country, fixing
liability on a company for failure to protect sensitive personal information. DPF© provides a comprehensive set
of best practices to establish a privacy program in response to the rising concerns of end customers and increasing
compliance liability towards customer privacy.

DSCI believes that DSF© and DPF©, with their strong focus on data-centric approach, will help outsourcing as well
as domestic industry to align their security and privacy initiatives to the data protection requirements. DSCI is
currently implementing these frameworks on a pilot basis in a number of companies.

Please visit: http://www.dsci.in/taxonomypage/3

DSCI-KPMG Survey on State of Data Security and Privacy in the Indian BPO Industry

Indian BPO industry has grown nine times from USD 1.6 billion to USD 14.7 billion in just a decade and is expected
to witness robust growth in years to come. To sustain this phenomenal growth,
the Indian BPO industry needs to overcome one of the major challenges facing
the industry today – addressing Data Security and Privacy concerns of their
stakeholders.

It is with the view to understand the data protection practices and challenges
faced by BPO industry, that DSCI, with the guidance of CERT-In, ‘DIT’, conducted
a security survey through KPMG. The survey results provide insights into current
state of data security and privacy practices being adopted by the Indian BPO
industry and how it is addressing client concerns.

Some of the key findings of the survey are as follows:

– The industry treats data security more as a hygiene factor, rather than a point of differentiation to gain
competitive advantage

– Customer requirements remain primary drivers for data security to most of the organizations
– Almost 50 percent of the organizations are negotiating contracts to ensure that any liability arising from

vulnerabilities in the client’s environment is borne by the client
– CISOs of majority of the organizations are spending significant time on strategic initiatives; for example,

identifying security implications of new business initiatives
– Only 44 percent of the respondents are mandating vendors / third parties to report new threats and

vulnerabilities in their products / services
– There seems to be lack of clarity amongst organizations regarding their liability under ITAA 2008

Please visit http://www.dsci.in/node/542

Service Provider Assessment Frameworks

The Indian IT/BPO Service Providers are striving hard to ensure that security and privacy of data is well maintained.
In this outsourcing ecosystem, many clients have developed and applied their own proprietary assessment
frameworks for evaluating their Service Providers, who, on the other hand strain their resources to respond to
diverse client information requests. This isolated approach proves to be an inefficient and costly affair, both for
Clients and Service Providers.
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It is with this in view that DSCI partnered with Ernst & Young to review the
existing frameworks and think through the advantages of certifications/ratings
based on implementation of DSCI framework and practices.  This study, especially
through its survey, attempts to understand the perspective of Client and Service
Provider organizations with respect to Service Provider assessments and takes
inputs to define a Service Provider Assessment Framework which may be useful
and acceptable to both, Clients and Service Providers.

Please visit: http://www.dsci.in/node/541

Reasonable Security Practices

The enactment and notification of the IT (Amendment) Act, 2008 [ITAA
2008] has significantly strengthened the data protection regime in India. Section
43A of ITAA 2008 mandates ‘body corporates’ to implement ‘reasonable security
practices’ for protecting the ‘sensitive personal information’ of any individual,
failing which they are liable to pay damages to the aggrieved person. The Indian
Government is expected to come out with detailed rules and regulations under
the Act that will explicitly define terms such as ‘reasonable security practices’ and
‘sensitive personal information’ amongst others. In doing so, it has been actively
engaged with the IT/BPO industry; and this study on ‘reasonable security practices’
is part of the consultation process.

DSCI partnered with TCS in conducting a review of the data protection
regulations in select countries with a view to understand the definition of practices adopted by them, since
invariably all the data protection laws talk about reasonable, adequate or appropriate practices. It is the rule
that has to provide sufficient guidance to the businesses on what is reasonable in a given context. This report
attempts to present different approaches for defining ‘reasonable security practices’

Please visit: http://www.dsci.in/node/540

Cloud Computing

Data Security and Privacy in Cloud Computing are engaging the attention of user organizations and Cloud
service providers alike. Regulators also are not far behind. What are the security risks of Cloud Computing? How
to protect data against data-leaks: intentional or unintentional? If a data breach
does occur, who’s liable? And how does one convince the regulators that a business
does indeed conduct due diligence of a Cloud service provider much the same way
it would do inside its own perimeter. These are some of the important security
and compliance concerns confronting the users and providers alike.

DSCI partnered with Wipro in carrying out this study to understand the Data
Protection Challenges in Cloud Computing.

Please visit: http://www.dsci.in/node/539
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Capacity Building

DSCI has been actively involved in developing and imparting training and capacity building for various government and
corporate entities.

CBI, NASSCOM-DSCI sign MoU to fight Cyber Crimes

National Association of Software &
Services Companies (NASSCOM)
and Central Bureau of Investigation
(CBI) entered into a Memorandum
of understanding (MoU), on
November 22, 2010, to establish
collaboration between Law
Enforcement Agencies through
Cyber and Hi-Tech Crime
Investigation & Training (CHCIT)
Centre of CBI and the IT industry
through DSCI and NASSCOM.

The MoU will help share better awareness on the emerging technologies, security standards, and best practices
amongst various enforcement agencies globally, and in meeting newer challenges in managing Cyber crimes
while preparing the stakeholders in their ability to educate and update themselves in emerging cyber technologies
leading to Cyber Crime Investigation, Training & Computer Forensics. The CHCIT Centre will serve as a networking
platform for this purpose and NASSCOM & DSCI will act as a knowledge partner for the CBI in the cyber
security areas.

Speaking on the occasion Mr. Ashwani Kumar, Director, CBI, said, “Cyber crime detection and investigation are
crucial to both the Government and private sector due to its implications for security and economy. The
government and law enforcement agencies on the one hand and the private sector led by the IT companies on
the other can come together and forge a collaboration to fight this threat. The MoU will help the law enforcement
agencies to fight the growing threat of cyber crime.”

Som Mittal, President, NASSCOM, said: “The MoU with the CBI will let NASSCOM play the role of ‘facilitator’.
It will ensure active involvement in bringing the latest technological developments from across the globe and
the industry to the CBI.”

“DSCI, with its programs on best practices, outreach, cyber security awareness, cyber crime handling, and
public advocacy with governments and regulators is getting recognized as an industry led self-regulatory
organization that is promoting the cause of data protection”, said Dr. Kamlesh Bajaj, CEO, DSCI. “Implementation
of the best practices helps minimize security breaches and if the breaches do occur, it is the investigation
capabilities of Law enforcement Agencies which can bring cyber criminals to justice. We are happy to be
associated with CBI in our role of capacity building for securing our cyber frontiers and promoting data
protection.”
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CYBER LAB TRAINING PROGRAM

Period Officers Trained
October – December 2010 427
January – December 2010 993

SHORT TERM COURSES

Period Officers and students trained
October– December 2010 430
January – December 2010 2604

CYBER SAFE THANE

Period Officers and students trained
October – December 2010 800

CERT-In Trainings

DSCI has been working with CERT-In to provide security training to Government, public sector units, and
organizations that fall under critical infrastructure definition. More than 700 officials from different government
departments and organizations across the country have attended the trainings.

Japan CERT/ CC Training program

India is a primary destination of outsourcing for Japanese organizations which have been availing Application
Development and Maintenance Services offered by Indian IT industry. With an aim to percolate secure coding
skills in the IT workforce in India and to enhance the assurance level of IT solutions delivered, DSCI in association
with CERT-In and Japan Computer Emergency Response Team Coordination Centre (JPCERT/CC) organized a
2-day workshop on ‘Secure Coding in C/C++” for Indian IT professionals at Delhi and Bangalore. The workshop
was attended by over 90 IT professionals of domestic industry to enhance their secure coding skills and it also
provided an opportunity to interface with JPCERT/CC researchers to discuss their relevant problems. 

Cyber Labs

DSCI through its Cyber Labs program has been
training law enforcement agencies on cyber
crime investigation. In this quarter, 427 officers
from Police & Dept of Public Prosecution were
trained on “Basics of Cyber Crime Investigation”
from the labs at Pune, Thane, Mumbai,
Bangalore and Haryana.

Over 430 officers and students from various
academic institutions were trained about the
cyber crime awareness under the short course
program.

More than 800 officers & students were trained about the cyber crime awareness during the Cyber Safe Week-
Thane 2010.

In addition to these, outreach program was conducted at North Eastern Police Academy.

No of Trainings 5

No of participants 140

Companies engaged for training Microsoft, IBM, Wipro Technologies, Aujas Networks  and AKS IT

Training topics Mail Server Security, Windows Security, Intrusion Detection & Mitigation,

Web Server Security and Information Security & Cloud Computing

CERT-IN TRAININGS (OCTOBER – DECEMBER, 2010)
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With a view to engage and update stakeholders in an ever changing threat landscape, DSCI has been  identifying and
developing new and relevant initiatives to re-enforce its drive in promoting data protection.

Institutionalizing of DSCI Awards for excellence in security and privacy

Indian IT/BPO industry has been recognized globally for its knowledge on data security and privacy practices
that help it achieve compliance with the regulatory requirements of the countries it serves. This has been
consistently demonstrated through the contracts and engagements with its global clients. This recognition is
being taken to a higher level with the launch of the DSCI Awards for Excellence in Security and Privacy

Through DSCI Awards for Excellence in Security and Privacy, DSCI endeavors to honour companies and
individuals who show high preparedness for data protection and privacy, and contribute in enabling India stay
as a trusted global sourcing partner of choice by clients. Awards will also be given in the Banking industry and
E-governance Projects.

Release of Computer Based Trainings

DSCI has developed a series of Computer Based Training to increase understanding and preparedness on data
protection issues. These trainings will be made available for general public in form of CDs and Online Training
Modules. DSCI will start with the following courses.

– Internet Security Awareness Course
– A Course on Dealing with Security Threat
– A Course on IT (Amendment) Act, 2008
– A Course on Data Privacy

New Initiatives

DSCI’s online presence in form of a new website, Facebook and Twitter account

DSCI understands the value of engaging with all its stakeholders and provides with multiple options and channels
to remain connected. We recently initiated following platforms for everyone to connect, interact and know
what is latest in Data Protection.

1. DSCI Website: www.dsci.in was recently redesigned to incorporate interactive Web 2.0 features. DSCI content
is now more forthcoming and the site offers easy browsing of DSCI consultation papers, policy papers and
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reports.  It provides means for sharing the content with social
networking sites, interactive updates on DSCI events. it carries
details on the programs for different target groups, as follows

1.DFIP - DSCI Framework Implementation Program
2.VIP - Vendor Interaction Program
3.EIP - Education Interface Program
4.LEIP- Law Enforcement Interface Program
5.IBP - Industry Benchmarking Program

It provides emergency services contact and gives an opportunity
for security skill registry (an individual can register their security
skills with DSCI) and many such features.

… Register your skills with DSCI at https://www.dsci.in/dsci/register/individual
      … Update yourself with changing threat landscape at http://www.dsci.in | Home Page | Threat Landscape
      … Browse DSCI position papers, consultation papers, survey & study reports at http://www.dsci.in | Home Page

| papers & reports
     … Familiarize yourself with DSCI framework DPF- http://www.dsci.in/taxonomypage/116 |  DSF- http://

www.dsci.in/taxonomypage/63
      … Keep track of DSCI events http://www.dsci.in/events

2. Social Media: DSCI provides updates, notification, event details on the social media sites in an endeavor to
connect with security and privacy professionals, industry, international bodies, etc.  Follow us on...

Facebook: http://www.facebook.com/pages/Data-Security-Council-of-India/143256382380846   
Twitter: http://twitter.com/dsci_connect   
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________ ________

Event Date Location Duration Type of Event

Banking Security Survey Release TBD Mumbai Half Day Survey Release

Cyber Crime Investigation Manual TBD Delhi 1 Day Survey Release and

Release and Seminar on LEA Seminar

DSCI - IBA Banking Security Conference Wednesday, April 20, 2011 Mumbai 1 Day Conference

Security and Privacy Awards & Friday, July 22, 2011 Bangalore 1 Day Awards ceremony &

Best Practices Meet Meet

Telecom Security Conference TBD Delhi 1 Day Conference

DSCI - NASSCOM Annual Information 17 - 18 November 2011 Delhi 2 Days Summit

Security Summit

Technology Conference 2-3 February 2012 Hyderabad/Pune2 Days Conference

3. India Security Portal: DSCI chapter members / E-security Forum can access India Security Portal
(www.indiasecure.in) to participate into various activities like blogging, closed group discussion, uploading
papers for comments, and  viewing papers, articles, survey reports and security related news, etc.

… Register yourself with India Security Portal at https://indiasecure.in/user/register

Event Calendar

DSCI has planned series of events for the year 2011. Please find below the tentative event calendar


