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Foreword

D

ata Security and Privacy in Cloud Computing are engaging the attention of user organizations and
Cloud service providers alike. Regulators also are not far behind. Cloud is a new name for services
such as webmail that have been around for nearly a decade. In very simple terms, Cloud Computing
involves programs or services that run on Internet servers. Today more and more services like document
creation, storage, workflows, email; office applications like accounting, HR, purchase, CRM among others
are being delivered from the Cloud. The benefits include the ability to gain access to one’s data from
anywhere, and not having to worry about backups or setting up disaster recovery/business continuity
centres. It’s not the home user, or a small business that’s happy to use these services without any investment
in IT infrastructure, but also the medium and large organizations that see huge opportunities in cost
saving by availing of such services in non-core areas. But all these savings come for a price. Namely, Privacy
Protection, Data Security and Compliance issues are wide open since the data is no longer under the
control of the owner. The Cloud service provider, depending upon the nature of its Cloud, can choose to
store the data at any of its servers located in different parts of the world, to bring economies of scale into
its operations. Even though they are beginning to address some of the regulatory concerns by storing an
organization’s data in a particular country only, processing may take place in other geographies since
global data flows take advantage of data-processors located anywhere in the world.
What are the security risks of Cloud Computing? How to protect data against data-leaks: intentional or
unintentional? If a data breach does occur, who’s liable? And how does one convince the regulators that a
business does indeed conduct due diligence of a Cloud service provider much the same way it would do
inside its own perimeter. These are some of the important security and compliance concerns confronting
the users and providers alike.
Finally, can the growth of Cloud services, which is a continued technology innovation in bringing efficiencies
in services, be stopped by existing laws? Will privacy protection laws act as a barrier to global data flows
because of jurisdictional issues? Will the governments create more regulations that may act as barriers to
Cloud services? The industry has to engage itself with this new service delivery model, especially because
India is expected to take to the Cloud in a big way as a new service delivery model. It’s studies such as this
that will help us debate Cloud services in a meaningful way, and work with governments and regulators
to ensure the development of policies that are in tune with the march of technology. In this report we’ve
tried to grapple with some of these concerns by surveying the user organizations and Cloud service providers.
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Executive Summary

I

ndia with its booming economy, growing domestic IT market and USD 60 billion IT and BPO industry is
uniquely positioned to immensely benefit from Cloud Computing – both as a hub for delivering Cloud
services and as a consumer of Cloud services. As predicted by Gartner, the worldwide Cloud services
revenue is expected to reach USD 148.8 billion in 2014. This will unleash enormous business opportunities
to organizations operating in India. Therefore, it becomes extremely important to closely observe and
understand the developments in Cloud Computing in India. This study especially through its survey
attempts to do the same.
There is a mixed response to the adoption of Cloud Computing services in India. Our survey reveals that
while 38% of the surveyed organizations are already using Cloud Computing services, 39% of them are
either not considering migration or following a wait and watch approach based on industry and peer
adoption trends.
With respect to the organizations using or intending to use Cloud services, our survey reveals that such
organizations are hosting non-critical applications on the Public Cloud but deploy Private Cloud for
hosting critical applications that demand data to reside within organizational systems, because of
regulatory and legal requirements or sensitivity of data involved. Thus, 66% of the organizations have
adopted or prefer to adopt Hybrid Cloud, combining the benefits of both the deployment models –
Private and Public Cloud.
‘Software-as-a-Service’ (SaaS) model is the most preferred Cloud service model being used / intended to be
used by more than 90% of the organizations surveyed though there is also a growing use or willingness
to use ‘Platform-as-a-Service’ (56%), ‘Infrastructure-as-a-Service’ (53%) and ‘Security-as-a-Service’ (53%) delivery
models amongst the surveyed organizations. Within SaaS, Email service, Web Hosting services and Customer
Relationship Management (CRM) application services are the most popular SaaS services, reflecting the
willingness of the organizations to host non-business applications on the Cloud.
There are several reasons for adopting Cloud Computing but ‘On Demand Scalability’, ‘Reduction in Capital
Expenditure’ and ‘Reduction in Operational Expenditure’ were the top three reasons selected by the surveyed
organizations. It was also encouraging to see that 34% of the organizations consider moving to Cloud as
part of their Green IT strategy.
Reflecting the concerns of the organizations worldwide with respect to adoption of Cloud Computing, our
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survey revealed that – Data Security & Privacy, Compliance issues, and Legal & Contractual issues were
perceived to be the top three challenges faced by the organizations in the adoption of Cloud Computing
with 95% of the respondents rating Data Security & Privacy as a ‘Critical’ and ‘Very Important’ challenge.
To overcome the above challenges, the respondents believe that the organizations are strengthening their
contracts with Cloud service providers by including Data Security and Privacy clauses in the contract (69%)
and conducting periodic audits of the Cloud service providers (58%). Apart from these measures,
organizations are taking the Data Security, Privacy and Compliance related considerations like ‘Standardized
security preparedness of Cloud service provider like ISO 27001 certification, ‘Demonstration of Data Security
and Privacy capabilities by Cloud service provider’, ‘Compliance demonstration capabilities’ amongst others
when evaluating a Cloud service provider.
To get a holistic perspective on Cloud Computing, it is important to look at the challenges faced by the
Cloud service providers in India. The findings of our survey show that though Cloud service providers in
India seem to face similar major challenges as their counterparts around the world – ‘Meeting multiple
regulatory requirements that arise due to servicing of multiple clients spread across different geographies’
(59%) and ‘Meeting multiple contractual requirements including audit / assessment requirements of different
customers’ (57%); ‘Technological Limitations’ (78%) is perceived to be a major challenge faced by the Cloud
service providers, which is very specific to the Indian context where network bandwidth, latency and
interoperability are seen as major hurdles.
Another bottleneck for the Cloud service providers which can hamper the Cloud adoption in India is the
prohibition of data transfer outside the country, under the Indian telecom licensing policy. Considering
the multi-tenancy, virtual and global nature of the Cloud Computing, the enforcement of IT (Amendment)
Act, 2008 (ITAA 2008) is also seen as a major challenge as Cloud Computing environment may create
jurisdictional problems with respect to global data flows. Further, in the absence of encryption policy
(which is yet to be framed) under ITAA 2008, providing robust security in the Cloud environment is another
challenge faced by Cloud service providers. The current policy under Department of Telecommunications
(DoT) licensing regulations allows encryption to an extent of only 40 bit.
To overcome these challenges, some salient recommendations have been provided in the last section of
the report. These recommendations provide direction and guidance to the user organizations as well as
the Cloud service providers vis-à-vis Data Security & Privacy, Compliance demonstration and Contract
management in the Cloud.
Through this survey, respondents recognized the role of NASSCOM and DSCI in the promotion of Security
and Privacy in increasing adoption of Cloud Computing (70%). They expect NASSCOM and DSCI to work
closely with the Indian Government to create a necessary policy response, conducive for the growth of
Cloud Computing and provide protection to end users of Cloud services (68%). They would also like to see
NASSCOM and DSCI working with Cloud service providers to ensure safe and secure Cloud environment.
This study is an important step of DSCI to chart out future plans for Data Security and Privacy in Cloud. This
will help NASSCOM and DSCI to take a position and drive the government policy initiatives for Cloud Computing.
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1.

Introduction

C

loud Computing represents the logical progression to outsourcing of commoditized services from the
same trusted IT providers that clients have used over the years. As more and more organizations are
looking for Cloud Computing services, to improve the operational and financial efficiency, provide better
support to their customers, it is imperative to understand the Data Security and Privacy issues surrounding
Cloud Computing. Further, it is also important to understand the challenges in terms of Legal, Compliance
and Regulatory requirements with respect to Cloud Computing.
Cloud Computing is about delivering computing resources in a new way and is not a new technology.
Computing services ranging from data storage, processing and Software-as-a-Service are now available
instantly, commitment-free and on-demand. From the emergence of companies through a global recession,
this new economic model for computing has found prolific ground and is seeing tremendous investment
globally. Worldwide Cloud services revenue is forecasted to reach USD 68.3 billion in 2010 and USD148.8
billion in 2014. The Cloud’s economies of scale and flexibility, however, pose data protection challenges
that are not easy to surmount. The massive concentration of resources and data presents an attractive
target to attackers and raises questions on Data Security and Privacy. The risks in Cloud Computing are
different because companies don’t have control over the infrastructure, since by definition they are not
supposed to own and operate it. Due to multi-tenant structure of Cloud, companies are not aware where
their data is residing and what resources have been shared with others.
But then, as always, new solutions are adopted by early-risk takers. Many organizations across the world
have stepped into this new avatar of computing. Indian user organizations and service providers are also
slowly catching up with the idea of Cloud Computing. The objective of this study conducted by DSCI in
partnership with Wipro was to find out the global and India specific issues related to Data Security, Privacy,
Legal and Compliance, arising out of a Cloud Computing environment. The study has also tried to figure
out how Indian industry is taking to Cloud as a computing platform, and the level of their awareness on
the risks and challenges associated with Cloud Computing in an organization. To support this study
through primary research, DSCI and Wipro conducted a survey of 71 professionals representing 48
organizations in India.
We hope the study, and the findings of the DSCI-Wipro survey, provide interesting revelations with
respect to Data Security & Privacy risks and benefits of using Cloud Computing, and will perhaps provide
guidance for potential and existing users of Cloud Computing. The study also reveals some practical
challenges that need to be addressed by user organizations as well as Cloud service providers.
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2.

The Study Methodology

T

his study highlights the Data Protection challenges in Cloud Computing in the global and Indian
environment. The study involved conducting both the primary research – in the form of a survey and
secondary research, covering the following aspects vis-à-vis Cloud Computing:
z
Different Cloud deployment models (Private, Public, Hybrid, etc.)
z
Cloud Services (SaaS, PaaS, IaaS, etc.)
z
Current Scenario and Future of Cloud Computing
z
Reasons behind considering Cloud Computing
z
Challenges in the adoption of Cloud Computing
z
Criteria for Cloud service provider selection
z
Challenges faced by Cloud service providers
z
Role of NASSCOM-DSCI in Cloud Computing ecosystem
The survey was conducted by DSCI and Wipro to understand the perception of the security and privacy
professionals on the risks and challenges associated with Cloud Computing. There were a total of 71
professionals representing 48 organizations in India who participated in this survey. As part of this study,
a case study on Wipro’s Cloud Computing capabilities has also been discussed, both from the perspective
of a user organization and as a provider of Cloud services.
T YP E O F O R G A N I Z AT I O N S S U R V E Y E D

P A R T I C I PA N T O R G A N I Z AT I O N EMPLOYEE STRENGTH

*Note: Survey outcomes (in terms of percentages) in sections 3, 4 & 5 of the report are representative of the surveyed organizations and in
sections 6 to 10 the percentages are representative of the respondents.
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3.

Understanding Cloud Computing | Models & Services

C

loud Computing is primarily a shift from the mainframe computing model to Client–Server computing
model that started in the early 1980s. It is a collection of utilities built on the Internet technologies
which offers on-demand services over the Internet. Users, no longer need to have expertise in, or control
over, the technology infrastructure ‘in the Cloud.’ It is a new delivery model for IT services, and typically
involves over-the-Internet provision of dynamically scalable and often virtualized resources.

3.1.

Definition

There are various definitions of Cloud Computing that exist in the industry. However, these definitions are
expected to get refined and definite over time as Cloud Computing is still an evolving area. Some of the
Cloud Computing definitions are:
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3.2.

Cloud Deployment Models

O R G A N I Z AT I O N P R E F E R E N C E F O R A D O P T I O N O F C LO U D D E P LOY M E N T M O D E L S

3.3.

Cloud Service Models

There are three generally accepted Cloud service delivery models - Software-as-a-Service (SaaS),
Infrastructure-as-a-Service (IaaS) and Platform-as-a-Service (PaaS). New service models are/can be derived
from these three basic Cloud service delivery models and referred as a specific Cloud service model.
In the DSCI-Wipro Cloud Computing survey, it was found that while 91% organizations are using or willing
to use SaaS as a service delivery model, there is also a growing use or willingness to use PaaS (56%) and
IaaS (53%) delivery models amongst surveyed organizations. Many enterprises have started adopting
Cloud models for basic services such as patch management, OS installation, resource upgrade, email, web
hosting services and storage etc. with overall preference given to SaaS model.
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3.3.1.

Software-as-a-Service

3.3.2.

Platform-as-a-Service
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3.3.3.

Infrastructure-as-a-Service

3.3.4.

Security-as-a-Service

Cloud Computing has enabled security controls and functions to be delivered in new ways. It has also
enabled enterprises to use security technologies and techniques that may not otherwise be cost-effective.
Enterprises often struggle to justify the expense of security controls or functions needed to respond to
security events. Cloud Computing can make security
services available at short notice and at the scale
appropriate to address the threat.
Security service providers in the Cloud make use of a
Cloud based infrastructure to conduct deeper and
faster malware analysis. They can have excessive
computing power and integrate threat information
from many clients to create an accurate understanding
of the threat. One of the primary drivers for adoption
of Security-as-a-Service is the effectiveness of external
services as compared to in-house solutions because
of constantly changing attacks and countermeasures.
The organizations also find it difficult to maintain
the skilled resources.
Many security services vendors are enhancing their
services to enable Cloud based security solutions for
customers.
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4.

Cloud Computing in India | A Mixed Response

C

loud Computing market in India currently stands at USD 110 million and is expected to reach USD
1,084 million by 2015 as per Zinnov Management Consulting Report, 2010. Within India’s Cloud
Computing market, Software-as-a-Service (SaaS) has witnessed the highest growth and it is likely to reach
a mark of USD 650 million by 2015, while Platform-as-a-Service (PaaS) and Infrastructure-as-a-Service (IaaS)
markets cumulatively would touch USD 434 million each by then.
There is a mixed response to adoption of Cloud Computing services in India. Our survey reveals that while
38% of the organizations are already using Cloud Computing services, 39% of them are either not considering
migration or following wait and watch approach based on industry and peer adoption trends.
CLOUD ADOPTION IN INDIA

One of the primary factors for adoption of Cloud Computing is the presence of huge number of Independent
Software Vendors (ISVs). ISVs generally have limited resources, but Cloud Computing model provides
them opportunities to utilise resources available at low cost.
21% of the surveyed firms are planning to host IT services on the Cloud and the pilot projects are already
initiated. Certain applications start as a pilot and after testing they are either adopted by the enterprise as
mainstream applications or get rejected. Since most of such applications are developed from scratch it
becomes easy to provision them on Cloud and can be further scaled up if required. If the pilot application
migration to Cloud environment is not successful, the application can be de-provisioned with minimal cost.
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5.

Cloud Computing Considerations | Economic Reasons
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6.

Challenges in Cloud Computing | The Hurdles

T

here are enormous benefits of Cloud Computing perceived by the user and Cloud service provider
organizations. But still the migration from traditional to Cloud Computing environment poses various
challenges for user organizations as well as Cloud service providers.
Different Cloud service providers have different infrastructure and application architectures which may be
incompatible with the existing enterprise infrastructure and application architectures. Hence most of the
organizations initiate Cloud Computing implementation with new applications. Existing applications may
continue to run on-premise and this is one of the primary reasons for adopting Hybrid Cloud.
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6.1.

Data Security Challenges

Moving from a highly secure data centre to Internet-based Cloud model will require great emphasis on
security and privacy. Migration to Cloud model has implications for all types of services and applications
to be hosted on Cloud and may require major modifications or enhancements in existing processes.
Data loss or leakage can have severe impact on business, brand and reputation, employee, partner, and
customer morale and trust. Loss of core intellectual property could have competitive and financial
implications also. Depending upon the data that is lost or leaked, there might be compliance violations
and legal ramifications.

Because of multi-tenancy nature of the Cloud it could act as a ‘honey-pot’ for hackers. If hackers could
attack the Cloud they can access data of all the companies hosted on that Cloud.
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6.2.

Data Privacy Challenges

Cloud Computing raises concerns on how Cloud service providers, user organizations, and governments
handle information and interactions. Privacy protection is thus essential to build customer trust needed
for Cloud Computing. The location of information in the Cloud may have significant effects on the privacy
and confidentiality protections of information and on the privacy obligations of those who process or
store the information. Information in the Cloud may have more than one legal location at the same time,
with differing legal consequences. A Cloud service provider may, without notice to a user, move the user’s
information from jurisdiction to jurisdiction, from provider to provider, or from machine to machine.

While our survey shows fairly consistent response in
terms of importance of privacy in Cloud Computing,
‘Accountability and ownership of Personal Information’
is rated ‘Critical’ by 51 % of the respondents.
The changing regulatory landscape in terms of
protection of personal information has also raised
concerns especially when the location where the data is stored is uncertain. This has led to 42% of
respondents rating ‘Privacy protection in trans-border data flow’ and ‘Transparency in Information practices’
of the Cloud service providers as ‘Critical.’
Some of the larger Cloud service providers have recognised privacy issue and are starting to allow user
organizations to specify the intended location of their data.

6.3.

Compliance Challenges

Meeting compliance requirements of various regulations is one of the biggest challenges in Cloud
Computing. The geographical location of data storage and processing is not definite unlike traditional
data centres. Trans-border data flows, business continuity requirements, log retention, data retention,
audit trails, etc. contribute to compliance challenges in Cloud Computing environment.
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Many public IaaS providers forbid user organizations from running network scans against their Cloud
hosted infrastructure which can make regulatory compliance impossible. However, the Cloud service
provider may limit the scope of the scan to the dedicated infrastructure allocated to the user organization.

User organizations are ultimately responsible for the security and integrity of their own data, even when
the data is held by a Cloud service provider. Traditional service providers were subjected to external audits
and security certifications. However, feasibility of such audits and assessments on the Cloud with multitenancy environment is a huge challenge for Cloud service providers. Further, ‘Distribution of ownership
between user organization and Cloud service providers’ for complying with applicable Privacy Principles
like Notice, Use Limitation, Choice & Consent, etc. is considered to be a major challenge as 68% of the
respondents rated it as ‘Critical’ or ‘Very Important’.

6.4.

Legal and Contractual Challenges

The contractual requirements for Cloud services are very important because the data may be owned,
processed and stored by different entities at different
geographical locations. Hence trans-border data flow poses
many legal problems in Cloud Computing environment.
All vendor relationships are powered by contractual agreements.
However, writing the contractual terms for Cloud environment
may be a difficult task. It has been seen that both Cloud service
provider and user organizations are not in a position to make
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certain promises because of lack of control over the Cloud environment. Generally, the Cloud service
providers would like to disagree to implied duties and obligations associated with contractual terms
which may affect its economic pricing model, and for user organizations the Cloud may be a ‘Dark Cloud’
where the interrelationship between different Cloud service providers and also between Cloud service
providers and their third party service providers is unknown.

The contractual issues in the Cloud services can be ownership of intellectual property, unilateral contract
termination, vendor lock-in, fixing liability and obligations of Cloud service providers, exit clause, ownership,
etc.
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7.

Addressing Data Protection Challenges | Measures Adopted

D

ata Security and Privacy issues must be addressed before opting for Cloud services. In the absence of
standard practices or mechanisms, organizations may take different measures to ensure protection
of Data Security and Privacy.
M E A S U R E S A D O P T E D BY O R G A N I S AT I O N S
F O R A D D R E S S I N G D ATA P R OT E C T I O N C H A L L E N G E S I N T H E C LO U D
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8.

Cloud Service Providers | The Selection Criteria

T

here are various Cloud service providers in the market, offering different type of Cloud models and
services with specialization in particular type of Cloud model or service area. The presence of a large
number of Cloud service providers with lucrative service offerings makes it difficult to compare and take
well informed decision over selecting the Cloud service provider best suitable for the business. In such a
scenario, organizations need not stick to a specific Cloud service provider but may subscribe to Cloud
services from multiple Cloud service providers based on various factors.

8.1.

Data Security, Privacy and Compliance Considerations

As mentioned in the section above, presence of a large number of Cloud service providers with lucrative
service offering makes it difficult to compare and take well informed decision over selecting the Cloud
service provider best suitable for the business. But when selecting a Cloud service provider, it becomes
very important for user organizations to take into consideration the Data Security, Privacy and Compliance
considerations as these issues could later weigh down the benefits of Cloud services or create legal issue,
if not addressed at the time of Cloud service provider selection process.
One of the criteria for selecting the Cloud service providers could be their capability to efficiently operate
in emergency situation and demonstrate its security preparedness without hampering customer’s services.
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DATA S E C U R I T Y, P R I VAC Y A N D CO M P L I A N C E CO N S I D E R AT I O N S F O R S E L E C T I N G
CLOUD SERVICE PROVIDER

Some of the other criteria for Cloud service provider selection as revealed by our survey are provider’s
capability to meet Service Level Agreements (SLAs) and Operational Level Agreements (OLAs) terms and
conditions. There are various ‘Security Operations’ parameters like availability, monitoring, data governance,
policy enforcement, liability, data ownership, auditing rights etc., which can become part of the SLAs and
OLAs. Such requirements are difficult for user organizations to establish in the Cloud environment and
even more difficult for the service providers to accept under SLAs and OLAs.
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9.

Challenges faced by Cloud Service Providers | Indian Context

A

s mentioned in section 6 of this report, there are various challenges faced by the user organizations
in adoption of Cloud Computing. It is not the user organizations alone that are facing such challenges.
As revealed by our survey, there are many challenges faced by existing and prospective Cloud service
providers. Providing Cloud services in India additionally exposes the Cloud service providers to technological
limitations that are very unique to the Indian environment.
C H A L L E N G E S FAC E D B Y C LO U D S E R V I C E P R O V I D E R S
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9.1.

Technological Limitations

When it comes to speed and reliability of
the Internet in India, the current situation
is not very encouraging. The broadband
is largely provided over land lines that are
not considered reliable in India.
Considering the Indian telecom
environment where 3G services are still not
mature, Bandwidth Limitation and Network Latency will be a challenge for the Cloud service providers to
provide their services to Indian customers. Further, connectivity over wireless is becoming more and more
popular and government has a big role to play in wireless connectivity.
Many businesses want interoperability between their in-house infrastructure and the Cloud. Many Cloud
platforms cannot interoperate because they use different technologies and they configure the environment
differently.

9.2.

Indian Legal Environment

One of the challenges for Cloud service providers that can hamper the Cloud adoption in India is the
prohibition of data transfer outside the country, under the Indian telecom licensing policy. Considering
the multi-tenancy, virtual and global nature of the Cloud Computing, the enforcement of IT (Amendment)
Act, 2008 (ITAA 2008) is also seen as a major challenge as Cloud Computing environment may create
jurisdictional problems with respect to global data flows. Further, in the absence of encryption policy
(which is yet to be framed) under ITAA 2008, providing robust security in the Cloud environment is another
challenge faced by Cloud service providers. The current policy under Department of Telecommunications
(DoT) licensing regulations allows encryption to an extent of only 40 bit.
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10.

Cloud Computing Ecosystem | Role of NASSCOM-DSCI

A

s an independent not-for-profit company established by NASSCOM, Data Security Council of India
(DSCI) has a mission to create security awareness, an accountability framework and an ecosystem
around its best practices on data security and privacy.

Respondents recognized the role of NASSCOM and DSCI in the promotion of security and privacy in
increasing adoption of Cloud Computing. They expect NASSCOM and DSCI to work closely with the Indian
Government to create a necessary policy response, conducive for the growth of Cloud Computing and
provide protection to end users of Cloud services. Respondents would also like to see NASSCOM and DSCI
working with Cloud service providers to ensure safe and secure Cloud environment. Some of them also
felt that NASSCOM and DSCI should assume advisory role and guide the user organizations in their Cloud
adoption and come up with the benchmarking of Cloud service providers against their data security and
privacy practices.
DSCI has been closely watching the development around the Cloud Computing, keeping itself abreast of
recent trends by working closely with market analysts like Gartner, Forrester, etc. It closely interacts with the
leaders of the IT industry, and with domestic industry to understand the issues in Cloud Computing. Cloud
Computing has been, and continues to be an important subject in DSCI’s deliberations and discussions.
This study is an important step of DSCI to chart out future plans for security and privacy in Cloud. This will
also help NASSCOM and DSCI to take a position and drive the government policy initiatives for Cloud
Computing.

19

Data Protection Challenges in Cloud Computing

11.

Cloud Service Providers in Indian Market | Case Study

T

he growth of Cloud Computing in India is attracting major global players to India and they have
started setting up Cloud Computing services in India. Cloud Computing vendors across the globe
consider India as strategic place for Cloud Computing.
Indian big IT players and small companies are getting into Cloud services business by forming strategic
partnerships and alliances or trying to build Cloud service capabilities themselves. Some of the Indian IT
companies are building ‘Private Cloud’ for internal use and also offering Cloud services to their existing
user organisations with the purpose of optimizing the computing power of their data centers. The
companies find it more cost effective and convenient to manage security within Private Clouds. It is also
proving more efficient in terms of provisioning flexibility. Indian IT companies are building Cloud Computingbased solutions in all the Cloud Computing areas like SaaS, PaaS and IaaS.

11.1.

Wipro Case Study

Wipro has been in the forefront of IT services innovation and has been helping enterprises drive business
transformation by harnessing the power of technology. Wipro Cloud Computing services offer IT solutions
to address customer’s requirements on a pay-per-use model, with dynamic infrastructure provisioning
capabilities. Wipro Cloud Computing Service provides solutions that improve efficiency and effectiveness
of IT in organizations by leveraging Wipro’s domain knowledge, system integration expertise, Tier-3 data
centres and industry partnerships.

11.1.1. Service Portfolio - Wipro’s Cloud Computing offerings
Wipro’s Cloud services assist customers in the journey towards adopting Cloud Computing technologies.
The objective of these services is to help enterprises define an overarching strategy for Cloud Computing
that is low on risk and high on relevance, practicality, and impact.
The Technology Infrastructure Services (TIS) group of Wipro Technologies has expertise in management of
highly complex and geographically spread infrastructure for very large customers. The technical
understanding of Cloud Computing technologies, coupled with the expertise of providing Infrastructure
Services to large customers has helped Wipro define a comprehensive set of services for customers.
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The process of evaluating, adopting and employing Cloud technologies involves five broad phases. The
Cloud offerings from Wipro include services that address each of these phases in a focused and integrated
manner:
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Challenges and Learning
z

z

z
z

z

Similar to traditional IT, Cloud requires a level of hand holding for service recipients. Customers
need lot of assistance hence the Help desk is critical.
Cloud services can be customized as per the user requirements. Users would want various
predefined configurations of infrastructure, as well as a catalogue of software infrastructure
components.
Implementing effective chargeback mechanism is important for driving judicious usage behaviors.
It is important to integrate the process of capacity planning, resource allocation, support, security
and disaster recovery for successful Cloud implementation.
Support for multi-hypervisor technologies was critical because of different development
environments needed.

Benefits / Value Delivered
In general the benefits or value delivered by Wipro Cloud services are as follows:
z
Lowers capital expense and helps create a variable cost structure which better matches payment
to usage
z
Enables rapid provisioning of IT infrastructure
z
Provides flexibility to scale the IT environment, based on business requirements
z
Enables organizations to move towards an asset-less environment
z
Optimizes budgets and significantly reduces costs
A large institution may have separate IT teams for its various functions. Each team would procure its own
servers, applications, and infrastructure. The teams build the utilization rate at 50 percent, but the rate may
be as low as 30 percent. Enterprises don’t use a tremendous amount of server capacity. Wipro’s w-SaaS
should reduce the cost of what it would take a company to turn its apps into a software service by about
50 percent. After other costs, including what a software company pays Wipro, the total cost savings would
be between 10 percent and 20 percent.
Wipro also created its own Cloud using servers from 50 centres of excellence. It is a multi-tenant Cloud
hosting the applications Wipro developed. The Cloud:
1.
2.

Reduced procurement time from 30 days to a few hours and procurement costs by 30 percent.
Reduced energy consumption substantially.

Wipro systems integrators helped build a SaaS platform for a Japanese customer that allows third-party
organizations to build and host their applications as services. The easiest way for an application vendor to
reach multiple users is to offer the application in the Cloud. It’s the least expensive way to market.
Wipro also built an e-commerce site for a U.S. retailer using SaaS. The Cloud meant the retailer treats the ecommerce site in every country as a tenant on its Cloud. Now the retailer has a single platform that’s
available everywhere in the world.
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11.1.2. Cloud Computing adoption in Wipro
Problem Statement
z
More than 50 Wipro Innovation Centres of Excellence (CoE) across multiple locations raising
requests for hardware resources
z
Delays in Provisioning Hardware
z
Ineffective Utilization of Operations Staff
z
Central Management of Infrastructure
z
Loss of Data / Artifacts
z
Tracking of Assets
Analysis Done
z
80% of hardware resources were for generic compute/storage capacity
z
80% of the support requests were to install / reinstall / update the servers for project with
standard software
z
Addressing user requests in the event of loss or retrieval of project data
Implementation
z
Implemented virtual Cloud infrastructure with high-end servers, storage & virtual tape library in
3 locations
z
Identification and Implementation of changes in processes for procurement, operations & support
z
Preparation of architecture blueprint to address network, security and migration issues
z
Roadmap to enhance the services for future needs like High Availability, Dynamic Scalability
Key Outcomes
z
Reduced the server provisioning time to a few hours
z
Procurement of physical servers reduced by 30% and achieved cost savings ~ Rs. 90 lakhs
z
Substantial savings expected in Energy consumption
z
Ability to support 90 virtual servers hosting both production & development environments
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12.

Recommendations

I

t is important not to discourage adoption of Cloud services because of Data Security & Privacy, Compliance
or Legal & Contractual concerns. The benefits of Cloud, as also revealed in our survey and Wipro case
study, make a strong business case for organizations to ‘get on’ the Cloud, but in doing so user organizations
need to evaluate and redefine their data protection strategies to meet the challenges posed by Cloud
Computing. Following are some recommendations that can help user organizations as well as the Cloud
service providers to overcome the challenges vis-à-vis adoption of Cloud Computing:
z

When selecting a Cloud service provider, user organizations should ensure that they are aware
where the Cloud service provider hosts their data, how long the data will be stored and what
happens to the data once the contractual relationship terminates. Understanding of all these
aspects is important for demonstrating compliance with regional laws, as they may restrict the
trans-border flow of data or may have requirement for data storage beyond a particular period.

z

Wherever possible, user organizations should examine and assess the relationship and
dependencies of Cloud service providers’ third party management. Based on these dependencies,
user organizations should build appropriate contracts incorporating Service Level Agreements,
legal provisions and safeguards.

z

User organizations should involve business, IT and legal team in framing of the contract provisions
to ensure that Cloud service provider’s terms of services do not hinder user organization’s
objectives and business requirements.

z

User organizations should comprehensively build:
-

inventory of all the data elements and their dependent systems that are to be moved to
the Cloud
understanding of the Service Level Agreements, contractual requirements, and Cloud
service providers’ terms and conditions
alternative assessment options where Cloud service provider restricts Vulnerability
Assessment / Penetration Testing or limits the availability of audit logs or activity
monitoring due to on-demand provisioning and multi-tenancy environment of the
Cloud
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-

z

Major concerns about the data protection capabilities and practices of Cloud service providers
come merely from the inability of the user organizations to validate the claims and controls of
Cloud service providers. Therefore, Cloud service providers need to be more transparent about
their processes, certifications, information practices, locations, techniques, and so forth through
different mechanisms like webinars, reports, events, etc. and thus create more visible assurances.
Creating visibility over their information practices will enable their customers to validate Cloud
service providers’ practices and controls more efficiently and effectively.

z

User organizations should ensure that Cloud service providers:
-

-
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asset inventories that account for assets supporting Cloud services and are under the
control of the Cloud service provider
metrics and standards for measuring performance and effectiveness of information
security management, prior to moving into the Cloud

deploy appropriate safeguards to prevent unauthorized disclosure, alteration, or
destruction of data
deploy compartmentalization techniques to isolate its customers from one another
effectively manage encryption even on multi-tenant environment
use strong storage encryption that renders data unreadable when storage is recycled,
disposed of, or accessed by any means outside the authorized applications, processes,
and entities
understand the privacy restrictions inherent in data entrusted by the user organization
have incident detection and analysis tools that assist in incident management and help
in legal discovery and government intervention

z

Both user organizations and Cloud service providers should develop robust information security
governance, regardless of the service or deployment model. Collaborative governance structures
and processes between the two entities should be identified as necessary, both as part of the
design and development of service delivery, and service risk assessment.

z

Security standards and certifications specific to Cloud environments need to be developed for
successful implementation of Cloud services. SLAs alone may not be able to cover each and
every aspect of data security and privacy. On the other hand, auditors need to move beyond the
process audits like SAS 70 to something that offers deeper operational insight on the Cloud
services or processes.
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