
Our Vision

Harness Data Protection as a

lever for economic

development of India through

global integration of practices

and standards conforming to

various legal regimes.

Our Mission

The Mission of DSCI is to create

trustworthiness of Indian

companies as global sourcing

service providers, and to send

out a message worldwide that

India is a secure destination

for outsourcing where privacy

and protection of customer

data are enshrined in the

global best practices followed

by the industry.

Our Objectives

l Data Protection

l Best Practices

l Capacity Building

l Enforcement

l Independent Oversight

l Dispute Resolution

l Cyber Crime Speedier Trial
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Security Framework in Indian

Banks

MUMBAI

April 26, 2010

U P C O M I N G  E V E N T S

Contract Guidelines for

BPOs

DELHI

May 21, 2010

DSCI Best Practices

Meet

BANGALORE

June 25, 2010

f o r  m o r e  i n f o r m a t i o n ,  v i s i t  w w w . d s c i . i n

D
SCI Framework and Practices are based on sound principles that are

focused on security of data, with an additional dedicated approach to

privacy. This has helped DSCI entrench itself as an important player in

the security and privacy domain. DSCI is working with a couple of service

providers for piloting implementation of its framework.
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The diagram below shows the DSCI Security Framework (DSF©) Implementation Methodology:

Benchmarking of Service Providers

Based on the Data Security Survey 2009 conducted by DSCI, a benchmarking exercise was carried out with

one of the leading service providers. The objective was to assess and benchmark the security capabilities of

the service provider against the current industry standards as highlighted by the survey findings.
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DSCI Activities Update

CYBER SECURITY AWARENESS PROJECT

l Seminar on Best Practices for Data Protection (Jaipur and Ahmedabad)

Continuing its awareness

creation drive DSCI under the

Cyber Security Awareness

Program, organised awareness

events on Best Practices for

Data Protection in Jaipur and

Ahmedabad in the month of

February and March 2010

respectively.

A senior speaker from DSCI

presented the DSCI Security

and Privacy Framework and

explained in detail the framework implementation methodology which is currently being pilot tested

at couple of large service providers. A perspective of the technology model derived out of this

framework was also explained highlighting the mapping of products and services of two leading

security vendors.

The events had interesting sessions on e-Security in One Day International Cricket with a case study

of the India-South Africa one day match recently held in Jaipur, Consequences of Data Leakage, IT

(Amendment) Act 2008 and Data Protection etc.

l DSCI Chapters Update

Moving ahead with the aim of “creating a community of security professionals and expanding its

outreach” in tier 2 cities of India, DSCI created its chapters in Jaipur and Ahmedabad on February 26,

2010 and March 17, 2010 respectively. The awareness events  saw active participation from IT,
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Manufacturing, Pharmaceutical and ITES companies. To moderate the day-to-day activities of the

chapter, Anchor and Co-Anchor of the chapters were decided during the launch events and Special

Interest Groups (SIGs) were identified and formulated along with their members.

l DSCI-KPMG Data Security Survey 2009 - Online Outreach

Report of the Data Security Survey

2009 was released on 30th December

2009 by Secretary, DIT in presence of

participants from DIT, NASSCOM,

DSCI, Cert-In, KPMG, GlobalLogic etc.

The survey report was circulated to a

wide array of audience from industry

vertical including IT, ITES/BPO, BFSI,

Telecom, Manufacturing sectors and

leading Institutions like FICCI, CII,

ASSOCHAM, IDRBT, IBA etc.

INDIA CYBER LABS

The four Cyber Labs (at) in cities including Mumbai, Pune, Thane and Bangalore continued their drive

of building capacity amongst police officers, public prosecutors, officers from defense forces, banking

officials, students from school & college. During the quarter, the Cyber Labs conducted training and

awareness sessions for around 203 personnel in Bangalore, Mumbai and Pune.

DSCI also started talks with Haryana Police Academy, Madhuban for setting up a cyber lab in their

campus that will help building the capacity of the police officers in the field of cyber crime

investigation. This cyber lab is expected to start in the first quarter of FY 2010-11. The cyber lab has

been sponsored by GENPACT and IBM Daksh. DSCI also received the grant from Lakshmi Vilas Bank for

setting up a state of the art cyber lab in Chennai as well.

ENHANCED VISIBILITY OF DSCI AS A SELF-REGULATORY ORGANISATION (SRO)

DSCI has been engaged in copious activities with stakeholders in India as well as abroad. Activities

such as awareness events, best practices formulation, data security surveys, policy papers, speaker

sessions have proven to be a useful means of not only creating DSCI’s visibility but enhancing it from

time-to-time. Some of the key highlights are as under:

National Events and Activities

l Organized Seminars on Best Practices for Data Protection in Jaipur and Ahmadabad cities

l Organized Round Table meeting on Standard Contractual Clauses in the EU Data Protection Directive

95/46 with Ms. Vaiji Raghunathan, Counsel at Reitler Kailas & Rosenblatt LLC, a New York Law Firm
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LEGAL FRAMEWORK OF DATA PROTECTION IN THE EU

DSCI organised a meeting with Advocate Vaiji Raghunathan, Counsel at a New York Law Firm on the

Standard Contractual Clauses in the EU Data Protection Directive 95/46 on March 5, 2010. DSCI also

posted a paper on Legal Framework of Data Protection in the EU drafted by her on its corporate

website. The paper highlights the liabilities of the service providers, as an importer of data that are

increasing day by day with evolving compliance regulations. These regulations are now proactively

advocating governance of Transborder data flow. European Union, in particular is more proactive in

issuing directives that would potentially affect service providers. It becomes an imperative to

understand the challenges and legalities of Transborder data flows from European Union. This paper

is available for viewing on www.dsci.in under “RESOURCE LIBRARY” section.

l Presented a paper on Data Security and Privacy Concerns in the IT & BPO Industry during a Workshop

on “Information Technology Laws and Related Intellectual Property” organized by Faculty of Law,

Delhi University

l Keynote address on DSCI Best Practices for Data Protection during the ISACA Conference held in

Mumbai on 22nd February 2010

International Events and Activities

l Presentation on “India: building a new Ecosystem for Cyber Security and Data Protection” in 1st

International Conference of Project RISE (Rising Pan-European and International Awareness of

Biometrics and Security Ethics) in Hong Kong

l Presentation on “Security and Privacy challenges in the Unique ID Project of Govt. of India” during

a program on “Ethical and Policy Implications of Global Mobility and Security” of RISE Consortium

in Brussels

DSCI PRESENTED POSITION PAPER TO THE CHAIRMAN, UIDAI ON SECURITY AND PRIVACY CONCERNS

IN THE UID PROJECT

Data Security Council of India (DSCI)

prepared a position paper on Security

and Privacy challenges in the UID

project. The paper was submitted to

UIDAI on January 21, 2010 for

consideration by the authority. This

position paper reached 1330 people

through the DSCI corporate website.

The paper is available for viewing on

www.dsci.in under the “RESOURCE

LIBRARY” section.
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DSCI continued its membership drive during the fourth quarter of 2009-10, offering services like

access to DSCI Best Practices Framework (DSF© and DPF©), Document Eco-system developed under

the Content Aggregation Program for Best Practices, Security White Papers, Survey Reports, (and)

Survey Questionnaires for Self-Checks etc. that it generates from time-to-time to all member

companies.

Within a span of 9 months, DSCI successfully enrolled over 400 small, medium and large size companies

as its member. These members are from the IT, ITES/BPO, Public sector, Manufacturing and BFSI,

Telecom, Security Vendors & Consultants etc.

From April 1, 2010 DSCI opens its Membership for all the companies from different sectors, with

extended services and offerings.

Companies, who are interested in subscribing to the membership and knowing more about the

services on offer, may contact Data Security Council of India at info@dsci.in. Please use “MEMBERSHIP

ENQUIRY” in the subject line of your email.

________
u

________

DSCI Membership


