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DSCI Analysis of the National Cyber Security Policy, 2013 

 

DSCI welcomes the National Cyber Security Policy (NCSP), 2013 as an affirmative step in the right 

direction. The policy will enable integration of ongoing and new activities and programs under an 

umbrella framework with a cohesive vision and a set of sustained and coordinated strategies for 

implementation. The policy points out a complete ecosystem by virtue of which a secure computing 

environment can be created in India. It takes into consideration many latest developments and 

discussions that are taking place internationally in the area of cyber security. 

 
Operating in cyberspace exposes entities including governments, businesses and individuals to 

multitude of risks and challenges. These challenges and risks include coordination of efforts at national 

level, protection of critical information infrastructure,  ICT supply chain risks, policy and legal framework 

capable of addressing technology advancements,  robust standards and their implementation verified 

through regular audits, cyber threat intelligence gathering and dissemination, crisis management and 

incident response, information sharing between government and businesses and between businesses, 

availability of cyber security experts, cyber-crime investigations, research and development for cutting 

edge technology, awareness levels of employees, citizens and consumers, international cooperation and 

public-private partnership models. The NCSP takes holistic view of all these challenges and risks, and 

details out strategies for addressing them to a great extent even though it avoids going into specifics. 

DeitY must be congratulated for devising such a comprehensive policy. The challenge, however, is in 

implementation of the policy and defining the specifics. The policy provides provisions for 

operationalization through detailed guidelines and plans of action at various levels. It also suggests 

taking a prioritized approach for implementation to address the most critical areas first, without 

identifying such priority areas.  

 

It is heartening to find that many of the recommendations of the NASSCOM-DSCI report ‘Securing Our 

Cyber Frontiers’ are incorporated in the policy. The key recommendations of the Joint Working Group 

(JWG) report on ‘Engagement with Private Sector on Cyber Security’ are also covered by the policy. The 

emphasis of these two reports was on formulation of public-private partnerships to address cyber 

security issues and the NCSP rightly gives prominence to public-private partnerships for implementation 

of strategies in many of the identified areas including protection of critical information infrastructure, 

human resource development, supply chain and R&D. 

 

Generally, the cyber security policy of various countries including the US has taken a market driven 

approach for implementation, i.e., the policies encourage businesses to adopt various security measures 

but don’t  mandate them either through policy or legislation, even though many such policies mandate 

security measures on government departments or agencies. Such a market driven approach has been 

criticized for a variety of reasons including inadequacy of voluntary efforts for ensuring national security 

requirements. The US took a strategic shift in the policy direction by trying to bring legislation for cyber 

security, which was not passed. The US government then brought out the executive order to strengthen 

cyber security. However, even this executive order did not mandate businesses to implement security 

measures but is intended to facilitate information sharing between government and businesses and 

promote voluntary adoption of cyber security framework.  
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It is interesting to analyze NCSP from this context – market driven versus regulatory approach. The 

policy seems to convey that the government is taking the combination of both the approaches – market 

and regulatory driven. For instance, the policy on one hand mentions encouraging organizations to 

designate CISO, develop information security policies, adopt guidelines for procurement of trustworthy 

ICT products and services, earmarking of specific budget for security and goes to the extent of providing 

fiscal schemes and incentives to encourage organizations for strengthening information infrastructure 

with respect to cyber security1. It encourages ‘all entities to periodically test and evaluate the adequacy 

and effectiveness of technical and operational security control measures.’2 But on the other hand, the 

policy mentions ‘mandatory periodic audit and evaluation of the adequacy and effectives of security of 

information infrastructure, as may be appropriate.’3 The policy does not specify which ‘information 

infrastructure’ and is subject to further clarification. However, if one analyzes other sections of the 

policy, and relates with the sections above, one may reach the conclusion that the intention of the 

policy is to mandate security measures for e-governance services and critical information infrastructure. 

The policy ‘mandates implementation of global security best practices, business continuity management 

and cyber crisis management plan for all e-governance initiatives’4. The same has been mandated for 

critical sector entities5 in addition to ‘encouraging and mandating as appropriate, the use of validated 

and certified IT products’, ‘mandating security audit of critical information infrastructure on periodic 

basis’ and ‘secure application / software development process’ and goes to the extent of ‘mandating 

certification for all security roles.’ The policy, however, does not specify the critical information 

infrastructure, though the DeitY website has enlisted critical sectors as Defence, Finance, Energy, 

Transportation and Telecommunications.6 Once the detailed implementation guidelines and plan of 

action come out, they should explicitly identify the critical information infrastructure. The provisions 

which are mandatory in the policy need deeper analysis based on the experience of other countries and 

the Indian context. As cited earlier, the US had to withdraw the cyber security bill which mandated 

security standards in the wake of industry finding it difficult and costly to implement. In the process, 

they have lost time in making their critical information infrastructure more secure.  

 
As discussed in the NASSCOM-DSCI report ‘Securing Our Cyber Frontiers’ though regulations may be 

necessary they should not add to cost without necessarily improving security of critical information 

infrastructure. Too much of government intervention through regulations can also undermine business 

innovation; it can make it uncompetitive. The better approach would be to incentivize the private sector 

to invest in security beyond what is required by business requirements through appropriate instruments 

such as the government funding, tax reliefs, awards & recognition, liability protection, cyber insurance, 

etc. The policy already has such provisions, which is commendable. The incentives should be unveiled in 

the detailed action plan. Only when such market driven approach fails, should the government think of 

bringing light weight legislation for critical information infrastructure protection that is developed in 

partnership with the industry. 

 

                                                           
1
 NCSP 2013 - IV.A. Creating a secure cyber ecosystem 

2
 NCSP -2013 – IV.B.(7) Creating an assurance framework 

3
 NCSP 2013 - IV.D.(2) Strengthening the regulatory framework 

4
 NCSP 2013 - IV.F.(1) Securing e-Governance services 

5
 NCSP 2013 - IV.G. Protection and resilience of Critical Information Infrastructure 

6
 http://deity.gov.in/content/strategic-approach 

http://deity.gov.in/content/strategic-approach
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Another focus area of the NCSP is indigenous development of cyber security products through cutting 

edge R&D.7 The policy direction to work with the industry through joint R&D projects and setting up 

Centers of Excellence is commendable. However, the key objective of developing indigenous security 

technologies is to enhance security levels especially to address national security concerns. This objective 

is in line with the Triad Policies of the government on Electronics, IT and Telecommunications. In the 

Securing Our Cyber Frontiers report it has been emphasized that India should be able to mitigate 

security risks arising from procurement of ICT products, especially from foreign vendors, and yet take 

full benefits from the global supply chain that includes access to world class products, services and 

expertise at competitive prices. Giving preference to indigenous products for national security reasons 

may not be the right policy direction, primarily for two reasons – Firstly, deploying domestically 

developed products may not necessarily reduce the supply chain risks, since these need to be tested 

globally in real life environment. Secondly, if other countries take such an approach to this problem, it 

will adversely impact India’s outsourcing industry, which will be set to lose out to domestic companies in 

such countries. Therefore, to effectively address such risks without affecting business competitiveness 

and country’s image as a promoter of global trade & market, India should build its capacity to mitigate 

ICT supply chain risks. And, in fact, NCSP rightly focuses on building testing infrastructure and facilities 

for IT security product evaluation. The infrastructure should be rolled out on priority in PPP mode. Work 

is already underway to conceptualize this project under the JWG at National Security Council Secretariat 

(NSCS). The focus on developing indigenous products must be there but for the reasons of economic 

growth, targeting the global security market, and not solely driven by national security concerns. 

 

International Cooperation and Advocacy is one of the key dimensions of any country’s cyber security 

strategy or policy as no nation can secure itself in isolation - cyberspace is without boundaries, cutting 

across multiple jurisdictions.  The NCSP does have provisions to facilitate information sharing and 

cooperation with other countries by developing bilateral and multilateral relationships, however, these 

statements do not seem to fully establish the leadership role that India, as a large economy, huge 

domestic IT market, preferred IT supplier and third largest internet base, should play in the international 

arena. India needs to take leadership in a variety of areas in cyber security including development of 

international security standards, protection profiles for testing of ICT products, cyber security norms and 

conventions, solutions to the issues of Internet governance, among many others. A separate strategy, 

similar to other strategies enlisted in the policy, supported by requisite activities could have been 

articulated to give more prominence to international cooperation and advocacy. 

 

The revelation of PRISM program in the US has reignited global debate on national security versus right 

to privacy. Many governments’ programs for national security and cyber security raise privacy concerns. 

It is the responsibility of the governments to assuage such concerns by establishing adequate safeguards 

for protecting privacy. In this context it is appreciable that one of the objectives of NCSP is to enable 

safeguarding of privacy of citizen’s data8, even though no specific strategy or activity to achieve this 

objective has been mentioned in the policy.  

 

                                                           
7
 NCSP 2013 - III.(6) and IV. H 

8
 NCSP 2013 – III (10) 
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A commendable job has been done by the government by bringing a comprehensive cyber security 

policy. The road ahead in terms of defining the implementation plan will be an arduous task. The due 

diligence for defining the plan must take into consideration the possible implications – positive and 

negative both - of each policy statement. So, for instance, the impact of mandating stringent security 

measures on critical sectors that are not mature in security implementations, or implications of 

mandating procurement of verified IT products without having adequate testing facilities (resulting in 

procurement delays or  adversely affecting ‘go to market’ strategy of products) must be considered 

when drafting the action plan for effective implementation.  

 

The policy is expected to boost the cyber security products and services market in India, providing 

significant opportunities to security product and services companies and auditing firms. It is also likely to 

give impetus to the domestic security industry esp. the startups offering niche and innovative security 

products. The policy items once implemented would create direct and indirect jobs as many new 

infrastructures such as training institutes, testing labs, centers of excellence, R&D projects, sectoral 

CERTs, among others would be established. Overall, the policy implementation can be expected to 

contribute positively to the economic growth of the country, but this contribution should not come at 

the cost of policy becoming a hurdle for businesses and that too without necessarily improving or 

strengthening security posture. To avoid such risks, a well thought out implementation plan that is 

practical and relevant, which balances the desired goals and on ground realities and takes into account 

the interests of concerned stakeholders including the industry will be crucial. Further, the policy 

implementation plan must take cognizance of existing initiatives undertaken or being planned by 

different entities including government agencies and industry and take a cohesive and collaborative 

approach to achieve desired outcomes and avoid duplication of efforts. 

 

DSCI has been engaged with the government including DeitY, NSCS, MHA, MEA on cyber security 

matters and is fully supportive of government’s efforts to strengthen cyber security ecosystem in the 

country though implementation of strategies identified in NCSP. As a unique industry body focused on 

cyber security and data protection, DSCI is an important stakeholder in the cyber security ecosystem and 

is playing an important role in many of the government and industry initiatives including providing 

industry view and policy inputs on variety of policy related matters, acting as industry coordinator for 

PPP initiatives under JWG at NSCS , developing security and privacy frameworks, running cyber labs for 

training police officials with support of DeitY and industry, proposed knowledge partner for cyber crime 

investigation program (CCIP) of MHA, raising awareness on cyber threats among businesses, 

professionals and citizens, contributing in the development of international standards among others.  

DSCI is willing to work with the government in preparing a detailed action plan to implement strategies 

identified in NCSP and to execute specific responsibilities and projects under PPP mode. 

 

Summary of Possible Impact and Opportunities: 

 

1. Rationalization of government efforts on cyber security through better coordination between 
different government agencies. 

2. Change in the ICT procurement processes of orgs esp. critical sectors and e-gov projects to focus 
on security of products; driving the suppliers to develop security in products; also increase in 
acceptability of tested products. 
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3. Enhanced collaboration between government and industry on cyber security matters. 

4. Enhanced collaboration between organizations esp. within critical sectors on information 
sharing on cyber threats, sharing of best practices, etc. 

5. Sensitization of organizations towards need to enhance maturity of security practices and 
elevation of security function within organizations esp. in critical sectors and e-governance. 

6. Increase in demand for security professionals including implementers, managers, auditors, 
trainers; Creation of new jobs. 

7. Increased investments in security giving boost to cyber security products and services market in 
India; providing significant opportunities to security product and services companies and 
auditing firms. 

8. Impetus to the domestic security industry esp. the startups offering niche and innovative 
security products. 

9. Better coordinated R&D through collaboration of government, industry and academia. 

10. Sensitization of citizens, consumers and employees on cyber security threats and basic and best 
practices. 

11. Sensitization towards protection of personal information against cyber threats and in pursuance 
of security programs. 

 

Summary of Concerns: 

 

1. Mandating security measures through regulations - regulations may add to costs, create hurdles 

for businesses and may undermine innovation without necessarily improving security; Impact of 

mandatory measures on sectors that are not mature in security implementations. 

2. ICT Supply Chain risks – positioning of indigenous products as more secure products. 

3. Implications of mandating procurement of verified ICT products without adequate testing 

facilities - delay in procurements and / or affecting the ability of the suppliers to timely position 

products in the market. 

4. International Cooperation and Advocacy not given due prominence – the policy does not seem 

to fully establish the leadership role that India should play in the International arena.
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