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Global & National News Analysis 
Facebook Malware Poses as Flash Update, Infects 110K  
A Trojan is making its way around the world’s most populous social network, infecting some 110,000 
Facebook users in just two days. The malware spreads itself by posting links to a pornographic video 
from the account of previously infected users. The postings nearly no more than 20 friends of the 
infected. If and when a user opens the link contained in the post, the video begins to play but then 
stops and asks the viewer to install a fake Flash player containing a Trojan downloader with the actual 
malware. 

http://threatpost.com/facebook-malware-poses-as-flash-update-infects-110k-users/110775  

 
British Army unveils 'Twitter troops' for social media fight  
British Army  is planning to create a new unit for psychological and social media warfare to help 
Britain "fight in the information age" and control the "narrative" of warfare. The unit will try to control 
the narrative of warfare as the UK and US struggle to combat the information methods used 
by Russia and the Islamic State group, to either conceal true military activities or give them publicity 
via social media. 
 
http://www.channel4.com/news/british-army-military-social-media-unit-twitter-troops 

Comments on Facebook: Supreme Court quashes the FIR 
The Supreme Court of India quashed FIRs registered by the Bengaluru Traffic Police for criminal 
intimidation against a couple for posting adverse comments on its Facebook page. A bench of Justices 
quashed the criminal prosecution against the couple in their judgment, observing that they were well 
within their rights to air their grievances in a public forum like Facebook. 
 
http://m.thehindu.com/news/national/karnataka/comments-on-facebook-supreme-court-quashes-
firs-against-couple/article6810048.ece/ 

France Mulling New Laws to Curb Hate Content in Social Media 
The French government is considering the introduction of new laws that will make Internet 
companies like Google and liable for posts inciting terrorism, Bloomberg reported. 
 
This comes against the backdrop of the Charlie Hebdo massacre by Islamic terrorists that, apart from 
creating a global outcry, put pressure on France to spare no efforts in tackling the menace. 
http://www.nasdaq.com/article/france-mulling-new-laws-to-curb-hate-content-in-social-media-
20150128-00786#ixzz3QXaHs2E7 
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Mumbai Cybercrime cell to get more muscle 
The Maharashtra state government has decided to grant more manpower and facilities to the 
cyber crime cell, which deals with online crimes such as stalking, identity theft, and hacking. 
The police will also get new and well-equipped labs, better software and technical tools apart 
from more trained manpower to deal with cybercrime. 
 
http://www.dnaindia.com/mumbai/report-cybercrime-cell-to-get-more-muscle-2052328 

Mumbai Police awarded for effective fight against cybercrimes 
Mumbai Police won DSCI Excellence Awards 2014 for capacity building of law enforcement 
agencies have bagged an award for initiating proactive steps to tackle cyber crime and 
building capacities to address investigation needs of online space. 
 
http://zeenews.india.com/news/maharashtra/mumbai-police-awarded-for-effective-fight-
against-cyber-crimes_1520864.html  

Data Security Council of India (DSCI) Updates 
 

India-EU FTA negotiations  

DSCI participated in the India-EU JWG deliberations and raised the issue of market access on data 
flow from the EU to India.  EU adequacy requirements affect top line revenue, whereas instruments 
such as Model Contract are complex and inconsistently implemented. The negotiation with the EU, 
initiated in 2010, led to setting of the Expert Group by the EU to find a solution. An India specific 
Model Contract, is under development.  

 

Meetings in Washington D.C. 

DSCI participated in the India-US ICT JWG  meeting in Washington D.C. and presented Indian industry 
views and developments in cyber security, cloud computing, data localization, cross border data flows 
and Internet governance. As part of the government-industry track, specifically made presentation on 
the existing PPP initiatives in cyber security in India, impact of restrictions on cross border data flows 
on Indian IT industry, data localization issues including issues related to lawful access to data in cloud 
which is one of the key drivers behind governments taking the policy direction of localization of data.  
 
On the sidelines of the JWG meeting, DSCI also met US Trade Representative office, FTC and the 
World Bank officials to discuss issues related to cross border data flows, localization of ICT 
infrastructure and existing enforcement mechanisms in US-EU Safe Harbor and APEC Cross Border 
Privacy Rules (CBPRs). 
 

Internet governance (IG) matters  

A paper was submitted to Deputy NSA recommending India to pitch for a multi-stakeholder model, 
actively participate in the IANA stewardship transition and ICANN accountability reform process, and 
showcase a unified stance on all Internet governance matters at all global forums backed by scientific 
studies and robust open consultation process.  
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DSCI also participated in an industry consultation meeting organized by the Ministry of External 
Affairs on IG matters. DSCI articulated its position in line with the above. 
 

 
 

E-Commerce issues 

A meeting by DoC was convened to discuss issues related to e-commerce industry and proposal 
presented by the US, EU and Japan at the WTO. Following issues were discussed; efforts facilitating 
the growth of e-commence in India; FDI; taxation; localization of servers; access of data in cloud, cross 
border data flow and data protection. As far as these are concerned, aspect of e-commerce has policy 
implications for IT services industry which does not support data localization.  DSCI is of the view that 
efforts of some countries to inhibit flow of data in the name of public policy objectives like privacy 
should be opposed by India. Based on the request of DoC, DSCI prepared and submitted its response 
to the proposals being discussed at WTO to NASSCOM for making a joint submission. 

Parliamentary Committee on cyber pornography 

Supported DeitY by involving industry in the discussions led by Parliamentary Committee on the 
spread of cyber pornography among children. Over 15 experts from industry, civil societies and law 
enforcement participated in the discussions. The meetings were held in Hyderabad & Goa. 
 

DSCI Certified Privacy Professionals (DCPP©) registration open 

DSCI Certified Privacy Professionals (DCPP©) certification program launched was launched on the 
sidelines of Annual Information Security Summit 2014 by R. Chandrashekhar, President, NASSCOM. 
Registration is open and the candidates will be able to schedule exams starting February. 30 Honorary 
DCPP certifications was conferred by President NASSCOM to prominent industry leaders who have 
done exemplary work in the privacy domain. 

 
                To register please click here: https://www.dsci.in/certifications/dcpp 

 
e-Security Index of India  

Execution of Phase II of the “e-security index project’ awarded by DeitY underway. Meetings with key 
government and industry stakeholders organized to solicit inputs. First PRSG was held on Feb 5 where 
members were apprised with the developments on the project. 

Engagement with NASSCOM-SSC 

Continued working closely with NASSCOM-SSC for developing a proposal for skill development in 
information security domain for submission to NSDC for funding. 
 

DCPLA (DSCI Certified Privacy lead Assessors) training  

18th DCPLA© Training and Certification program was held in Chennai. Total no. of professionals 
trained till now stands at 315 from over 110 organizations. 

 
Data Privacy Day  

Celebrated International ‘Data Privacy Day’ on and around January 28, 2015. DSCI chapters organized 
meetings on various topics around privacy in 7 cities, engaging over 250 professionals. It also 
circulated DSCI Desktop theme, conducted online quiz and social chat. DSCI congratulate the winner 
and runner-ups of the Privacy Quiz. 

 
• Winner: Partha Chakravarty, Infosys Limited 
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• 1st Runner up: Subramaniam Lakshmi Narayanan, FIS 
• 2nd Runner up: Vishrut Sharma, Accenture Services Pvt. Ltd 

 
ASEAN Conference on Cyber Security 

CEO presented his views on ‘Role of Public-Private Partnership in Cyber Security’ at the India - ASEAN 
Conference on Cyber Security Conference. He highlighted the need of stakeholder’s collaboration and 
underscored the efforts by the government in this area. 

 
On the sidelines of the ASEAN Conference a workshop was also organized on cyber security for 20 
delegates from ASEAN countries and Indian industry leaders 

 
Senior Management Meet by PetroFed 

CEO delivered the inaugural address at ‘Senior Management Meet’ on Information Security organized 
by PetroFed. He highlighted the increasing threat landscape in Indian perspective. He specially 
highlighted DSCI efforts initiated for the energy sectors. 

 
Data Privacy talk at Indian Oil Corporation  

DSCI participated and delivered a talk on ‘Data Privacy’ specially focusing on the growing importance 
of data privacy in the Indian Context at a seminar by Indian Oil Corporation Ltd. 

 

Kolkata Cyber LAB  

MoU signed with UCO Bank, Allahabad bank, United bank to run Kolkata Cyber Lab. 
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