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How cyberattacks can be overlooked in America's most critical sectors 

 

In some of the American economy’s most crucial sectors like energy, there's a lack of consensus on 

what exactly should be considered as a 'cyber incident' – and whether technical mishaps, even without 

malicious intent, should count. 

 

http://www.csmonitor.com/World/Passcode/2015/0323/How-cyberattacks-can-be-overlooked-in-

America-s-most-critical-sectors 

 

 

Energy cos. fail to collaborate on cybersecurity, NSA and execs agree 

 

Energy firms have failed to collaborate and share information to prevent malicious cyberattacks on 

electric grids and energy infrastructure. Cyberattacks on energy companies have risen beyond petty 

hacks with increase of industrial espionage. 

 

http://www.bizjournals.com/houston/morning_call/2015/03/energy-cos-fail-to-collaborate-on-

cybersecurity.html?page=all  

 

The Latest Threats to Global Energy Security 

 

Global energy security is faced with formidable threats, both physical and cyber. Cyber threats are real 

– and growing – but the existing infrastructure remains more vulnerable to physical and weather-

related events than any domestic or foreign hacker. 

 

http://oilprice.com/Energy/Energy-General/The-Latest-Threats-To-Global-Energy-Security.html 
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Will Low Oil Prices Prompt Cutbacks in Cybersecurity Spending? 

 

Over 40 percent of the recent cyber-attacks in North America targeted the oil, energy and resources 

segments. Thus, it would be unwise and inappropriate to compromise some areas of security and 

safeguards, whether they address workplace safety, environmental impairment, pollution or 

cybersecurity. 

 

http://www.rigzone.com/news/oil_gas/a/137655/Will_Low_Oil_Prices_Prompt_Cutbacks_in_Cyber

security_Spending 

 

 

Cyber Crime Risk Posed by Smart Meters Has Been Exaggerated 

 

The smart meter initiative in UK has drawn suspicions form different sectors regarding the potential 

risks associated with it, cyberattacks being one of them. The companies have although denied this and 

said the doubts have been exaggerated. 

 

http://www.cbronline.com/blogs/cbr-rolling-blog/cyber-crime-risk-posed-by-smart-meters-has-

been-exaggerated  

 

 

Intel Security reveals CIP tech for unprepared energy sector 

 

Intel announced the Intel Security CIP which is a state of the art technology platform meant to secure 

the electric power grid. The risk of cyberattacks on critical infrastructure is no longer theoretical, but 

building security into the grid is challenging due to the amount of legacy infrastructure and the 

importance of availability of service. 

 

http://www.cbronline.com/news/cybersecurity/physical/intel-security-reveals-cip-tech-for-

unprepared-energy-sector-4525458 

 

 

Kuwait’s second cyber security conference kicks off 

 

Minister of Oil and Minister of State for National Assembly Affairs Ali Al-Omari has stressed the need 

for non-stop development of measures for protecting digital economy and curbing cybercrimes. Cyber 

space has brought about radical changes in the world's economy offering more than two billion people 

direct access to economic and social data, CEO of the Kuwait Petroleum Corporation (KPC) Nizar Al-

Dasani told the event. Al-Dasani recalled cyber-attacks that targeted two of the Middle East's largest 

energy companies, Saudi Aramco, and Qatar's Raps Luffa Liquefied Natural Gas Company (Ragas), in 

September 2012. 

 

http://www.kuna.net.kw/ArticleDetails.aspx?id=2430128&language=en 
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C3 Energy CEO: 10 Smart Engineers Could Bring Down the Grid ‘in 4 Days’ 

 

Ensuring a secure, advanced and reliable electricity system remains a challenge for world economies. 

Electrical grid is indeed a significant achievement in energy sector, but cyber threats pose a growing 

concern.  

 

http://www.greentechmedia.com/articles/read/c3-ceo-says-ten-smart-engineers-could-bring-down-

the-grid-in-four-days 

 

 

DSCI Updates  
 

Inauguration & Release of DSCI Cybercrime Investigation Training Material – Level 2  

New Delhi, April 7, 2015 

Inauguration and release of Cybercrime Training Material Level‐2 on April 7, 2015 was held 

at India Habitat Centre in New Delhi.  Shri G.K. Pillai, Chairman, DSCI and Former Home Secretary, 

Government of India released the publication at the event, ‘Meeting the Cybercrime Challenge 

through Capacity Building’. Created as a standardized curriculum to train police officers in a five day 

program through DSCI Cyber Labs, the training material focuses on latest developments in 

technological and legal aspects of cybercrime investigation and takes police officers through 

theoretical aspects including appreciation of cyber forensics tools and technologies, used for 

investigations.  

Read press release: 

https://www.dsci.in/sites/default/files/Press%20Release_Inauguration%20of%20CTM%20Level-

2V1.pdf 

 

9th Cybercrime Awareness Workshop for Law Enforcement Agencies 

Dehradun, March 24-25, 2015 

Held exclusively for officials from law enforcement, the ‘Cybercrime Awareness Workshops for LEAs’ 

arose from the need to supplement training programs for police officers, public prosecutors, judiciary, 

and adjudicating officers by building their capability in combating cybercrimes in states where cyber 

labs were not operational. State DGP Shri BS Sidhu, who inaugurated the workshop, said as per 

statistics number of cases related to cybercrimes is more than that of other traditional offences like 

theft, burglary and dacoity in the police stations. Police officers and police personnel were being given 

training to effectively crack cybercrime cases. 

Press Coverage: https://www.dsci.in/content/two-day-workshop-cybercrime-begins-dehradun 
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FS-ISAC Cyber Security Summit 2015 

Bengaluru, 18 March, 2015 

Given the increasing global cyber risks faced by Indian financial services, rising demand for FS-ISAC 

membership from India, and domestic developments with respect to creation of similar forums in 

India, FS-ISAC (Financial Services Information Sharing and Analysis Center) collaborated with Goldman 

Sachs, DSCI (Knowledge Partner) to bring this prestigious global event to India, for the first time ever. 

Themed as “FS-ISAC cyber security India summit: Leveraging collective intelligence and analytics for 

enhancing cyber defence”, the summit provided a conducive platform for global thought leaders in 

cyber security to share new developments, issues, insights, solutions and best practices across various 

topics including security intelligence, insider threats, malware analysis, cyber espionage, etc.  

 

DSCI Certified Privacy Professionals (DCPP©) Certification Program 

Launched in December 2014, DSCI Certified Privacy Professional (DCPP©) certification program 

empower students and working professionals with knowledge, and equip them with necessary skills 

to advance their career in privacy. A Privacy Body of Knowledge (PBoK) was also released which covers 

privacy concepts, update on current privacy landscape in India and in major economies, technology 

aspects that impact privacy and equip them with necessary knowledge and skills to step into the 

domain of privacy.  

The program is aimed to certify individuals working in industry and government- from lawyers, 

compliance officers, information security auditors and graduates and others who are willing to 

enhance their understanding and knowledge on privacy – as security or privacy professionals. 

 

For more details and to register please CLICK HERE  

 

Upcoming Events  
 

Microsoft Symposium  

April 17, 2015, Mumbai 

 

DSCI Certified Privacy Lead Assessor (DCPLA©) 

April 22-24, 2015, Bengaluru  

 

DSCI Pune Chapter CISO Roundtable  

May 6, 2015, Pune  

 

https://www.dsci.in/certifications/dcpp

