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News 

SEBI worried over lack of framework to fight cyber-attacks on markets 

According to government data, more than 700 government websites hosted under 'gov.In' and 'nic.In' 

domains have been hacked by cyber criminals since 2012. SEBI chairman, in a recent interview, expressed 

his worry over state sponsored cyber-attacks. There are worries that the vulnerability in markets are 

increasing and the lack of a framework increasing cyber resilience of securities market increases such 

concerns. Similar worries exist globally, where a few countries have been victims of malware targeting 

financial markets. 

Read:http://www.business-standard.com/article/pti-stories/create-framework-to-fight-cyber-

attacks-on-mkts-sebi-115040800379_1.html  

Government clears setting up of National Cyber Coordination Centre (NCCC)  
 

About Rs.800 crore had been sanctioned for this purpose establishing NCC. NCCC is expected to 

coordinate between intelligence agencies, specifically during network intrusions and cyber-attacks. Its 

mandate may also include cyber intelligence sharing among agencies. We hope that once the center is 

active, it will go a long way in helping keep India safe from the increasing menace of cyber-threats.  

Read:http://computer.financialexpress.com/news/government-clears-setting-up-of-national-

cyber-coordination-centre/11277/  

Indian Army site hacked 

The Principal Comptroller of Defence Accounts (Officers) (PCDAO) website was reportedly hacked late last 

month. Officers are unable to access their salary details on the website and fear that vital and sensitive 

data related to officers’ service and financial details may have been stolen. Such incidents point towards 

the growing need for government ministries, departments and agencies to protect themselves against 

cyber threats. With greater reliance on digital technology, we need to accept that threats and 

vulnerabilities will continue to grow complex and the only resolute response will come by way of 

recognizing the need for information security within various government entities. 

Read: http://tech.firstpost.com/news-analysis/indian-army-site-hacked-does-india-have-the-
right-attitude-to-tackle-cyber-crime-262503.html  
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Bengaluru cops to hackers: come work with us, solve our cyber-crime cases 

The Bengaluru police have urged ethical hackers to help them solve the escalating number of cyber-crime 

cases in the state. Bengaluru Deputy Commissioner of Police (DCP) Abhishek Goyal used twitter to reach 

out to the community to come forward and assist his department. In the present cyber age, it is imperative 

that collaboration is encouraged and skills beyond those available within the organization are sought to 

tackle the increasingly sophisticated nature of cyber-crime.  

Read:http://indiatoday.intoday.in/technology/story/bengaluru-cops-to-hackers-come-work-

with-us-solve-our-cyber-crime-cases/1/430485.html 

 

Dr. S.S. Chahar assumed charge of the post of Member (Judicial), Cyber Appellate 

Tribunal 

Dr. S.S. Chahar,  an  officer  of  Indian  Legal  Services,  formerly  Secretary to the Government of India  and 

Member Secretary, Law  Commission of India has assumed charge of the post of Member  (Judicial), Cyber 

Appellate Tribunal, Department of Electronics &  Information  Technology,   New   Delhi   on   April,   1st  

2015.   His appointment   has   been   made   under   Section   49(1) of   the Information Technology Act, 

2000. 

Read: http://catindia.gov.in/Default.aspx  

Reports/Releases 

10 Principles to Make Innovation Work for State Governments 

The IT Alliance for Public Sector (ITAPS), an alliance of leading technology companies in the US has 

released a list of 10 principles which State Governments may use to help them drive investment in 

information technology (IT) goods, services and solutions with narratives and case studies of similar 

successes in other locales. While these are cases from the US; the best practices shared are applicable 

universally.  

Read: http://itaps.itic.org/home/ITInnovationStrategy.pdf  

 

Approach and Key Components of e-Kranti: National e-Governance Plan 2.0 

The Union Cabinet chaired by the Prime Minister, Shri Narendra Modi, gave its approval for the Approach 

and Key Components of e-Kranti: National e-Governance Plan (NeGP) 2.0. This program has been 

envisaged by the Department of Electronics and Information Technology (DeitY) and is an important pillar 

of the Digital India program. The Mission of e-Kranti is to ensure a Government wide transformation by 
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delivering all Government services electronically to citizens through integrated and interoperable systems 

via multiple modes, while ensuring efficiency, transparency and reliability of such services at affordable 

costs. The thrust areas of the e-Kranti – electronic delivery of services under the Digital India program are 

Technology for Education (e-Education), Health (e-Healthcare), Farmers, Financial Inclusion, Planning, 

Justice, Security, Planning and Cyber Security  

Read: http://pib.nic.in/newsite/PrintRelease.aspx?relid=117690  

DSCI Updates  

Dr. Kamlesh Bajaj demitted office of CEO, DSCI 

April 10, 2015 witnessed the outgoing of Dr Kamlesh Bajaj from the office of the CEO, DSCI after serving 

for nearly seven years. Dr Bajaj, was the founding CEO of DSCI. In his leadership, DSCI work expanded 

substantially specially in public advocacy, engaging government on IT Act, Cyber security, Privacy laws, 

Internet governance and many more, which is today an integral to Information and cyber security 

landscape. His strategic directions in thought leadership, have been a pedestal for many initiatives at DSCI. 

As an industry body, DSCI today is a focal point for data protection matters in India. 

Rama Vedashree, VP, NASSCOM has been appointed as officiating CEO, DSCI. 

Response to TRAI Consultation Paper on Regulatory Framework for OTT Players 

DSCI framed and submitted its responses to TRAI Consultation Paper on Regulatory Framework for OTT 

Players. The responses in particular were against the questions (Question 6 & 7) pertaining to the work 

of DSCI. DSCI views on the above aforementioned questions are given below:  

 On Question 6, DSCI is of the view that security concerns should be viewed from a risk 

point of view that should not only cover communication services, but entire gamut of 

services that run over the Internet.  

 On Question 7, DSCI comments with justifications on how should OTT players offering 

application services ensure security, safety and privacy of the consumers, besides 

ensuring protection of consumer interest.  

DSCI responses on TRAI Consultation on Regulatory Framework for OTT services are also 

available on TRAI website.  

DSCI-Microsoft Security Symposium  

The DSCI-Microsoft Security Symposium was held in Mumbai. The half day symposium was 

marked by four plenary session. These divulged in the areas of coordinated and collaborative 

security, an architectural paradigm for securing mobility and BYOD, security imperatives in public, 

private and hybrid cloud, besides exploring the security transformation to Digital India.   
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DSCI Certified Privacy Lead Assessor (DCPLA©) Training and Certification 

Program 

19th DCPLA© Training and Certification program was held in Bangalore. 15 participants from 

organizations including Infosys, DuPont, Aris Global, SLK Global, TCS, EXL, World Vision India, Yodlee 

Infotech, Capillary Technologies attended the three day training and certification program. Total no. 

of professionals trained till now stands at 330 from over 120 organizations. 

DSCI-NASSCOM Pune IS Security Roundtable meeting  

DSCI Pune Chapter organized DSCI-NASSCOM IS Security Round Table meeting in April. The 

meeting focused on various sessions ‘Emerging challenges for IS Security Community’, Enterprise 

Digital Transformation, Embarking on a journey to deploy ISO27001-2013, Secure Coding 

Practices some do's and don'ts and others.  

Dr. Arvind Tilak, Chair, DSCI Pune Chapter and Mohit Bhishikar, CIO, Persistent Systems were key speakers 

at the roundtable. 

DSCI Blog launch 

Data Security Council of India formally launched its blog on April 13, 2015, to encourage experts, leaders 

and organizations to share their thoughts with the information security community in India, and the world. 

The blog shall accept contributions as per editorial guidelines. Read more: http://bit.ly/1PilaWn 

  

Upcoming Events  

Best Practices Meet, July 9-10, 2015 

DSCI-RSA Roundtable Meeting on Architectural approaches in Managing Identity and Access (Invites 

Only), New Delhi, May 21, 2015 

DSCI-RSA Roundtable Meeting on Security Analytics (Invites Only), Mumbai, June 12, 2015 

Cybercrime Awareness Workshop for Law Enforcement Agencies, Kerala Police Academy –Thrissur28-

29 May, 2015 
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