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Indian e-Commerce sector: Bird’s eye view 
The India e Commerce market will reach $6 billion in 2015 - a 70 percent increase over 2014 revenue 
of $3.5 billion according to Gartner, Inc. There are several facilitators for this growth which include an 
increase in the number of Internet users and an increased proportion of online shoppers within those 
users, growth in the per-shopper transaction value and continued flow of capital by willing investors. 
Digital commerce facilitates a transaction over the Web, and supports the creation and continuing 
development of an online relationship with a consumer or business customer across multiple retail, 
wholesale, mobile, direct and indirect sales, call centre, and digital sales channels. Currently online 
travel dominates the e-commerce market but in the future, e-tailing will drive the growth. 

Privacy & Security challenges for e-Commerce 
The e-commerce industry faces a challenging future in terms of the security risks it must avert. 
Criminals are becoming more and more sophisticated in the deceptions and attacks they can perform. 
Novel attack strategies and vulnerabilities only really become known once a perpetrator has 
uncovered and exploited them. Security challenges such as Distributed Denial-of-Service (DdoS) 
attacks, attacks on applications trying to exploit vulnerabilities are on constant rise. Consumers of e-
commerce too are targeted with phishing attacks and social engineering techniques, attempting to 
acquire sensitive information such as usernames, passwords and credit card details, by masquerading 
as a trustworthy entity in an electronic communication. 

DSCI initiatives in e-Commerce Sector 
DoC on e-Commerce issues 

A meeting by DoC was convened to discuss issues related to e-commerce industry and proposal 
presented by the US, EU and Japan at the WTO. Following issues were discussed; efforts facilitating 
the growth of e-commence in India; FDI; taxation; localization of servers; access of data in cloud, cross 
border data flow and data protection. As far as these are concerned, aspect of e-commerce has policy 
implications for IT services industry which does not support data localization.  DSCI is of the view that 
efforts of some countries to inhibit flow of data in the name of public policy objectives like privacy 
should be opposed by India. Based on the request of DoC, DSCI prepared and submitted its response 
to the proposals being discussed at WTO to NASSCOM for making a joint submission. 

DSCI e-Commerce forum1 

DSCI, in its endeavour to promote data security and privacy in ecommerce has instituted an 
ecommerce forum which would serve as a platform for exchange of ideas and thoughts 
among ecommerce players and stakeholders. As a part of this initiative, we are establishing 
chapters in three cities: Delhi-NCR, Mumbai and Bangalore. The intent is to make data security 
high on the agenda of ecommerce firms.  

It makes us immensely happy to invite the industry entities to become a part of this journey 
and make data privacy and security part and parcel of their corporate identity. 

1 https://www.dsci.in/taxonomypage/1092 

   

                                                            



 

DSCI Excellence Awards 2014  

Make My Trip India Pvt. Ltd won DSCI Excellence Awards 2014 for Security in e-commerce 
Segment. 

 “We are delighted to be recognized for our efforts towards securing the data and privacy of our 
customers. Being among India’s pioneering e-Commerce companies and the largest OTA, MakeMyTrip 
has been privileged to serve millions of customers. Our focus on website and information security drove 
our initial efforts to evangelize e-Commerce in India. Customer information is our most critical 
information asset. We have invested heavily in strengthening our overall security posture and 
tremendously value the recognition of our efforts through this Award. MakeMyTrip has also led 
innovation in the domain of security in e-commerce and we look forward to partnering with like-
minded folks to contribute to industry-leading enhancements.” 

          Make My Trip India  

DSCI Excellence Award 2014: Security Leader of the year in the e-Commerce Sector was 
won by Mr. Bharat Panchal from National Payments Corporation of India. He played an 
instrumental role in implementation of novel technologies. 

 “The award is mark of confidence we have created among the entire financial ecosystem for this 
country. This also shows about commitment to provide safe and secure payment system to the 
nation.”    

Mr. Bharat Panchal, National Payment Corporation of India (NPCI) 

DSCI-Threat Metrix AISS workshop 

In our flagship event AISS-Annual Information Security Summit 2014, we conducted a workshop in 
collaboration with Threat Metrix on security challenges, especially authentication and fraud 
challenges, faced by e-commerce organizations and how to combat such threats with use of 
technology. The workshop witnessed encouraging turnout with professionals from varied domains 
participating proactively in it. 

 

DSCI Updates  
India-EU FTA negotiations  

DSCI participated in the India-EU JWG deliberations and raised the issue of market access on data flow 
from the EU to India.  EU adequacy requirements affect top line revenue, whereas instruments such 
as Model Contract are complex and inconsistently implemented. The negotiation with the EU, initiated 
in 2010, led to setting of the Expert Group by the EU to find a solution. An India specific Model 
Contract, is under development.  

 

Meetings in Washington D.C. 

DSCI participated in the India-US ICT JWG  meeting in Washington D.C. and presented Indian industry 
views and developments in cyber security, cloud computing, data localization, cross border data flows 
and Internet governance. As part of the government-industry track, specifically made presentation on 
the existing PPP initiatives in cyber security in India, impact of restrictions on cross border data flows 
on Indian IT industry, data localization issues including issues related to lawful access to data in cloud 
which is one of the key drivers behind governments taking the policy direction of localization of data.  
 

   



On the sidelines of the JWG meeting, DSCI also met US Trade Representative office, FTC and the World 
Bank officials to discuss issues related to cross border data flows, localization of ICT infrastructure and 
existing enforcement mechanisms in US-EU Safe Harbor and APEC Cross Border Privacy Rules (CBPRs). 
 

Internet governance (IG) matters  

A paper was submitted to Deputy NSA recommending India to pitch for a multi-stakeholder model, 
actively participate in the IANA stewardship transition and ICANN accountability reform process, and 
showcase a unified stance on all Internet governance matters at all global forums backed by scientific 
studies and robust open consultation process.  

 
DSCI also participated in an industry consultation meeting organized by the Ministry of External Affairs 
on IG matters. DSCI articulated its position in line with the above. 

Parliamentary Committee on cyber pornography 

Supported DeitY by involving industry in the discussions led by Parliamentary Committee on the 
spread of cyber pornography among children. Over 15 experts from industry, civil societies and law 
enforcement participated in the discussions. The meetings were held in Hyderabad & Goa. 

 

DSCI Certified Privacy Professionals (DCPP©) registration open 

DSCI Certified Privacy Professionals (DCPP©) certification program launched was launched on 
the sidelines of Annual Information Security Summit 2014 by R. Chandrashekhar, President, 
NASSCOM. Registration is open and the candidates will be able to schedule exams starting 
February. 30 Honorary DCPP certifications was conferred by President NASSCOM to 
prominent industry leaders who have done exemplary work in the privacy domain. 

 
                To register please click here: https://www.dsci.in/certifications/dcpp 

 
e-Security Index of India  

Execution of Phase II of the “e-security index project’ awarded by DeitY underway. Meetings 
with key government and industry stakeholders organized to solicit inputs. First PRSG was 
held on Feb 5 where members were apprised with the developments on the project. 

Engagement with NASSCOM-SSC 

Continued working closely with NASSCOM-SSC for developing a proposal for skill 
development in information security domain for submission to NSDC for funding. 
 

DCPLA (DSCI Certified Privacy lead Assessors) training  

18th DCPLA© Training and Certification program was held in Chennai. Total no. of 
professionals trained till now stands at 315 from over 110 organizations. 

 
Data Privacy Day  

Celebrated International ‘Data Privacy Day’ on and around January 28, 2015. DSCI chapters 
organized meetings on various topics around privacy in 7 cities, engaging over 250 
professionals. It also circulated DSCI Desktop theme, conducted online quiz and social chat. 
DSCI congratulate the winner and runner-ups of the Privacy Quiz. 

 

   

https://www.dsci.in/certifications/dcpp


• Winner: Partha Chakravarty, Infosys Limited 
• 1st Runner up: Subramaniam Lakshmi Narayanan, FIS 
• 2nd Runner up: Vishrut Sharma, Accenture Services Pvt. Ltd 

 
ASEAN Conference on Cyber Security 

CEO presented his views on ‘Role of Public-Private Partnership in Cyber Security’ at the India 
- ASEAN Conference on Cyber Security Conference. He highlighted the need of stakeholder’s 
collaboration and underscored the efforts by the government in this area. 

 
On the sidelines of the ASEAN Conference a workshop was also organized on cyber security 
for 20 delegates from ASEAN countries and Indian industry leaders 

 
Senior Management Meet by PetroFed 

CEO delivered the inaugural address at ‘Senior Management Meet’ on Information Security 
organized by PetroFed. He highlighted the increasing threat landscape in Indian perspective. 
He specially highlighted DSCI efforts initiated for the energy sectors. 

 
Data Privacy talk at Indian Oil Corporation  

DSCI participated and delivered a talk on ‘Data Privacy’ specially focusing on the growing 
importance of data privacy in the Indian Context at a seminar by Indian Oil Corporation Ltd. 

 

Kolkata Cyber LAB  

MoU signed with UCO Bank, Allahabad bank, United bank to run Kolkata Cyber Lab. 
 

News update  
 
IBM unveils servers targeting e-commerce, mobile app economy 

http://articles.economictimes.indiatimes.com/2015-01-19/news/58231318_1_transactions-
mainframe-cascade 
 
E-commerce and point-of-sales among biggest targets for data breaches 

http://www.itbusiness.ca/news 

 
eBay hit with massive security breach, asks all users to change passwords 

http://www.theverge.com 
 
RBI working to fix e-commerce payments post Uber case 

http://businesstoday.intoday.in/story/rbi-working-to-fix-e-commerce-payments-post-uber-case-

says-raghuram-rajan/1/213954.html 
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A hacker group has shared 13,000 passwords of sites like Amazon, Walmart 
http://www.businessinsider.in/A-Hacker-Group-Has-Shared-13000-Passwords-To-Sites-Like-
Amazon-Walmart/articleshow/45656006.cms 

Park ‘N Fly, OneStopParking Confirm Breaches 

http://krebsonsecurity.com/2015/01/park-n-fly-onestopparking-confirm-breaches/ 

 

Shopping online? Beware of fakes 

http://m.timesofindia.com/tech/tech-news/Shopping-online-Beware-of-

fakes/articleshow/45934537.cms 

 

Security and Risk Mitigation Measures for Electronic Payment Transactions 

http://rbi.org.in/scripts/NotificationUser.aspx?Id=7874&Mode=0 
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