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Law enforcement agencies must scale up capacity 
to fight cyber crimes' 

 
S_SubramaniumThe Union Finance Minister, Mr P.Chidambaram, along with the Nasscom Chairman, Mr Rajendra S. 
Pawar, releasing the Nasscom-DSCI report in New Delhi on Monday. Photo: S. Subramanium 

NEW DELHI, APRIL 30:  
Law enforcement agencies need to quickly scale up capacity to fight cyber crimes as the dimensions 
of security problem increase manifold in the online space, the Home Minister, Mr P. Chidambaram, 
said today. 
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“We have taken numerous steps to protect the physical infrastructure...I think all that we have done 
to protect the infrastructure in the physical space seems to be a lighter task than when we face 
threats that have been outlined in the cyber space,” Mr Chidambaram said while launching a report 
on cyber security prepared by software industry body Nasscom. 

Security problem 

He said the dimension of the security problem “grows manifold in crimes on cyber space” with 
offences such as identity theft, hacking, financial fraud, child pornography and corporate espionage. 

“From a national security point of view, this is an important report and law enforcement agencies 
should quickly scale up their capacity to deal with these new crimes,” Mr Chidambaram said. 

The report titled ‘Securing Our Cyber Frontiers’ prepared by Nasscom and Data Security Council of 
India suggested setting up a national structure for cyber security, which would clearly define the 
roles and responsibilities of stakeholders. 

National threat intelligence centre 

It has also recommended establishing a National Threat Intelligence Centre, which would integrate 
all the existing information sources. 

Mr Chidambaram said some of the recommendations overlap with several ongoing initiatives of the 
Government. 

“Discussions have been held and we are on advanced stage of creating a national structure for cyber 
security. We are also thinking of setting up a National Threat Intelligence Centre. 

“Needless to say capacities have to be built in the various law enforcement agencies in cyber crime 
investigations and cyber forensics. We have to build lawful interception capabilities,” he added. 

Nasscom also recommended creating and maintaining an inventory of critical information 
infrastructure. 

The work is underway to “prepare inventory critical information infrastructure...testing labs for 
accreditation of ICT products are also being set up,” the Minister said. 

Other recommendations by Nasscom include designing and implementing a competency framework 
and setting up a Centre of Excellence for best practice in cyber security. 

Besides, it has suggested establishing a cyber command within the defence forces. 
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Govt to create national structure for cyber security: 
Chidambaram 
Agencies Posted online: Mon Apr 30 2012, 13:23 hrs 

New Delhi : In the backdrop of rising cyber crime, Home Minister P Chidambaram disclosed on Monday 

that the government proposed to create a national structure for cyber security and establish a National 

Threat Intelligence Centre. 

“No one is immune to cyber crime and attacks,” he said, recalling that there had been cyber attacks on 

the Prime Minister's Office (PMO), CBI and other government infrastructure. 

“Discussions have been held and we are at an advanced stage of creating a national structure for cyber 

security. We are also thinking of setting up a National Threat Intelligence Centre,” Chidambaram said. 

Launching a report on cyber security prepared by software industry body Nasscom, he said there was a 

need to build capacity in various law enforcement agencies in cyber crime investigations and cyber 

forensics. 

Chidambaram said dimensions of security problem increased manifold in the online space and “we have 

to build lawful interception capabilities”. 

The report, 'Securing Our Cyber Frontiers', by Nasscom and Data Security Council of India (DSCI) 

presented to Chidambaram by outgoing Nasscom Chairman Rajendra Pawar, has suggested setting up a 

national structure for cyber security, which would clearly define the roles and responsibilities of 

stakeholders. 

It has also recommended establishing a National Threat Intelligence Centre, which would integrate all 

existing information sources. 

“We have taken numerous steps to protect the physical infrastructure...I think all that we have done to 

protect the infrastructure in the physical space seems to be a lighter task than when we face threats that 

have been outlined in the cyber space,” he said. 

Chidambaram said the dimension of the security problem “grows manifold in crimes on cyber space” with 

offences such as identity theft, hacking, financial fraud, child pornography and corporate espionage. 
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“From national security point of view, this is an important report and law enforcement agencies should 

quickly scale up capacity to deal with these new crimes,” he said. 

The minister, however, said some of the recommendations overlap with several ongoing initiatives of the 

government. 

Nasscom and DSCI had constituted the Cyber Security Advisory Group (CSAG), under the chairmanship 

of Rajendra Pawar, Kamlesh Bajaj (DSCI CEO) as Member Secretary and experts from public and private 

sector and law enforcement. 

The Group was mandated to come up with recommendations for consideration by the government on 

public-private partnership in capacity building and policy making. 

“Attacks on critical infrastructure supporting technology can have effects similar to those achieved by 

traditional wars. I believe the report will help the government create policy instruments and public-private 

partnership models for enhancing cyber security in the country,” Pawar said. 

Chidambaram said work is underway to “prepare inventory critical information infrastructure. Testing labs 

for accreditation of ICT products are also being set up”. 

“Cyber space is a national asset...the way forward is obviously to work together. While the government 

and government agencies will remain principal players, the undeniable fact is that there are millions of 

private players and the challenge to cyber security can not be met unless they work together,” he said. 

Other recommendations include designing and implementing a competency framework and setting up a 

Centre of Excellence for best practice in cyber security, besides establishing a cyber command within the 

defence forces. 

“The cyber command should be equipped with defensive and offensive cyber weapons and manpower 

trained in cyber warfare,” the report said. 
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 Print Story 

Chidambaram urges increased capacity to fight cyber crime 

fe Bureau 
Posted online: 2012-05-01 03:50:33+05:30 

New DelhiHome minister P Chidambaram on Monday urged law enforcement agencies to quickly scale up the 

capacity to fight cyber crimes as the dimensions of security problem including offences such as identity theft, hacking, 
financial fraud, child pornography and corporate espionage, are increasing manifold in the online space. 

“We have taken numerous steps to protect the physical infrastructure. I think all that we have done to protect the 
infrastructure in the physical space seems to be a lighter task than when we face threats that have been outlined in 
the cyber space,” he said while releasing a report on cyber security prepared by Nasscom and Data Security Council 
of India (DSCI). 

The report called ‘Securing Our Cyber Frontiers’ suggested setting up a national structure for cyber security, which 
would clearly define the roles and responsibilities of stakeholders. It highlights cyber security issues at the national 
and global level, need for cooperation and for information age response to the cyber challenge. 

It has also recommended establishing a National Threat Intelligence Centre, which would integrate all existing 
information sources such as sectoral computer emergency response teams (CERTs), intelligence bodies and security 
alerts issued by security vendors. 

“Discussions have been held and we are in advanced stages of creating a national structure for cyber security. We 
are also thinking of setting up a National Threat Intelligence Centre as no one is immune to cyber crime and attacks,” 
he added. 

Other recommendations by Nasscom include designing and implementing a competency framework and setting up a 
Centre of Excellence for best practice in cyber security along with establishing a cyber command within the defence 
forces. 
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National Threat Intelligence Centre proposed: PC 
30 April 2012 

Press Trust of India 

NEW DELHI, 30 APRIL: In the backdrop of rising cyber crime, home minister Mr 

P Chidambaram disclosed today that the government proposed to create a national structure for cyber 

security and establish a National Threat Intelligence Centre. 

 

“No one is immune to cyber crime and attacks,” he said, recalling that there had been cyber attacks on the 

Prime Minister's Office (PMO), CBI and other government infrastructure. 

“Discussions have been held and we are at an advanced stage of creating a national structure for cyber 

security. We are also thinking of setting up a National Threat Intelligence Centre,” Mr Chidambaram said. 

Launching a report on cyber security prepared by software industry body Nasscom, he said there was a 

need to build capacity in various law enforcement agencies in cyber crime investigations and cyber 

forensics. 

 

Mr Chidambaram said dimensions of security problem increased manifold in the online space and “we 

have to build lawful interception capabilities”. 

The report, 'Securing Our Cyber Frontiers', by Nasscom and Data Security Council of India 

(DSCI) presented to Mr Chidambaram by outgoing Nasscom chairman Mr Rajendra Pawar, has suggested 

setting up a national structure for cyber security, which would clearly define the roles and responsibilities 

of stakeholders. 

 

It has also recommended establishing a National Threat Intelligence Centre, which would integrate all 

existing information sources. “We have taken numerous steps to protect the physical 

infrastructure...I think all that we have done to protect the infrastructure in the physical space seems to be 

a lighter task than when we face threats that have been outlined in the cyber space,” he said. 
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Cyber security mechanism in the works 
 

In the backdrop of growing cyber crimes, including attacks on various official websites, the 

government has proposed to create a national structure for cyber security and establish 

a National Threat Intelligence Centre to deal with the problem.  

 

"Discussions have been held and we are at an advanced stage of creating a national structure 

for cyber security. We are also thinking of setting up a National Threat Intelligence Centre," 

home minister P Chidambaram said on Monday.  

 

"No one is immune to cyber crime and attacks," he said, recalling that there had been cyber 

attacks on the Prime Minister's Office (PMO), CBI and other government infrastructure.  

 

Launching a report on cyber security prepared by software industry body Nasscom, the 

home minister said there was a need to build capacity in various law enforcement agencies 

in cyber crime investigations and cyber forensics.  

 

Stating that the dimensions of security problem increased manifold in the online space with 

offences such as identity theft, hacking, financial fraud, child pornography and corporate 

espionage, Chidambaram said, "We have to build lawful interception capabilities....We have 

taken numerous steps to protect the physical infrastructure".  

 

"Cyber space is a national asset...the way forward is obviously to work together. While the 

government and government agencies will remain principal players, the undeniable fact is 

that there are millions of private players and the challenge to cyber security can not be met 

unless they work together," a news agency quoted the home minister as saying. 
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How Chidambaram plans to tackle cyber crime. 

In the backdrop of rising cyber crime, Home Minister P Chidambaram disclosed today that the government proposed 

to create a national structure for cyber security and establish a National Threat Intelligence Centre. 

"No one is immune to cyber crime and attacks," he said, recalling that there had been cyber attacks on the Prime 

Minister's Office, Central Bureau of Investigation and other government infrastructure. 

"Discussions have been held and we are at an advanced stage of creating a national structure for cyber security. We 

are also thinking of setting up a National Threat Intelligence Centre," Chidambaram said. 

Launching a report on cyber security prepared by software industry body Nasscom, he said there was a need to 

build capacity in various law enforcement agencies in cyber crime investigations and cyber forensics. 

Chidambaram said dimensions of security problem increased manifold in the online space and 'we have to build 

lawful interception capabilities'. 

The report, 'Securing Our Cyber Frontiers', by the National Association of Software and Services Companies and 

Data Security Council of India presented to Chidambaram by outgoing Nasscom Chairman Rajendra Pawar, has 

suggested setting up a national structure for cyber security, which would clearly define the roles and responsibilities 

of stakeholders. 

 

 

 

 

 

 

 

 

  
 


