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Payment Security Initiatives 

http://www.bankinfosecurity.com/payment-security-initiatives-unveiled-a-7913 

Plastic money has become the preferred choice for consumers providing comfort and ease of 

transaction. At a summit on consumer protection, the White House emphasised on the need that 

the private players play in securing the citizens from cyber threat. The ever evolving threat 

landscape has prompted the industry leaders like VISA and MasterCard to commit huge 

investments to enhance the security aspect and introduce biometric for multifactor 

authentication. 

Transactions through Mobile Applications 

http://www.hdfcbank.com/htdocs/common/MobileBanking/chillr-app/index.htm 

HDFC bank has introduced an application that allows users to transfer funds using their mobile 

phones. Though the bank terms it as a ‘convenience’,  the transaction can be made by any person 

having access to the user’s phone and M-Pin, which can be generated over an IVR. These days’ 

users download multiple apps by agreeing to their terms and conditions of giving full access to 

read contents from their SMS and email. This is bound to raise concerns about such apps being 

exploited. The only safety net here is the limit set by the bank on the number of transactions and 

amount involved.  

Millions Stolen from Mobile Banking Customers 

http://www.securityweek.com/cyber-gang-steals-millions-mobile-banking-customers-south-

korea 

Cybercriminals used fake banking applications with similar design as legitimate apps to trick users 

and siphoned a small fortune from mobile bankers in South Korea in the past two years, according 

to a new report. None of the malware was distributed through Google Play or third-party app 

stores. Instead, was delivered through malicious text messages or downloaded by other means. 

Such events highlight the need that when banks are launching apps to enhance customer 

experience, it should be ensured that apps employ some level of encryption mechanism besides 

investing in customer awareness to educate them.  

Banking Trojan Uses Windows PowerShell, Macros 

http://www.securityweek.com/vawtrak-banking-trojan-uses-windows-powershell-macros-

infection-routines 

http://www.computerworld.com/article/2884655/30-banks-billion-carbanak-spear-phish-

itbwcw.html 

http://www.scmagazineuk.com/after-carbanak-bank-ceos-fear-cyber-attacks-will-harm-

business-growth/article/398759/ 
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http://www.computing.co.uk/ctg/news/2395649/kaspersky-reveals-more-details-about-how-

carbanak-exploits-banks-systems 

The Vawtrak and Carbank banking malware leverages macros and the Windows PowerShell 
scripting tool to infect computers. It again exploits low end-user awareness and signalsthat such 
attacks are not limited to a particular geography. They work by asking the user to open a 
document sent via mail. Once opened, the user is instructed to enable macros in order to view 
the content. After macros are enabled, the text in the document becomes visible. In the 
meantime, a batch file, a VBS file and a PowerShell script are dropped onto the infected system. 
While the initial Vawtrak primarily attacked targeted banks in Japan, which have now included 
US and Europe, the Carbank targeted Russia, China, Ukraine and Uzbekistan.   

 

 

Data Security Council of India (DSCI) Updates 

DSCI- Microsoft Symposium 2015 
 

The DSCI-Microsoft Security Symposium was held on February 26 in New Delhi. The one day 
symposium was marked by four plenary session. These divulged in the areas of coordinated and 
collaborative security, an architectural paradigm for securing mobility and BYOD, security imperatives 
in public, private and hybrid cloud, besides exploring the security transformation to Digital India.   

 
DSCI Kolkata Annual Conference 2015 

 
The DSCI Kolkata Annual Conference, iGNITE 2015 was organised with the theme Enhancing Digital 
Trust – Ensuring Security & Privacy. The conference aimed to bring together leading representatives 
from a broad spectrum of stakeholder groups to discuss privacy-related issues and ways to enhance 
users’ digital trust. Areas discussed at the conference were, potential ways to ensure users’ are able 
to access services in trusted and secure ways, role played by the government and industry in 
enhancing privacy and encouraging innovation. The conference also deliberated on whether India was 
making efforts in the right direction to ensure digital trust.  

 
 

Eighth Cybercrime Awareness Workshop in Meghalaya 

The two-day workshop was organized at Meghalaya with the support of North Eastern Police 

Academy, Meghalaya and was inaugurated by Shri P.B.O. Warjri (IAS), Chief Secretary, Government of 

Meghalaya. With cybercrimes emerging as a big challenge for Law Enforcement Agencies (LEAs), 

globally, the awareness workshops necessitate the need to inform and update officials from Law 

Enforcement Agencies, Prosecution, Judiciary and other departments, in cybercrime investigations 

and cyber forensics. Shri Anil Kumar, Joint Director, North Eastern Police Academy delivered a special 

address and apprised participants on the importance of these workshops in cybercrime awareness.  
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