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About DSCI

Data Security Council of India (DSCI) is a premier industry body on cyber security and 
®

data protection in India, set-up by NASSCOM , committed to making the cyberspace 

safe, secure and trusted through its various initiatives and programs. DSCI is engaged 

with the Indian IT-BPM industry, their clients worldwide, BFSI, Telecom, e-commerce, 

energy and other domestic sectors, industry associations, data protection authorities, 

think tanks and government agencies in different countries. It engages governments 

on public policy, conducts industry wide surveys and publishes reports, organizes 

cyber security & data protection awareness conferences, workshops, projects, 

interactions and other necessary initiatives for outreach and public advocacy.

DSCI is focused on capacity building of Law Enforcement Agencies for combating 

cybercrimes in the country and towards this; it operates several cyber labs across 

India to train police officers, prosecutors and judicial officers in cyber forensics.

Public Advocacy, Thought Leadership, Awareness & Outreach and Capacity Building 

are the key areas through which DSCI continues to promote and enhance trust in 

India as a secure global sourcing hub, and promotes cyber security & data protection 

in the country.
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The NASSCOM-DSCI Annual Information 

Security Summit (AISS) is slowly inching 

forward towards being the most premier 

industry event over cyber security and data 

privacy. As it goes from strength to strength, I 

am delighted to share with you the outcomes 

of the 11th AISS which was held at The Leela, 

Gurugram, on December 13-15, 2016. We were 

privileged to have Dr. Gulshan Rai, as the Chief 

Guest to inaugurate the summit. In his 

inaugural speech, he emphasized on forward 

thinking in the area of cyber security, as critical 

for governments and the industry worldwide. 

In this regard, he underlined the need to 

strengthen the cyber security ecosystem in 

collaboration with key institutions and capacity 

building of LEAs to better combat cybercrimes 

in the country. 

Over the years, AISS has drawn an increasing 

number of active participants and eminent speakers. 

The wide range of issues that AISS 2016 brought to 

the table, enabled a comprehensive view of the 

domains of privacy and security. The sessions shed 

light on the thoughts of industry experts across 

diverse backgrounds, and offer incredible insights 

into trends and challenges prevalent in the current 

information economy. DSCI Innovation Box, 

Segamathon, report launches were some of the key 

highlights of this year's summit. Special meetings 

with Standing Conference of Public Enterprises 

(SCOPE) and Department of Telecommunication 

(DoT) also added more value to the AISS paradigm. It 

is my sincere hope, that the readers of this event 

report will view it as a meaningful contribution in 

their understanding of cyber security and data 

protection. 

Rama Vedashree
CEO
(DSCI)

Foreword
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About AISS
The Cyber Security approach within India is precariously poised on the wedge of legacy 
security practices and patch fixing as an aftermath. To oust existing challenges and 
establish robust security disciplines with accelerated innovations in digital 
technologies, the world is experiencing, NASSCOM-DSCI Annual Information Security 
Summit (AISS) serves as a platform to engage, deliberate and extend the security 
paradigm to better heights.

AISS 2016 marched into its second decade this year wherein we deep dived into ‘Cyber 
Security’ as the full impact of the digital transformation is beginning to unfold. Cyber 
Security Thought Leaders, Practitioners, Policy Specialists and new age Technology 
Innovators assembled in Delhi to create a unique discussion and showcase platform. 

The multi-day event agenda covered contemporary trends and evolutions in cyber 
security and privacy through various means including workshops, technology insights, 
keynote sessions, plenaries, debates, policy deliberations and views of industry 
veterans. This year the summit expanded its scope, scale, offerings and opportunities 
with a special focus on technology shifts and disruptions,  Internet of Things, digitization 
platforms, digital payments, wearables, smart grids, robotic process automation, role of 
machine learning, cognitive computing, security data science, and more.

With around 70+ sessions, 130+ speakers and 800+ participants, AISS 2016 hosted 
plenaries, visionary talks, master classes, in-depth workshops, parallel tracks, focus 
group meetings, round tables, platform technology showcase and networking. 

This year ‘SEGAMATHON - Security Game Hackathon’, Simulations, Demo Theater, 
Community Meetups, Forum Meets, Student Zone were some of the special 
attractions. The summit was marked by presence of key influencers and decision 
makers in the realm of Cybersecurity. 

The Summit as always, hosted the annual DSCI Excellence Awards to recognize best 
practices adopted by the industry, exemplary work carried out in the field of security and 
privacy, and rewarded visionary leaders.  It also hosted DSCI ‘Innovation Box’ for 
identifying the ‘Most Innovative Security Product of the Year’. 
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Sneak Peek
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Delegate Levels

Corporate segment

16 Categories

Entries– 106

19 Winners 2 Winners 2 Winners

2 Categories

Entries– 56

Law enforcement segment

2 Categories

Entries– 19

Product segment

Industry Sectors

?Manufacturing
?IT-BPM
?Government
?PSUs
?Defence
?Law Enforcement
?Oil & Energy
?Healthcare
?Gaming
?Academia
?Telecom
?Research Institutes

380 819

Organizations Delegates

Excellence Awards

Sr. Vice President

Vice PresidentAssistant Vice President

Research scholar
Managing Director

Director

Consultant

Head Corporate Affairs

Director General

Chief Architect

Senior Manager
DeputyGeneralManager

Head - Cyber security
Principal Consultant

CISO CEO
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Sponsors & Partners 42

Sponsors Exhibitors Partners20 1012

SEGAMATHON | No of Entries

Innovation Box | No of Entries 13

14

Contacts @AISS

For Most Innovative Product of the Year

For Best Security Game of the Year

Community Meetups

IT-BPM
CISOs Healthcare

CIOs

Breakfast Meeting

Parallel Tracks

Workshors

Luncheons

Plenaries

Keynites

Hardware/IoT
Security Experts

SCADA/ICS
Security Experts

Sessions

Spacial Features/
Meetings
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Workshops &
Special Meetings

WORKSHOPS

Architecting Security

in the Software

Defined Datacenter

and Cloud Era –

DSCI-Palo Alto 

Workshop

Cyber Range – an 

imperative to defend ICT 

Networks –

DSCI-IXIA Workshop

Cloud as an enabler for 

Security and

Data Governance –

DSCI-Microsoft

Workshop

Security Innovation in 

India: Quintessence

of Digitization

Phenomenon –

DSCI-Intel Security 

Workshop

The Dark Hotel

Case Study –

DSCI- DTRA

Workshop

Malware Forensics … 

The Key Incident 

Response Capability 

(static, dynamic &

memory analysis) 

Hands-on 

Workshop

Special Meetings

Meeting on In-Country Security 

Testing for Equipment used in 

Telecom Networks 

In association with STQC and 

DOT

Roundtable Meeting on Cyber Security for 

Critical Information Infrastructure (Public Sector 

Enterprises) ….Meeting of Executive 

Management of PSEs 

– In association with SCOPE



Keynotes

AISS 2016 Event Report  |  9



The wave of digitization is rapidly engulfing the globe and is drastically transforming the way 

businesses are conducted, services are delivered and customer experience is driven. 

Data captured in the process helps derive patterns and trends for serving customers better, 

increasing productivity of operations and generating more business value. The momentum 

is witnessed across industry verticals, not only limited to finance or e-commerce. Every 

sector is contemplating its strategy of digitization. 

At the national level, Digital India mission primed itself to join the digitization bandwagon to 

improve the governance of delivery of public services. Larger initiatives of Smart Cities, Big 

Data, IOT, M2M and small steps taken by private and public entities for digitization are 

gradually transforming the country. Increasing push on digital payment and cashless 

economy is adding to the pace of digitization. The process of digitization presents us with 

the formidable and persistent challenges of Security & Privacy. The process of digitization 

makes the otherwise confined system open to cyber vulnerabilities and threats, which are 

becoming increasingly advanced and targeted. 

Digitization also transforms the country from data poor to become data rich, capturing the 

data of individuals and their transactions. Illegitimate use of the data gives rise the issues of 

privacy. Trust in the process of digitization is critically dependent upon the level of assurance 

over security and privacy. Unless security and privacy are embedded within the process, 

the momentum of digitization will face a lot of hurdles and disruptions.
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Digitization of enterprises, public governance and customer 

experiences … 

How to embed security and privacy in the fast momentum to 

digitization?



?

?Cyber Security has been a big issue in India. The complacency, on account of 

valuable parts of our economy not being digitized, will keep reducing. However, 

India is still nowhere close to being a major player in the cyber security space as it 

is in the IT sector. It would require a sustained multi-pronged effort by the industry 

and supported by enabling government policies for Indian cyber security industry 

to have a share of USD 35 billion by 2025.

?Demand for cyber security programs, both in universities and skill development 

programs depends on how rapidly security is being built into the systems, being 

rolled out under various programs e.g. Digital India and how well they have been 

embedded into the programs and applications that have been brought in.

?Looking from government and security perspectives, there's a lot of investment 

and research and development that needs to be done in the field of cyber security 

as compared to the private sector.

?Balancing security in an open architecture would be an interesting challenge for 

cyber security industry. Another issue faced by the cyber security area is that 

people who face cyber attacks are not willing to declare that openly because of 

reputational damage apprehensions.

?Yet another challenge would be about agility, ability to understand where the ideas 

are, the ability to take them and rapidly accelerate its end use, commercialization 

or even for government application.

?The more one gets hyper specialized, they now have to do an educational process 

with the providers of global enterprise solutions. They have to ensure that these 

providers also provide a level of cyber security.

?Technology is going to grow faster than policy and regulations, and policy makers 

need to be informed of the importance of technology, so that the policies and 

regulations are smart, not overbearing and do not have unintended consequences. 

?Policies, regulations and legal frameworks should be more as an enabler to get 

something done in a secure manner and within appropriate boundaries. Technology 

and technologists should not be constrained rather they should be encouraged to 

be a part of the framework.
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Presence at AISS
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With the exponential growth of connections, increased subject knowledge and easy 

availability of tools, cybercrimes committed by individuals or organized crime groups have 

far-reaching implications for business organizations. The corporate sector may have to face 

consequences, such as business disruption and loss of sensitive information, including 

intellectual property and trade secrets. This is accompanied by loss of reputation and brand 

name, along with financial losses caused due to the attacks. 

While companies continue to invest in prevention, spotting, and analysis tools for handling 

cyber-security, it is imperative to deliver an organized effort between companies and law 

enforcement agencies with cutting edge insights into the future of technology to combat it. 

Apart from that, people’s behaviour is a critical determinant of security. The cautious actions 

of people working with the systems uplift the security posture significantly. Making people 

aware, thus, remains an important component of a security program. Organizations have 

been experimenting with various techniques to modulate the behaviour of users for better 

security. Behaviour of people while interacting with IT systems has increasingly become 

the subject of psychological studies. It is leading to evolution of the concept of ‘cyber 

psycho logy ’,  wh ich  he lps  us  

understand the behaviours of people 

in the cyber age. Behavioural patterns 

around security is a complex matter 

to study. 

Co-creation has emerged as a new 

business paradigm to enable an 

active engagement between end 

users and development community. 

Co-creation model aid in bridging this 

gap and also enables flow of 

resources to the technologist & 

innovators by the users, in design and 

Cyber Security Innovation
& Industry
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development of personalized products, services, and experiences. Co-creation model 

can effectively be implemented in many facets to address technology needs, ranging 

from National Security, Defence and Hitech innovation to a solution meeting a small 

need of a small firm.

As per a Gartner report, the global market for cyber security products and services 

stands at USD 79 billion in 2015, and poised to reach about USD 200 billion by 2025. 

Cyber security has been established as the 5th domain of national security. Cyber 

security is a key area in strategic military discussions. In fact, origins of many 

contemporary technologies are found in defence or government requirements. Defence 

and security establishments, in the western world, especially in the US, are the key 

drivers and investors in their efforts and resources for development of the technologies. 

Security R&D in the country do happen in defence establishments, research institutions 

and academic environment. However, it often does not get translated to commercial-

grade technologies. On the private sector side, cyber security industry in India stands at 

around USD 4 billion. IT services companies, MNCs, niche security companies, global 

captive units, global security research & products support units, consulting companies, 

global security technology providers and Indian security ventures are contributing to 

build the cyber security industry. 

NASSCOM Cyber Security Task Force projects that there is a possibility of taking the 

USD 4 billion industry to USD 35 billion by 2025. Apart from commercial reasons, cyber 

security industry is critical for building key national capabilities for the future warfare, 

which will have cyber as a dominant feature. 
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Security as a facilitator?

How security is Leading, Enabling & Transforming

Businesses & Providing better User Experience 

Cyber Crimes Hitting the Corporate Sector

Rethinking Incident Handling in your Organization

Modulating behaviors for better security 

Security awareness & nudging techniques

Co-creation & innovation for engineering the products 

Focused efforts for developing key technical capabilities in

the country  

Opportunity side of Cyber Security: Building the Industry 

Technology, services, domestic market & export potential 
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• Co-creation has emerged as a new business paradigm to enable an active 

engagement between end users and development community, and enabling the 

ecosystem to protect the cyber space. 

o Examples of co-creation exist across the globe such as In-Q-Tel supported by 

CIA, US, who supported companies such as Google, Microsoft, etc. Israel using 

co-creation model with the support of government, ensures market share and 

funding. There are other countries following the co-creation model for 

strengthening the cyber security product ecosystem of the nation. 

Key Discussion Takeaways
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• Co-creation model can effectively be implemented in many facets to address 

technology needs, ranging from National Security, Defense and Hitech innovation to 

a solution meeting a small need of a small firm. 

o Working with users to solve the unaddressed problem will be a win-win scenario 

for both, as the user will get the intended solution of the problem and the 

provider will get the resources to develop the solution. 

• For the successful implementation on co-creation models, various stakeholders of 

the ecosystem should come together and benefits shall be provided to everyone. 

For example, tax incentives or insurance for the user companies working with a 

StartUp for co-creating a solution, or for sharing the use case.

• Security is seen as a deterrent or a risk management role within organizations. This 

is changing and moving from being risk managers to facilitators of business; more 

and more business executives are sitting in place of/ with technical specialists to 

understand the context.

• Security now comes as one of those critical parameters for deal selection; go/no go 

decisions are based on it.

• Customers are favouring a more collaborative model with the big IT players, where 

both take responsibilities for facing or closing an issue on their sensitive data.

• IoT is one of the major drivers which is making security even more important in 

today's business as it has the ability to bring damage to human life, which earlier 

was not possible. Increase in connectivity will require more stringent security 

policies and this is increasing the need of security to be embedded in product 

design stage only.

Key Discussion Takeaways
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100 +
Thought Leaders



100 + Thought Leaders Contd...



Phrases like experiential learning, Cyber Range, Red Team & Blue Team are assuming critical 
positions in today’s Cyber Security landscape. With an intent to simulate the real life Cyber 
crisis scenario, these concepts are becoming favorites of organizations as these are meant to 
equip the IT professionals with invaluable experience and knowledge via hands-on labs. 

“Red Team” is nothing but the group trying to find a way-in and the “Blue Team” is the group 
trying to keep them out and responding if they get in. This cyber security landscape can be a 
fast paced battle ground, and while hefty research books, online classes, and lab simulations 
are useful for learning; in the real world, you need results at lightning speed. Traditional 
classroom training and paper-based “tabletop” exercises may not adequately prepare 
organizations to respond to real-world cyber events.

Deliberations, discussions, technology evolutions and on-the-ground implementations of 
security are focused on building incident response capabilities. The quantum and scale of 
security affairs have risen multi-fold in the recent years. Information and contexts that need to 
be considered for each of the affairs have also been raised to a level, which is beyond human 
comprehension. The advancement techniques, skills and operations in the security attacks 
seen in the contemporary world demands organized, structured, coordinated and swift 
actions. The actors taking these actions are often scattered in the organizations, most likely 
working in silos. 

The infrastructure components, be it network, application database, server system or 
endpoint, generate information critical for taking security decisions. Security monitoring and 
incident management systems are grappling to bring all that information, make them available 
and extract meaning for taking policy or enforcement decisions. Apart from this internal 
intelligence, Security Operations Centers (SOCs) have to deal with external intelligence 
coming from all the directions and contextualize them to the environment of an organization. 
The SOCs have to traverse the distance beyond organization’s confined boundaries. 

Many ecosystem players have emerged, with whom security operations need to interact and 
engage proactively. These actors primarily come from national security, information sharing 
mechanisms, community of experts and players like situational awareness providers. 
Transformation of security operations along this line will lead to ‘Cyber Fusion Centers’.

19  |  AISS 2016 Event Report

Security Offerings - 
SOC/ SIEM/ Red-Blue/
Cyber Range



AISS 2016 Event Report  |  20

• Phrases like experiential learning, Cyber Range, Red Team & Blue Team are assuming 

critical positions in today’s Cyber Security landscape. With an intent to simulate the real 

life Cyber crisis scenario, these concepts are becoming favourites of organizations as 

these are meant to equip the IT professionals with invaluable experience and 

knowledge via hands on labs. 

• Traditional classroom training and paper-based ‘tabletop’ exercises may not adequately 

prepare organizations to respond to real-world cyber events. However, tabletop do 

serve as a good starting point which could gradually be scaled up to have more mature 

real-life like situations.

• A crucial element for the Red Team’s success is its ability to espouse an aggressive 

mind-set, a true hacker‘s point of view. Therefore, its members shouldn’t be chosen 

among those who have contributed (or are still contributing) to defending the business’ 

infrastructure, as it would produce a patent conflict of interest which could stifle a 

genuine hostile effort and a fair security assessment.

• Traditional defensive methods of monitoring threats are proving to be futile for 

enterprises across the world. The way forward being debated is active cyber defense 

i.e., one tries to take down one network or cyber assets while one may defend back 

with offense.

Key Discussion Takeaways

Debunking What You Always Know About Defensive

Security, SOC & SIEM

Red Team and Blue Team: Preparing for Intense Actions

Emulating war like Situation through Simulation

Cyber Security Fusion Centre

Using advanced SOC technologies & breaking siloed security

functions 
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• Plan, act and defense cycle has migrated to collect, detect, defend and respond. More 

and more organizations are planning to build or procure capabilities which can respond 

in real time if a cyber-attacks happens. 

• The key issue which still persists is early detection of the attack in an organizational 

network. The later it is detected, more is the collateral damage. 

• Contextual SIEM and SOC are a way forward but it’s not the only way. Its effective 

integration with each endpoints and point of data generation platforms in the 

organization may prove to be the silver bullet for this case.
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Exhibition



Cyber Security Industry Roadmap
Report Launch
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The NASSCOM-DSCI Report “Growing Cyber 

Security Industry – Roadmap for India” was 

launched at AISS that endeavours to delineate how 

India can chart its growth, as a Global Hub for Cyber 

Security, as per the recommendations of the Cyber 

Security Task Force (CSTF). The NASSCOM-DSCI 

report on the roadmap and strategy for building the 

Cyber Security industry of the country provides an 

in-depth analysis of the demand side and supply 

side scenario. It extensively covers the 

opportunities that exist in the Cyber Security 

market. 

The report was launched in two parts:

Roadmap for India: The report endeavours to identify opportunities for India in both 

products and services, and pivotal role for innovation by start-ups.

Perspectives for Government: The report presents perspectives for the Government 

of India and State Governments as they embark on policies for making India a preferred 

global destination for cyber security.
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Cybercriminals are focusing on public infrastructure to disrupt services and cause mayhem as 

new targets are emerging and expanding throughout the world. The difficulty of estimating the 

actual cost of damages from a cyber-attack adds complexity to planning for critical 

infrastructure protection. The effect on public infrastructure could be a power outage, like last 

year in Ukraine. Or, it could be something more serious like a Chernobyl-style catastrophe at a 

nuclear plant.

Arrival of data in petabytes and zettabytes is a boon as well as a bane for the global 

organizations. Today, businesses are targeting to derive value out of this plethora of data. It is 

driving organizations to experiment. Data with value comes with liabilities of its protection, 

regulatory compliance and integrity, as data is the crown jewel for every organization across 

sectors. Data which can also be personal data of employees or customers is hosted and 

transacted on ‘systems of systems’ in a business model. It is to deliver real data exchange and 

big data analytics which is aligned with 

complex business architectures. The 

data volumes, rates and real time 

analytics is building a complex data 

protection maze for the data privacy and 

security functions to solve in the 

organizations. It is becoming difficult to 

build data privacy by design leveraging 

processes or technologies in an 

organizational data centric architecture. 

Businesses are faced with a challenge of 

integrating data privacy requirements 

into their business architecture because 

of rapid technology advancements, 

complex regulatory landscape and myriad client requirements. These challenges needs to be 

deliberated and unravelled across the globe, which includes India also as a safe destination for 

business.

Critical Information
Infrastructure



• No organization on this globe can claim that they are completely safe from any 

threats. The impact of hacks which are humongous in size, are also difficult to 

quantify, especially when it involves public infrastructure. It is left to one’s 

imagination to paint a picture of the damage.

• The recent ATM skimming attacks in India which led to millions of debit cards 

becoming vulnerable to attack depict India is no exception. Big hacks on public 

infrastructure over the years have evolved from citizen centric attacks to more 

focussed attacks, such as, Iranian nuclear power plant takedown.

• The risks attached to these attacks, if successful, is a case to worry. Scenarios such 

as no money in banks, no electricity, leakages in gas pipeline can lead to a state of 

chaos in cities and countries.

• The key to the monster of big hack is extensive information and intelligence sharing 

by organizations across the globe and to build advance capabilities which can help in 

early detection to prevent collateral damage. 

Key Discussion Takeaways
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Big Hacks 

Imagining the extent of damage in connected public

infrastructure

Designing Privacy in Data Centric Business Architectures

Designing Privacy in Product, Services & operations
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Publications & 
Launches at 
AISS
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• As part of its Cyber Security Skill 

Development & Capacity Building 

endeavour, DSCI, in collaboration 

with NASSCOM Sector Ski l ls 

Council, under the aegis of National 

Skill Development Corporation, 

Ministry of Skills, has developed 

Career Map, Qualification Packs & 

Courseware for some upcoming and 

in-demand job roles. 

• The whole initiative intends to standardise the Skills ecosystem in the country by first 

conducting an objective assessment of the gap between the demand and the supply of 

skilled professionals in the country and then providing competent talent to the industry. It 

is absolutely imperative that the training needs are assessed objectively and intervention 

is done as per market needs.

• Job role based approach witnessed contributions and validations from different verticals 

of the Industry  such as IT/ITeS, BFSI, Oil & Energy, Telecom, e-commerce, et al. Security 

product companies, big four consulting organizations, IT Service providers and several 

other stakeholders took part in this initiative. The vast array of inputs has ensured robust 

quality and nature of the content, especially from usability and practicality standpoint. 

Cyber Security Career Map, Qualification Packs 

and Courseware

Learning Management Portal & Interactive Awareness 

Content for SMBs

KPMG Privacy Assessment Mobile App-CyberKARE 

(Assessment based on DSCI Privacy Framework)

by NASSCOM IT/ITES SSC was launched at AISS 2016.

Cyber Security Career Map, Qualification Packs and Courseware
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• The QPs and the courseware are being rolled out in universities and colleges across the 

country. Adoption of the QPs by the Industry will help streamline the recruitment process 

for the Industry and also the opportunities for the potential candidates.

The LMS Platform for Cyber Security Awareness Building for SMBs in India – our joint 

program with Lockheed Martin, was launched at AISS.

• The launch ceremony of the DSCI-

Lockheed Martin Cyber Security 

awareness portal and interactive content 

for Small & Medium Businesses, was 

held right before the DSCI Excellence 

Awards.

• Leadership of both the organizations 

unveiled the Portal called 'Cyberaware' 

and presented the updates for the 

initiative. CBTs, videos and game were 

also showcased to the Cyber Security 

community of the country.

• Both DSCI as well as Lockheed Martin reaffirmed their intent of scaling up this initiative 

and by means of the portal reach out to hundreds and thousands of SMBs to make them 

aware about the Individual Cyber Security risks and what steps they could take to 

safeguard their businesses online. 

Learning Management Portal & Interactive Awareness Content for SMBs

KPMG also launched a mobile app – 'CyberKare' for privacy assessment which is based on 

DSCI Privacy Framework.

KPMG Privacy Assessment Mobile App-CyberKARE 



Rampant movement of digitization is pushing the imaginations of product designers to all new 

sort of emerging devices and things that are getting on the Internet. The idea of ‘designing for 

commute’ is being experimented by various sectors; the finance sector leading among them. 

Possible efforts are made for designing and providing experiences to the customer as per their 

preferences. In the process, systems are increasingly getting open. Increasing number of 

devices are participating in executing the transactions. Operations and protocols driving things 

are getting exposed to the external world. Tremendous amount of personal data is made 

available and exchanged for taking business decisions. Underlying core applications are being 

retrofitted for supporting this innovation. This is opening up the otherwise closed systems to 

multiple possibilities of attacks. Apart from their exposure to contemporary attacks, they are 

creating avenues for specially crafted targeted attacks.

 

Apart from this, distributed-denial-of-services (DDoS) as a threat vector has evolved to be the 

king of threat landscape from the last few years. The intensity of DDoS attacks in terabytes can 

cripple an organizational network within a span of few minutes. It is becoming extremely easy 

to conduct such high intensity attacks with the help of Internet of Things devices which are lying 

vulnerable due to minimal 

security protection. Once a 

DDoS attack has happened, it 

can paralyze a network – no 

matter how robust was its 

internal security architecture. 

Imagine scenarios such as but 

not limited to loss of sales, 

websites not available to 

conduct e-commerce, power 

grids malfunctioning, unavailability of healthcare solutions in hospitals, traffic systems not 

functioning, etc.

A high intensity DDoS attack on an organization or a country may bring doom if not dealt 

properly. Overcoming implications of a high intensity DDoS attack for any sectorial organization 

or a nation is like climbing the Everest. This can be attributed to the Internet or organizational 
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Landscape
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devices exploited as bots to carry out attacks. Hence to tackle this phantom, nations and 

organizations may devise a collaborative model on building resilient networks and systems. 

The present cyber threat landscape is complex, dynamic and evolving in terms of the tools and 

approaches. Cyber criminals have sophisticated their strategy to increase the strength of their 

attacks and also preserve their cover for as long as possible. The pattern of the cyber-attacks has 

become more complicated and more difficult to identify and mitigate. The results of 

cyberattacks are not limited to loss of financial assets and intellectual property, but there are risk 

associated with the loss of client confidence and much more.

Organized crime groups can no longer be considered as just indulging in drug trade and human 

trafficking. With the evolution of cyberspace, nationality or ethnicity is not an identifier for 

recognizing any organized group in cyberspace. Felons may be from different countries with 

diversified motivations, although financial goals seem to predominate.

The distribution of the model of crime-as-a-service and diversification of the offerings of the 

underground market is also attracting new actors with modest skills. The absence of evidence 

based research about the extent, role, and nature of organized crime groups in cyberspace 

impedes the evolution of sound countermeasures. The consequences of attacks on the SCADA 

networks are severe, disruptive and life threatening. The automation of malware exfiltration has 

become very common and popular method for stealing personal information. The complex form 

of ransomware that is designed to take victim’s data hostage and force them to pay hefty sum to 

regain control.

Organisations need to be fully cognizant of the menace posed by advanced cyberattacks and 

keep building their defenses an ongoing priority. While a multi-layered approach to security 

minimizes the probability of infection, it’s also critical to prepare end users and boost them to 

espouse best practices.

Design for Devices, Things, Context & Personal Preferences

Threats emanating from devices, things & data centric

business design

1 Tbps + DDoS Attacks: A New Battlefield

Preparing Grounds for Neutralizing such Attacks

Malware Economics and Underground Market 

Evolving Nature of Cyber Attacks

Users & Devices: Quantum jump in on-boarding &
access requests
Managing scale of identities & threats emanated from them
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• Capabilities of devices & networks are changing at an incredible pace as these are 

getting smarter and more intelligent. Inanimate objects are coming into the digital 

realm along with humans.  

• Increasing number of devices are participating in executing the transactions. 

Operations and protocols driving things are getting exposed to the external world. 

Tremendous amount of personal data is made available and exchanged for taking 

business decisions. Underlying core applications are being retrofitted for supporting 

this innovation. This is opening up the otherwise closed systems to multiple 

possibilities of attacks.

• Threats emanating from devices nowadays are substantially more than those 

coming from the Apps & networks.

• Tomorrow’s world is not of smartphones but is of Internet of things. Each device will 

participate in the global Internet age to simplify human life. Emergence of smart 

cars, watches, clothes, shoes are already on the rise. The data these devices may 

generate will have enormous business and national security potential.

• With the recent spate of sophisticated high profile DDoS attacks, the message is 

clear – no organisation can afford to be complacent. The recently publicized DDoS 

attacks on the Domain Name System (DNS) service provider Dyn involved large 

numbers of IoT (Internet of Things) botnets. These attacks took many high traffic 

websites such as Twitter, Spotify and Netflix temporarily offline.

• The focus should first lie on mitigating, and wherever possible, eliminating denial-of-

service attacks, particularly those launched by botnets. It should then expand to 

other attacks on Internet infrastructure, including the Domain Name System.

• Given the increasing size, frequency and scale of DDoS attacks, planning for DDoS 

attack detection and mitigation is a critical business priority. Among other mitigation 

strategies, one could be that of Bandwidth Overprovision. It generally makes sense 

to have more bandwidth available to your Web server than you ever think you are 

likely to need. That way, you can accommodate sudden and unexpected surges in 

traffic that could be a result of an advertising campaign, a special offer or even a 

mention of your company in the media.

Key Discussion Takeaways
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• It's a good idea to familiarize yourself with your typical inbound traffic profile; the 

more you know about what your normal traffic looks like, the easier it is to spot 

when its profile changes. Most DDoS attacks start as sharp spikes in traffic, and it's 

helpful to be able to tell the difference between a sudden surge of legitimate 

visitors and the start of a DDoS attack.

• The issues which needs immediate attention is rules standardization and 

configurations of IoT in organization’s IT environment – the principle of agility will be 

put to test. 

• Another major issue which warrants immediate deliberations and solution in the 

market on how to stop these devices being leveraged as ‘bots’ to conduct high 

intensity DDoS attacks.

• The private sector and government must team up to plan, exercise, and otherwise 

prepare in a way that takes advantage of their respective capabilities and their real-

time information about malicious actors, adversaries, threats, and vulnerabilities.

Key Discussion Takeaways
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DSCI, in association with KPMG and NASSCOM Gaming Forum, organized a one week Virtual 

Hackathon, SEGAMATHON 2016 that brought together the concept of 'Security + Gaming + 

Hackathon' – thereby giving an opportunity to game developers across India to showcase 

their creative prowess and build games to educate people on how to create a Security-aware 

culture.  

With the Cyber Security theme including Artificial Intelligence, Cyber-espionage and Identity 

theft, the initiative witnessed an encouraging response with more than 14 teams and

50+ participants. The theme-based BYOG (Bring Your Own Game) Game Jam proved to be 

a fantastic way of developing new talent by tapping into youth potential towards the agenda 

of Cyber Security for future. 

Creating a security-aware culture,
using gaming as a forum 

Meet fellow developers from across the
country interested in security gaming

For the developers – build tools that
truly make an industry-wide impact

Objectives

1

2

3

Segamathon



Game Finalists

Casino57 Data Rush

Hypnobot Identity Rush
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Timing Taktiks

Winner
HYPNOBOT
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The wave of digitization is rapidly engulfing the globe and is drastically transforming the way 

businesses are conducted, services are delivered and customer experience is driven. 

Data captured in the process helps derive patterns and trends for serving customers better, 

increasing productivity of operations and generating more business value. The momentum is 

witnessed across the industry verticals, not only limited to finance or e-commerce. Every 

sector is contemplating its strategy of digitization. A lot of actions are concentrated in 

providing intuitive and immersive experience to customers. At the national level, Digital India 

mission primed itself to join the digitization bandwagon to improve the governance of delivery 

of public services. Combine this with innovation giving birth to many new products, services 

and solutions. Larger initiatives of Smart Cities, Big Data, IoT, M2M and small steps taken by 

private and public entities for digitation are gradually transforming the country. Increasing 

push on digital payment and cashless economy is adding to the pace of digitization.

The process of digitization presents us with the formidable and persistent challenges of 

Security & Privacy. The process of digitization makes the otherwise confined system open to 

cyber vulnerabilities and threats, which are becoming increasingly advanced and targeted.

Digitization also transforms the country from data poor to become data rich, capturing the 

data of individuals and their transactions. Illegitimate use of the data gives rise to issues of 

privacy. Trust in the process of digitization is critically dependent upon the level of assurance 

over the security and privacy. Unless security and privacy are embedded within the process, 

the momentum of digitization will face a lot of hurdles and disruptions.

Security in
Digital World
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• Usage of biometrics in authentication for accessing the critical services, increased 

adoption of IoT devices in smart cities and many other places, demonetization to make 

the economy digital, and many more has increased the pace and reach of the service 

delivery on one hand but also raised many questions on the Security preparedness of the 

systems, especially in the light of recent incidents.  

• It’s not only security but privacy of the users and stakeholders involved is also a concern 

area in the age of digitization. Technologies such as Cloud, Big data Analytics, on one 

hand increased the benefits of digitization but on the other increase the possibility of 

breaches. 

• How to track the alerts and reduce operational complexity especially if more targeted 

and sophisticated attacks are happening? As an attack goes through a life cycle, it is 

required to shift gears as per the phase wherein the attack gets detected.

• Malware is also a major challenge in the cyber space. Prevention is required but 

detection is also crucial to reduce the impact. It’s required to evaluate what data was 

breached, what was the scope of the attack. It is helpful to use machine learning and 

honeypot deployment, performing red team, blue team exercise, threat intelligent feds 

from external providers and many other measures may help in strengthening the 

cyberspace.

Key Discussion Takeaways

Cyber Security in Age of Digitization

Digitization of Enterprises, Public Governance and

Customer Experiences: Key Imperatives and Enablers

How to embed security and privacy in the fast momentum

to digitization?T
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DSCI is working towards building a favorable ecosystem for growth-led, sustainable business 

segments of security product & services companies in the country with many initiatives 

undertaken. With an intent to provide more encouragement to these organizations, DSCI 

launched an initiative - 'DSCI Innovation Box' in 2014. Under this, we recognize the 'Most 

Innovative Product of the Year' in the domain of Cyber Security.

The objective of this initiative is to recognize, honor and reward organizations who come up 

with the most innovative security/privacy product to address real risks, build resilience, 

increase trustworthiness and create a conducive environment for businesses; thus enabling 

organizations harness security as a lever for business growth.

The initiative is an attempt to provide support to product companies in various aspects by 

bringing these new players nearer to established security leaders, innovators and other 

stakeholders on a common platform for idea sharing, guidance and collaboration.

DSCI
Innovation Box

IllusionBLACK by Smokescreen



The quantum jump seen in the processing of business transactions by using technology and 

experimentations of finding new ways, new type of players, and new types of devices open up 

systems for the contemporary and newer possibilities of attacks. The increased use of smart 

devices and smartphones and tablets have led a digital reformation of the banking sector. The 

BFSI sector is one of the prominent users of portable devices for digital payments and cashless 

financial transactions. With the growing transaction volumes and the introduction of new digital 

payment solutions, the banking sector is challenged with the need to keep the magnitude of 

fraudulent activities low, without compromising on the convenience of the customers. 

On one hand this is expected to widen the net of financial inclusion, on the other, it is also 

suspected to engender some credible Cyber Security challenges. A biometric system is 

vulnerable to a variety of attacks aimed at undermining the integrity of the authentication 

process. These attacks are intended to either circumvent the security afforded by the system or 

to deter the normal functioning of the system. Circumvention, Denial of Service, Collusion, 

repudiation among others are some of the key challenges that need focused attention of the 

security community of the country.

Cyber threat landscape changes with the blink of an eye. The attacks on major corporations, end 

user devices and on nations by cyber criminals are extremely prevalent and advanced. There is no 

panacea available to counter these complex cyber threats. One key advancement which is 

evolving ahead to deal with cyber-attacks is to use machine learning to build intelligence and 

detect abnormal behaviour in networks and systems. Over the years, mathematicians had 

worked on probability theories to build self-learning cyber defence technologies. The self-

learning cyber defence systems based on intelligent engine analyses raw network data, creates 

distinct behavioural models for users and devices, and creates visualizations on their 

relationships. 

It is believed that these systems are capable far better than the traditional security tools, 

pertaining to detection of cyber threats and abnormal behaviour without any knowledge of 

threats, rules or signatures. It can instantly establish visibility into all network activity, notifying of 

in-progress attacks or emerging anomalies. The key characteristics of these technologies are but 

not limited to evolution with organization, constant refinement, probabilistic, real time, low false 

positives and highly accurate, etc. 

Technology Aided
Security
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• The world without excel sheets and with paperless governance is one to be dreamt of. 

The same applies for information technology governance, risk and compliance 

management. Organizations, over the years, had been taking care of GRC function 

with the help of excel sheet management. With the emergence of globalization and 

extension of organizational networks, the old methods are extremely cumbersome to 

be taken forward.

• The capabilities have emerged to cater to complex security and compliance affairs 

with the help of automation. The policy statements of one organizational information 

security policy or network security policy configurations can be automated with 

minimal human intervention. 

• Management can be provided with an enterprise IT risk and compliance management 

dashboard. This can be integrated with a bigger enterprise model for better business 

decision making. 

• Decision making with the help of automation in the field of security and compliance 

affairs is advancing. The issue is in its mainstream adoption across all the sectors for 

effective use cases to emerge out.

Key Discussion Takeaways

Quantum, complexity & scale of security &

compliance affairs: How to govern? 

Can automation come to aid? 

Biometrics Driving Digitization & inclusion

Password less Authentication: possibilities & risks
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User and Entity Behavior Analysis

Role of machine learning and statistical modelling in

activity profiling & anomaly detection
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• The use of Biometrics has become a common practice in many areas for the purpose 

of identification of a human and there are a number of researches related to this 

aspect whereby the system identifies the human by his individual anatomy such as his 

fingerprints and voice. In India, banks are exploring Biometrics in a big way to enhance 

satisfaction profile of their customers.  

• The basic requirement and objective of UIDAI (Unique Identification) is to uniquely 

identify an individual out of a population of 1.2 billion people and to eliminate duplicate 

identities.

• To assure uniqueness across a population of 1.2 billion people within technological and 

economic constraints, two important factors raise uncertainty: first, the scale of 

database size of a billion and second, the fingerprint quality - the most important 

variable for determining accuracy.

• Biometric systems, especially one-to-one, may become vulnerable to potential 

attacks. Some of these security vulnerabilities include the following: Spoofing, 

Tampering, Substitution Attack, replay attacks, etc. 

• As biometric authentication is gaining traction in the banking industry, it will 

increasingly become target of new attacks. The similar attack vectors will be tried at 

AADHAR biometrics. 

Key Discussion Takeaways



Sessions
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40,000 years ago Neanderthals became extinct to give rise to the ‘Human’ population and now as 

per many experts, by the end of the 21st century, is the time for humans to become extinct and 

give rise to ‘Post Human’ population.

Artificial intelligence is being used faster than ever in many technological and societal areas and 

this triggers debates about how far we want it to go in the future. Prominent technology leaders 

have warned about the danger, and think tanks and associations have been set up to deliberate 

on the long-term impact of AI (and robotics) with discussions on the future of humanity and the 

impact of super-intelligence, but also, closer to today’s concerns, impact of automation/AI/robots 

on employment. Anyway, it again adds to that mix of ingredients that creates the conditions to 

strengthen the negative connotation regarding the term artificial intelligence – and as current 

political shifts show automation/digitalization as a whole.

A captivating conversation is taking place about 

the future of artificial intelligence and what it 

will/should mean for humanity. There are 

fascinating controversies where the world’s 

leading experts disagree, such as: AI’s future 

impact on the job market; if/when human-level 

AI will be developed; whether this will lead to an 

intelligence explosion; and whether this is 

something we should welcome or fear. But 

there are also many examples of boring pseudo-

c o n t r o v e r s i e s  c a u s e d  b y  p e o p l e  

misunderstanding and talking past each other.

As per Professor Ian Morris’s philosophy, we will 

see the evolution from foragers to farmers to 

fossil fuels and now possible ‘post humans’. His 

studies indicate that these transformations are 

based on the core of an ‘energy’ system, which will be hugely impacted by the 21st century’s 

connected technology scenario and hence will result in the biggest change in the history of 

Future of
Cyber Security
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mankind. Two decades from now, our data, our preferences, likes, actions, feelings, 

transactions, etc. will be increasingly recorded and stored in the cloud. In fact, this data will 

remain even after our lives and calls to this data will be made even then. Our data will be our ever 

existing mortal remains on Earth. This leads to a whole new set of issue around legitimacy of 

using this data.

Moonshot of 21st Century 

Quantum Computing, Multi-planetary Continuity Plan,

Creating a Star on Earth, Simulating Brains using Super
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and Technology

Issues of ethics and morality technologically enhanced

'post-humans'

Making Sense of the world empowered by AI and

Cognitive Computing 

Where it's taking us as a life, society, businesses &

profession? Risk and ethical issues associated with it

• Innovations in overall technology landscape and security arena will change when 

humans will become humanoids i.e., humans replacing machines or machines 

becoming the extended part of humans

• Going forward, virtual reality will become extremely immersive in human lives. The 

lines between reality and virtual world will diminish soon

• Creating an environment that facilitates tapping the countless innovations taking place 

at the grassroots would be a crucial condition for national empowerment

• Age of Cyborgs: Looking at the massive connectedness and expanding energy due to 

IoT devices/connected devices in today’s world, we all are currently in or are moving 

towards the Age of Cyborgs. Wherein, along with our original self, we also maintain 

our second self-online.

Key Discussion Takeaways



• Amount of Information in this connected world: Since energy is directly proportional to 

connectedness, the humongous amount of data collected from these connected 

devices is giving birth to the next level of evolution

• Digital Soul: banking industry is very closely capturing the soul of a customer through 

its transaction history and can easily predict a customer’s likes/dislikes or viewpoints 

even post their death.

• Right to be forgotten: Personal information about us is also somehow being collected 

without our consent. Should there be a policy which limits the usage of that data as 

per customer’s wish or should machines be given full right to query that data for self-

learning even after a person’s death. 

• Cognitive learning is emerging as a key enabler for innovation. Cognitive Learning and 

Artificial Intelligence are empowering digital innovation by enabling IoT and making 

sense of the unstructured big data. Therefore, considering the usage of cognitive and 

machine learning, investment in the domain in increasing worldwide.

• Projects such as IBM Watson, automated vehicle/self-driving cars, robots, etc., have 

already started using these capabilities and expanding the coverage by implementing 

diverse use cases.

• Citizen centric services using capabilities of Artificial intelligence, cognitive and 

machine learning can be of significant use. Using robotics augmented with such 

capabilities, can be used in various scenarios of calamities where humans may not be 

able to work.

• On one hand, Artificial intelligence, cognitive and machine learning have brought multi-

facet benefits in many applicative domains, but on the other hand brings concerns 

about increased impact of the same. For example, automated vehicle may increase the 

efficiency of the vehicles and reduce the chances of collision but a single attack may 

lead to massive fatal accident and loses may be irreparable. 

• There are a set of people who raised the concerns about the major security and privacy 

threats that can emerge due to AI and cognitive learning. What if machines become 

super intelligent?

• Another view on the usage and implementation of such technologies are from its 

destructive use, such as AI based weapons which will have more precision and lead to 

wars without humans. 

• To counter technology denial in the future, India will have to become a major player in 

the technology production game and suitably leverage its market attractiveness.

• In conclusion, these technologies also have two facets, as its benefits are quite high. It 

is highly required to implement such technologies after keeping its security and privacy 

intact. 
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DSCI Excellence
Awards

CELEBRATING EXCELLENCE OF THE CHANGE AGENTS!

DSCI instituted the Excellence Awards in 2011 in line with its mission, to 

create trustworthiness of Indian companies as global sourcing service 

providers, and to assure clients across the world that India is a secure 

destination for outsourcing, where privacy and protection of customer data 

are enshrined in global best practices followed by the industry. DSCI rolled 

out the sixth edition of the DSCI Excellence Awards for corporate, product 

and law enforcement segments. 

A great success, DSCI received 106 nominations for 16 categories in the 

corporate segment, 19 nominations for 2 categories in the product 

segment, and 56 nominations were received in the law enforcement 

segment for 2 categories. An analysis based on the nominations was 

presented which was well-received by the industry.
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Awards
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Winners of

DSCI
Excellence Awards 2016

Corporate Segment

Security in Banking Security in Telecom Security in Internet Mobile & 
e-commerce

Security in IT-BPM
(Large)

Security in IT-BPM (MSME) Security in Energy Sector-
Oil & Gas

Security in Energy Sector-Power

Security in Organization

Excellence Award for Industry leaders

Electronics Corporation of India 

Limited (ECIL), 

Dept. of Atomic Energy

Security Leader of the Year

Abhinav Biswas J S Sodhi
Amity Education Group

Shiju Rowther A
TransUnion CIBIL Limited Wipro

Sunil Varkey

Manufacturing Sector Academia Sector Financial Services Sector IT-BPM Sector
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Best Privacy Practices in IT-BPM Sector Best Privacy Practices in User Industry

Excellence Award for Privacy in Organization

Privacy Leader of the Year

Nity Singh
Concentrix Corporation

Excellence Award for Industry leaders

Cyber Security Services Cyber Security Education Raising Security Awareness

Excellence Award for Cyber Security Evangelists

Cyber Security Initiatives by a State Raising Security Awareness amongst Masses

Special Jury Recognition Award
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Product Segment

Sponsors and Partners

Law Enforcement Segment

Emerging Information Security

Product Company

Indusface Private Limited

DSCI Innovation Box-Most Innovative 

Product of the Year

NDCRTC, National Police

Academy

Capacity Building of Law

Enforcement Agencies

India Cyber Cop of the Year

M D Puwar
Policy Inspector, Gujarat Police

Excellence Awards
Sponsor

Category Sponsor Awards Process Partner
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Sponsors

PLATINUM

GOLD

SILVER

Associate
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Exhibitors
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Partners

Segamathon Partner Workshop Partner

Academia Partner Workshop Partner Security and Data Science Badge & Lanyard

Memento PartnerVisual Privacy Partner Security Training Upcoming Tech Partner

Skills Partner Associate Partner Community Partner
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