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Introduction 

• The	 growing	 sophistication,	 frequency, 
and	 severity	 of	 cyber-attacks	 targeting 
organizations	highlights	the	inevitability	and 
the	 impossibility	of	completely	protecting	the 
integrity	of	critical	computing	systems.

• The	changing	nature	of	businesses	and	digital 
transformation	have	introduced	the	additional 
complexity	of	threats.

• The	 difficult	 time	 of	 COVID-19,	 and	 other 
similar	 uncertain	 events	 have	 introduced	 an 
entirely	 new	 working	 culture.	 Traditional	 IT 
infrastructure,	 network	 architecture,	 data/

application	access	and	cyber	security	operations	
have	become	outdated.	

• The	 big	 data	 breaches	 and	 cyber-attacks	 on
IT	 and	 software	 supply	 chain	 across	 globe	 are
good	 learnings	 for	 other	 organizations.	 Cyber
security	and	business	continuity	are	now	board
level	discussions	and	considered	as	the	biggest
business	risk.

• Security	program	in	several	organizations	lack	a
long-term	vision	and	are	 incapable	of	handling
unforeseen	crises

Figure 1: Cyber Resilience Overview
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In	this	context,	cyber-resilience	offers	an	alternative	
to	 the	 existing	 cyber	 security	 paradigm.	 However,	
the	 pandemic	 and	 other	 uncertain	 events	
have	 brought	 to	 the	 forefront	 numerous	 risk	
considerations	for	organization	across	all	industries.	
These	 events	 have	 also	 called	 into	 question	
whether	 the	 existing	 cyber	 Resilience	 plans/	
strategies	are	adequate.	

In	 a	 nutshell,	 resilience	 remains	 a	 strategic	
imperative,	 growing	 in	 importance	 as	 a	 business	
sees	 challenges	 from	 uncertain	 events,	 and	 highly	
targeted	 cyber-attacks.	 However,	 the	 need	 of	
the	 hour	 is	 examining	 gaps	 in	 existing	 security	
programs	 and	 cyber	 resilience	 plans,	 which	 shall	
sustain	in	years	to	come.	
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The Current Situation 

Cyber	 criminals,	 nation-state	 threat	 actors	 and	
several	 other	 threat	 groups	 have	 been	 seen	
advancing	 their	 capabilities,	 adapting	 new	
techniques,	 and	 organizing	 advanced	 targeted	
cyber-attacks	 on	 enterprises,	 governments,	
healthcare	 institutions,	 and	 critical	 information	
infrastructure.	 Due	 to	 weaknesses	 or	 gaps	 in	
existing	 cyber	 security	 preparedness,	 criminals	
have	been	 successful	 in	 causing	business,	 service	
disruption	and	reputation	damage.	

•	 Ransomware-as-a-service	 (RaaS),	 with	 new	
data	 exfiltration	 techniques	 seen	 in	 recent	
years,	 which	 directly	 impacts	 availability,	 and	
confidentiality	of	data.		

•	 Targeted	 phishing	 campaigns	 are	 executed	
with	 advance	 reconnaissance	 and	 customized	
techniques.	

•	 Well-coordinated	 DDoS	 attacks	 on	 sites	 or	
services	 hosted	 on	 high	 profile	 web	 servers,	
banking	 infrastructure	 and	 other	 critical	
business	 functions	 with	 the	 help	 of	 large	
network	of	bots.		

•	 Sophisticated	 remote	 execution	 and	 privilege	
escalation	 attacks	 are	 on	 the	 rise	 due	 to	 the	
weakening	of	existing	cyber	security	measures	
through	changes	in	working	pattern	caused	by	
the	COVID-19	pandemic.

•	 Advanced	 exploit	 kits,	 off-the-shelf	 
toolkits,	 Malicious	 Spam	 (malspam)	
campaigns,	 and	 threat	 emulation	 
software	 like	 Cobalt	 Strike	 are	 
leveraged	at	scale.

For	 instance,	a	ransomware	attack	on	an	 industrial	
development	 board	 in	 one	 of	 the	 western	 states	
of	 India	 has	 been	 reported.	 There	 have	 been	
several	 attacks	 on	 core	 banking	 infrastructure,	
power	 generation	 –	 distribution	 units,	 motor	
vehicle	 departments	 and	 major	 airport	 in	 eastern	
India:	 all	 hit	 by	 a	 ransomware.	 This	 signifies	 that	
sophisticated	 cyber-attacks	 will	 continue	 to	 hit	
and	 are	 inevitable,	 but	 how	 quickly	 organizations	
recover	 their	 critical	 data	 and	 continue	 to	 operate	
without	any	disruption	is	what	matters	the	most.

The changing nature of businesses 
and digital transformation

Digital	 transformations	 had	 kicked	 into	 high	 gear	
with	 new	 processes	 and	 product	 development	
moving	 ahead	 at	 rapid	 speed.	 IT	 and	 business	
fast-tracked	 initiatives	 like	 agile	 and	 DevOps	 to	
improve	 speed	 to	market.	 Businesses	 are	 digitally	
transforming,	 serving	 customer	 expectations	 and	
providing	 augmented	 user	 experience.	 However,	
security	 to	 protect	 our	 critical	 assets,	 data	 and	
applications	 have	 not	 transformed	 at	 the	 same	
pace.	 Rather	 in	 the	 context	 of	 changing	 risk	
and	 threat	 landscape,	 security	 is	 almost	 like	 an	
afterthought	and	most	of	the	organizations	do	not	
have	 adequate	 incident	 response	 and	 a	 resilience	
plan.	

All	 these	 data	 breaches,	 business	 service	
disruptions	 and	 targeted	attacks	have	proven	 that	
investments	 in	 transformative	 technologies	 are	
meaningless	if	they	cannot	protect	the	business,	its	
customers	or	other	vital	assets,	and	the	complexity	
and	 speed	 of	 development	 continues	 to	 challenge	
even	the	largest	security	operations.

Growing sophistication and targeted 
attacks

6  | Cyber Resilient Business Environment
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The Current Situation 

Uncertain events and calamities

Not	 just	 cyber	 incidents	 but	 several	 other	 things	
can	cause	business	disruption	such	as	power	failure	
at	 data	 centres,	 natural	 calamities,	 manmade	
disasters,	 warfare	 and	 terrorist	 attacks.	 Currently,	
an	 organization’s	 ability	 to	 face	 any	 uncertain	
events	 certainly	 has	 some	 gaps	 and	 weaknesses.	
The	quantum	of	investments	an	organization	must	
make	 in	 disaster	 recovery	 and	 business	 continuity	
is	 a	matter	of	much	debate,	but	questions	 remain	
around	building	effective	strategy	for	quick	recovery	
and	 continuity.	 	 The	 following	 questions	 need	 a	
thorough	examination	by	organizations:

a.	 Are	 the	 existing	 Business	 Continuity	 Plan	
(BCP)	 and	 Disaster	 Recovery	 (DR)	 adequate	 to	
ensure	 smooth	 running	 of	 a	 business	 after	 an	
uncertain	event?

b.	 What	 should	 be	 the	 basis	 of	 classification	 of	
interdependent	assets	and	business	functions?	

c.	 What	should	be	the	budget	allocated	for	cyber	
resilience?	

d.	 Is	the	saying	“You	can’t	stop	any	event/	threats	
a	100	%”	accurate?	

e.	 How	should	the	balance	between	prevention	and	
recovery	plans/	strategy	be	struck?

Business disruption due to complex 
supply chain attacks

In	 the	 preceding	 sections	 sophisticated/	 targeted	
attacks	 on	 individual	 organization	 and	 their	
capability	 to	 recover	 was	 discussed.	 What	 if	 the	
weakest	 link	 in	 your	 supply	 chain	 is	 breached,	
which	 directly	 impacts	 your	 business	 continuity?	
Global	supply	chains	are	constantly	exposed	to	risk,	
ranging	 from	 disruptions	 of	 continuity	 to	 various	
levels	 of	 operational	 destruction.	 One	 of	 the	most	
serious	 supply	 chain	 risks	 leads	 to	 vulnerabilities	
in	 the	 system	and	 invitation	 for	 cyberattack.	Most	
supply	 chain	 management	 functions,	 even	 in	 the	
most	 advanced	 companies,	 are	 ill-equipped	 to	

address	the	wide	range	of	third	party	risks	they	are	
exposed	to.	

Whether	 it	 is	 supply	 chain	 of	 services	 or	 products,	
cyberattacks	are	meant	simply	to	

a.	 Annoy	 and	 disturb	 normal	 flow	 in	 business	
activity,	by	overwhelming	a	company’s	servers	
and	 networks	 to	 limit	 or	 impede	 customer	
access	to	web	sites.		

b.	 Take	 a	 more	 serious	 form	 of	 destruction	 by	
either	 copying,	 rearranging	 or	 completely	
destroying	vital	data.

For	 instance,	 the	 SolarWinds	 breach	 is	 an	 apt	
example	 of	 complex	 supply	 chain	 attack.	 A	
supply	 chain	 attack	 trojanizing	 SolarWinds	 Orion	
business	 software	 updates	 was	 made,	 which	 was	
distributed	 across	 several	 organizations	 across	
the	 globe.	 Malicious	 but	 digitally	 signed	 software	
was	 deployed	 on	 the	 infrastructure	 of	 various	
organizations	 in	 the	 supply	 chain	 where	 the	
attacker	 leverages	 multiple	 techniques	 to	 evade	
detection	 and	 conduct	 internal	 reconnaissance	 to	
inflict	maximum	damage.
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The	key	learning	from	recent	ransomware	attacks	and	disruptions	is	that	ransomware	as	service,	and	remote	
access	 attacks	 are	 becoming	more	 advanced	 and	 targeting	weakest	 links	 in	 the	 software-product	 supply	
chain	to	inflict	maximum	damage.	Though	prevention	is	the	key,	cyber	resilience	and	an	organization’s	ability	
to	efficiently	respond	to	any	incident	with	assured	data	recovery	will	ensure	business	continuity.	

AXA 

The	 European	 insurance	 company	 AXA	 was	
attacked	by	 the	Avaddon	 threat	 group,	 The	 attack	
happened	 soon	 after	 the	 company	 announced	
important	 changes	 to	 their	 insurance	 policy.	 This	
was	 a	 unique	 ransomware	 attack	 on	 a	 cyber-
insurance	 firm	 where	 the	 hacker	 group	 gained	
access	to	a	massive	3	TB	of	data.	

Kaseya Supply Chain Attack 

This	 was	 a	 supply	 chain	 ransomware	 attack	
leveraging	 a	 vulnerability	 in	 Kaseya	 VSA	 software	
against	multiple	Manage	Service	Providers	 (MSPs).	
The	 hacker	 encrypted	 the	 files	 of	 more	 than	
200	 businesses	 after	 compromising	 a	 remote	 IT	
monitoring	 and	 management	 tool	 as	 part	 of	 a	
supply	chain	attack.	

Recent Cyber Attacks and Learnings

Attacks on Critical Information  
Infrastructure and Enterprise 

Remote	Desktop	Protocol	(RDP)	for	remote	access,	
phishing	 email	 and	 software	 updates	 are	 the	
three	 main	 mechanisms	 that	 are	 being	 used	 to	
enter	 a	 business	 system	 and	 conduct	 destructive	
ransomware	 attacks.	 Knowing	 about	 these	 can	
help	 organizations	 make	 strategic	 investments	
in	 building	 resilience	 from	 an	 attack	 that	 directly	
affects	 availability,	 integrity,	 and	 confidentiality	 of	
data.	

Colonial Pipeline Attack 

The	 ransomware	 attack	 on	 ‘Colonial	 Pipeline”	 in	
late	 April	 had	 a	 huge	 impact	 as	 the	 pipeline	 is	 an	
important	part	of	the	national	critical	infrastructure	
system.	 Taking	 the	 system	 down	 disrupted	 gas	
supplies	 all	 along	 the	 East	 Coast	 of	 the	 United	
States,	causing	chaos	and	panic.	

Flaws in security programs to handle 
unforeseen events

Current	 cybersecurity	 strategies	 tend	 to	 focus	
more	 on	 stopping	 potential	 threats	 from	 getting	
into	 your	 computing	 and	 communications	
infrastructure.	 Organizations	 assume	 that	 no	
employee	ever	clicks	on	a	malicious	link,	downloads	
files	 from	 untrusted	 sources	 or	 work	 from	 an	
unsecured	Wi-Fi	network.	

Several	measures	need	to	be	taken	based	on	certain	
assumptions,	risk	tolerance	and	acceptance	of	facts	
about	 the	 security.	 An	 organization’s	 security	 and	
resilience	program	usually	fail	due	to:	

a.	 Invisibility	over	organizational	assets	–	fail	to	
identify	high	and	low	value	assets.	

b.	 Inability	to	quantify	accurate	risks	and	blind	
measures.	

c.	 Organizations	assume	that	implementation	
of	necessary	controls,	security	procedures	and	
compliance	will	make	them	a	100%	immune	to	
cyberattacks	and	their	systems	will	never	ever	
get	breached.	

The	 next	 section	 rightly	 points	 out	 and	 explains	
gaps	 in	 the	 existing	 security	 programs	 and	 cyber	
resilience	plans	to	handle	any	uncertain	events.	
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Gap Analysis of Existing 
Security Programs and Cyber 
Resilience Plans

With	 extreme	 digitization	 and	 automation,	
organizations	 are	 expanding	 their	 business	
functions	 and	 growing	 at	 a	 fast	 pace.	 In	 the	
context	 of	 natural	 calamities,	 complex	manmade	
situations,	 cyber-	 attacks	 and	 geopolitical	
compulsions,	 the	 level	of	uncertainty	 in	our	world	
around	 events	 that	 can	 disrupt	 the	 operation	 of	
an	enterprise	organizations	have	learned	to	expect	
the	unexpected.	

While	 natural	 calamities,	 warfare,	 and	 major	
weather	 events	 are	 the	 most	 terrible	 example	
of	 a	 disaster,	 organizations	 should	 be	 prepared	
to	 handle	 any	 unexpected	 event	 that	 directly	
impacts	 critical	 business	 functions.	 Since	 the	
last	 few	 years,	 cyber	 incidents	 have	 been	 on	 the	
rise,	 which	 caused	 abrupt	 disruption	 in	 critical	
services,	 businesses,	 and	 deliveries.	 Cyberattacks	
are	 inevitable,	 hence	 a	 system	 of	 robust	 disaster	
recovery	 and	 business	 continuity	 in	 the	 event	 of	
a	serious	disruption	can	help	them	recover	quickly	
and	safely	when	impact	is	at	its	minimum.	

Security function and disaster 
recovery functions do not work well 
together.

It	is	seen	that	disaster	recovery	teams	and	security	
functions	 of	 an	 organization	 often	 work	 in	 silos.	
Most	 of	 the	 times	 BCP/	 DR	 teams	 individually	
work	 on	 developing,	 documenting,	 and	 executing	
processes	 and	 procedures	 for	 an	 organization’s	
data	 recovery,	 business	 continuity,	 while	 security	
team	would	 just	 know	 the	 plan	 from	 the	 outside	
and	 their	 position,	 inputs	 and	 feedbacks	 are	well	

incorporated.	 For	 some	 organizations,	 security	
policies	 include	 a	 section	 on	 DR	 and	 BCP,	 but	
security	 teams	 may	 not	 fully	 understand	 the	
business	objectives,	 criticality,	 and	priorities	 set	by	
the	business.

Once	 organizations	 put	 DR	 planning	 team	 and	
security	 teams	 together,	 organizations	 will	 be	
well-equipped	 to	 create	 comprehensive,	 effective	
business	 recovery	 plans	 that	 address	 your	 needs	
across	 all	 units.	 Having	 individuals	 from	 each	 area	
of	 technology	 work	 together	 puts	 you	 in	 a	 better	
position	 of	 defence	 and	 allows	 personnel	 to	 share	
ideas	and	expertise	before	strategy	development	is	
executed.

Security	and	DR/BCP	teams	may	consider	following:	

a.	 Ensure	 cross	 collaboration	 in	 planning,	
designing,	testing	and	execution	phase	

b.	 Test	as	often	as	possible	(mock	drills)	

c.	 Revisit	 DR/	 BCP	 plan	 in	 the	 context	 of	
transformation	 and	 rapid	 digitization	 of	
businesses
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Lack of understanding of risk to 
critical operations from targeted 
attacks

With	 the	 growing	 frequency	 of	 targeted	
cyberattacks,	 risk	 has	 significantly	 increased	
in	 	 critical	 businesses	 or	 critical	 information	
infrastructure.	 Cyberattacks	 are	 highly	 targeted,	
advanced,	 and	well	 organized.	 They	 that	 know	 the	
attack	 surface	 inside	 out,	 often	 targeting	 critical	
business	units/	functions,	which	may	cause	severe	
service	or	business	disruption.	

For	instance,	a	ransomware	attack	on	an	electricity	
generation	 and	 distribution	 plant,	 or	 shipping	
port	 management	 systems	 or	 on	 core	 banking	
infrastructure	 may	 lead	 to	 terrible	 impact	 on	
businesses,	economy,	and	society.	

Cyberattacks	 are	 inevitable	 and	 efforts	 need	 to	
be	 taken	 to	 minimize	 the	 impact	 and	 recover	
quickly	 from	 an	 incident.	 Risk	 assessment	 is	 the	
key	 component	 of	 any	 disaster	 recovery/	 business	
continuity	 program,	 as	 an	 organization	 must	
potentially	 assess	 threats	 and	 vulnerabilities	 in	
critical	systems/	operations	to	plan	for	battling	and	
remedying	them.

“If organizations don’t understand their own 
infrastructure and if a comprehensive risk 
assessment is not performed, a comprehensive 
resilience plan cannot be created.”

No clear accountability and 
ownership within an organization for 
BC and DR

The	 effectiveness	 of	 the	 any	 DR/BCP	 plan	
depends	 largely	 upon	 the	 preparedness	 of	
the	 teams	 involved	 and	 their	 accountability/	
ownership.	 Currently,	 plans	 and	 procedures	 are	
well	 documented	 on	 paper	 but	 when	 disaster-like	
situations	arise,	most	of	the	teams	find	themselves	
unclear	 about	 their	 role,	 responsibilities,	 and	
accountability.		

Gap Analysis of Existing Security Programs and Cyber Resilience Plans

For	 instance,	 in	the	situation	where	the	production	
server	 of	 a	 financial	 services	 company	 is	 attacked	
by	 remote	code	execution	and	maximum	impact	 is	
unknown.	In	this	case,	security	teams	usually	focus	
on	 identification	 and	 elimination	 of	 threats	 with	
right	response	whereas	the	recovery	team	looks	for	
an	 alternative	 for	 running	 financial	 services	 with	
back	 up	 utilities.	 In	 case	 of	 a	 crisis	 affecting	 the	
entire	 organization	 and	 client	 base	 and	 involves	
dealing	 with	 external	 agencies,	 media	 and	 other	
legal	formalities	etc,	the	senior	management	of	the	
organization	would	need	to	step	in	and	take	charge	
of	the	situation	assisted	by	on-ground	teams.	

Any	crisis	management	response	would	involve	the	
following:	

a.	 Immediate	action	on	ground	

b.	 Impact	assessment	and	controlled	recovery	

c.	 Long	term	strategic	decisions	

In	 terms	 of	 recovery	 and	 continuity	 in	 a	 cyber	
incident,	 team	 members	 (both	 security	 and	 crisis	
management	 teams)	 and	decision	makers	 need	 to	
demonstrate	 complete	 ownership	 over	 individual	
areas	or	functions.	

Low budgets for Technology and 
Controls for BC, DR and Future 
Planning

It’s	 not	 just	 a	 generous	 budget	 but	 also	 about	
spending	 on	 the	 right	 tools,	 technologies	 and	
controls	 that	 helps	 organizations	 recover	 quickly	
and	 safely.	 Disaster	 recovery	 is	 often	 a	 lower	
priority	as	compared	to	other	 IT	 initiatives,	and	DR	
testing	 and	 data	 recovery	 are	 often	 delayed	 and	
characterized	by	manual	processes.

Invariably,	 when	 disaster	 strikes,	 many	
organizations	 have	 a	 plan	 on	 paper	 but	 do	
not	 have	 effective	 recovery,	 protection	 and	
crisis	 management	 controls	 in	 place	 to	 enable	
organizations	 a	 quick	 recovery.	 People	 argue	
that	 there	 are	 no	 ROIs	 from	 budget	 spent	 on	
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crisis	 management	 controls.	 Organizations	 will	
not	 realize	 the	 ROI	 until	 they	 get	 attacked	 and	
disrupted.	 In	 fact,	 the	 value	 is	 in	 keeping	 the	
business	 and	 reputation	 safe	 in	 the	 new	 world	
where	 it	 is	 not	 about	 “IF	 “but	 “when	 you	 will	 be	
attacked	 and	would	 need	 Cyber	 Readiness	 to	 help	
you	even	on	the	day	of	attack.	

An	ideal	crisis	management	technology	should	have	
the	following	qualities:	

a.	 Should	 help	 recover	 within	 recovery	 time	
objective	(RTO)	

b.	 Simple	to	handle	and	Effective.	

c.	 Approach	beyond	traditional	recovery	

d.	 Cost	Efficient	

e.	 Easy	to	Orchestrate	and	Automate		

Reactive Security Strategy and 
Operations 

Most	 businesses	 are	 always	 reactive	 against	
cybersecurity	 incidents.	 Organizations	 wait	 for	 a	
cybersecurity	 incident	 to	 happen	 and	 hence	 there	
is	 a	 possibility	 that	 the	 attacker	 is	 already	 inside	
the	organization	and	capable	of	 causing	maximum	
damage.	 Reactive	 security	 operations	 are	 mainly	
centralized	 around	 log	 monitoring,	 identification	
of	 incident	 and	 suitable	 response.	 However,	 in	
the	 today’s	 context	 attacks	 are	 more	 targeted,	
sophisticated,	 automated	 and	 multi	 vector	
where	 reactive	 security	 operations	 may	 not	 work	
effectively.	

Proactive	 strategy	 mainly	 works	 on	 prevention	
through	 proactive	 hunting	 of	 the	 known	 and	
unknowns	before	they	reach	the	destination.		

There	 is	 an	 urgent	 need	 for	 businesses	 to	 have	
a	 recovery	 plan	 in	 the	 event	 of	 downtime	 or	
disaster,	along	with	being	proactive	in	cybersecurity	
approach	 rather	 than	 being	 reactive	 to	 any	 cyber	
incident.	

For	instance,	 in	the	recent	SolarWinds	or	Microsoft	
breach,	 vulnerabilities	 were	 not	 actively	 detected,	
hence	it	takes	longer	to	detect	and	respond.	In	the	
meanwhile,	 the	 impact	 of	 the	 attack	 became	 far-
reaching.	

Systems are not designed for 
resilience 

Operational	 OT	 equipment,	 storage	 assets,	 server	
and	 other	 IT/	 OT	 interrelated	 equipment	 are	 not	
designed	for	resilience.	Systems	are	less	capable	of	
recovery	or	nearly	recover	by	themselves.

	 	A	 resilience	design	mechanism	must	be	 installed	
during	 design,	 and	 preparation	 of	 operational	
equipment	should	be	done.	These	steps	ensure	the	
following:	

a.	 Most	 likely	 to	 recover	 or	 heals	 itself	 in	 case	of	
security	incident.	

b.	 This	 will	 significantly	 reduce	 Mean	 Time	 to	
Recovery	(MTTR).

c.	 Less	damage,	minimal	impact,	and	no	data	loss	

d.	 Ensures	continuity	of	critical	operations.	

Even if the system design is secure, 
security processes are poorly 
implemented.

Let’s	 assume	 operational	 equipment	 providers	
started	 investing	 in	 resilience	 design	 and	 systems	
are	secure	and	resilient.	No	matter	how	secure	and	
resilient	 systems	 are,	 if	 the	 security	 processes	 are	
poorly	 implemented,	 that	 is,	 if	 a	 set	 of	 necessary	
activities	 or	 flow	 or	 procedures	 that	 performs	
specific	 security	 task/	 functions	 are	 not	 followed	
properly,	 the	 result	 will	 always	 be	 crisis	 and	
disruption.	

For instance 

•	 If	 a	 system	 is	 secure	 and	 resilient	 but	 if	
privilege	 identity	 and	 access	 management	
is	 weakly	 configured,	 where	 passwords	 are	

Gap Analysis of Existing Security Programs and Cyber Resilience Plans
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default,	 no	 Multi-Factor	 Authentication	 (MFA)	
for	every	privilege	access	etc.	

•	 Acceptable	remote	access	methods	to	remotely	
connect	 and	 access	 internal	 network	 are	 not	
segmented	 properly,	 and	 no	 procedures	 are	
in	 place	 to	 dynamically	 monitor	 or	 manage	
accesses.	

No strategy on ‘fail safe approach’, 
minimum impact and future 
planning. 

Change,	 uncertainty,	 and	 adaptability	 are	
fundamental	to	the	emerging	science	of	 resilience.	
Cyber	 resilience	 is	 about	 accepting	 any	 uncertain	
event	and	ensuring	safe	failure	and	quick	recovery.	

Gap Analysis of Existing Security Programs and Cyber Resilience Plans
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Future Cyber Resilience in 
the context of uncertainty 
and growing sophisticated 
cyberattacks

Traditional Cyber Resilience 

The	traditional	cyber	resilience	and	security	model	
revolves	 around	 preparation,	 detection,	 response	
and	 recovery.	 As	 discussed	 in	 preceding	 sections,	
just	 a	 PDRR	 (prepare,	 detect,	 response	 and	
recover)	 approach	 is	 no	 longer	 applicable	 in	 the	
context	 of	 sophisticated,	 complex,	 multi	 vector	
and	 targeted	 cyberattacks.	With	 this	 reference,	 it	

is	 essential	 to	 revaluate	 the	 traditional	 approach	
and	discuss	whether	the	current	security	and	crisis	
management	plan	is	adequate.	

Second,	 organizations	 have	 been	 spending	
adequate	 amount	 of	 budget	 over	 preparation,	
detection	 and	 response	 whereas	 organizations	
have	always	been	uncertain	about	spending	enough	
on	 crisis	 management	 –	 disaster	 recovery	 and	
continuity.	

Figure 2: Future Security and Cyber Resilience Model
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The Future Cyber Resilience Model – Components 

Self-healing	capabilities	

Minimization	of	impact	by	understanding	the	
context	

Less	mean	time	to	recover	

Continuity	of	critical	operations,	assets,	and	
applications	

Golden	Data	Backup	/	Cyber	Vault	

Content	based	detection	(detect	sign	of	data/	
asset	corruption)	

Effective	data	isolation	and	segmentation	

Visibility	

Automated	restore	and	recovery	

Operational	availability	and	continuity	

Testing	ad	Drills	

Leverage	cutting	edge	technologies	

Learn	from	mistakes,	security	incidents	and	
breaches	

Create	use	case	and	implement	the	learnings	
of	the	cyber	drills	just	like	DR	drills	

Prepare	for	any	change,	uncertain	event	

Identify	high	value/	critical	assets	

Risk	quantification

Assumption	based	preparations	

Content	as	well	as	context-based	detection	of	
events 

Automated	monitoring	and	detection	

Leveraging	opensource,	internal	as	well	as	
external	intelligence	and	conducting	proactive	

hunting	

Quick	but	effective	decision	making	

Right	skillsets	to	comprehend	the	situation	
and	act	on	it	

Automated	response	wherever	essential	

Future Cyber Resilience in the context of uncertainty and growing
sophisticated cyberattacks

Components of Resilience by 
Design

Components of Next Generation 
Crisis Management

Learn 

Components of Prepare / 
Identify 

Components of Proactive 
Detection 

Components of Quick 
Response 
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Key Characteristics of Ideal Data 
Recovery 

•	 Air-gapped	 Recovery:	 when	 it	 comes	 to	
ransomware,	 traditional	 backup	 and	 recovery	
is	 not	 enough.	 Additional	 capabilities	 are	
needed.	 Using	 tape	 on-premises	 alone,	 for	
example,	 isn’t	 really	 an	 adequate	 solution.	
Tape	 comes	 with	 shortcomings	 such	 as	
elongated	RPOs,	risk	of	media	loss,	and	a	lack	
of	analytics.	

	 Organizations	are	adopting	a	strategy	centering	
on	a	Data	 Isolation	approach.	This	 is	a	modern	
approach	that	involves	keeping	a	copy	of	critical	
data	off	 the	network	 (“air-gapping”	 it	 to	 leave	
no	 direct/constant	 network	 connections)	 and	
creating	multiple	recovery	points	to	ensure	that	
an	 uncompromised	 gold	 copy	 is	 available	 for	
recovery.	

	•	 Recovery	 from	 destructive	 ransomware	 or	
other	 type	 of	 cyberattack	 presents	 specific	
challenges.	 Isolating	 and	 segregating	 the	
infrastructure	 and	 its	 data	 is	 therefore	 going	
to	be	vital	to	shortening	incident	response	time	
and	optimizing	effectiveness.	

•	 Recovery	 is	 everything.	 Recovery	 capabilities	
help	 organizations	 bring	 critical	 systems	 and	
data	assets	back	online	fast	and	securely.

•	 Offline	back-up	copies	(air-gapped	and	removed	
from	 the	 surface	 of	 attack)	 that	 are	 only	
accessible	 to	 privileged	 users	 with	 internal	
security	clearance.	

•	 Restoration	 points	 can	 be	 leveraged	 for	
recovery,	integrity	checking	and	security-related	

analytics	 through	 the	 creation	 of	 sandbox	
copies.	Analyses	can	take	place	on	data-at-rest	
with	no	impact	on	the	production	environment.

•	 With	 sandbox	 copies	 of	 data,	 it	 is	 possible	
to	 perform	 offline	 malware/	 ransomware	
detection	testing,	such	as	looking	for	indicators	
of	compromise	or	integrity	attacks.	

•	 Automation	 of	 workflow	 is	 needed	 to	 create	
the	 restoration	 points	 required	 for	 data	
recovery	 or	 analytics.	 This	 capability	 can	
simplify	 operations	 and	 minimize	 the	 risk	
of	 manual	 errors.	 It	 would	 also	 help	 the	 IT	
organization’s	 efforts	 to	 adhere	 to	 an	 already-
established	 backup	 with	 frequency	 service	
levels	and	recovery	point	objectives.

Production Backup “Gold Copy”

Air 
Gap

Scan-Analize-
Automate
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Recommendations and Best 
Practices 

Strategic 

 ~ Cyber	 resilience	 can	 be	 viewed	 by	 business	
leadership	 as	 a	 critical	 management	 tool	
for	 understanding	 risk	 status	 and	 making	
important	 investment	 decisions	 on	 cyber	 risk	
.	 This	 this	 will	 further	 benefit	 in	 anticipating	
uncertain	 scenarios	 and	 ensure	 business	
continuity.	

 ~ End-to-end	 business	 assurance	 processes	
undertaken	with	a	view	to	confirm	that	critical	
business	 operations,	 technology	 applications	
and	infrastructure,	and	the	supporting	data,	are	
tested	as	a	whole	rather	than	independently	of	
business	 processes	 and	 technology	 functions.	
This	will	ensure	that	critical	business	processes	
can	be	re-activated	when	an	incident	occurs.	

Governance 

 ~ 	Business	can	ensure	to	review	cyber	Resilience	
plan	 on	 a	 periodic	 basis	 to	 assess	 right	
implementation	 of	 plan,	 progress,	 and	 future	
course	of	action.	

 ~ Ensure	 responsive	 governance	 where	
amendments,	 changes	 are	 driven	 by	 events,	
incidents	 and	 learnings	 as	 rapidly	 changing	
cyber	 risk	 environment,	 the	 policies	 and	
procedures	of	today	are	not	necessarily	valid	for	

long	periods	of	time	and	may	not	remain	valid	
between	typical	annual	review	cycles.

 ~ Ensure	 the	 frequent	 planned	 and	 unplanned	
Resilience	 drills	 and	 conduct	 operational	
efficacy	check.	

Operational

 ~ Having	physically	and	network-isolated	copy	of	
data	 can	 protect	 against	 ransomware,	 insider	
attacks	etc.	

 ~ Maintain	 ‘Air	 Gap’	 between	 production	
environment	 and	 back	 up	 storage.	 	 This	 shall	
help	organizations	to	bring	critical	systems	and	
data	assets	back	online	fast	and	securely.	

 ~ Ensure	 the	 integrity,	 confidentiality,	 and	
availability	of	business-critical	back	up	data	and	
shall	 avoid	 tampering,	 corruption,	 or	 outright	
destruction	of	data.	

 ~ Enables	 deep	 analysis	 of	 data	 so	 that	
organizations	 can	 quickly	 recover	 critical	
infrastructure	 and	 data	 assets	 in	 the	 event	 of	
security	incident/	breach.	

 ~ Create	 multiple	 recovery	 points	 to	 ensure	
an	 uncompromised	 gold	 copy	 is	 available	 for	
recovery.

 ~ Internal	 and	 external	 operational	 security	
validation	
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