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Introduction

Adoption of new age technologies into the everyday lives of people, businesses and 
governments is helping to open up governments, giving rise to new forms of public 
engagement and relationships that transcend public, private and social spheres1. These 
digital technologies are offering opportunities for more collaborative and participatory 
relationships between citizens, businesses and government organizations.  

Forward looking government of India working with agenda of ‘Minimum Government, 
Maximum Governance’ have started to deliver on the promise with its different citizen 
centric services under the umbrella of 31 Mission Mode Projects, schemes such as Jan 
Dhan Yojna and initiatives such as Digital India etc. On one hand these initiatives are 
unlocking a more harmonized approach to deliver citizen services and on the other these 
are also saving in the tax payer’s money, which can be invested to advance the development 
activities.

While provision of these services is essential and need of the hour; growing threat landscape 
is also a reality haunting the cyberspace transactions. Recent compromise of 21.5 million 
people in massive data breach at Office of Personal Management - US, believed to be one 
of the biggest breaches of citizen’s PII (Personally Identifiable Data) data; further raised 
the importance of cyber security for designing the citizen services.

Citizens living in digital era expect increased transparency about the government decisions, 
services and data. And these expectations are rising. To instill confidence in services, build 
trust, provide accessibility, reduce the digital divide and broaden it across social strata; 
security and privacy should be the key considerations for designing and implementing the 
e-Government strategies. 

In the following sections a brief analysis on impact of technology on citizen services, 
cybersecurity threats, and dilemmas related to cyber security while providing citizen 
services are examined. The white paper also attempts to identify critical aspects, principles 
and components for Cyber Security Framework in context of provision of citizen centric 
services.

Technology and Citizen Services

Building a modern and innovative citizen centric services requires utilization of new age 
digital technologies. Technology plays a significant role by enabling:

a. Anywhere, anytime access for services

b. Interoperability across multiple systems

It is not only a strategic driver for improving the public sector efficiency but can also support 
effectiveness of policies and create more open, transparent, innovative, participatory and 
trustworthy governments

In India, National e-Governance Plan comprises of 31 mission mode projects which are 

1 OECD (Organisation for Economic Cooperation and Development) recommendation of the coun-
cil on Digital Government Strategies
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further classified as state, central and integrated projects2. Via use of technology various 
citizen services such as acknowledgment of birth and death, Issuance of certificates, 
Collection of water charges, Issuance of tax clearance certificates, Property tax, Trade 
License etc. and projects focusing on the aspects of electronic governance such as banking, 
land records or commercial taxes etc. are being digitised by different centre and state 
government departments. Table below depicts the different mission mode project areas 
classified as Central, State and Integrated.

Table 1: Mission Mode Project (MMP) Areas in India 

Central MMPs State MMPs Integrated MMPs
- Banking
- Central Excise and 

Customs
- Income Tax (IT)
- Insurance
- MCA21
- Passport
- Immigration, VISA 

and Foreigners 
Registration and 
Tracking

- Pension
- E-Office
- Posts
- UID

- Agriculture
- Commercial Taxes
- e-District
- Employment Ex-

change
- Land Records (NL-

RMP)
- Municipalities
- e-Panchayats
- Police (CCTNS)
- Road Transport
- Treasuries Computer-

ization
- PDS
- Education 
- Health

- CSC
- e-Biz
- e-Courts
- e-Procurement
- EDI for eTrade
- National e-governance 

Service Delivery 
Gateway

- India Portal

Each state has selected few mission mode projects based on its specific requirements and 
needs. Figure below depicts the various programs in implementation by different states. 

Figure 1: Depiction of e-Gov initiatives (States)

2  http://www.deity.gov.in/content/mission-mode-projects
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Technology trends and maturity of Digital government

Digital government maturity model3  in figure on the right depicts the transformation 
from electronic governance to smart governance with role of technology at each stage. 
Concept of ‘civic moment’, an event that triggers a series of cascading actions and data 
exchange across network of people, businesses and government will become possible with 
synergistic value from mobile, information (data analytics, cloud and social technologies 
supplemented by internet of things.  

Figure 2: Digital Government Maturity Model

Below table provides a notional representation of some of the technology trends and how 
they will be impacting some of the essential services for citizens in next 10-15 years 
horizon4:

Table 2: Notional representation of Critical Areas for Citizen Services 

Areas Vision Issues Trends

Education Realizing the full po-
tential of every Indian

- Literacy, Creativity and 
Skills

- Access: Anyone, Any-
where and Anytime

- Integration, Aggrega-
tion and Flexibility

- Massive Open Online Courses
- Collaborative and Social Learn-

ing
- Virtual & Game based Learning
- Remote labs and adaptive testing

3 Maio A, Howard R, Archer G; September 2015, “Introducing the Gartner Digital Government 
Maturity Model” 

4 http://www.tifac.org.in/index.php?option=com_content&view=article&id=964:Technology%20
Vision%202035&catid=49:latest-news&Itemid=17
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Areas Vision Issues Trends

Medical Sci-
ences and 
Healthcare

Ensuring affordable 
and accessible health-
care to every Indian 

- Increase Life expec-
tancy in India from 66 
years (2013)

- Reduce maternal mor-
tality rate from 190 
deaths/100000 live 
births

- Reduce infant mortality 
from 53/1000 live birth

- Increase the density of 
health workers (doc-
tors-nurses-medical 
staff) from 1.29%

- Robotic Surgical Systems
- Digital Health Delivery
- Synthetic biology
- Personalized medicines
- Next generation genomics

Food and Ag-
riculture

State of art technolo-
gies to ensure

- Per capita net availabil-
ity of food grains to be 
maintained

- Per capita availability 
of milk to be increased 
from 299g/day (2012-
2013)

- Precision Agriculture and Ro-
botic farming

- Multipurpose crops (Sucrose, 
Fodder, Fuel)

- Rapid diagnostic tools for detec-
tion of zoonotic diseases

Water Water Security for all - More crop per drop in 
agriculture

- Challenges water quali-
ty (19 states – fluoride, 
7 states arsenic, 16 – ni-
trate, 8 salinity ingress)

- Managing waste water
- Mitigating uncertain-

ties and impact of ca-
lamities

- New Generation RO membranes 
(rely less on energy to push wa-
ter)

- Hydro fracturing during floods 
to maximize water recharge

- Non-contact sensors to measure 
water level anywhere across 
depth and width of river

In f ra s t ruc -
ture

To build integrated, 
robust, technology 
driven, cutting edge 
infrastructure for in-
clusive growth, sus-
tainable development 
and a strong economy

- Cities with population 
of 1 million plus is ex-
pected to increase from 
53. (per 2011)

- Total road length 4.87 
million KM (2012) to 
increase 3 fold by 2035

- Total road traffic, air 
traffic are going to in-
crease multi-folds

- Smart self-healing materials for 
faster construction 

- Segmented and precast construc-
tion in bridges

- High speed rail corridors of 
speed above 250 kmph with ad-
vanced track technology, auto-
mated signaling and train control

There may be number of value added services which may be built around civic moments 
which do not exist today and will become possible with usage of data such as tax 
advice coming from tax agencies that have real time view of tax payer’s situation, from 
preventive healthcare using data from environmental monitoring to smoother and rapid 
management of emergency situations based on data coming from various government and 
non-government sources.

Cyber Security: Need of the hour

Breakthrough innovations in technology and adoption of the same in modernizing 
government functions from digitization to transformational civic moments are making 
it simple for the common man to access these services and enjoy his rights on one hand; 
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but are also making it easier for malicious 
users to take advantage of the available 
information and vulnerabilities in systems. 

Basic methodology to evaluate the security 
threats is measuring the need against 
the CIA (Confidentiality, Integrity and 
Availability) triad. For citizen centric 
services; Confidentiality of personal data; 
Integrity of data for citizen benefits and 
availability of services at time of need are 
of primary importance.

A recent example, when some of the major 
daily’s and magazines reported a privacy 
nightmare and debacle in December, 2015 
where it was mentioned that Chennai and 
Hyderabad’s municipal corporation websites allowed anyone to search for birth and 
death certificate only requiring to fill in gender, and one criteria from registration number, 
person’s name, Date of Birth, place of birth or mother and father’s name5. It is not clear 
since when this loophole was open; but definitely depicts the dark side of technology 
resultant of either a human error or blind spot.

Cyber Security Threats for Citizen Centric Services

Internet is under seize and the volume, velocity, variety and complexity of the threats 
to internet and globally connected infrastructures are steadily increasing. Critical 
infrastructure and classified data are much more susceptible to the malicious attacks. For 
administration, Cyber defense vs Cyber opportunity is always a debate which needs to be 
balanced out to reap the benefits of technology and assure citizens and nation’s interest. 
Few elements for cyber security  which have to be considered for citizen centric services 6 
as mentioned in an international journal are:

• Dependency on information systems

• High information of information sharing

• Increase use of remote access

• Challenges of controlling information

• Laws relating to information security

• Dealing with highly sensitive citizen’s and business data

5  http://www.medianama.com/2015/12/223-chennai-hyderabad-birth-death-certificates-online-us-
er-privacy/

6   Agrawal, P., Pandey, V., Kashyap, S. and Agrawal, M., “Security Issue of E-Governance”, in 
International Journal of Advances in Computer Networks and Security, Pages 68-71.

Figure 3: CIA Triad
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• National security

• Consequences of security breach can be detrimental 

Typical concerns related to technology alone e-Government system are:

• Virus Attacks

• Outside and Inside Attacks

• User Frauds

- False Identity/Impersonation

- Unauthorized disclosure

- Theft /Duplication of access token

- Misinformation and Propaganda

- Failure to recover business information 

• Loss or theft of monetary value 

Cyber security is not just about technology and systems. It is about the people that use 
those systems and how their vulnerable behaviors can lead to their exploitation7. 

Cyber security threats are not limited to systems utilized for provisioning, or specific services 
or information elements; a systematic attempt can even bring a nation to its knees. At the 
time of the state wide cyber-attacks in 2007, Estonia was one of the most developed nations 
in Europe regarding the ubiquitous use of information and communication technology in 
all the aspects of society. Over three weeks in spring of 2007, Estonia was hit by a series of 
politically motivated cyber-attacks. Web defacements carrying political messages targeting 
websites of political parties and government and commercial organizations suffered from 
different forms of denial of service or distributed denial of service (DDoS) attacks. Among 
the targets were Estonian governmental agencies and services, schools, banks, Internet 
Service Providers (ISPs), as well as media channels and private web sites8.  

Global Study

In order to get a broader perspective of different measures, which countries across the 
globe are, taking to deal with the cyber security challenge especially in context of Digital 
initiatives in and around citizen services was studied as part of this paper. A brief analysis 
of some countries is depicted in the table below: 

7 Brian M. Bowen, Ramaswamy Devarajan, Salvatore Stolfo, 2011, “Measuring the Human Factor 
of Cyber Security”, Columbia University Academic Commons,

8  Evron, G. (2008). Battling botnets and online mobs: Estonia’s defense efforts during the internet 
war. Georgetown Journal of International Affairs, 9(1), 121–126
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Table 3: International perspectives on Citizen Service’s vs Cyber Security Measures9

Country Citizen Centric Services Measures

New 
Zealand

Government’s Ultrafast 
Broadband & Rural 
Broadband

Cyber Security Strategy with three priority 
areas:

- Increasing Awareness and Online 
Security

- Protecting Government Systems and 
Information

- Incident Response and Planning
Australia Digital Transformation 

Office9 
- Centrelink philosophy of “no wrong 

door”
Europe IDABC – Interoperable 

Delivery of European 
Government Services to 
public Administration, 
Businesses and Citizens

All the 34 countries have both specific 
measures for their local lands and collective 
directives to safeguard citizen’s sensitive 
information
France:

- Choice and Access to Citizen 
Services

- EU Data Protection Directive
Netherlands

- Dutch government with e-Citizen 
Charter

Bulgaria
- eID cards
- egov.bg: Official government portal

Croatia (e-Croatia Programme)
- ICT legal framework
- Convention on Cybercrime (OG 

173/2003)
- Electronics Document Act (OG 

150/2005)
Estonia

- Estonian ID Card Project
Germany

- Federal Data Protection
- eSignatures Act
- Law on reuse of Public Sector 

Information

9   https://www.dto.gov.au/
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 Canada Government online (GoL) 
and Modernizing services for 
Canadians (MSC)

- Action plan 2010-2015 for Canada’s 
Cyber security strategy10

o Securing Government 
Systems

o Partnering to secure vital 
systems outside the federal 
government

o Helping Canadians to 
become secure online

Singapore MyeCitizen Portal
REACH

- National Cyber Security Masterplan 
2018

Belgium Kafka Plan - AnySurfer accessibility standard
- EU Data Protection Directive
- Electronic ID cards to Citizens

UK Tech Clusters,
‘Smartphone State’

- Choice and Access to Citizen 
Services

- UK DPA
- National Identification Scheme

US Digital Government Strategy 
including:

- Open Government 
Directive (https://
www.whitehouse.
gov/open)

- National Strategy for 
trusted identities in 
cyberspace (NSTIC)

- 25 point 
implementation 
plan to reform 
federal information 
technology 
management

- Section D: Security and Privacy11 
- Promote safe and secure adoption of 

new technologies
- Evaluate and streamline security 

and privacy processes

10 11 

Indian Scenario

Cyber Security in India especially for citizen centric services can be envisaged as 
combination of three areas viz. current policy environment and cyber security strategies 
being adopted by government of India; awareness and education of citizens about the 
nuances and pitfalls and last is the architecture designed with specific security controls. 

Policy: India has gamut of policies to safeguard the citizen interest such as Information 

10 http://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/ctn-pln-cbr-scrt/index-eng.aspx
11 https://www.whitehouse.gov/sites/default/files/omb/egov/digital-government/digital-government.

html
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technology Act 2000, Information technology (Amendment) Act 2008 [ ]12, IT Rules 2011 
and National Cyber Security Policy 2013 (Under section 3, Objectives, point number 10, 
11 and 12)

Information Security Education and Awareness: Though there are multiple awareness 
and education schemes by private enterprises such as banks, insurance firms etc. which 
are making the end citizen aware about the cyber-attacks and security pitfalls. This section 
highlights the schemes or focus by government while providing citizen centric services. 
Under the ambit of ISEA programs; government has been running the education and 
awareness programs since 2005. First phase of ISEA was focused on content preparation 
and back ground work for the material in multiple languages. Along with this, 17719 
candidates13 in total were either educated on the cyber security topics or were part of the 
awareness and training events. Next phase of the ISEA has been initiated on 28 Dec 2015 
with a planned outcome for mass outreach of about 3 crore citizens.

Architecture and Design: A majority of critical eGovernance applications are hosted 
at the NIC data centers including over 700 government websites/portals, Exam results 
admission, e-counselling, Land records, IVFRT, National and State transport applications, 
CGHS, e-Procurement, e-Courts, e-Office, election results etc14. NIC largely provides the 
ICT infrastructure for the citizen centric services whether on premises or on cloud. Though 
the requisite security measures and controls have been ensured at infrastructure level such 
as NICNET gateways, NICNET data centers and NICNET PoPs (point of presence); 
applications, citizen behavior, access and transactions on top do not have uniform security 
practices.

Identified Gaps and Suggestions to Improve

Figure 4: Gaps and Suggestions to Improve

12   http://deity.gov.in/sites/upload_files/dit/files/downloads/itact2000/it_amendment_act2008.pdf
13   http://isea-pmu.in/home/
14   https://cloud.gov.in/uploads/brochure.pdf
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Cyber Security Dilemmas

Cyber security is a tool to achieve the economic growth, societal equality and good 
governance objectives such as greater transparency, integrity and citizen engagement; and 
not an end in itself. To achieve this, government has to deal with its own, overarching set 
of cyber security dilemmas. These dilemmas are critical to understand as both a strong and 
a weak posture can have economic and social costs.

Stimulate the economy vs National Security

Twin tension exist between expediting the economic benefits of ICT and Internet economy 
while at the same time protecting intellectual 
property, securing critical infrastructure and 
providing for national security. Productivity 
promise which ICT brings to certain 
nations will approach is huge. This growth 
is being documented in policies and funded 
initiatives around the world. For example, 
European Union is pursuing the Digital 
Agenda, the United States is pursuing the 
Innovation Agenda and China is pursuing 
a policy of ‘Informationisation’15. The 
agendas have common components: 
provision of high-speed internet to citizens 
and businesses modernization of critical 
infrastructures with new ICT components 
that can communicate with the internet and 
promotion of research and innovation to 
ensure that innovative ideas can be turned into products and services that create growth 
and jobs and, ultimately, drive competitiveness16.

Besides the productivity aspects and securing the national assets; cyberspace is also one of 
the key instruments of national power. Figure on the right17 depicts the same. This power 
can also become bane against national security  and cyberspace be  jeopardized through 
malwares, restriction and denial of services, physical destruction of controlled processes 
and espionage through monitoring of transmission as cyberspace has no boundaries.

Open	Data	vs	Data	Protection

Natural conflict between citizen’s expectations and government’s policy for data protection 
and preserving privacy vis-à-vis the need to share information across boundaries and 
borders (e.g.: government to industry, government to government, industry to industry 
interactions). Citizen expect protection from intrusions by both the private and government 

15 Dean et al., ‘The Connected World: The Digital Manifesto: How Companies and Countries Can 
Win in the Digital Economy.’

16 Alexander Klimberg, ‘National Cyber Security Framework Manual’, NATO Science for Peace 
and Security Program

17 Fiddner D, 2015, “Defining a Framework for Decision Making in Cyberspace

Figure 5: Dimension of National Power



71

actors. Sharing of the information from government to non-government departments 
for example about the health records, education details, patterns about specific service 
consumptions may lead to security and privacy issues for a citizen (if not provided adequate 
controls such as Need to Know, Anonymity etc.) E-Gov initiatives need to maintain a fine 
balance while exercising the access to data via “National Data Sharing and Accessibility 
Policy (NDSAP – 2012)” and safeguards in lieu of “National Cyber Security Policy” and 
“Indian IT Act 2000 (IT Rules 2011)) 

Infrastructure modernization vs Critical Infrastructure Protection

Deploying the appropriate security measures to manage the risk to critical systems 
and assets is costly. The short-term economic gains of adopting new technologies and 
transforming the cyber infrastructure must be balanced against the medium and longer-term 
losses stemming from failing to adequately secure these systems and infrastructures. The 
administration is pushing initiatives for deeper integration of computer systems in other 
contexts, including the “smart grid,” a computerized network that facilitates electricity 
and information flows between homes and electrical suppliers; computerized health 
records; and next-generation air-traffic management18. Stuxnet virus that ravaged Iran’s 
Natanz nuclear facility, is known for reportedly destroying roughly a fifth of Iran’s nuclear 
centrifuges by causing them to spin out of control19. This attack supposedly attributed to 
US and Israel has pushed back Iran’s nuclear program by several years.

Owners and operators of these infrastructures have to play an active role in defining the 
standards that must be implemented to meet the government’s mandate in assuring the 
essential services.

Cyber	Security	Framework

There are multiple approaches, frameworks and standards such as ISO 27001, NIST, COBIT 
5, ISA etc. which exist today; and all provide a very comprehensive view for implementing 
security and privacy. Question arises, is there a real need for separate framework? The 
answer to this question is both Yes and No. All these frameworks comprise of best practices 
and standards however they are generic in nature and unidirectional whereas technology 
evolution is enabling a participatory approach. Cyber security framework proposed as 
part of this paper, brings together the baseline security approach along with principles 
supporting new age requirements such as simplification of information security and attack 
driven defense approach in context of citizen services. Securing transaction data and 
appropriate sharing under the Context Aware mechanism is the primary feature to drive the 
design and implementation of controls. Sections below will discuss the baseline security 
structure, key aspects, security principle and  components in relation to the evolving threat 
landscape which are then converged to the Cyber Security Framework for Citizen Centric 
Services.

If we treat government as business and citizen as customer, citizen data is the crown 

18   Jack Goldsmith and Melissa Hathaway, ‘The cybersecurity changes we need,’ The Washington 
Post, 29 May 2010.

19   http://www.businessinsider.in/The-Stuxnet-Attack-On-Irans-Nuclear-Plant-Was-Far-More-Dan-
gerous-Than-Previously-Thought/articleshow/26113763.cms
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jewel and services offered can be classified based on the criticality of operations both of 
which are to be guarded by the government agencies. Differential controls are deployed 
at different layers i.e. Perimeter, Network, System, Application and Data to have defense 
in depth approach. These controls are governed from four different perspectives viz. 
Management Commitment & Control, Strategic direction, Operational efficiency and 
Technical competence. 

Figure 6: Baseline Cyber Security

In addition to the layered approach focused only on data as asset, an important dimension 
for citizen centric services is to envisage the different services as transactions and build 
controls for the value chain starting from users to assets to events. Diagram below depicts 
the key aspects to be considered for ensuring cyber security for citizen services. Each of 
the aspect is described in brief as:

Figure 7: Key Aspects of Cyber Security Framework
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User/Actors: In order to safeguard the security of cyberspace at the national level 
(especially the citizen centric services) cognizance of all the actors in cyberspace including 
the “enemies” operating should be understood and factored20.

a. Users (Citizens), Operators, Administrators: These groups do not have a negative 
influence on cybersecurity. They are actors who lawfully provide cyberspace 
resources or consume them. 

b. Non-hostile Hackers: As a rule, they unintentionally have a negative impact on 
cybersecurity, whether they are doing so “just for fun” (settling a bet or dispute, for 
example) or to show off. 

c. Hostile Hackers: Their motives include revenge, envy, and self-interest. 

d. Network Combatants: They can have a positive or negative impact on cybersecurity 
for their own purposes. In network law enforcement, activities are prescribed by 
law and financed by the state. Other combatants 
may be secretly financed by state or private 
entities pursuing covert agendas.

e. Cyber Criminals: Criminals using cyber as their 
weapons of choice. 

f. Cyber Terrorists: Terrorists using cyber as their 
weapons of choice. 

g. Governments: State bodies that may use 
cyberspace for military-political purposes. 

h. Nongovernmental organizations: Groups that 
may use cyberspace to promote their political 
agendas.

Transactions: Understanding the role of actor is an important factor for cyber security 
for which one must understand the information flow in different stages for e-Governance 
initiatives. The figure on the left depicts the four stages for the eGovernance; where in 
first three e-government can be seen as a process of modernization of the public sector 
from paper-based tasks and processes to digital ones 21. The information in these stages 
is typically flow in one direction from government to public, with limited feedback from 
citizens. While the fourth stage of e-Gov initiatives is predominately Open government 
with more participation from citizens leading to transformative and participatory model. 
This will include the usage of web 2.0 technologies such as blogs, wikis, social networking 
hubs, communication modes, photo-sharing, video casts, audio sharing, virtual worlds etc.

These emerging e-government services will be increasingly advanced transaction types 
that will share personal data for personalisation and collaboration among government 
departments. Actor identity intelligence and behaviour of users forms a critical element 
for ensuring cyber security whether it is trusted insiders, end users or rogue actors.

20 Dmitry I. Grigoriev, Global Cyber Deterrence, Views from Russia, East West Institute (April 
2010)

21 Chun S, Shulman S, Sandoval R, Hovy E, “ Government 2.0: Making Connections between Citi-
zens, Data and Government

Figure 8: Stages for e-Governance
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Assets: Government organizations collect and maintain different kinds of data concerning 
the citizens. Sharing of personally identifiable information cannot be exchanged among 
different government organisations due to privacy related issues. [9] In paper based 
official processes the security requirements are generally accomplished by identifying 
the citizen by means of an identity card, deeds or witnesses. Confidentiality is generally 
provided by envelopes or by classified records. Handwritten signatures, forms, stamps and 
a notary public provide the integrity, data origin authentication and non-repudiation. The 
equivalences in electronic processes are well known by technologies such as encryption, 
digital signatures and PKI22.

Analytics: Incident reporting systems are integral part of operations of citizen centric 
services; however reporting of the raw number such as number of privacy breaches may 
not necessarily prevent the future incidents from happening. Why the incidents have 
occurred and what can be done to prevent them for future; should be analysed properly. 
Operational managers should understand the relationships that connect danger signals to 
potential changes in operations to improvement programs. 

Government agencies are not immune to Advanced Persistent threats23. Detection of threats 
and vulnerabilities should not be limited to the signature based utilities rather there should 
be comprehensive pattern analysis for transactions and behaviour to unearth the zero day 
threats.

Visibility:  Un-integrated security architecture and poor visibility across tools and 
processes provide ample opportunity for cyber criminals to exploit vulnerabilities and 
security holes24. Sophisticated cyber criminals are increasingly taking advantage of the 
rapid business digitization and the evolving IT infrastructure to exploit Internet-enabled 
enterprise networks; putting cyber threats at the top of enterprise and government decision-
makers’ minds.

Integration: Semantic interoperability is the ability of interacting network entities 
different agency systems, citizens and technology to have a consistent understanding of 
shared information and ability to resolve differences in the conceptualisation of entities. 
Privacy preserving data integration is a problem however integration is required for having 
a common platform for the security, identity and threat intelligence. Data sharing between 
controls is paramount to identify the root cause and take preventive/correctives measures 
based on the intelligence.

Security Principles for Citizen Centric Services

This section provides a foundation on which a more consistent and structured approach to 
design, development and implementation of cyber security capabilities can be considered.

While the primary focus of these principles is the implementation of technical controls, 
these principles highlight the fact that, to be effective, a system security design should also 
consider non-technical issues, such as policy, operational procedures, and user education.

22   Leitold H, Hollosi A, Posch R, “Security Architecture of the Austrian Citizen Card Concept”
23   Whitepaper: Combating Advanced Persistent Threats, McAfee (An Intel Company)
24   Whitepaper: “The Cyber Resilient Enterprise: Harnessing your security intelligence”, Symantec
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Figure 9: Security Principles for Citizen Services

1.	 Attack	driven	defense:	

Security is a moving target and if it is not being tracked and handled properly, one is bound 
to get hacked25. 

- Data security is the most serious IT challenge

- Kaspersky: average cost per enterprise data breach is $720000

- Businesses needing cybersecurity will propel the market to a $170billion 
by 202026

- Tools used by hackers are cheaper and easily available. Hackers thus enjoy 
an asymmetric advantage over cybersecurity professionals

This principle is extremely important in today’s context to safeguard the citizenry data. For 
protection of citizen services stringent controls should be deployed to:

a. Raise cost to attackers

b. Increase the odds of detection 

c. Iterate defense based on real attack patterns

2.	 Simplifying	security	and	building	trust

Trust is an essential factor in any business-transaction system and much more so in the 
e-government domain27. Systems of e-government need to establish trust and confidence 
within and between agencies, across governments and, of course, with citizens and 

25 http://www.jwsecure.com/2015/11/01/the-weakest-link-enterprise-security-consumer-securi-
ty-and-privacy/

26 Cyber Security Market Worth $170.21 Billion by 2020, PR Newswire, June 10, 2015.
27 Abie H, Foyn B, Bing J, Blobel B, Pharow P,  Delgado J, Tzovaras D, 2004 “Need for a digital 

rights management framework for the next generation of e-government services
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businesses. This has to be reflected by the electronic services and citizens need the ability 
to control their privacy and information.

Three steps in achieving fundamental level of trust are28:

a. Asset Discovery and Management: Validating the user and device identity 
at system point of entry and maintaining a state of trust

b. Configuration	 Management	 &	 Remediation: Identifying the 
misconfiguration and vulnerabilities so that corrective actions can occur to 
assure policy compliance and risk reduction

c. Architectural	 Optimization:	Design and feature application combined 
with best practices to create a threat resistant and risk tolerant infrastructure.

3.	 Risk	based	Security:	

Making information security decisions based upon careful identification, analysis and 
prioritization of risks. Inventory of the assets and/or processes, putting an evaluation 
against them along with ownership, communication with businesses for the likely impact, 
anticipating the frequency and possibility of the risks crystallizing from the threat landscape 
– all these inputs should be factored before making investments on the controls points in 
accordance with the risk exposure.

4.	 Build	Resilience:	

Planning for failure will help minimize its actual consequences. Having backup systems in 
place allows IT department to continually monitor security measures and react quickly to a 
breach. If the breach is not serious the government function can keep operating on backup 
while the problem is still being addressed29.

5.	 Learn	from	each	other:

The level of cyber security that would be optimal for a governance function or specific 
citizen service, in the absence of information sharing can be attained by the function/
service at a lesser cost when the information security information is shared30. Sharing 
provides benefits to each function and the total welfare also increases. 

Key Components

Governance:  Proper governance of information security ensures alignment of information 
security with business strategies and objectives, value delivery and accountability. It 
supports the achievement of visibility, agility, efficiency, effectiveness and compliance. 
Three key areas which should be the focus of governance function are:

a. Provide management oversight and direction for the program
b. Spread awareness
c. Build right skills

28 Whitepaper CISCO, “Cybersecurity: Build Trust, Visibility and Resilience” 
29 https://www.techopedia.com/2/27825/security/the-basic-principles-of-it-security
30 Gordon L, Loeb M, Lucyshyn W, “Sharing information on computer systems security: An eco-

nomic analysis”, Journal of accounting and public policy
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Security organization structure specific to citizen services can help in improving the 
posture across the strategic, tactical and operational layers of securing citizen data.

Identification	and	Authorization: E-government projects are information intensive and 
often involve large scale sharing of data, much of it is personal data about the citizen, and 
an important aspect of providing secure services is to ensure proper identification and 
authentication of the individual citizens as they consume electronic public services. 

Governments in individual countries are adopting one of three Identity Framework models 
in pursuit of their national digitization vision and e-authentication initiatives31.

Model 1: Multi-channel identity framework based on national e ID 

Countries that have pursued a multi-channel identity framework based on the government 
acting as the primary provider of a national e ID as a root identity to provide faster and 
more secure public services to their populations include the Sultanate of Oman (the first 
smart card-based national ID solution deployed in the Middle East), the United Arab 
Emirates, and Estonia. 

Model 2: Structured identity framework delivered via a federation 

Countries pursuing a structured identity framework delivered by a federation of endorsed 
identity providers include Sweden, Finland, Singapore and Norway. In Norway, for 
example, the single sign-on portal gives citizens access to over 300 government services 
and supports multiple levels of authentication that include PIN code authentication, bank-
issued electronic ID and certificates stored in USB pens issued by a private company. 

Model 3: Open identity framework with no national scheme 

The UK and the US currently operate an open identity framework without a national ID 
scheme.

Irrespective of the model adoption for providing varied citizen services below mentioned 
points should be considered: 32

a. Privacy: A digital identity solution should be respectful to user’s rights to privacy 
and should not disclose personal information without the explicit consent.

b. Minimal disclosure: Need to know principle with collection limitation should be 
applied to enable access with least set of credentials needed for the service

c. Anonymity support: Many services do not need to know the real identity of a 
user. Pseudonyms, multiple digital identities and even anonymous accesses must 
be adopted where possible

Data Security: An important component comprising of the aspects such as Data 
Localization, Encryption and Interoperability through. Secure Communication

a. Data Localisation: From a national security perspective, cyberspace is a shared 
domain which requires a shared responsibility between stakeholders at national 
and global level. Many countries have taken concrete steps to safeguard and protect 

31   Enabling the e-Government 2020 Vision: the role of Trusted Digital Identity
32   Mitrakas, A, “Book: Secure E-Government Web Services”, Pg 170, 
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their sensitive national data in cyberspace against cyber threat such as foreign 
intelligence services33. In today’s economy, cross border data flows have become 
an integral part. All the economic sectors rely on secure, cost efficient and real time 
access to data. Specific to Citizen Services involving personally identifiable data, 
countries across the globe exercise great caution to an extent of even limiting the 
cross border flow. It is suggested that government of India should take reasonable 
security steps especially when inappropriate access can harm citizen’s privacy and/
or national security. 

b. Secure Communications: For delivery of certain citizen services multiple channels 
may be used, for example, for Passport Seva Project channels such as bi-lingual 
online portal, National Call Centre in 17 languages, Email based helpdesk, Mobile 
App, SMS Alert Facebook and Twitter are in use. Security traditionally relies on 
encryption via a separation principle in a layered architecture.

Threat Management: 

a. Profiling: Psychological research advocates that the behaviour and preference 
of a person can be explained to a great extent by psychological constructs 
called personality traits, which could then possibly indicate the likelihood of an 
individual being a potential insider threat. By considering how browsing content 
relates to psychological constructs (such as OCEAN – Openness to Experience, 
Conscientiousness, Extraversion, Agreeableness and Neuroticism), and how an 
individual’s browsing behaviour deviates over time, potential insider-threats could 
be uncovered before significant damage is caused34.

b. Protect: This function supports the ability to limit or contain the impact of the 
potential cyber security event. It includes protective technologies and controls 
identified after assessing the risks under risk based security

c. Detect: This function enables the timely discovery of the cyber security events. It 
includes Anomalies and Events, Security Continuous Monitoring and Detection 
Processes. Focus should be laid on shortening the time for detection and remediation.

d. Response: This function supports the ability to contain the impact of potential 
cyber security event. It includes capabilities such as Incident Response Planning, 
Communications, Analysis, Mitigation and Improvements35. 

Building Resilience: In this digital age where resiliency and uptime are paramount to the 
citizen service operations, attacks that are disruptive enough are on the rise. Criminals 
have added DDoS as-a-service to the menu of illegal enterprises36. DDoS mitigation and 
DNS availability in the Resiliency Plan. It includes specific design tenants such as Risk 
based decisions, Across Data Flows and People centric Security.

33 Y. Nugraha, I. Brown, and A.S. Sastrosubroto. An adaptive wideband delphi method to study 
state cyber-defence requirements. Emerging Topics in Computing, IEEE Transactions on, 
PP(99):1–1, 2015

34 Alahmadi B, Legg P, Nurse J, “Using Internet Activity Profiling for Insider Threat Detection” 
35 NIST Framework for improving Critical Infrastructure Cyber Security, Feb 2014
36 https://www.verisign.com/assets/white-paper-resiliency-strategy.pdf
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Diagram below depicts the framework constructed from the analysis and inputs discussed 
above.

Figure 10: Cyber Security Framework: Citizen Centric Services

Conclusion

Aforementioned sections analyses the determinants of cyber security framework for citizen 
services. This whitepaper identifies the key considerations, principles and components 
in addition to baseline security controls as comprehensive framework to deal with the 
challenges of evolving threat landscape.  Cyberspace directly impacts every facet of human 
existence including economic, social, cultural and political developments and the rate of 
change is not likely to stop anytime soon. Security and Privacy for e-government services 
designed to meet the needs of culturally diverse population in terms of education, language 
and internet experience is a complex task. Robust cyber security framework is required 
to meet the needs of user identity and privacy preferences; build trust and assurance in 
services and instill confidence for sharing the personal data.  It is essential element to not 
only increase the adoption of the services but also act as enabler for smart nation. Table 
below depicts the notional roadmap to implement the suggestions made in this paper:

Table 4: Implementation Roadmap

Areas Action Plan Tentative Timeline

Policy Environ-
ment

a. Study of laws and policies consid-
ering all the impacted disciplines 
such as Trade, Relations and Na-
tional Interest

b. Public Consultation for policy en-
vironment

c. Appropriate changes to be made

Around 2-3 Years
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Citizen Awareness a. Create Citizen Awareness Deliv-
ery Framework (Less than a year)

b. Tailored security messages at dif-
ferent interventions of specific 
services

c. Roll out initiatives to increase the 
outreach to entire citizen base us-
ing services by enrolment of new 
agencies, mass media campaigns

Ongoing

Secure Design a. Conduct risk assessment for po-
tential threats for all citizen ser-
vice transactions

b. Deploy context based security 
controls

c. Security & Privacy certification of 
citizen services 

d. Institutionalize the organisation 
structure for citizen services e.g.: 
CISO for services

Around 2-3 Years

About DSCI

Data Security Council of India (DSCI) is a premier industry body on data protection in 
India, setup by NASSCOM®, committed to making the cyberspace safe, secure and trusted 
by establishing best practices, standards and initiatives in cyber security and privacy. DSCI 
brings together national governments and their agencies, industry sectors including IT-
BPM, BFSI, Telecom, industry associations, data protection authorities and think tanks for 
public advocacy, thought leadership, capacity building and outreach initiatives. 

To further its objectives, DSCI engages with governments, regulators, industry associations 
and think tanks on policy matters. To strengthen thought leadership in cyber security 
and privacy, DSCI develops best practices and frameworks, publishes studies, surveys 
and papers. It builds capacity in security, privacy and cyber forensics through training 
and certification program for professionals and law enforcement agencies and engages 
stakeholders through various outreach initiatives including events, awards, chapters, 
consultations and membership programs. DSCI also endeavors to increase India’s share 
in the global security product and services market through global trade development 
initiatives. These aim to strengthen the security and privacy culture in the India.
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