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SCI continued to create an imprint in all areas of its work: public advocacy, 
thought leadership, outreach programs, capacity building and combating 
cyber crimes. There was all round traction with the industry, government, law 
enforcement, global clients, regulators, academia, consultants and analysts. 
Its activities helped bring all the stakeholders together. Establishment of DSCI 
Excellence Awards, and its acceptance by the industry, have not only enhanced 
the DSCI brand, but also increased its responsibilities toward the industry and 
other stakeholders. This report captures the program and activities of DSCI, but 
I want to highlight a few important points.

DSCI engaged extensively with the government to ensure that the formulation 
of rules under the IT (Amendment) Act, 2008 was clarified so as to further 
the cause of outsourcing industry. While it worked with various wings of the 
government on security, it also focused on privacy developments in the country 
through its engagement in the evolution of a privacy law. Its efforts in training 
police officers in cyber forensics were first recognized by the Department of 
Information Technology when it partnered in four Cyber Labs; then by the 
Ministry of Home Affairs which accepted its detailed project report to launch 
the Cyber Crime Investigation Program with DSCI as a knowledge partner. It 
engaged with relevant agencies in the European Union and in the United States 
on the evolving privacy regime. At the academic level, DSCI joined the Cloud 
Services Measurement Initiative Consortium of Carnegie Mellon University, and 
contributed significantly to the development of security and privacy indicators. 

DSCI elevated the importance of cyber security for the industry to a higher level 
by constituting Cyber Security Advisory Group, whose deliberations and key 
recommendations – focused on public-private partnership – have been submitted 
to the government in the form of CSAG Report. It is also partnering with a global 
thinktank to help shape the Cyber Security Policies at the global level.

Among the highlights of the year, DSCI Excellence Awards showcased and 
honoured organizations across verticals, which deployed the best practices for 

D
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data security; it also encouraged others to follow. The Cyber Cop of the Year Award honoured a police officer who did 
the most outstanding work in solving a cyber crime, and offered insight into how law enforcement is investigating 
cyber crimes. The many entries received for the Awards highlight the firm resolve with which Industry and government 
are moving towards safeguarding the cyber frontiers.

DSCI Frameworks – DSF© and DPF© - continued to gain more traction as more companies came forward to 
benchmark their practices against them, and analyst firms recommended the Frameworks. DSCI has taken a step 
further with the development of DSCI Assessment Framework – DAF© - which helps organizations assess their 
current security posture.

It is interesting to note that this year DSCI successfully took the security agenda to corporate board rooms and 
government departments to mobilize collective actions for data security, cyber security and privacy protection. 
The DSCI Board rightly decided that DSCI should align its work program to that of the government’s, so that it is 
viewed as its extended arm.

I feel a sense of pride in presenting to you this year’s Annual Report. I am confident that with DSCI steering the data 
protection discourse, under the stewardship of Dr. Kamlesh Bajaj, India will continue to be a safe global sourcing 
partner, and its best practices will gain global acceptance. I would like to thank my colleagues on the Board of 
DSCI, the Steering Committee and Advisory Groups, DSCI members, our staff and the entire DSCI network for yet 
another successful year. I express my gratitude to the Department of Information Technology and NASSCOM for 
their continued support and guidance.

Prof. N Balakrishnan
Chairman, DSCI

Associate Director, IISc, Bengaluru
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t gives me great pleasure to report that the DSCI footprints continued to expand not 
only in India but also among the clients and regulators abroad, and that it emerged 
as the clearing house for data protection matters, the first point-of-contact for all 
concerned from anywhere in the world. I wish to highlight the key engagements during 
the year that helped enhance data security and privacy protection in India. These are 
as follows:

 Clarification on rules under section 43A of the IT (Amendment) Act, 2008.
 Initiation of the Department of Information Technology (DIT) sponsored cyber 

labs project to train police officers in cyber forensics.
 Cyber Crime Investigation Program (CCIP) – detailed project report to the 

Ministry of Home Affairs, for extending cyber forensics training program to the 
entire country.

 Development of training material for investigating cyber crimes.
 Engagement with Department of Personnel and Training, and Planning 

Commission on the proposed Privacy Bill.
 Continued engagement with the banking sector through a conference, and 

papers on security framework for banks.
 Engagement with the European Commission officials and the European Union 

Parliamentarians on the EU Data Protection Directive.
 Inputs to the European Commission officials in discussions on ‘adequacy of 

India as a secure country for third party data transfers from the European 
Union’ based on data protection regime in the country, especially the privacy 
rules under section 43A of the IT (Amendment) Act 2008. Anchoring discussions 
with the European Commission officials through, and under the leadership of 
Department of Information Technology and Ministry of Commerce.

 Engagement with the Department of Information Technology on the National 
Cyber Security Policy.

 Contribution to the 12th Five Year Plan on Cyber Security.
 Inputs to the National Task Force on Cyber Security.  
 Engagement with the Deputy NSA on Cyber Security organizational structure 

in the country.

I
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 Engagement with the Department of Commerce of the US government on DSCI Security and Privacy 
Frameworks.

 Engagement with the Department of Homeland Security of the US government on Security and Privacy 
Frameworks of DSCI, with special emphasis on the risk based approach that includes privacy as a built-in 
feature.

 International engagement on cyber security with EastWest Institute resulting in the 3rd Worldwide Cyber 
Security Summit to be held in India in partnership with NASSCOM and DSCI in October, 2012.

 Invited to be a member of the Cloud Services Measurement Initiative Consortium (CSMIC) of Carnegie Mellon 
University – contributed to the draft report with acceptance of DSCI Security Framework as an important 
contribution to Security Frameworks.

 Invited by the Ministry of External Affairs to be part of the Council for Security Cooperation in the Asia Pacific 
(CSCAP) for contributing to cyber security policies and frameworks.

 Invited by the Organization for Economic Cooperation and Development (OECD) to be a member of the 
Privacy Volunteer Group for advising on revision of the 1980 OECD Privacy Guidelines.

The above list is indicative of the kind of engagements that DSCI got into this year. As can be seen, we continued to 
work with DIT on data protection matters that concern the IT/BPO industry, as well as clients who are outsourcing 
to India. A significant achievement was the clarification note issued by the government on Rules under Section 
43A, especially Rule 5 that seemed to impose additional burden on clients for obtaining consent from end users. 
The clarification reinforced India’s position as a secure destination for outsourcing with adequate data protection 
regime that inspires trust among outsourcers as well as regulators abroad.

DSCI Security Framework (DSF©) and DSCI Privacy Framework (DPF©) were seen - both by the service providers 
in India as well as by clients abroad - as practical instruments for making security dynamic, with privacy as an 
integral component of the data-centric risk assessment framework. This was visible not only in the pilot case 
studies, but also through the benchmarking and assessments, based on the detailed parameters, which served as 
the basis for DSCI Excellence Awards. The awards were widely accepted by the industry as was evident from large 
participation not only of the service providers in India, but also of the captive units of large global clients. This 
helped us to create the DSCI Assessment Framework (DAF©) – quick benchmarking assessment and a detailed 
assessment both for security and privacy. DSCI is developing its partners to take forward implementation of DSF© 
and DPF©, and assessments through DAF© to promote the concept of maturity ratings which the companies can 
use to improve their security preparedness, and to differentiate themselves.

Our engagement, especially with DIT in its cyber security initiatives, includes the following:  formulation of the 12th 
Five Year Plan on Cyber Security, focus on cyber crimes for this plan resulting in need for training investigators, 
capacity building in cyber forensics, and the need for security professionals. The MoU signed with CBI resulted in 
creation of higher level training programs for its investigating officers by DSCI. Likewise, the creation of CCIP with 
DSCI as a knowledge partner of the Ministry of Home Affairs establishes DSCI as a partner of the government in 
public-private partnership programs. These examples point to the emergence of DSCI as an extended arm of the 
government in cyber security matters of all kind. This is being leveraged to extend similar partnership to other 
areas such as National e-Governance Program, Critical Information Infrastructure Protection, securing defence 
systems etc.

We held extensive consultations with our members and with the DSCI Chapters on the proposed Bills and security 
policy initiatives released by the government. With these inputs, DSCI submitted its comments and observations to 
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the government on the following: National Cyber Security Policy draft, National e-Authentication Framework Bill, 
National Identification Authority of India Bill of the UIDAI, and Electronic Services Delivery Bill.  We also submitted 
our comments to the Ministry of Communications and Information Technology on the three policy documents, 
namely National Policy on Information Technology, National Policy on Electronics, and National Telecom Policy 
in so far as they relate to security.  
 
With cyber security emerging as an integral component of national security at the policy level, the government 
has placed special emphasis on cyber security; relevant sections of the IT (Amendment) Act, 2008 on critical 
infrastructure protection and incident response are being operationalised. Recognising that large parts of the critical 
information infrastructure are owned and operated by the private sector, and that public-private partnership is 
essential to cyber security, NASSCOM–DSCI set up a Cyber Security Advisory Group (CSAG), under the Chairmanship 
of Mr. Rajendra Pawar, Chairman, NASSCOM with CEO, DSCI as the Member Secretary. CSAG Report, based on 
the deliberations of 22 members from the private and public sector was submitted to the government at different 
levels. It contains key recommendations that may be taken up for implementation by the government, contributing 
to the deliberations, with the role that DSCI can play on behalf of the industry in public-private partnership 
programs for enhancing cyber security in the country.

We continued to sensitize the IT/BPO industry on the changing privacy regimes worldwide.  International Privacy 
Day was used by the DSCI Chapters to reach out to their members with our message and papers on the global 
developments in privacy.  DSCI analysed the green papers released by the Department of Commerce and Federal 
Trade Commission in the United States; and the draft proposal prepared by the European Commission for the 
revision of the Data Protection Directive, as also the developments in the APEC Working Group on e-Commerce. 
DSCI was invited to be a member of the Privacy Volunteer Group established by the OECD to revise the 1980 OECD 
Privacy Guidelines in the context of technological and global developments in the last 30 years. Our contributions 
at the global level are gaining more visibility.

I am happy to report that the adoption of DSF© and DPF© by some of the companies, and the work being done 
by our partners who are helping with such implementations, as also the evaluation of security and privacy 
preparedness of the companies as part of evaluating winners for the DSCI Excellence Awards, enabled DSCI 
to conceptualise and develop a tool that would help an organisation be aware of security and privacy risks to 
information flows. In addition, it led to the development of the DSCI Assessment Framework (DAF©) which can 
be used for benchmarking, and for a detailed assessment which can be in the nature of a maturity relating. Both 
these tools are expected to be of value to the service providers as well as companies which are providing services 
to the end users. Moreover, CBTs on privacy and security are ready for use by companies for continuous awareness 
and education of their employees.

As always, our flagship events - the DSCI Best Practices Meet and NASSCOM–DSCI Annual Information Security 
Summit-were very successful. Over 800 security and privacy professionals from all over the country participated 
in these events along with nearly 50 companies showcasing their products and solutions through specially 
organised demonstrations, exhibitions, presentations and panel discussions. Several speakers came from the US 
and Europe. Likewise, the ‘Security in Banking’ conference, organised jointly with IBA, was attended by over 100 
bankers from public and private sector banks. We also organised a workshop on the Cyber Crime Investigation 
Program, exclusively for the police officers from all over the country. This was done jointly with the Ministry 
of Home Affairs. Besides these main events, a number of Round Tables on Privacy and Security Practices and 
Solutions were organised for target audiences.
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The outreach through events was supplemented by several papers published in newspapers, magazines; and 
speaking engagements in conferences where DSCI was invited – this number continues to grow. Reports on 
important topical areas were prepared and disseminated.

I am grateful to all our sponsors, speakers, and participants. I am thankful to all government departments which 
invited DSCI for consultations and matters concerning security, privacy and data protection. I also express my gratitude 
to all the experts on our various Committees for their active participation and advice on different projects, studies, 
and development of best practices. The guidance provided by the Board in the quarterly meetings always provided 
new insights and mid-course corrections in our work plan. Finally, I would like to express our gratitude to NASSCOM 
for the financial support and the regular reviews which kept us focused on industry’s problems and concerns.

Dr. Kamlesh Bajaj
CEO, DSCI
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Board of Directors

DSCI Board has eight Directors, five of whom are 
Independent Directors. During the year 2011-12, Prof. 
N Balakrishnan, continued as the Chairman of Board of 
Directors. Mr. Rajendra Pawar, Chairman, NASSCOM 
joined the Board in place of Mr. Harsh Manglik, former 
Chairman, NASSCOM. Mr. Raman Roy, Founder and 
MD, Quattro joined as an Independent Director.

The present Board comprises of two Directors 
representing NASSCOM (the Chairman and the 
President), one Government nominated Director, 
and five Independent  Directors including Chairman - 
DSCI, former Chairman - DSCI and others from BPO, 
Banking, and E-Commerce Industry.

The Board of Directors, as on March 31, 2012, is as 
follows:

 Prof. N. Balakrishnan (Chairman, DSCI), 
Independent Director

 Mr. Rajendra S. Pawar, Chairman, NASSCOM 
 Mr. Som Mittal, President, NASSCOM
 Dr. Gulshan Rai, Government nominated 

Director and Director General, CERT – In, 
DIT

 Mr. Shyamal Ghosh, Independent Director
 Mr. B. Sambamurthy, Independent Director
 Mr. Ajit Balakrishnan, Independent Director
 Mr. Raman Roy, Independent Director
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Vision, Mission, objectives

DSCI is a focal body on data protection in India, setup as an independent Self-Regulatory Organization (SRO) by 
NASSCOM®, to promote data protection, develop security and privacy best practices & standards and encourage 
the Indian industries to implement the same.  

DSCI is engaged with the Indian IT/BPO industry, their clients worldwide, Banking and Telecom sectors, industry 
associations, data protection authorities and other government agencies in different countries. It conducts industry 
wide surveys and publishes reports, organizes data protection awareness seminars, workshops, projects, interactions 
and other necessary initiatives for outreach and public advocacy. DSCI is focused on capacity building of Law 
Enforcement Agencies for combating cyber crimes in the country and towards this; it operates several Cyber labs 
across India to train police officers, prosecutors and judicial officers in cyber forensics.

Public Advocacy, Thought Leadership, Awareness and Outreach and Capacity Building are the key words with 
which DSCI continues to promote and enhance trust in India as a secure global sourcing hub, and promotes data 
protection in the country.
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DSCI Stakeholders

DSCI activities are guided by the Board of Directors and a Steering Committee. It also 
benefits from the active participation of its member companies.

The Steering Committee comprises members from leading IT and BPO companies from 
India and abroad. They are the thought leaders of the industry in information security 
and data protection domain. Advisory Groups have been created from among them, 
and other experts from the industry, on Global Data Flows, Encryption Policy, Projects 
Advisory Group, and Best Practices Advisory Group to advise DSCI in these areas and 
review the knowledge assets created by it.

The Steering Committee and Advisory Groups review and comment on papers prepared 
on various subjects that are of interest to DSCI members, including consultation papers 
and policy papers that are submitted to the Government. 

DSCI stakeholders also include organizations and individual members, from various 
industries like IT/BPO BFSI, Telecom, as well as security vendors & consultants. Clients 
and Regulators are also among the stakeholders.

The members critically review DSCI’s efforts on policy & consultation papers and also 
help in enhancing security & privacy awareness in their respective organizations & regions.
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DSCI Members and Chapters

DSCI has 623 organisations as Corporate Members and over 1,550 senior 
security and privacy professionals & practitioners as Chapter Members.

DSCI membership comprises senior management, security professionals, 
members of Law Enforcement Agencies, Government entities, academia 
and security solutions providers. DSCI Chapters are spread across the 
country in 10 cities namely, Delhi and NCR, Bangalore, Hyderabad, 
Chennai, Ahmedabad, Mumbai, Pune, Kolkata, Jaipur and Chandigarh.

CORPORATE MEMBERS

Chapters – 10
Members  – 1,550
from 460 Companies     
CSO/CIO/CISO/CTO  – 270  

CHAPTER MEMBERS
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“The interpretation requiring 
companies to take written 

consent from individuals about 
the use of sensitive personal 
information they collect and 

process was a matter of concern 
for outsourcing organizations 

in India and abroad as well 
as service provider industry 
in India. It was perceived to 

impose additional burden on the 
industry and thereby adversely 
impacting outsourcing to India. 

I hope the clarification puts to 
rest ambiguous interpretations of 

these Rules.”

Dr. Kamlesh Bajaj, 
CEO, DSCI 

notified rules (Sec 43a, 79), It (amendment) act, 2008

DSCI, after consulting the industry, had provided comments on the draft Rules for sections 
43A and 79, covering Intermediaries & Cyber cafes, of the IT (Amendment) Act, 2008 and 
many of DSCI suggestions were incorporated in the final set of Rules. The Rules were notified 
on 11th April’11 and since then, there were a lot of concerns and issues in the interpretation 
of the Rules issued u/s 43A, especially with respect to the their applicability and impact 
on outsourcing, both in India and abroad. DSCI consulted the industry on the matter and 
had several rounds of discussion with the government on the possible interpretation and 
the need for issuing a guidance note for the industry. On August 24, 2011, the government 
issued the clarification vide a press note. 

The clarification states: “These Rules are regarding sensitive personal data or information 
and are applicable to the body corporate or any person located within India. Any such body 
corporate, providing services relating to collection, storage, dealing or handling of sensitive 
personal data or information under contractual obligation with any legal entity located within 
or outside India, is not subject to the requirement of Rules 5 & 6.”

The above clarification puts to rest the multiple interpretations and clarifies that outsourcing 
organizations abroad are not required to comply with these Rules and hence are not required 
to adjust their existing data collection practices. Instead, these organizations are governed 
by the data protection legislations in their respective countries and the service providers 
in India, in turn, are governed by the contracts signed between them and the outsourcing 
organizations. This is true for outsourcers in India also. However, the service providers in 
India are required to follow ‘reasonable security practices’ for protecting sensitive personal 
information processed by them, failing which they are liable to pay compensation to the 
person so affected.

IT industry welcomed the clarification. DSCI engaged with industry to address specific queries 
on security and privacy and presented the developments and the said notification to the 
CEOs of the leading BPO organizations in the country, at the CEO’s Closed Group Meeting 
in the NASSCOM BPO Summit 2011, New Delhi. The members reflected positively on the 
notification and appreciated the role of DSCI.

CEO, DSCI also explained a large number of global outsourcers and law firms about the 
clarification through a webinar organized by DataGuidance. 

Clarification on Rules notified u/s 43A of ITAA, 2008

 Service Providers are exempt from Rules 5 & 6, i.e., Requirements on Consent, Choice, Access & Correction, Retention, 
Discrepancies & Grievances, and Disclosure as these are the legal obligations of the outsourcing organizations which have 
direct relationship with the end customers, unlike service providers who are acting on behalf of such organizations.

 ‘Providers of information’ are natural persons (individuals) who provide their sensitive personal information to a body corporate 
and not the outsourcing organizations in the context of outsourcing as was being interpreted by some of the law firms and 
attorneys.

 Consent under Rule 5(1) includes consent given by any mode of electronic communication and is not restricted to consent 
provided through letter or fax or email.

Refer: www.dsci.in/node/860

Engaging 
with the 
Government

PUBLIC ADVOCACY
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Suggestions on Draft national Policies on It, telecom & electronics, 2011

The Ministry of Communications and Information Technology (MC&IT) has formulated drafts of three interdependent 
and synergistic policies for IT, Telecom and Electronics - “Triad of Policies to Drive a National Agenda for ICTE”. 
Based upon the feedback received from the industry, DSCI submitted following suggestions to the Ministry with 
regard to these policies.

 The draft policies lay strong focus on indigenous developments of products and services for meeting local 
market needs. However, the success of Information and Communication Technology & Electronics (ICTE) 
depends on how the products and services developed are accepted in a globalized environment. Though 
it is necessary to focus on indigenous development of products and services, care should also be taken for 
their conformance to global quality and security standards. Additionally, the success of any product depends 
upon its capability to capture market share. Hence, the policies should equally focus on the global market 
requirements, besides local requirements.

 Cloud computing has matured from a buzzword to a dynamic infrastructure used today by several 
organizations. This has a huge significance to the growth of Indian industry. So, it is important that the 
policies provide various imperatives (apart from the cost-effective service delivery) to enable India as a leader 
in providing cloud computing services.

 Mobile and other hand-held devices have revolutionized the way people communicate, transact and operate 
in a desk-less environment. Mobile Applications and Operating Platforms providing value-added services 
to customers have seen tremendous growth. The draft policy on telecom has not provided any roadmap for 
the growth of this sector. Nor does it say how it can revolutionize the overall ICTE adoption in the country. 
Security of such Mobile Applications and Platforms is equally important, and the policy measures should 
cover them.

 Security is one of the important drivers for the overall growth of ICTE. Given that most of the critical 
infrastructure makes use of ICTE, cyber security has to depend on it. DSCI appreciated the focus of the 
Ministry on this area, however, it believes that following aspects should also be considered:

_ Special focus should be given on R&D in security, considering the enormous growth of advance persistent 
threats that might target critical infrastructure. The focus should not only ensure early detection of 
these threats but also their proactive mitigation.

_ Security should be considered as a key component for design and deployment of standards, 
manufacturing of products, service delivery and for the growth of new channels such as cloud and 
mobile computing.

_ Government itself is a major consumer of ICTE which is evident from its recent policy initiatives in 
e-governance projects, UIDAI, and other projects of national importance. It is suggested that the 
Government should lead by example in ensuring that the security is considered in procurement / RFP 
processes.

_ Capacity building is an important component to ensure security of cyberspace. The policies may look 
to provide directions on the requirement and mechanism for building of adequate security skill set in 
the country.

 Law Enforcement Agencies (LEAs) play a crucial role in national security. The policies should also provide 
direction for capacity building for the LEAs to ensure that privacy of data is not compromised while providing 
lawful access to the investigation authorities. There is a strong need for development of encryption and 
decryption capability for the LEAs and the necessary R&D for the same. 
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XII Plan on Information technology sector: Cyber Security

Government of India’s Xll Five-Year Plan on Information Technology Sector includes cyber 
security as an important agenda item. The Plan takes into account the specific topics related 
to the cyber security and explores the opportunity for public-private partnership (PPP) in 
addressing these.

DSCI provided insights on the 4 areas of the Plan: Security Policy Compliance & Assurance; 
Security Incident – Early Warning & Response - National framework for responding to cyber 
threats; Capacity Building & Security Training; and Collaboration

observations on draft ‘national Cyber Security Policy’

Department of Information Technology (DIT), MC&IT, had prepared a draft discussion 
document on ‘National Cyber Security Policy’ for public consultation in order to facilitate 
creation of secure computing environment and enable adequate trust & confidence in electronic 
transactions and also to guide stakeholders’ actions for protection of cyber space.

DSCI consulted its members on the draft discussion document and submitted its observations 
to the DIT. DSCI highlighted the role of industry towards national cyber security as carrier 
of a majority of traffic and increasingly owning critical infrastructure. DSCI also advocated 
industry-to-industry coordination and public-private partnership in promoting cyber security 
in the country.

Cyber 
Security 
Consultation
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task Force on national Security

The government has constituted a task force to carry out a holistic review of national 
security and the country’s preparedness to face the myriad challenges. A sub-group on cyber 
security has been created. Dr. Kamlesh Bajaj, CEO, DSCI was invited to brief a meeting of 
the sub-group on cyber security coordination and organization structure in the country. 

CEO, DSCI also engaged with Ms. Latha Reddy, Deputy NSA on cyber security issues 
including a national organization of cyber security in the country. Dr. Bajaj is constantly 
engaged with the office of the National Security Advisor on cyber security issues and is 
pursuing for the creation of a national cyber security structure. 

Inputs to DIt on national e-authentication Framework

DIT has taken up the initiative of formulating a comprehensive framework on Electronic 
Authentication to deliver government services in a seamless mode to the residents of the 
country through both the Internet and mobile platforms. In this regard, a Draft Consultation 
Paper on National e-Authentication Framework was prepared by the National e-Governance 
Division (NeGD) within DIT, for public consultation.

DSCI consolidated inputs from security solution providers and its members, and shared 
its views on the Framework with the DIT. In particular, it suggested the adoption of right 
Security Model built around e-Authentication Framework. Selecting the right strategic 
options which ensure security, manageability, scalability and accountability, along with 
adoption of a comprehensive approach for fraud prevention was also impressed upon. 
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rBI group on Information Security, electronic Banking, 
technology risk Management and Cyber Frauds

CEO, DSCI was a member of RBI Group on Information Security, Electronic Banking, 
Technology Risk Management and Cyber Frauds. The Group recommended collaborative efforts 
by IBA, IDRBT and DSCI for exploring detailed service provider assessment and monitoring 
frameworks and best practices for banks in its meetings. It suggested creation of banking 
security frameworks and security certifications. 

Further, the Chairman of the Group suggested that given the scope and scale of the task of the 
Group, there is a need to look at the opportunities from strategic and operational perspectives 
to form a Strategic Group comprising the CEOs of IDRBT, IBA, IIBF and DSCI. 

DSCI prepared and submitted a concept note to the Group on the security framework for 
Banking Industry, based on its Security Frameworks.

Planning Commission’s Privacy group

The national programs like Unique Identification number is creating digital identity for the 
citizens, with details and profile of an individual residing in the cyberspace. Since most of 
these programs will be implemented through ICT platforms, concerns have been expressed 
over the possible invasion of citizen’s privacy. 

DSCI was part of the committee set up by Department of Personnel & Training for consultation 
on the Legislation of Privacy. In order to better understand privacy concerns and identify 
interventions for effectively addressing these issues, the Planning Commission has set up 
‘Privacy Group’, under the chairmanship of Justice AP Shah, former Chief Justice of Delhi 
High Court, of which Dr. Kamlesh Bajaj, CEO, DSCI is a member. 

In the meeting of the Group, Dr. Bajaj made a detailed presentation on ‘Evolution of Privacy 
in India’ and explained how the Indian economy was facing new challenges with greater 
application of information technology. Stressing the significance of privacy in governance, 
commercial transactions and various other critical areas, he said: “We must secure privacy 
of our citizens, but at the same time we must ensure that stringent privacy regulations don’t 
hinder trans-border data flows which have brought immense economic benefits to our country 
in the post-globalization era.” He pushed for legal recognition to self-regulatory bodies saying 
“global experiences suggest that self-regulatory mechanisms can enforce greater business 
discipline than bureaucratic authorities.” The presentation made by him was circulated among 
all the members of the Privacy Group. 

Council for Security Cooperation in the asia Pacific (CSCaP)

The Council for Security Cooperation in the Asia Pacific (CSCAP) is a non-governmental 
(track II) process for dialogue on security issues in the Asia Pacific region. CSCAP provides 

DSCI on 
Committees 
and Groups
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an informal mechanism for scholars, officials and others in their private capacities to discuss political and security 
issues and challenges facing the region. 

 DSCI nominated by MEA to Study Group of CSCAP
 
 Ministry of External Affairs (MEA) has nominated DSCI to the Study Group of CSCAP constituted to 

evaluate the need for joint efforts towards increasing cyber security in Asia-Pacific countries, and to 
prepare a memorandum on cyber security for the region. The Council held its first meeting in Malaysia with 
representation from member countries. From India, Along with DIT, DSCI attended the meet. The second 
meeting of CSCAP was held in Bengaluru and was attended by representatives of 18 countries. DSCI 
contributed to the draft memorandum for Asian Regional Forum and provided content support and help for 
the meeting coordination.

 Presentation in Cyber Security Conference at Vietnam

 CEO, DSCI was invited to make a presentation in the Cyber Security Conference organized by CSCAP in 
Vietnam. In his presentation, titled “Cyberspace – Global Commons or a National Asset”, he traced the 
history of global commons like air, water and sea for these to be of use to nations for the development 
and benefits. He said, “Governance of these commons has taken a long time while cyberspace is the latest 
among global commons which is entirely man-made and with the unique characteristic cyberspace is both a 
global common and a national asset. And the national IT asset can be protected through global cooperation 
in cyberspace commons.” 

World Information technology and Services alliance 

The World Information Technology and Services Alliance (WITSA) is a consortium of associations from the IT industry 
around the world. NASSCOM is a member of WITSA from India. DSCI contributed to the formulation of a section on 
“Protecting Infrastructure and Information” of the draft paper on “World Information Technology Services Alliance’s 
Policy Actions to deliver the Promise of the Digital Age.” The Paper was discussed in WITSA’s meeting in Mexico 
which was attended by Mr. Som Mittal, President, NASSCOM.
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european union

Trans-border Data Flow: EU DPD and restricted market access to Indian IT and BPO 
companies 

DSCI has been closely working with Department of Commerce, Government of India 
(GoI) and has submitted a paper on the restrictions imposed by EU on transfer of data 
from EU to third countries, which was taken as the agenda in ongoing trade negotiations 
between EU and India under Free Trade Agreement. The paper highlights the following 
three options for enabling data transfer between EU and India:

i) IT (Amendment) Act, 2008 (ITAA 2008), and Rules under it make a case for 
initiating a process of incorporating India in the adequacy list 

ii) Establish a Safe harbor mechanism for India based on ITAA 2008 and the notified 
Rules under the Act

Further to submission of this paper, several meetings, including video conferences were 
held between GoI and EU in which DSCI participated under the leadership of Dr. Gulshan 
Rai, DG CERT–In and MoC. Following is the brief on one of the key meetings:

 EU ‘adequacy’ standard: India’s response: In this meeting, the India side explained 
how Indian legislations were commensurate with EU “adequacy” standard for 
privacy protection and requested EU representatives to develop a Safe Harbour 
framework with India considering strong economic engagements between the 
two sides. The group was led by Dr. Gulshan Rai, DG, CERT-In, and included 
CEO, DSCI and Mr. Vinayak Godse, Director, DSCI. The government and DSCI 
believe that India meets the requirements of adequacy based on the concept of 
IT (Amendment) Act, 2008, privacy principles, enforcement through adjudicating 
officers, annual audits of the infrastructure by the government, and grievance 
redressal mechanism - and these were shared in the meeting. 

Meetings with European Commission officials and the EU Parliamentarians 

Dr. Kamlesh Bajaj, CEO, Mr. VInayak Godse, Director, and Mr. Rahul Jain, Sr. Consultant, 
DSCI visited EU Capital - Brussels for a series of meetings during the year with EU officials 
and advisors to understand the global data protection environment and establish DSCI 
as a key player in data security and privacy.

 Meetings with Members of European Parliament 

 In a meeting with Mr. Alexander Alvaro, Member of European Parliament (MEP) 
- Committee on Civil Liberties, Justice and Home Affairs, CEO, DSCI explained 
how DSCI was carrying out various activities to promote data protection. He also 
explained how DSCI frameworks offered superior alternative to ISO 27001 for 
meeting challenges of ever evolving cyber threats. The two sides discussed emerging 
issues and developments in data protection with special reference to global security 
standards, critical infrastructure protection and Cloud Computing.

Global 
Engagements
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 DSCI team also met Head of the EP Secretariat Delegation for India and Advisor to MEP, 
Lena Kolarska-Bobinska, and suggested that the Members of European Parliament 
should visit India to experience firsthand the progress made in data security.

 Roundtable with American Chamber of Commerce to the EU

 DSCI and American Chambers of Commerce (AmCham) are working together in dealing 
with EU on the changes in the data protection directive. In this regard, a Roundtable 
Conference was organized by Digital Economy Committee of Chambers, and was 
represented by Industry leaders from US companies, and US government officials.

 From DSCI, Mr. Vinayak Godse, Director, presented his views on: (i) Evolution of legal 
ecosystem for cyber security and policy in India (ii) Key cyber security issues (iii) Trans 
border data flows and security and privacy in global sourcing environment (iv) DSCI, 
its contribution, program and activities and (v) DSCI submission to ongoing revision 
to EU DPD and a need of harmonization of global privacy practices.

 In an another meeting with AmCham in the month of December, the two sides 
discussed the need to establish EU-US-India dialogue once the draft EU legislation 
was officially published in late January (2012). The two sides agreed to work together 
for harmonized and liberal regulation for data protection in Europe.

 Meetings with EU Officials

 In the meeting with Directorate General for Trade, European Commission on trade 
negotiations, Mr. Ignacio Garcia Bercero, DSCI team requested that India should be 
declared as ‘adequate’ country for data protection. Dr. Bajaj explained how it could 
benefit businesses operating in both EU and India by allowing free flow of information 
between the two regions without involving administrative burdens and costs. Mr. 
Bercero assured to convey the views of DSCI in this regard to the Commission’s Data 
Protection Unit in DG Justice. 

 DSCI team met European Data Protection Supervisor, Mr. Peter Hustinx who shared 
his viewpoints on the undergoing revision of EU DPD. 

 The team met Head of Unit, DG Justice C3, European Commission to discuss on the 
ongoing revision of EU Data Protection Directive

 Meeting with Indian Missions in Belgium, Luxembourg and EU

 DSCI team held a meeting with Advisor (Information and Engineering) on proposed 
revision of EU DPD and review the stand of EU with respect to India from the 
perspective of data protection. 

 These meetings opened up many formal and informal channels for DSCI to engage 
with EU and other stakeholders in the European market to establish trustworthiness 
of Indian companies.
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united States

Engagements with clients and other stakeholders in US

DSCI had meetings with global service providers, law firms, trade bodies and 
academia in US.

 The team, comprising CEO, DSCI and Director, DSCI met with the senior 
officials of GE Corporate, Citibank and American Express to discuss the 
issue of cross-border security and privacy. They were apprised on DSCI 
initiatives, and the DSCI Frameworks which bring dynamism to privacy 
and data security. 

 A Roundtable Conference with US India Business Council (USIBC) 
was held to discuss the business requirements of security. Attended by 
companies like J P Morgan Chase, Wells Fargo, Oracle, Google, Facebook, 
etc, the conference highlighted the concerns of US companies on the Rules 
notified under the IT (Amendment) Act, 2008. The members expressed the 
interest to better understand the progress of privacy regulation initiative 
undertaken by the Government of India

 To get a better perspective on the global legal environment and India’s 
present posture, DSCI had interactions with law firm specializing in 
Privacy Legislations - Hunton & Williams, and a Roundtable with Fulbright 
& Jaworski, which included Department of Commerce, US. 

 Discussions were also held on DSCI Frameworks with Director - US-CERT, 
and Carnegie Mellon University, on the Service Measurement Index for 
Cloud Computing. DSCI is a member of Carnegie Mellon University Cloud 
Services Measurement Initiative Consortium (CSMIC).]

 DSCI team also exchanged views with senior officials of Office of 
Technology and Electronic Commerce, from Department of Commerce, 
Director Cyber Security, and National Security Council. 

These meetings, with different stakeholders, provided opportunities for DSCI 
to understand the changing global environment of data protection and gain 
recognition as a key player in data security and privacy. 
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Involvement with Project RISE 

Rising Pan European and International Awareness of Biometrics and Security Ethics (RISE) 
is an international initiative for promoting Awareness on Ethical Aspects of Biometrics and 
Security Technologies. The project is based on three main ideas: Dialogue must be global, 
Policy must be ethically informed and Conversation must be ongoing.

DSCI has been actively involved with the Project RISE, and this year saw the successful 
conclusion of the Project, with DSCI participating in the following conferences. 

 International Conference on Biometrics and Security 

 Centre for Policy on Emerging Technology, a member of RISE consortium, hosted 
‘International Conference on Biometrics and Security’ in Washington DC. 

 
 CEO, DSCI made a presentation titled ‘Standardization of Data Protection Policies: 

An Important Agenda of Globalization’, while Director, DSCI spoke about ‘Socio-
economic impact of UID project in India’. DSCI team exchanged ideas with key 
industry leaders, academia and the Government officials, including EU Data 
Protection Commissioner, Chief Privacy Officer of DHS, Department of Commerce, 
and White Office of Science and Technology.

 Final Project RISE conference

 CEO, DSCI along with Mr. Rahul Jain, Sr. Consultant, DSCI attended the final RISE 
conference – ‘Responsible Research and Innovation in Biometrics’ held in the month 
of December in Brussels. This conference was aimed to pave the way for a future 
global initiative devoted to Responsible Research and Innovation in Biometrics.

CEO, DSCI made a presentation titled ‘The Indian Unique Identification project: where we 
are, where we go’, highlighting the security and privacy related challenges faced by the 
project. This meeting marked the successful conclusion of the Project.
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naSSCoM-DSCI CSag report: Securing our 
Cyber Frontiers

ICT are finding greater use in India’s infrastructure development process. 
As the use of technology increases, so does its vulnerability exposing the 
critical infrastructure to cyber attacks which may have serious implications 
for the economy and nation at large. In the past, the cyber attacks against 
global organizations and government entities have raised concerns on the 
security of the critical infrastructure. 

Recognizing this move, and the fact that more and more critical infrastructure 
is being owned and operated by the private enterprises, it becomes 
imperative that government and industry come together in formulating 
policies and practices for securing Cyberspace. With this in view, NASSCOM 
along with DSCI constituted the Cyber Security Advisory Group.

The group comprised leaders from public and private 
sector and law enforcement. It was chaired by Mr. 
Rajendra Pawar, Chairman of NASSCOM Executive 
Council while CEO, DSCI was Member Secretary. The 
Group’s mandate was to come up with recommendations 
for consideration by the government on public-private 
partnership in capacity building and policy making 
covering the areas: Critical Infrastructure Protection, Best 
Practices for Cyber Security, Early Watch and Warning 
System, Education & Awareness, Law Enforcement 
Capability Development, Assurance in ICT supply 
chain and Cyber Warfare. Members were requested to 
deliberate on the threats in their respective areas, study 
emerging trends and policy evolution and the experience 
of implementing them in other countries, and evolve 
policies of relevance to the Indian context. 

DSCI consolidated the preliminary recommendations provided by 
the CSAG members and also did an extensive study on polices and 
initiatives of developed countries and India’s initiatives to develop its 
own recommendations. Finally, it emerged that the CSAG group should 
prioritize the existing recommendations to provide the government key 
priority areas for action, detailing the role of the industry in each such 
area. As a result, the CSAG group has come out with ten key pragmatic and 
actionable recommendations which also detail the role of the government 
and industry.

The NASSCOM-DSCI Report was finalized during the year and was 
submitted to the government.

1. Create a National Structure for Cyber Security which 
clearly defines roles and responsibilities for every 
stakeholder, establishes coordination & information 
sharing mechanisms, focuses on building Public 
Private Partnership models and creates environment 
for enhancing trust between the industry and 
government. A fully empowered head for Cyber 
Security should be appointed, positioned at the 
highest level within the government.

2. Design and Implement a Competency Framework for 
building a competent and adequate Cyber Security 
Workforce. The Competency Framework should 
assess the security skills requirements, identify 
existing gaps & challenges, define competency areas 
across different security roles and devise strategies 
and programs for building the required capacity.

3. Create and maintain an Inventory of Critical 
Information Infrastructure in the country to provide 
the required visibility over the critical information 
infrastructure and help prioritize deployment and 
monitoring of the protection measures.

4. Establish a Centre of Excellence for Best Practices in 
Cyber Security to institutionalize the development, 
sharing, collation, distribution and implementation 
of best practices in the country.

5. Establish a National Threat Intelligence Centre which 
should integrate all the existing information sources 
such as sectoral CERTs, intelligence bodies, security 
alerts issued by security vendors, threats seen by 
critical sectors and industry to enable cross-domain 
awareness and a comprehensive view of cyber 
threats at a national level.

6. Build Capacity of the Law Enforcement Agencies 
in Cyber Crime Investigations and Cyber Forensics 
by establishing training facilities in every state and 
union territory.

7. Build Lawful Interception Capabilities for balancing 
national security and economic growth by 
establishing a national centre for performing 
research in encryption and cryptanalysis.

8. Establish a Centre of Excellence for Cyber Security 
Research to develop solutions that will protect 
country’s information infrastructure in the future 
by defining and executing a research roadmap 
developed based on country’s research needs.

9. Set up Testing Labs for accreditation of ICT products 
to mitigate security risks arising from procurement 
of ICT products especially from foreign vendors and 
yet take full benefits from the global supply chain 
that includes access to world class products, services 
and expertise at competitive prices.

10. Establish a Cyber Command within the defence 
forces to defend the Indian Cyberspace. The Cyber 
Command should be equipped with defensive and 
offensive cyber weapons, and manpower trained in 
cyber warfare.

10 key recommendations of CSAG Group

THOUGHT LEADERSHIP
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Study report: ‘the threat Within – a Study on Insider threat’

DSCI, in collaboration with PwC, conducted a study to understand the challenges and risks associated 
with insider threats and developed a Study Report - ‘The Threat Within’. The Study Report is based 
on a survey of service providers and client organisations and highlights some interesting findings, 
reflecting the perspectives of both the service providers and clients. The Study Report was released by 
Mr. Krishnakumar Natrajan, CEO& MD, Mindtree in the DSCI Best Practices Meet in Bangalore.

The survey used a three pronged approach i.e. industry survey and inputs, analysis of the insider 
theft cases and secondary research to understand the security environment of the Indian IT/ BPO 
industry from an insider threat perspective and the perceptions of the organisations.

The Report seeks to provide a better understanding of the challenges and risks associated with 
insider threats and an enhanced ability to manage them for both the industry service providers 
and organisations in the Indian IT/BPO space. The magnitude of the impact of an attack from an 
insider is estimated to be at least ten times more than that of the total impact that an external 
attacker can cause, though the likelihood of the attack from insiders may be low as compared to 
external threats.

Some of the other key findings of the DSCI–PwC survey:

 Behavioural motivation to break existing norms is the primary motive leading to insider 
threat as per 89% of the service provider organizations while 75% of client organisations 
believe personal financial gain to be the prime motive at service provider organisations.

 All client organizations have mandated their service providers to conduct employee 
background check; but employee verification processes are not standardised as 
providers are subject to client-driven data.

 All service provider organisations believe current employees are primary source of 
insider incidents.

 More than 50% of the service provider organisations revealed that insiders who 
are not working in IT department and therefore not having privileged access have 
carried out insider incidents at their organisations.

 All client organizations and only 33% of service provider organizations believe that 
lack of education and awareness is a major barrier in addressing insider threats.

 More than half of the respondents believed that social engineering and ‘someone 
else’s computer account’ is used by insiders to commit a breach in service provider 
organisations.

 89% of service provider organisations resolved the cases of insider incidents internally, 
without involving a legal agency. Only 22% service providers initiated legal action 
against perpetrators.

 Almost 67% service provider organizations and 75% of client organisations believed that 
unintentional exposure of private and sensitive information is still one of the major challenges 
faced by both service provider and client organisations.

Refer: http://www.dsci.in/node/781
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DSCI assessment Framework (DaF©) launched 

Indian IT/BPO Service Providers are striving hard to ensure that security and 
privacy of data is well maintained. In this outsourcing ecosystem, many Clients 
have developed and applied their own proprietary assessment frameworks for 
evaluating their Service Providers.

Service Providers, on the other hand, strain their resources to respond to diverse 
and varied client information requests. Such independent approach proves to 
be an inefficient and costly affair, both for the Clients and the Service Providers. 
Inconsistencies arising from the use of different assessment methodologies 
cause delays, resulting in inefficient use of time and resources. Unavailability 
of generally accepted standard for Service Provider assessments further 
aggravates the problem.

To overcome these issues and challenges, DSCI seeks to establish a well-defined “Assessment Framework” in order 
to have a universal assessment approach that can be used to assess different organizations in DSCI Assessment 
Framework – DAF. The guiding principle for developing DAF has been to add value to the organization through the 
assessment by way of reviewing the strategy, processes, implementation, including technology solutions deployed 
– through rating arrived for each of the identified criteria. 

The Framework emerged out of the findings from DSCI’s security surveys that were based on detailed questionnaires. 
DSCI also analyzed the responses of companies to the elaborate questionnaires that were designed for the DSCI 
Excellence Awards. It was interesting to observe the emerging pattern, which provided clues to light-weight 
assessment. The assessment process would lend itself to self-assessment by organizations; with additional 
confirmation by a third party using a little more inputs. This can act as a quick guide to confirm the security 
posture.

The detailed assessment process has been developed for some of the areas that comprise the DSF©. DSF© is being 
used by many organizations as a reference, and by many consultants too. In this, DSCI benefited from consultations 
with industry – the companies that came forward to test the framework in the pilot projects; the consulting firms 
that have partnered with it. The guiding principle has been to add value to the organization through the assessment 
by way of reviewing the strategy, processes, implementation including technology solutions deployed – through 
rating arrived for each of the identified discipline. 

DSCI invites you to refer the DAF© at www.dsci.in/sites/default/files/DSCI%20Assessment%20Framework.pdf

DSCI Best Practices Frameworks 

DSCI Frameworks, DSF© and DPF©  through their best practices help bring about dynamism into security and 
privacy to enable an organization respond to ever increasing threats enterprise wide. The Frameworks are 
endorsed by the industry and also by analyst firms like Gartner and Forrester, and have been recommended 
by RBI in its ‘Electronic Banking Committee Report’.

With the Data Centric approach of the Frameworks, wherein consolidation of detailed assessment of the 
enterprise’s security and risk management requirements are considered, DSCI is working towards establishing 
the Frameworks as a Standard for security practices in the organizations. 
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First draft of CSMIC released

DSCI is a member of Cloud Services Measurement Initiative Consortium (CSMIC) led by Carnegie Mellon University 
(CMU), US. CSMIC aims to address the need for industry wide, globally accepted measures for calculating the benefits 
and risks of cloud-computing services. The major product of the consortium’s efforts is the Service Measurement 
Index (SMI), a set of business relevant Key Performance Indicators (KPI’s) that provide a standardized method for 
measuring and comparing a business service.

Features of SMI and High Level Attributes of Service Measurement Index (SMI) have been finalized post public 
consultation. These include two important attributes suggested by DSCI - ‘Security Capabilities’ and ‘Threat & 
Vulnerability Management.

The consortium will now develop metrics under each attribute. DSCI will contribute in development of Security & 
Privacy related metrics which will help businesses ascertain and compare capabilities of cloud service providers in 
the area of security and privacy. This, along with other parameters of the framework, will help businesses select 
the right cloud service provider.

Cyber Security task force – IDSa
 
The Institute for Defense Studies and Analysis (IDSA) created task force on cyber security of which Dr. Kamlesh 
Bajaj is member. The task force created a report on India’s Cyber Security Challenge. The report discussed around 
the role of government and private sector in recognizing the aspects of cyber security and prioritized security and 
risk management plans jointly. The report is addressed to the security community in the widest sense and intended 
to stimulate public discussion. 
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alliances and Mous 

MoU with IIT Delhi

DSCI has entered into an MoU with IIT Delhi – a leading education institution offering instruction in 
Applied & Social Sciences, Engineering, and Management – to establish an institutional mechanism 
between them for collaborating and cooperating in research and dissemination of cyber security. This 
MoU will enable both the entities to jointly undertake select studies, surveys and research projects, 
and also organize short term continuing education programs, workshops and conferences.

Working Group 27 of ISO/IEC JTC1 SC7

DSCI has formally joined the Working Group 27 under the ISO/IEC JTC1 SC7, which is developing the 
proposed ISO Standard 30105 – a global standard with an integrated approach to lifecycle processes 
for the ITeS-BPO sector. DSCI is contributing in developing security related aspects of this standard. 
It has drafted Process Reference Models (PRM) for following processes – Information Security 
Management, Compliance Management, Risk Management and Business Continuity Planning. 
These PRMs are presently under review.

Partnering with IAOP to promote data protection among outsourcing professionals

DSCI joined hands with International Association of Outsourcing Professionals (IAOP) as an Affiliate 
Association. The two sides will work together to bring the latest information on data security, best 
practices, standards and thought leadership to outsourcing professionals worldwide. 

“Through strategic partnerships like our latest one with DSCI, we continue to expand our network 
of global leaders in key areas that are important to outsourcing,” said CEO, IAOP, Debi Hamill. “We 
look forward to working with DSCI to continue to promote the importance of data security in our 
(outsourcing) industry.”

“Data Protection continues to be a key enabler in outsourcing of IT services and business processes. 
With DSCI focused on enhancing data protection standards and practices and IAOP focused on 
promoting outsourcing, there are obvious synergies to collaborate. The DSCI-IAOP partnership will 
help increase much needed awareness on data protection among the international outsourcing 
community and address data protection related concerns in outsourcing,” said Dr. Kamlesh Bajaj, 
CEO of DSCI.

IAOP, an organization engaged in setting up global standards in outsourcing, has more than 110,000 
members and affiliates worldwide. It also has affiliate relationships with The Brazilian Association 
of Information Technology and Communication Companies (Brasscom), ASTRA in Russia, British 
Computer Society, Confederation of Indian Industries (CII) and other leading associations around 
the globe.

For more information, visit: www.iaop.org/Content/23/196/3309
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MoU with Aujas Networks

DSCI is working towards establishing its Security Framework – DSF© - as a Standard for 
security practices in the organizations. As part of its program for creating partners from system 
integrators and security companies, DSCI recently signed an MoU with Aujas Networks, which 
will help companies implement the DSF© and DPF© frameworks.

Speaking on the occasion, Mr. Srinivas Rao, CEO Aujas said, “We are very excited about 
our partnership with DSCI. We have been helping clients implement Risk Management 
Frameworks as part of our Risk Advisory practice. This partnership with DSCI adds a new 
dimension to our offerings and will add considerable value to our clients.”

Mr. Vinayak Godse, Director – Data Protection, DSCI, said, “Security is critical to ensure 
protection of key information assets and sustained business continuity. Organizations today 
need to be ‘really’ secure, as the threat environment in which they operate is getting complex 
and dynamic and attackers are evolving innovative techniques. In such a scenario, organizations 
cannot rely on certifications alone, even though they may help provide assurance to their 
stakeholders. We are happy that DSCI and Aujas have joined hands to provide dynamic and 
effective information security.” 

MoU with ACPL 

DSCI has partnered with ACPL Systems Pvt. Ltd. for taking forward the implementation of 
Security and Privacy Frameworks. To apprise the industry of the features of Frameworks 
and also offer a platform for discussion, a roundtable on “Changing Security and Privacy 
Landscape in the Country” was organized at Gurgaon (Haryana) which was attended by 
over 25 delegates from middle to senior management. CEO, DSCI spoke on the changing 
regulatory landscape for security and privacy in the country, while CEO, ACPL pushed for the 
need to have partnerships for improving security and privacy culture. The meeting featured 
a presentation on DSCI Frameworks by Director, DSCI. 

As a part of this, DSCI will train the employees of ACPL who can then act as channel partners 
for Frameworks.
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OUTREACH PROGRAMS
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DSCI excellence awards 2011
DSCI instituted DSCI Excellence Awards to annually honour organizations and individuals who have taken strategic, 
proactive and innovative security efforts to help their organization address real risks; elevate the role of security 
function and its contribution in the overall business ecosystem of an organization; and bring about awareness 
towards the need for information security within organizations and society at large to harness security as a lever 
for economic growth.

Hon’ble Union Minister of State for Communications & IT, Mr. Sachin Pilot gave away the 1st DSCI Excellence 
Awards at a ceremony held in New Delhi. Eight business enterprises were awarded for their excellence in adopting 
proactive and innovative data security measures. Two business leaders were honoured with ‘Security Leader of the 
Year Award’ for their individual contributions towards data security.

Mr. Pilot congratulated DSCI on bringing focus on data security practices and initiatives being undertaken by the 
industry and encouraged the role of an independent body focused on promoting a culture of data protection in 
India. He lauded the steps taken by the winning organizations and individuals in establishing safe practices in their 
organizations and also highlighted the initiatives being taken by the Government towards promoting data protection 
while emphasizing the role of public partnership in building trustworthiness of Indian companies.

Speaking on the eve of Awards Ceremony, Dr. Kamlesh Bajaj, CEO, DSCI said, “Traditionally, India has been rated 
highly on data security and privacy practices that help IT/BPO industry achieve compliance with the regulatory 
requirements of the countries it serves. This has been consistently demonstrated through the increasing number 
of contracts and engagements of service providers with their global clients. Indian domestic industry, like Banking 
and Telecom, have incorporated effective information security practices in order to better serve their customers. 
This recognition is being taken to a higher level with the institution of the DSCI Excellence Awards and I am happy 
to say that so many companies, including the very big names, have participated this year, and the results of DSCI 
Excellence Awards evaluation process have re-affirmed the very high standards of information security deployed 
by Indian companies.”

The organizations which were honoured with DSCI Excellence Awards are:
 Bharti Airtel Limited for Security in Telecom
 HDFC Bank Ltd. For Security in Bank
 Cognizant Technology Solutions for Security in IT Services Company (Large)
 IBM Daksh Business Process Services Pvt. Ltd. for Security in Global BPO
 Financial Technologies (India) Limited for Security in IT Services Company 

(SME)
 Hewlett Packard GBS, Global E-Business Operations Private Limited for Security 

in Captive BPO
 CSC for Raising Security Awareness

For their individual contribution, DSCI honoured Mr. Felix Mohan, Global CISO, Bharti Airtel Limited and Mr. Raja 
Vijay Kumar Adapa, VP & Global Information Security Leader, Genpact with Security Leader of the Year Award.

In order to encourage the police officers who have put in extra efforts to learn cyber forensics to solve cyber crimes, 
DSCI has also instituted an annual award called ‘India Cyber Cop Award’ to recognize and honour a police officer 
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who has done the most outstanding investigation in solving a cyber crime. The winner of the Awards was felicitated 
at the NASSCOM-DSCI Annual Information Security Summit. 

The Awards ceremony was the culmination of a detailed evaluation process developed by DSCI, in consultation with 
Pricewaterhouse Coopers, with eminent experts from the industry serving on the Jury panel to decide the winners. 
The Jury comprised the following:

- Mr. Jerry Rao, Founder Mphasis and former Chairman, NASSCOM
- Dr. Ganesh Natarajan, CEO, Zensar Technology
- Dr. K. Ramakrishnan, CEO, Indian Bankers’ Association
- Dr. D.P.S. Seth, Former Chairman – BSNL & Member TRAI

The ceremony featured a Panel Discussion on Cyber Security: Relevance to National Security, chaired by Mr. Som 
Mittal, President, NASSCOM, with senior members of Government and Industry sharing views on how the cyber 
frontiers need to be secured as much as the geographical boundaries and what role can industry and Government 
must play together in brining it about.
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DSCI engagements with eastWest Institute

The EastWest Institute’s Worldwide Cyber Security Initiative (WCI) was established to bridge policymakers and law 
enforcement officials from around the world with the business and technical communities to break the deadlock 
in international cooperation in meeting cyber security challenges. CEO, DSCI is actively engaged with EWI’s Cyber 
Security Summits which started in the year 2010.
 
EastWest Institute 2nd Worldwide Cybersecurity Summit

EWI’s organized its 2nd Wordwide Cybersecurity Summit in London. The Summit Process includes Breakthrough 
Groups comprising global leaders from government, industry, academia and industry bodies who deliberate on 
topical issues and present the Report to the attendees at the Summit.
 
Dr. Bajaj was invited to be a panelist in the session on the Breakthrough Group which reviewed the recommendations 
of Seven Breakthrough Groups under the theme of building trust, rules of the road in terms of policies for cyber 
infrastructure, and operational risk management on the availability of underground sea cables and international 
priority communication in times of sabotage and catastrophe.

Speaking in the concluding session, Mr. Som Mittal, President, NASSCOM invited the gathering to come to visit 
India to participate in the 3rd Worldwide Security Summit.

3rd Worldwide Cybersecurity Summit, New Delhi

EWI has partnered with NASSCOM and DSCI for the 3rd Worldwide Cyber Security Summit, to take place in New 
Delhi on October 30-31, 2012. The launch of the Summit was announced by Shri. Kapil Sibal, Hon’ble Minister for 
Communications and Information Technology, in a Special Industry Forum on “Cyber Security and Business: The 
Challenges and Opportunities”. A preliminary meeting with EWI officials was also held.
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DSCI will be a knowledge partner for the Summit and will provide lead in following 2 tracks 

- Globally Distributed Processing and Data Storage Breakthrough Group (Cloud Computing)
- ICT Development Supply Chain Integrity Breakthrough Group

For this year’s Summit, two Breakthrough Groups have been created, one each on ICT Supply Chain 
and Cloud Security. Managed by DSCI, the Groups have been conducting regular meetings, including 
telephonic conferences, to take a larger view of the prevailing security issues, and build a comprehensive 
and coherent perspective for developing a unified approach to cyber security. The output from these 
deliberations will be presented in the form of a Report at the Summit in October 2012.

NASSCOM - DSCI Roundtable with EWI on Worldwide Cybersecurity

DSCI organized a Roundtable meeting with EWI on Global Cyber security scenario. Dr. Kamlesh Bajaj 
welcomed Mr. John Edwin Mroz, President and CEO, EWI to flag off the event in process to build the 
Summit in 2012. John introduced EWI and its approach which goes beyond preparing reports and focuses 
on creating conditions for action to frame rules of the road for cyberspace.

The Roundtable focused on the International cooperation required to secure cyberspace and highlighted 
that not only governments, but public-private partnerships across nations hold the key to securing global 
information infrastructure.

Dr. Gulshan Rai, Director General – CERT-In, DIT, presented his views on cyber security and underlined 
the importance of PPP in all areas of cyber security, including Early Watch and Warning System which 
CERT-In is leading in the country.

The Roundtable featured presentation on “China-US Track-II on SPAM – Fighting SPAM to build Trust” 
- developed in Public Private Partnership by Mr. Karl Frederick Rauscher, Chief Technology Officer & 
Distinguished Fellow, EWI. It witnessed participation of thought leaders from across the industries and 
helped in exploring the avenues for collaboration and joint efforts for building an environment of data 
protection.

Security technology Providers Meet
 
DSCI Vendor Interface Program (VIP) is an initiative which provides an opportunity to the security product 
and services vendors to showcase their products and services through DSCI. DSCI revived the program 
by organizing a Vendor Interface Meet in New Delhi, with an objective to understand how DSCI as an 
industry body can support the vendor community for their growth and outreach by creating a platform 
where ‘users of the technology’ and ‘providers of the technology’ can interface with each other.

The Meet featured over 20 professionals from leading security solutions providers and IT services 
companies as they engaged in discussions over DSCI’s initiatives, the effectiveness of Frameworks, the 
IT (Amendment) Act 2008 and how the vendor community should associate with DSCI in conceptualizing 
their set of offerings and how to market them. The members shared their experience as providers of 
solutions and suggested ways to develop effective partnerships across stakeholders through DSCI 
programs.



40 DSCI  Data ProteCtIon outlook 2011-12     

Data Privacy Day 

Data Privacy Day is an annual international celebration designed to promote awareness and education about 
best privacy practices. This day is celebrated to promote a dialogue among all of the stakeholders – businesses, 
individuals, government agencies, non-profit groups, academia, teachers and students – to look more thoroughly 
at how advanced technologies affect our daily lives. 

Like last year, this year too DSCI celebrated Data Privacy Day, with active participation of DSCI Chapter Members and 
Corporate Members. CEO, DSCI sent out a Privacy Day message to all the DSCI members exhorting them celebrate 
this day with meetings and said “DSCI Chapters have been at the forefront of carrying out security discussions and 
debates among the security professionals who are beginning to don the additional role of privacy professionals. This 
is similar to the transition that took place over 10 years ago when the network operating professionals graduated 
into security professionals. We are at a stage where we have to understand sensitive personal information, privacy 
policies, customer privacy concerns, employee education and awareness, and reasonable security practices as tools 
for privacy protection. We also have to understand and appreciate the evolving privacy regimes in light of technology 
advancement and globalization, which are helping create more and more economic value out of data.”

The Chapters held meetings and seminars to discuss the data protections issues and plan out agenda for the coming 
year. These meetings, spread across India, were attended by over 300 participants, and featured panel discussions on 
various aspects of Data Privacy. The Meeting of Ahmedabad Chapter was sponsored by Dev Information Technology 
Pvt. Ltd and the Meet in Bangalore was sponsored by HP. 

Thought Leaders from across the industry, including Legal Firms, Security Solution Providers, IT/BPO Companies 
and others, presented the techno-legal aspects of Privacy. The momentum built by coming together of all DSCI 
Chapters and Corporate associates to promote Data Privacy helped DSCI emerge as DPD Champion in India by the 
Staysafeonline.org – an international nodal body that has been celebrating Data Privacy Day with the support of 
companies like Intel, eBay, Microsoft, Google, Facebook, etc.

To take the message to an even greater number of people, DSCI designed and circulated a Data Privacy Day desktop 
theme to its Chapter and corporate members and other stakeholders. The Desktop theme was carried across by 
various IT/BPO, Banks and MNCs thereby establishing an increased awareness on the data privacy need. 
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 Data Privacy Day Meets – Organized by ISACA and CIS

 Mr. Vinayak Godse was invited as a key speaker by ISACA’s Delhi Chapter Meet on Data Privacy. He presented 
his views on the overall evolution of Data Privacy, its imperatives and the fundamental approach that needs 
to be taken to ensure data privacy keeping in mind the regulatory and business requirements. He was also 
a panel member in panel discussion organized by Centre for Internet Society’s Privacy Conclave in Delhi. 
Presenting his views, he spoke on how privacy is emerging in India and the industry’s view on privacy 
concerns. Mr. Godse highlighted the equations that are being developed thereof, against the background of 
Regulatory requirements in India.

Participants in DSCI events 2011-12  

PARTICIPANT COMPANIES

INDIVIDUAL PARTICIPANTS’ PROFILES
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International Conference on Internet at Sonipat, Haryana, India

Jindal School of International Affairs, United Nations University (Tokyo), and the Campaign for a 
United Nations Parliamentary Assembly jointly organized a conference, titled ‘The Internet and 
a Changing World.’ Dr. Kamlesh Bajaj, CEO, DSCI was invited to chair the thematic panel on 
‘The Internet and Privacy.’ Outlining the evolution of the concept of privacy, he highlighted  how 
information & communication technologies are now invading the privacy of individuals – firstly, 
through a centralized database, secondly, through profiling by co-relating multiple databases 
and thirdly, through social networking in which the data subject is data creator also. He said: 
“Privacy concerns in the context of technology date backs to 1890s when the printing press 
was used to invade the privacy of the influential people through magazines and newspapers. 
The concept of ‘right to be let alone’ emerged as a consequence of this, and today, privacy is 
considered to be a part of ‘Right to Liberty’ guaranteed under Article 21 of Indian Constitution.” 
Dr. Bajaj also explained how surveillance technology was invading privacy of individuals and 
how the state should respond to protect national security by ensuring privacy.

CloudSeC 2011

CEO, DSCI was invited to present a talk on ‘Security for the Cloud’ at the CloudSEC 2011 
Conference organized by Trend Micro Systems. He discussed the challenges faced by the Indian 
cloud service providers and users of such services, based on a survey carried out by DSCI. 
The specific issues raised by the Survey were presented to the audience. These included the 
following:
 For Service Providers

- Meeting multiple regulatory requirements due to multiple clients spread across 
different geographies - Meeting multiple contractual requirements including audit 
requirements of different users

- Huge initial capital expenditure/investment 
 For Cloud Users

- Challenges in meeting Compliance requirements 
- Legal and Contractual issues
- Data segregation and Protection

uSIBC annual legal Services Conference

US India Business Council organized its 3rd Annual Legal Services Conference titled “Maximizing 
Value in the Indo-US Regulatory Thicket”. CEO, DSCI was a panel member on discussion “Data 
Privacy and Security: Rules of the Road for the Indo-U.S. Virtual Highway”.

He provided insights into how the IT (Amendment) Act, 2008, Rules u/s 43A have established a 
sound legal framework for data protection in the country. He also highlighted that the concerns due 
to varied interpretations of the Rules were also addressed by the active engagement of DSCI with the 
government which were reflected in the subsequent clarifications issued by the government.

DSCI in 
National 
and 
International 
Conferences
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International Conference on ‘Safeguarding the Digital economy’

The 4th International Conference on ‘Safeguarding the Digital Economy’, organized by 
ASSOCHAM featured participation from the senior members of Government, Law Enforcement 
Agencies and industry in panel discussions.

Mr. Rahul Jain, Sr. Consultant, DSCI was a part of Panel on ‘Innovation Trends in Cyber Security’ 
and highlighted the need for innovation in cyber security and the innovative mechanisms 
adopted/ in discussion around the world.

Indo-French technological Meet 

Ubifrance and the French Trade Commission in India jointly organized ‘Indo-French Technology 
Meet 2011’ across the three cities - New Delhi, Mumbai and Bengaluru. The Meet showcased 
French expertise and state-of-the-art technologies from France in five key sectors: secure 
payment and identification systems, green building, sustainable mobility, nuclear energy and 
aerospace.

Mr. Vinayak Godse, Director, DSCI, spoke about security and privacy issues in ID projects with 
specific reference to smart card and bio-metrics technology in a closed door meeting with 
business leaders held on the sidelines of the Meet in New Delhi.

CII conference on Cloud Computing in Chennai

CII organized a conference on ‘Cloud Computing’ in Chennai. Privacy issues with respect to 
Cloud were a key focus of interaction. Mr. Vinayak Godse was invited to participate in the 
panel discussion on ‘Security and Privacy Challenges in Cloud Computing’ where he presented 
a comprehensive perspective on security and privacy from User Group, Solutions Providers and 
Government aspects.

Panel discussion on ‘It Security’ at ahmedabad

CIO Gujarat organized a panel discussion on ‘IT Security’ at Ahmedabad. The event was supported 
by NASSCOM. Mr. Vinayak Godse was invited to chair the session on the security challenges 
emanating from transforming IT infrastructure, the increasing adoption of cloud computing and 
mobility. It also reviewed the issues related to cyber security and their relevance to national 
security. Representatives of Reliance Tech services, Dhirubhai Ambani Institute of Information 
and Communication Technology (DA-IICT), Elitecore Technologies, ISRO and (n)Code Solutions 
participated in the discussion.
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Security Workshop organized by British telecom

British Telecom regularly organizes meetings with its global suppliers, and this year, it included 
a Security Workshop for its suppliers. DSCI was invited to apprise the attendees on data 
security and data privacy. From DSCI, Dr. Kamlesh Bajaj and Mr. Vinayak Godse presented the 
principle based approach of DSCI Frameworks – DSF© and DPF© to the audience comprising 
the representatives of Outsourcing and Client companies. 

DSCI recognizes the importance of data protection in the telecom industry which, due to the 
nature of its operations, carries a huge database of people. It is imperative for the industry to 
recognize the data protection need and work with organizations and Government in developing 
sound data protection measures.

3rd International Conference on Information Security

CEO, DSCI was invited to present the keynote at the 3rd International Conference on Information 
Security, organized by null - the open security community. Addressing the gathering of security 
professionals and enthusiasts, he said that national security is intimately linked with cyber 
security and protecting national assets requires global cooperation since the attacks can come 
from afar – national assets are, indeed, part of the global cyberspace. He examined how the 
governance of global commons for access and stability has evolved internationally, and what 
kind of rules of road has been created for them by the international community. Dr. Bajaj 
concluded by saying: cyberspace is both a global commons and a national asset. To protect 
national assets, rules of the road are required for the cyberspace commons, because the 
cyberspace spans the globe seamlessly. Governments and private sector have to work together 
to evolve rules of behavior.”

annual asian attorneys Conference, 2012 

International Technology Law Association organized its 8th ITechLaw Annual Asian Attorneys 
Conference, 2012 in Bangalore. DSCI was invited to support the Conference and also run a 
workshop for young lawyers. CEO, DSCI conducted the workshop on Techno-Legal aspects of 
information security, encompassing the ITAA 2008, and supporting technological developments 
with existing frameworks. Talking about the impact of technology and globalization, he apprised 
the participants on the nature of Cyberspace which has emerged as the fifth domain and is ever 
expanding, and how a nation’s cyberspace is part of the global cyberspace and cannot be isolated 
to define its boundaries unlike the physical world which is limited by geographical boundaries 
– land, sea, air and space. He highlighted the types of attacks prevalent in cyberspace, and 
the salient features of India’s legal framework, including IT Act 2000, and IT (Amendment) 
Act, 2008. Dr. Bajaj gave an overview on the aspects of existing security frameworks and 
certifications and presented the principle based approach of DSCI Frameworks, which bring 
dynamism to security and privacy.
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training program on ‘It Infrastructure Management for Indian Banks 

Mr. Rahul Jain, Senior Consultant, DSCI delivered a lecture on ‘Application Security and Threat & 
Vulnerability Management’ at IDRBT, Hyderabad. The session was attended by 15-20 mid level 
managers from the IT department of public and private sector banks. This session was part of the 
3 day training program on ‘IT Infrastructure Management for Indian Banks’ organized by IDRBT.

International Webinar on Cloud Standards

Mr. Rahul Jain, Senior Consultant, DSCI participated as a panelist in an international webinar 
on ‘Cloud Standards: Portability, Privacy & Security’. This webinar was part of the annual ‘UP 
conference’ organized by Cloudcor Inc® - a global alliance of professionals in cloud computing in 
the US. The panel discussed the ongoing international efforts on development of standards and 
frameworks for Cloud, government policies and emerging privacy and security approaches for 
the Cloud.

SiliconIndia’s SeCurItY Conference 2011

Addressing Security Conference 2011 organized by SiliconIndia, Mr. Rahul Jain said a nation’s 
cyberspace is part of the global cyberspace and cannot be isolated to define its boundaries unlike 
the physical world which is limited by geographical boundaries – land, sea, air and space – with 
cyberspace emerging as the fifth domain which is ever expanding. “In today’s information age, 
Internet is the engine for global economic growth and the cyber security initiatives of any country 
should not impede it, instead these initiatives should create enablers for growth of the Internet 
and other technology innovations. Cyber Security warrants an information age response requiring 
coordination among governments, ministries, departments, private sector, LEAs, etc. through a 
well tested federated management structure.” He added. 
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Hon’ble Union Home Minister, Mr. P 
Chidambaram announced the launch 
of CCIP during the NASSCOM India 
Leadership Forum held in Mumbai in 
November 2011. While referring to 
the increase in cyber crime incidences 
and reflecting on the CCIP, he said, 
“The idea is to set up cyber crime police 
stations and cyber forensic labs all over 
the country. We would also like to set 
up a national research centre for cyber 
forensics in the country, for which 
we would like to work together with 
NASSCOM and DSCI.”

Cyber Crime Investigation Program

Ministry of Home Affairs (MHA) has accepted the Cyber Crime Investigation 
Program (CCIP) based on the DSCI detailed project report which draws on its 
experience of operating Cyber Labs in 8 cities and working with the police in 
handling many of the cyber crimes over the last few years. The Program will 
assist the State Governments in building adequate capacity and technical 
expertise for handling the cyber-crime by institutionalizing a pan-India 
network of Cyber Crime Police Stations (CCPS) and Cyber Crime Investigation 
and Forensic Training Facilities (CCIFTF). Hon’ble Union Home Minister, Mr. 
P Chidambaram announced the launch of CCIP during the NASSCOM India 
Leadership Forum held in Mumbai in November 2011. 

As part of CCIP, a Centre of excellence (CoE) will be created, with DSCI acting 
as a knowledge partner. This will include setting up a core team of forensic 
experts for providing regular support to CCIP, appropriate mechanism for CCIP 
management and maintaining a knowledge repository.

MHA, with the support of DSCI, conducted a workshop in the month of 
November for all the stakeholders, including law enforcement agencies of the 
Centre and States & UTs, to obtain inputs before the Program is finalized for 
launching at the national level. About 100 senior police officials attended the 
workshop.

training Material for Cyber Crime Investigators

DSCI has developed Training Material for Cyber Crime Investigators. The 
standardized content has been developed for Level 1 Training of LEAs, to be 
used at DSCI Cyber Labs. The Training Material is based on DSCI’s experience 
of operating Cyber Labs and working with the police in handling many of 
the cyber crimes over the last few years. DSCI had earlier developed a Cyber 
Crime Investigation Manual – a standard operating procedures manual 
to help investigating officers collect cyber forensic data and prosecute 
cybercriminals under the appropriate Sections of the IT (Amendment) Act, 
2008, IPC etc.

CAPACITY BUILDING
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Cyber labs

DSCI Cyber Labs through their training programs enable LEAs to understand cyber forensics and use it in the 
investigation of cyber crimes. The Labs also provide a platform where different stakeholders including police, judiciary, 
IT/BPO companies, financial services industry, academia and civil society come together to build awareness and 
methods of dealing with cyber crimes. 

This year, over 6,300 police personnel were trained at these Labs. In addition, the Labs provided support to LEAs 
on over 180 cases and supported industry in 13 instances. The Cyber Labs have so far trained over 20,000 police 
officers and have assisted the law enforcement agencies in over 200 cases. 

Cyber Lab programs are not limited to LEAs, but include specialized programs for Defence forces of India and 
neighboring countries, and other stakeholders. Following are some of the specialized programs organized by Cyber 
Labs this year.

 Exclusive program for police officers of MHA’s North Eastern Police Academy, Meghalaya. 
 Program for Vigilance Departments of the government and PSUs
 Investigation program from North-East 
 Advanced level program for CBI covering officers from State Police, NIA, Nepal, Bhutan and Burma
 Specialised programs for Indian Air Force
 Six batches of the training at Core of Military Police, which was attended by military officials of Srilanka, 

Afghanistan
 Special session on ‘Usage of Technology in Investigation of Crimes’ for Department of Public Prosecution 

was held in Karnataka
	Incident Handling & Reporting for banks 
	ITAA, 2008 for law students
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DIt supported Cyber labs

DSCI Cyber Labs are established at the locations of 
cyber crime cells in the country. The Labs in Bangalore, 
Mumbai and Pune are supported by DIT. 

This year, with the support of DIT, the technical 
infrastructure of these Labs was upgraded and the 
eastern India’s first cyber lab was established in 
Kolkata which was inaugurated by West Bengal 
Minister for Information Technology, Mr. Partha 
Chatterjee. 

Dr. A.P.J. Abdul Kalam, Former President of India 
inaugurated the Cyber Safe Pune event this year. 
Addressing on the occasion, he highlighted the role 
of ICT in providing an effective medium for the government to connect with the citizens. He spoke about the steps 
being taken by the government to check cyber crimes and make cyberspace a safe ground for economic and personal 
operations and lauded the steps taken by DSCI in this direction. 

A street play on cyber crimes was also organized by Pune Cyber Lab, which conveyed safety tips for using internet 
to a large group of people of Pune. 

Meeting with Interpol Sg

During his India visit to view CBI facility, Mr. Ronald Noble, Secretary General, Interpol had a meeting with DSCI 
in December. The two sides explored how DSCI could contribute as a knowledge partner in combating the menace 
of cyber crime. 

engaging with CBI to prevent cyber crime

CBI is setting up a “Research and Innovation Centre for Investigation and Prevention of Telecommunication/Cyber 
Crime” in partnership with Interpol and other agencies. DSCI has been invited to be a partner in the initiative. The 
proposed centre will help the law enforcement agencies 
in handling cyber crimes. 

global Programme on ‘Cyber 
Crimes’

A Session was also taken by DSCI on a Global Program 
for Cyber Crimes in CBI. DSCI developed cyber Crime 
Investigation Manual was distributed to 40 participants 
from 15 countries.
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Intensive Security architecture Workshop

Architecture treatment to security introduces a proactive approach that helps organizations align different solutions 
and countermeasures with the overall security goals. It also specifies how an organization is dealing with the 
perennial threats and how it is prepared to deal with the evolving threats. 

With this in view, and for the first time in India, DSCI, along with (ISC)2, organized ‘Intensive Security Architecture 
Workshop’ in the first week of February in Delhi. The Workshop focused on consultative and analytical process of 
development, design & analysis of an overall security program using case studies and practical exercises. 

training Programs at CBI academy

DSCI conducted two advanced cyber forensic training programs at CBI Academy, Ghaziabad. Level 2 and Level 3 
training sessions were organized for 58 officers of CBI, NIA, NTRO, CBI FSLs, state police and police officers of 
Nepal and Burma.
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While welcoming the participants, CEO, DSCI introduced (ISC)2 world-class education programs. 
He emphasized the role of training for helping professionals build security architecture for their 
organizations. He also gave an overview of the DSCI Frameworks and invited the gathering to 
participate in data protection initiatives of DSCI. 

The three-day Workshop was led by the lead instructor at (ISC)2 Mr. Dennis Griffin (CSSLP, SSCP, 
CIA, CBA CISA and Cisco CCNA, CCDA, CCNP) and was attended by 12 professionals working in the 
domain of System Architect, System and Network Designer, and leading the IT, Information Security 
divisions of their companies. Mr. Griffin presented practical applications of security function to help 
organizations prepare better against the innovative, organized and targeted attacks. Further, he 
covered the domains of the CISSP-ISSAP certification. ISSAP is recognized for creating advanced 
expertise in Information Security Architecture.  

Mr. Vinayak Godse from DSCI presented the DSCI Approach on how to build business centric 
security architecture to the participants. He shared practical ways to help organizations evolve 
security architecture and also presented the way DSCI Security Framework (DSF) treats security 
architecture.

The specially designed Workshop offered critical value to technical and professional skills of the 
participants. DSCI plans to organize more such trainings in the coming months.
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Corporate governance

Adoption of good Corporate Governance practices is an integral element for doing business. The three key constituents 
of corporate governance are the Board of Directors, the Shareholders and the Management. The underlying principles 
of corporate governance revolve around three basic inter-related segments – Integrity and fairness, transparency 
and disclosures and accountability and responsibility.

DSCI continued with the One Tier structure of Board of Directors. During the year 2011-12. Prof. N Balakrishnan, 
Independent Director, DSCI continued as the Chairman of Board of Directors. The Board of Directors met every 
quarter to discuss the policy issues and give directions on the future course of action for DSCI and routinely reviews 
the progress of project, cost and deliverables. DSCI has maintained complete transparency in discharge of its duties. 
All the important activities and programs were undertaken with prior approval of the Board.

The process followed for project execution adheres to project management principles that include project requirement 
definition, project resource management and project budgeting and expenditure and deliverables management. 
Project budgeting, vendor selection and billing are done with prior approval of the management.

Specific efforts are taken to save the cost, which are being used to deliver additional deliverables within same cost. 
DSCI, being an industry association, validates its work with the support and feedback from the Industry, for which we 
are connected with our Chapter Members who represent various industry verticals and with DSCI steering Committee 
which is an excellent representation of Senior executives from leading industry bodies of IT/BPO Companies, Banks, 
Telecom, Regulators, Security Vendors, Consulting Companies, Government and Academia. 

The feedback of industry is critical for the success of our work and we always welcome the suggestions and feedback 
for continuous improvement of our work.

DSCI executive team has increased from eleven full-time employees to thirteen full time employees this year, to 
accommodate the expanding scope of our work and for catering to the security and privacy needs of Indian society. 
The executive team will continue its efforts progressively towards a self sustaining model.

The Board of Directors of DSCI appointed S.R. Batliboi & Company as statutory auditors, for the year under review. 
The Management of DSCI is contented with DSCI’s efforts last year and is confident that India is and will remain 
a trusted destination for global outsourcing.
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the Way Forward

It is gratifying to note that DSCI has indeed become the first point-
of-contact for data protection in India. Our role in public advocacy 
- whether at home or abroad - has gained visibility not only in the 
Indian IT/BPO industry, but also in other sectors of the economy, and 
among our global clients. Our involvement with the DIT on clarification 
of the rules under Information Technology (Amendment) Act 2008, 
and creation of the 12th Five Year Plan for cyber security are some 
examples that show our deep engagement in public advocacy.

DSCI’s role in thought leadership has gained recognition with the 
acknowledgement of its security frameworks by the industry, analysts 
and even some of the government departments and regulators. We 
have also discharged our role in capacity building, especially in training 
law enforcement agencies through the DSCI cyber labs, some of which 
have been sponsored by the Department of Information Technology; 
and these are being extended to the entire country, based on our 
detailed project report, by the Ministry of Home Affairs as Cyber Crime 
Investigation Program.

Internationally also DSCI has been at the forefront in matters of data 
security, cyber security, and privacy protection - we were invited to 
be part of conferences, and working groups by organizations such 
as EastWest Institute (EWI), Carnegie Mellon University, Council for 
Security Cooperation in Asia Pacific, European Union, Organization 
for Economic and Cooperation and Development (OECD). Interaction 
with the United States government agencies such as the Department 
of Commerce and the Federal Trade Commission also continued.

DSCI Excellence Awards is yet another milestone that has firmly 
entrenched DSCI at the centre of data security in the country. The 
industry response was overwhelming.  Likewise, large participation 
of police officers in the Cyber Cop Award was heartening.

The Cyber Security Advisory Group Report was an excellent example of 
public-private partnership in developing policy initiatives. It highlights 
the role that DSCI can play on behalf of the industry in enhancing 
cyber security in the country. Its key recommendations have identified 
a work plan for the government and the private sector.  This work gels 
in with the global initiatives, such as EWI worldwide Cybersecurity 
Summit that DSCI is closely associated with; these constitute as our 
efforts in the direction of Track II cyber diplomacy.



    Data ProteCtIon outlook 2011-12  DSCI     53

All these achievements are works-in-progress. In that sense they clearly define our work plan for the 
next year. We propose to concentrate on the following:

 Build consulting partners who can take up the implementation of DSF© and DPF© among the 
IT/BPO service providers, and also in other sectors of the industry.

 Build partners who can carry our benchmarking assessments and detailed assessments - both 
for security and privacy using DAF©. Promote the idea of security rating through them.

 Work with large global clients and other institutions who can promote these frameworks in 
India and abroad; try to develop security and privacy seals, possibly in collaboration with similar 
agencies abroad.

 Develop work plan in cyber security in such a way that DSCI acts as an extended arm of DIT. 
Similarly, for MHA, Ministry of Defence, National e-Governance Program and critical information 
infrastructure protection.

 Provide inputs to the government to ensure that a privacy law; based on the recent learnings of 
the European Union, OECD, APEC and the United States is created, which is not bureaucratic 
and does not impose undue burden on the industry; promotes self-regulation.

 Work with the government on cyber security as an integral component of national security; 
help develop appropriate organisational structure, policy and programs; help in implementation 
through DSCI as an extended arm of the government.

 Work with the government in engaging with the European Commission and European Union 
Parliamentarians in getting India recognized as ‘adequate as a secure country for third party 
data transfers from the European Union’.

 Work with the Ministry of External Affairs, and provide appropriate inputs for the emerging 
area of cyber diplomacy.
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Butterfield Fulcrum

CA (India) Technologies Pvt. Ltd.

Cable and Wireless (India) Ltd

Cactus Communciations Pvt. Ltd.

Cadence Design Systems (India) Pvt. Ltd

Cambridge Solutions Ltd. 

   (Xchanging Group)

Cambridge Technologies Enterprises Ltd. 

Canon India Private Limited

Capco IT Services India Pvt. Ltd.

Capgemini Business Services (I) Ltd

Capita India Private Limited 

Cellnext Solutions Limited

Centre For Development of Advanced

   Computing (C-DAC)

CGI Information Systems and

   Management Consultants Pvt Ltd

Changepond Technologies

Chella Software Pvt Ltd

CI. Com (P) Ltd.

CIBERsites India Pvt Ltd.,

Ciena India Private Ltd.

Cisco Systems India Pvt. Ltd.

ClearTrail Technologies Pvt. Ltd

Cleave Global E Services Pvt. Ltd.

Cnergyis Infotech India Pvt Ltd

Cognet HR Solutions Pvt Ltd

Cognizant Technology Solutions

Collabera

Colt Technology Services (India) Ltd. 

Compare Infobase Ltd.

Compserv Consultants Private Limited

Concentrix BPO Pvt Ltd

ConnectM Technology Solutions Pvt. Ltd

Continental Carbon India Limited

Convergys India Services

Converteam EDC Pvt. Ltd.

Cordys Software (India) Ltd. 

Couth Infotech Pvt. Ltd.

Arctern Consulting Private Limited

Aress Software and Education

    Technologies Pvt. Limited

Aricent Technologies (Holdings) Ltd. 

Arowana Consulting Ltd.

Arrk Solutions Pvt. Ltd.

Ascendas Services (I) Pvt Ltd.

Ascenders Technologies Private Limited

Ascent Informatics (India) Pvt Ltd

ASE Structure Design Pvt. Ltd. 

Ashok Leyland Limited

ASM Technologies Ltd. 

Aspire Systems (India) Private Limited

Atos Origin (India) Pvt. Ltd. 

Attra Infotech Pvt ltd

Aufait Technologies Pvt. Ltd. 

Aujas Networks pvt. Ltd.

Aurigo Software Technologies Pvt. Ltd.

Aurionpro Solutions Ltd. 

Avaana Software & Services Pvt. Ltd.

Avaya India Pvt Ltd

AvioHeliTronics InfoSystems Pvt Ltd

AXA Business Services Pvt. Ltd.

AXIS Bank

Axsys Technologies Limited

Azure Knowledge Corporation

Bahwan Cybertek Pvt. Ltd. 

Bank of America

Bank of Baroda

Barclays Shared Services

Barry-Wehmiller Intl. Resources P. Ltd.

Bebo Technologies Private Limited

Bechtel India Pvt. Ltd.

Best of Breed Software Solutions (India) Ltd. 

Bharti Realty Holdings Ltd

Bird Information Systems Pvt. Ltd.

Birlasoft

Bitscape IT Solutions Pvt. Ltd.

Blue Star Infotech Limited

BNK E Solutions Pvt. Ltd.

BNP Paribas India Solutions (India) Ltd. 

Botree Software International P. Ltd.

Broadridge Financial Solutions (India

DSCI Corporate Members
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CPA Global Support Services (India) Ltd. 

CSC

CSS Corp Pvt Ltd

CtrlS Datacenters Ltd

Cyber Security Works Pvt. Ltd.

Cyberq Consulting Private Limited

Cybertech Systems and Software Ltd.

Cygnet Infotech Pvt. Ltd. 

D&B Transunion Analytic and Design

   Services India Pvt. Ltd.

Data Infosys Ltd.

Databazaar (India) Pvt. Ltd.

Datacraft India Ltd

Datamark Prodapt India BPO Pvt. Ltd. 

Datamatics Global Services Limited

DBOI Global Services Pvt. Ltd.

DBS Bank Ltd.

Dell International Services India Pvt Ltd

Deloitte

Descon Limited

Designmate (I) Pvt. Ltd.

Dhanlaxmi Bank

Dimentrix Technologues Pvt. Ltd. 

Direction Software Services

Drishti-Soft Solutions Pvt Ltd

DST worldwide Services

E.I. Dupont Services Center (India) P. Ltd. 

e4e Business Solutions India Pvt. Ltd.

EASi  A subsidiary of Allegis Services

   India Pvt Ltd

eBay India Pvt. Ltd.

Eclipsys (India) Private Limited

Edisphere Software Pvt. Ltd. 

e-Emphasys Infotech Pvt. Ltd.

Effort BPO Limited

eGestelt

Einfochips Ltd.

Electronic Arts Games (India) Pvt Ltd

Elitecore Tecnologies Limited

ELOGIC Technologies Private Limited

Emantras Interactive Technologies P. Ltd.

EMC Data Storage India Pvt Ltd

eMids Technologies Pvt Ltd

GlobalLogic India Pvt. Ltd.

GlobeOp Financial Services (India) P. Ltd.

GNFC Ltd.

GNSA Infotech P Ltd. 

GOIP Global Services, Pvt. Ltd.

GoldShield Services Private Limited

Graycell Technologies Exports

Green Quotient Systems Pvt Lrd.,

Gujarat Informatics Limited

GVFL Limited

H5 Asia Pacific Pvt. Ltd.

Hackett Group (India) Ltd. 

Hamilton Research & Technology Ltd. 

HCL Technologies

HDFC Bank Ltd.

HDFC Standard life insurance Co Ltd.

Headstrong India Services P Ltd.

Helios and Matheson Information 

   Technology Ltd

Hewitt Associates

Hewlett Packard Globalsoft Limited

Hewlett Packard India Sales Ltd

Hexaware Technologies

High-Tech Technologies

Hinduja Global Solutions Limited

Hi-Tech Outsourcing Services

Honeywell Technology Solution Lab P. Ltd.

HP Global e Business Operations P.Ltd.

HSBC Electronic Data Processing India P. Ltd.

HTC Global Services (India) Pvt. Ltd. 

Huawei Technologies India Pvt Ltd

Hughes Systique (India) Pvt. Ltd. 

Hyperquality India Pvt. Ltd.

HyTech Professionals India Pvt Ltd

i3 Software Pvt Ltd

IBM- Daksh

IBM India

IBS Software Services Pvt. Ltd. 

IDBI Intech Ltd. 

Ideas Inc Management Pvt Ltd

IDFC

IDG Ventures (India) Advisors Pvt. Ltd. 

IDS Infotech Ltd. 

Empower Research Knowledge Services

   (Pvt.) Ltd.

EMR Technology Ventures Pvt. Ltd.

ENTEG

Envestment Asset Management India P. Ltd.

e-Nxt Financials Ltd

Eperium Business Solutions India P. Ltd.

Equant Solutions India Private Limited

Equinox Software & Services Pvt Ltd

eRevMax Tecnologies Pvt. Ltd.

Eservices@Symphony Private Limited

Etisalat Software Solutions Pvt Ltd

Eureka Outsourcing Soultions Pvt. Ltd.

Evalueserve.com Pvt. Ltd.

Exactus Corporation Pvt. Ltd. 

ExcellenceTech 

   (A Division of Kariwala Industries Ltd)

EXL Services

e-Zest Solutions Ltd

Fidelity Business Services India Pvt. Ltd.

Financial Technologies (I) Ltd

First Advantage Pvt. Ltd. 

First American (India) Ltd.

First Indian Corporation Private Limited

Firstsource Solutions Limited

Firstware Software Solutions

Fiserv India Pvt Ltd.

FNF Business Process Outsourcing 

   Services India Pv. Ltd.

Ford Business Service Center Pvt Ltd

Ford Technology Services India 

Fortune Infotech Ltd. 

Franklin Templeton International 

   Services (India) Pvt Ltd

Fusion Outsourcing Software Pvt. Ltd.

Future Focus Infotech Ltd. 

Gaian Solutions India Pvt. Ltd.

Gants Software Solutions Pvt Ltd

GE Global Servicing Pvt Ltd

GE Money Servicing

GEC BPMSL

Genpact

Geometric Limited
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iGATE

Ignitee Digital Solutions Pvt Ltd

IGS Imaging Services India Pvt. LTd

IIC Technologies Pvt. Ltd.

iInterchange Systems Pvt. Ltd.

iNautix Technologies India Pvt. Ltd.

Inca Informatics Pvt. Ltd.

Indiagames Ltd. 

Indian Bank

Indus Net Technologies

Indus Valley Partners (India) Pvt. Ltd.

INDUSA Infotech Services Pvt. Ltd. 

Infinite Computer Solutions

Infinity Infotech Parks Limited

InfoBeans Systems India Pvt. Ltd.

Infopro India Pvt. Ltd. 

Infosoft Global Pvt. Ltd.

Infosys BPO Ltd. 

Infosys Technologies Ltd.

Infotech Enterprises Ltd.

Infozech Software Ltd. 

Infrasoft Technologies Ltd. 

Inlogic Bizcom Pvt. Ltd.

Inmage Sytems Private Limited

Insoft.Com Private Limited

Institute for Development & Research in

   Banking Technology (IDRBT)

Integra Software Services Pvt. Ltd.

Integreon

Intel Corporation

Intelenet Global Services

Inteliment Technologies (India) Pvt Ltd

Intelligroup Asia Pvt Ltd.

Intense Technologies Ltd.

Interactive Multimedia Technologies P. Ltd.

InterGlobe Technologies

Intergraph Consulting Private Limited

International Business Wales

Interra Information Technologies (I) P.  Ltd.

Intuit Technology Services Pvt Ltd

IONIDEA

Iprimed Education Solutions Pvt. Ltd. 

Irevna, a division of CRISIL

Iridium Interactive Ltd. 

iSOFT

ITC Infotech India Limited

ITCube Solutions Pvt. Ltd.

ITTI Pvt. Ltd.

i-Vista Digital Solutions Pvt. Ltd.

IVIZ Techno Solutions Pvt. Ltd.

Ivy Comptech Pvt Ltd

iYogi Technical Services Pvt Ltd

J.P. Morgan Services India Pvt. Ltd.

Jeevan Technologies India P. Ltd.

JK Technosoft Ltd.

K7 Computing Pvt. Ltd.

Kaavian Systems Pvt. Limited

Karvy Global Services Limited

Kayko Infotech

Keane India Pvt Ltd

Kensoft Infotech Ltd. 

Kotak Mahindra Bank Ltd

KPIT Cummins Infosystem Ltd. 

KPMG

Kumaran Systems Pvt. Ltd.

L&T Infotech

Lazer Ken IT Services India Pvt Ltd

Legasis Services Pvt. Ltd. 

Lexington Soft Pvt Ltd

Limtex Infotech Limited

Liqvid eLearning Services Pvt. Ltd.

Lister Technologies Private Limited

Logica India

Macmillan Publishing Solutions

Magic Software Pvt. Ltd

Magnasoft Consulting (India) Pvt. Ltd. 

Magnon Solutions Pvt. Ltd.

Magus Customer Dialog Pvt. Ltd.

Mahindra Satyam

Maintec Technologies Pvt. Ltd. 

Makemytrip (India) Pvt. Ltd. 

Mangalam Information Technologies Ltd. 

Mann-India Technolgoies Pvt. Ltd.

MASCON Global Limited 

Mastek Limited

Maven Systems Pvt. Ltd.

Mcafee Software (I) Private Limited

Medimanage Insurance Broking Pvt Ltd

Medma Infomatix Pvt. Ltd. 

Medsphere Technologies Pvt Ltd

Medusind Solutions

Metacube Software Pvt. Ltd.

MetLife Global Operations Support

   Center Pvt. Ltd.

Micro Technologies (India) Ltd.

Microland

Microsoft Corporation (India) Pvt. Ltd.

Microsoft India R&D Pvt Ltd

Midland Credit Management India P. Ltd.

MIEL e- Security Pvt. Ltd.

Mindcrest (India) Pvt. Ltd. 

Mindlogicx Infotech Limited

MindRiver Information Technologies P. Ltd.

Mindtech

MindTree Wireless Private Limited

Misys Software Solutions (I) Pvt Ltd.

Mjunction Services Limited

Mobera Systems

Monarch Innovative Technologies P. Ltd. 

Morgan Stanley

Motif India Infotech Pvt. Ltd.

Motorola India Electronics Pvt Ltd

MphasiS Ltd.

Mresult Services Private Limited

Multi Commodity Exchange of India Ltd

Mynd Solutions Pvt. Ltd.

National Housing Bank

Navayuga Infotech Pvt. Ltd. 

NCS Pearson India Pvt Ltd

NCS Soft Solutions (P) Ltd.

NDS Technologies Pvt. Ltd.

Net Solutions

Net Vigil Software Private Limited

NetApp India Pvt. Ltd.

Netguru Ltd. 

Netmagic Solutions Pvt. Ltd.

Netscout Systems India Pvt Ltd

Network Systems & Technologies P. Ltd.

Nevis Networks India Pvt. Ltd.
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Newage Software and Solutions

NewRiver Software Services Pvt. Ltd. 

NextBiT Computing Pvt Ltd

nhance Engineering Solutions Pvt.Ltd.

Nihilent Technologies Pvt. Ltd. 

NIIT Ltd.

NIIT Technologies Ltd.

Nishith Desai Associates

Nomura Services (India) Pvt. Ltd. 

North Shore Technologies (P) Ltd

Northern Operating Services Pvt. Ltd.

NOUS Infosystems Pvt Ltd

Novartis Healthcare P Ltd.

Novell Sotware Development India P Ltd

Ntrust Infotech Pvt. Ltd.

Nucleus Software Exports

Object Edge (India) Services Pvt. Ltd.

Oceans Connect 

Octaware Technologies Pvt Ltd

Olive E-Business Pvt. Ltd.

Omnitech Info Solutions Ltd.

Ontrack Systems Limited

Onward Technologies Ltd.

Oracle Financial Services Software Ltd

   (formerly i-flex solutions Ltd. )

Oracle India Private Limited

ORBIS Financial Corporation Ltd.

Orbital Outsourcing Services

Orkash Services Pvt Ltd

Outworks Solutions Pvt. Ltd. 

Oxygen Consulting Services Pvt. Ltd.

Pan Business Lists Pvt. Ltd.

Panamax Infotech Limited

Paripoorna Software Solution Service P. Ltd.

Patni Computers Systems Pvt. Ltd.

Pawaa Software

Peri Software Solutions Pvt. Ltd.

Perot Systems TSI (India) Pvt Ltd

Persistent Systems Limited

Pfizer Accelerated Solutions Centre

PHi Business Solution Ltd

Philips Electronics India Ltd.,

Pinnacle Infotech Solutions 

Robosoft Technolgies Pvt. Ltd.

Rolta India Ltd. 

Rose IT Solutions Pvt. Ltd

RR Donnelley India Outsource Pvt Ltd

S1 Services (India) Pvt. Ltd. 

Saama Technologies (India) Pvt. Ltd.

SafeNet India Pvt. Ltd.

Sahara Net Corp Ltd.

SAI BPO Services Ltd. (SBL)

Saigun 

Sankhyaa Learning Pvt. Ltd.

Sanovi Technologies (India) Pvt. Ltd.

Sapient Corporation

Sapple Systems Private Limited

SARK Infotech Private Limited

Sasken Communication Technologies Ltd

SatNav Technologies Pvt Ltd

Satyam BPO Limited

Savvion India Private Limited

Scope E-Knowledge Center Pvt. Ltd.

Scope International Pvt Ltd

Seal Infotech Pvt. Ltd. 

Seasia Consulting

Secova eServices Ltd.

Sella Synergy India Private Ltd.

Servion Global Solutions Ltd.

Shergroup (India) Pvt. Ltd. 

Siemens Information Processing

   Services Pvt. Ltd.

Sierra Atlantic Software Services Limited

Sigma Infosolutions Limited

Sirez Infosystems Pvt. Ltd. 

Skelta Software

SKP Crossborder Consulting Pvt. Ltd. 

SLK Software Services Pvt. Ltd

Smart Cube India Private Limited

SmartBuzz Web Services Pvt Ltd

Snap-On Business Solutions India Pvt. Ltd.

SNS Technologies Pvt. Ltd.

Societe Generale Global Solutions Center

Soft Prodigy System Solutions Pvt. Ltd.

Softage Information Technology Limited

Software Associates

Pitney Bowes Software (India) Pvt. Ltd. 

PK4 Software Technologies Pvt. Ltd

Polaris Software Lab Limited

Pradot Technologies Private Limited

Prakash Software Solutions Pvt. Ltd.

Pratham Software Pvt Ltd

Praxis Softek Solutions Pvt Ltd

Preludesys India Pvt Ltd

PricewaterhouseCoopers Pvt Ltd

Proarch IT Solutions Pvt. Ltd. 

Progressive Infotech Pvt. Ltd.

Promantra Synergy Solutions Ltd.

Prominds Consulting Pvt. Ltd.

Proteans Software Solutions Pvt. Ltd

Protiviti Consulting Private Ltd

Prudente Solution Private Limited

PTC Software (India) Pvt. Ltd.

Punjab National Bank

Punjab National Bank Institute of 

   Information Technology

Quality BPO Services Pv. Ltd.

Qualtech Consultants P Ltd

QuantumLink Communications Pvt. Ltd.

Quatrro Business Support Services

Quest Global

Quest Informatics Pvt. Ltd. 

QuisLex Legal Services Pvt. Ltd

R Systems International Limited

Rance Computer Pvt Ltd

Rategain IT Solutions Pvt. Ltd.

Records & Data Warehousing Pvt. Ltd.

Rediff.Com India Limited

Relativity Technologies 

   (A company of Micro Focus)

Reliance BPO Private Limited

Religare Technova Business Intellect Ltd.

Religare Technova IT Services Ltd.

Research In Motion

Rightway Solution (India) Pvt. Ltd.

Rishabh Software Pvt. Ltd.

RM Education Solutions India Pvt. Ltd.

Robert Bosch Engineering and Business

   Solutions Ltd. 
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Software Technology Parks of India

Sonata Software

Sony India Software Center Pvt. Limited

Sopra India Pvt. Ltd.

SourcePro Infotech Pvt Ltd

SpadeWorx Software Services

SPAN Infotech (India) Pvt. Ltd.

Spanco Ltd.

Spheris India Private Limited

SPML Technologies Lt.

Sri Technologies Pvt. Ltd. 

SSP India Private Limited

State Bank of Hyderabad

State Bank of India

State Government of Victoria, Australia

Steria (India) Ltd.

Sterling Commerce Solutions India P. Ltd.

Sterling Information Resources India P. Ltd.

Sterlite Industries (I) Ltd.

Suma Soft Private Limited

Summit Information Technologies P. Ltd. 

Sun Knowledge Private Limited

Sun Life India Service Centre Pvt. Ltd.

Sundaram Infotech Solutions Limited

SunGard Solutions (India) Pvt Ltd

SunTec Business Solutions

Supersoft Consultants Private Limited

Supervalu Services India Pvt ltd

support.com India Pvt Ltd (formerly 
known as SupportSoft India Pvt Ltd)

Suresoft Systems Pvt. Ltd

Swiss Re Shared Services (India) P. Ltd. 

Sybase Software (India) Pvt. Ltd. 

Symbiosys Technologies

Symbol Technologies, 

   A Motorola Company

Symco Software Pvt. Ltd.

Symphony Marketing Solutions

Symphony Services (I) Pvt. Ltd.

Syndicate Bank

Syntel 

Synygy India Pvt. Ltd.

Systems Valley Pvt. Ltd

Systoime

Take Solutions Ltd. 

Talentica Software India Pvt. Ltd.

Talisma Corporation Pvt. Ltd.

Tally Solutions Private Limited

Tasaa Infosolutions Private Limited

Tata Consultancy Services Limited

Tata Elxsi Ltd

TaurusQuest Services Private Limited

Tavant Technologies

TCS e-Serve Ltd.

Tech Mahindra Ltd.

Techies India Inc. 

Technoforte Software Pvt. Ltd. 

TechProcess Solutions Ltd.

Tejas Networks Ltd.

Telemune Software Solutions Pvt. Ltd.

Telerad Tech Pvt Ltd

Tenth Planet Technologies (P) Ltd.

Texas Instruments India Pvt Ltd

The Karur Vysya Bank Limited

Thomson Corporation (International) P. Ltd.

Tibco Software India Pvt Ltd

Tieto Software technologies Pvt

Timken Engg. And Research Company

Tooltech Global Engineering Pvt. Ltd.

Topsource Global Solutions

Transcontinental e-Services Pvt. Ltd.

Trigent Software Ltd.

Trigyn Technologies Ltd

TTK Services Pvt. Ltd.

TTP Technology India Private Limited

TUV India Pvt. Ltd. 

UBS (India) Pvt Ltd

Ugam Solutions

UL Management Systems Solutions

   India Private Limited

Uninor

Unisys Global Services India 

United Health Group Information

Unitforce Technologies Consulting P. Ltd.,

UST Global 

   (US Technology International P Ltd.)

Vakrangee Softwares Ltd. 

Valuelabs

ValueNotes Database Pvt. Ltd.

Valuesource Technologies Pvt. Ltd.

Vaneers Hi-Tech 

Venture Infotek Global Pvt. Ltd.

Verisign Services India 

Verizon Data Services India Pvt. Ltd.

Versant Technologies Private Limited

VFS Global Services Pvt Ltd

Vidyatech Solutions Pvt. Ltd.

Vijaya Bank

Vinove Software & Services Pvt. Ltd.

Virmati Software & Telecommunications Ltd

Virtusa

VISTA InfoSec Pvt. Ltd.

Viteous Capital Market Services Limited

Vodafone Essar Limited

Vodafone India Services Pvt. Ltd.

Volvo India Pvt. Ltd.

VXL eTech Pvt. Ltd.

WBPO (a division of Wipro Ltd)

we45 Solutions India Pvt. Ltd.

Web Access (I) Pvt. Ltd.

Webdunia.Com (India) Pvt. Ltd.

Webrosoft Solutions Pvt Ltd

Wells Fargo India Solutions Pvt Ltd

Williams Lea India

Winsoft Technologies India Pvt Ltd

Wipro Limited

Wisdom InfoTech Pvt. Ltd.

WNS Global Services Pvt. Ltd.

Xpanxion International Pvt. Ltd

XSYSYS Technologies Pvt. Ltd. 

Yamaha Motor Solutions India Pvt. Ltd.

Yodlee Infotech Private Limited

Zed-Axis Technologies Pvt. Ltd.

Zenith Software Limited

Zensar Technologies Ltd.

Zenta Private Limited

Zeta Softech Pvt. Ltd.

Zoho Development India Pvt. Ltd. 
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