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t the instance of the DSCI Board the CEO prepared a review paper on DSCI activities 
and its evolution since its inception in 2008. The paper was recently reviewed by the 
Board and it was satisfied with the progress made in the last four years and a half.  
Its achievements have led to the recognition of DSCI as a catalyst and a driving force 
for Security and Privacy; as a think tank on cyber security and privacy public policies; 
as a leader in developing core content as part of its Thought Leadership activities. Its 
contributions in formulation of privacy framework based on globally evolving privacy 
principles and co-regulation in the Planning Commission Committee, engagement 
in Cyber Security with the National Security Advisor (NSA)  and its specific role in 
promoting public private partnership to strengthen cyber security in the country, 
negotiations with the European Union (EU) on trans-border data transfers and India’s 
adequacy status under their regulations, work with the Organization for Economic 
and Cooperation and Development (OECD) Privacy Working Group to evolve the next 
set of global privacy guidelines, engagement with EastWest Institute and its work 
with various wings of the government on cyber diplomacy and Internet governance, 
and conceptualization of Cyber Crime Investigation Program (CCIP) under Ministry 
of Home Affairs (MHA), stand out. 

One of the key objectives of creating DSCI was to establish it as a Self-Regulatory 
Organization (SRO), which develops codes of practices for the industry, promotes 
implementation of such practices and certifies organizations that successfully 
implement the practices. In this regard, DSCI developed DSCI Security Framework 
(DSF©) and DSCI Privacy Framework (DPF©) and released them in 2010. Since then, 
DSF© has been used as guidance and reference material for discipline-specific approach 
to implement security, whereas DPF© has enabled organizations implement privacy 
programs and some large companies have already implemented DPF©.  

While evaluating the industry adoption of the DSCI frameworks, one must appreciate 
that acceptance of any standard or framework takes time. The Capability Maturity 
Model Integration (CMMI) model of Carnegie Mellon University, US (CMU), for 
instance, took nearly ten years to get developed and accepted. The demand for DSCI 
frameworks has been gaining traction since their release as security and privacy 
professionals have found value in the content. Nevertheless, DSCI must continue its 
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efforts in popularizing the frameworks in the industry, and with global clients. I am happy that DSCI achieved a 
significant milestone last year in its journey towards becoming a SRO – publishing of DSCI Assessment Frameworks 
for Security (DAF-S)© and Privacy (DAF-P)©. I strongly believe that the assessment frameworks through certification 
scheme will be instrumental in driving adoption of DSCI frameworks and bringing DSCI closer to the goal of becoming 
a SRO. So while DSCI continues to excel and contribute in the areas of public advocacy, thought leadership, outreach 
and capacity building, it must vigorously pursue the development of DSCI assessment ecosystem to fulfill its objective 
of establishing itself as a SRO. On this note, I wish DSCI the very best in its future endeavors.

I feel a sense of pride in presenting to you this year’s Annual Report which captures key activities and achievements 
of DSCI in last one year. I am confident that with DSCI steering the data protection discourse India will continue 
to be a safe global sourcing partner, and its best practices will gain global acceptance. I would like to thank my 
colleagues on the Board of DSCI, Advisory Groups, DSCI members, DSCI Team and the entire DSCI network for yet 
another successful year. I express my gratitude to the Department of Electronics & Information Technology (DeitY) 
and NASSCOM for their continued support and guidance.

Prof. N. Balakrishnan
Chairman, DSCI

Associate Director, IISc, Bangalore
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am very happy to report that DSCI continues to be the first point-of-contact for data protection in 
India for industry, government, global clients and regulators.  Our role in public advocacy - whether 
at home or abroad – has gained visibility not only in the Indian IT/BPO industry, but also in other 
sectors of the economy.  Our involvement with the Department of Electronics and Information 
Technology (DeitY), Department of Commerce (DoC), Ministry of Home Affairs (MHA), National 
Security Council Secretariat (NSCS), Planning Commission, and other ministries strengthened 
our engagement in public advocacy. NASSCOM-DSCI Report, ‘Securing Our Cyber Frontiers’ 
submitted to the Home Minister and the National Security Advisor (NSA), was acknowledged as 
a high quality report that underlined the need for strengthening cyber security in partnership with 
the private sector. As a result of DSCI’s sustained efforts, a Joint Working Group (JWG) has been 
created under the Chairmanship of the Deputy National Security Advisor (Dy NSA) to identify 
specific areas for public-private partnership (PPP). This work gels in with the global initiatives, 
such as EastWest Institute (EWI) Worldwide Cybersecurity Summit that DSCI is closely associated 
with; these constitute as our efforts in the direction of Track II cyber diplomacy. 

DSCI’s role in thought leadership has gained recognition with the acknowledgement of its 
security frameworks by the industry, analysts and even some of the government departments and 
regulators. The banking sector, e-governance and defence services have found DSF© to be useful. 
We have also discharged our role in capacity building, especially in training Law Enforcement 
Agencies (LEAs) through the DSCI cyber labs, some of which have been sponsored by the DeitY; 
and these are being extended to the entire country, based on our detailed project report, by the 
MHA as Cyber Crime Investigation Program (CCIP).

Internationally also DSCI has been at the forefront in matters of data security, cyber security, and 
privacy protection -  we were invited to be part of conferences, and working groups by organizations 
such as EWI, Council for Security Cooperation in Asia Pacific (CSCAP), European Union (EU), 
Organization for Economic and Cooperation and Development (OECD). Interaction with the United 
States government agencies such as the Department of Homeland Security (DHS), DoC and the 
Federal Trade Commission (FTC) also continued.

DSCI Excellence Awards is yet another milestone that has firmly entrenched DSCI at the centre 
of data security and privacy protection in the country.  The industry response was overwhelming. 
Likewise, large participation of polices agencies and police officers in the Awards for LEAs was 
heartening. 

I
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Highlights of the work this year are as follows:

PUBLIC ADVOCACY

 Engaged with the Dy NSA for establishing PPP in Cyber Security; leading its deliberations in the role of 
industry coordinator.

 Worked with the DoC to make data transfer issue between EU and India a priority negotiation element in the 
Free Trade Agreement negotiations between EU and India, which resulted in action by the EU for assessing 
adequacy of India. 

 Member of the ‘Group of Experts’ under the chairmanship of Justice A.P. Shah set up by the Planning 
Commission to prepare a comprehensive framework for drafting a national privacy law. Provided analysis 
of global privacy principles as they are evolving in the context of globalization and technology advancement; 
promoted industry self-regulation, and light touch regulation to ensure trust in trans-border data flows.

 Contributed to Cyber Diplomacy: Provided inputs to Ministry of External Affairs (MEA) on international norms 
of cyber security. Helped MEA to host the meeting of the study group of Council for Security Cooperation in  
Asia-Pacific (CSCAP) on cyber security. Partnered with EWI for contributing to track II cyber diplomacy.

 Engaged with the government on India’s stand on World Conference on International Telecommunications 
(WCIT) 12 proposal on International Telecom Regulations by International Telecommunication Union (ITU), 
and on Internet governance.

 Working with the government as a member of the Cloud policy group set up by DeitY to frame a policy that 
promotes the Cloud with desired compliance for security and privacy protection based on global practices.

 Contributing to the formulation of Internet principles as a member of the Working Group on Internet 
Governance  

THOUGHT LEADERSHIP

 DSCI Core content: DSCI frameworks implemented by some organizations with good results and these 
organizations have expressed their desire for getting DSCI privacy certification. The Big 4 firms also validated 
the demand for a privacy framework in country and how DPF© could fill this demand. To assess implementation 
of DSF© and DPF©, DSCI Assessment Frameworks (DAF) were released. 

 Studies, Research and Surveys: several studies, research papers and surveys covering a broad range of 
topics. Our report ‘Securing Our Cyber Frontiers’ has been received favorably by the NSA and is contributing 
to establishing PPP model for cyber security in the country. 

 Working on developing the ‘e-security index’ project awarded by DeitY to lay down the framework for 
measuring cyber security preparedness of the country in quantitative terms.

 Contributed to the development of international standards at International Standards Organization (ISO) 
through SC 27 and SC 7 sub-committees at the ISO. Increasing awareness in the industry on development 
of international standards and planning to host ISO SC27 conference in India in April 2015.

 Collaborated with global players and think tanks: Some of these are:
- Interaction with the DHS, DoC and National Institute of Standards and Technology (NIST) in the US 

and World Information Technology and Service Alliance (WITSA)
- Work with the Carnegie Mellon University (CMU), for developing a measurement index for cloud 

computing
- Collaboration with think tanks like the EWI; associations like US India Business Council (USIBC)
- Collaboration with Indian Banks’ Association (IBA), Institute for Development & Research in Banking 

Technology (IDRBT), Reserve Bank of India (RBI), India Smart Grid Forum (ISGF) and other national 
level institutions
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 Partnered with the EWI in organizing the 3rd Worldwide Cybersecurity Summit in New Delhi, which put 
India on the map of global cyber security discussions, and established DSCI as a serious thought leader in 
various dimensions of cyberspace including security and governance. 

 Enhanced media presence: technology and mainstream media started to approach DSCI for stories and 
content on cyber security and privacy. Contributed articles, media interactions, even opinion articles increased 
in the period.

 Collaborated with industry to produce thought leadership work for the benefit of the security community. 
Security thought leadership program with Cisco comprising survey, panel discussions, reference architectures; 
and a white paper on Common Criteria Testing and Certification are underway.

CAPACITY BUILDING FOR HANDLING OF CYBER CRIMES

 Cyber Labs: Over 8,000 police officers from state governments, Central Bureau of Investigation (CBI), North 
East Policy Academy, and Defense trained through the 8 cyber labs. The model developed by NASSCOM 
and DSCI, with partial support of DeitY, now forms the basis for a national level program of building the 
capacity of LEAs. The Cyber Crime Investigation Program (CCIP), a project prepared by DSCI and approved 
by MHA, will establish training facilities in all 35 states and Union Territories. DSCI will work with MHA as 
a knowledge partner. 

 Cyber Crime Investigation Manual: on huge demand from LEAs throughout the country, reprinted the manual. 
Also, standardized the content of cyber lab training program; published as a guide on ‘Cyber Forensics’.

 Cyber Crime Investigation Workshop: conducted workshops in the tier II and tier III cities on cyber crime 
investigation as part of project awarded by DeitY.

INDUSTRY OUTREACH 

 Events, seminars, meetings and conferences: organized regular workshops, seminars, conferences and 
events to interact, and engage with IT/BPO and user organizations for awareness creation and deliberations 
on contemporary issues of security and privacy. The flagship events DSCI Best Practices Meet and the 
NASSCOM-DSCI Information Security Summit attracted huge participation from India and abroad, and 
recognition by security solution providers as sponsors from India and abroad.

 DSCI Chapters: continued to engage security professionals in the country through its chapters in 11 cities 
of India. More than 1300 professionals connected. Efforts to create privacy professionals too.

 Citizen-centric Programs: conducted special campaigns, in association with LEAs, for cyber security awareness 
targeted at the industry and end users. Several thousand users sensitized.

 Special awareness campaigns: such as Data Privacy Day, Cyber Safety Week, Internet safety covering key 
cities, industry verticals and diverse participants.

 Corporate members; membership expanded to 654, which includes both NASSCOM members and others 
from banks, telecom, energy and public sector.

 DSCI Excellence Awards – all the leading IT/BPO companies, banks, and telecom companies participated; 
law-enforcement also participated in India cyber cop award and excellence in capacity building award. A 
total of 78 companies submitted their nominations from the corporate sector, while 17 nominations were 
received in the LEA segment. The awards were given away by Ms Latha Reddy, Dy NSA.

DSCI has evolved from being an IT/BPO industry and data protection content focused institution, to expanding its 
footprints in other sectors of the economy, to a think tank that is capable of providing expertise across different 
gamut of policy areas – cyber security, privacy, cyber crimes and Internet governance, with close linkages with key 
stakeholders including respective ministries in the government and international think tanks.
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Further, these areas are not mutually exclusive and neither are they relevant only to a specific segment – government, 
businesses or society. For example, privacy is a subject which has a bearing on governments, businesses and citizens; 
and at the same time national security and cyber security have a bearing on privacy and vice-versa. Privacy, along 
with cyber security and data security, is a key issue in the Internet governance debates. Also, the convergence of 
technology is blurring lines between policy areas which were earlier not that closely related. The recent noise over 
International Telecommuniucation Union (ITU) taking over the Internet is one such example. Industry viewpoint 
is extremely important in these policy areas, as each of them will have repercussions in the short to long term, 
depending on the type of industry vertical. Yet another example is the issue of Internet governance, which can 
impact the social media firms, which, in turn, may have long term implications for the IT/BPO industry, in the 
way it leverages the Internet to deliver IT or BPO services. On the other hand, cloud policies of the government 
can equally impact both the social media firms and the IT/BPO sector in the short to long term. Given this, it is 
imperative for DSCI to actively participate in all of these areas to ensure that it understands the latest issues that 
can impact the industry in a holistic manner. 

DSCI, being an industry body that is focused solely on data protection related matters, has emerged as an important 
and unique stakeholder in government consultation on all of these policy matters. Also, since DSCI is a NASSCOM 
spinoff, it has been treated as an extension of NASSCOM in many of the government consultations, as if articulating 
NASSCOM’s position on policy matters. I am happy to inform our members that we have discharged this role 
effectively during the year.

Finally, I must inform the members that we released the DSCI Assessment Framework – both for privacy and 
security in the Security Summit in December 2012. We have started work on developing an audit and assessment 
ecosystem around DSCI, in close cooperation with the Big4 firms, to launch the DSCI Certification Program. I 
am sure with the support of the industry, and global clients we will be able to build this ecosystem around DSCI 
frameworks, and continue our journey to build a strong data protection culture in the country so that trust in India 
in global outsourcing is second to none.
 
I am grateful to the DSCI Board for its critical review of our program and activities on an ongoing basis, and for 
providing guidance to update the DSCI work plans. It has helped us take mid course corrections throughout the 
year, and enabled us to achieve better traction with the government and industry. NASSCOM continues to take 
deep interest in our activities, and support our initiatives not only through financial grant but also by increasing our 
involvement in public advocacy in data protection matters. I thank the President, NASSCOM and the Chairman, 
NASSCOM for their continued support. I also wish to thank DeitY, and Indian Computer Emergency Response Team 
(CERT-In) in particular, for enabling our work in many different ways. I also thank all the other ministries which 
have involved DSCI in various initiatives such as cyber forensics training, privacy framework development, Indo-EU 
trans-border data flows, cyber security among others. The support of all our members, industry sponsors, and the 
corporate and government organizations attending our events, DSCI Chapters, and others who have supported 
the DSCI Program whole heartedly throughout the year. Finally, it is the DSCI Team that I owe the success of our 
content development, thought leadership, outreach, and public advocacy work to.

Dr. Kamlesh Bajaj
CEO, DSCI
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Board of Directors

DSCI Board has eight Directors, five of whom are Independent Directors. During the year 
2012-13, Prof. N Balakrishnan, continued as the Chairman of Board of Directors and Mr. N. 
Chandrasekaran, Chairman, NASSCOM joined the board in place of Mr. Rajendra Pawar, former 
Chairman, NASSCOM. Mr. Shyamal Ghosh, Independent Director, decided to opt out, and Mr 
G.K. Pillai former Home Secretary joined as an independent Director.

The present composition of the Board is as follows:
 Two Directors representing NASSCOM – the present Chairman and President 
 One Government nominated Director 
 Five Independent Directors including Chairman, DSCI, and others from BPO, Banking, 

and E-Commerce Industry.

The Board of Directors, as on March 31, 2013 is as follows:
 Prof. N. Balakrishnan, Chairman, DSCI and Associate Director, Indian Institute of Science, 

Bangalore
Mr. N. Chandrasekaran, Chairman, NASSCOM 
 Mr. Som Mittal, President, NASSCOM
 Dr. Gulshan Rai, Government nominated Director and Director General, CERT – In, DeitY
 Mr. B. Sambamurthy, Independent Director
 Mr. Ajit Balakrishnan, Independent Director
 Mr. Raman Roy, Independent Director
 Mr.  G. K. Pillai, Independent Director
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Vision, Mission, Objectives

DSCI is a focal body on data protection in India, set-up as an independent Self-Regulatory Organization (SRO) by 
NASSCOM®, to promote data protection, develop security and privacy best practices and standards and encourage 
the Indian industries to implement the same.

DSCI is engaged with the Indian IT/BPO industry, their clients worldwide, Banking and Telecom sectors, industry 
associations, data protection authorities and other government agencies in different countries. It conducts industry 
wide surveys and publishes reports, organizes data protection awareness seminars, workshops, projects, interactions 
and carries out other necessary initiatives for outreach and public advocacy. DSCI is focused on capacity building of 
Law Enforcement Agencies (LEAs) for combating cyber crimes in the country and towards this it operates several 
cyber labs across India to train police officers, prosecutors and judicial officers in cyber forensics and cyber crime 
investigation. 

Public Advocacy, Thought Leadership, Awareness and Outreach and Capacity Building are the areas through which 
DSCI promotes data protection in the country to enhance trust in India as a secure global sourcing hub.
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DSCI Stakeholders

DSCI activities are guided by the Board of Directors in its strategic activities and 
Advisory Groups to advise it on specific issues and areas. It also benefits from the 
active participation of its member companies.

DSCI has created  Advisory Groups in different areas including Global Data flows, 
Encryption Policy, Project Advisory Group and Best Practices to advise DSCI in 
these areas and review the knowledge assets created by it.  The Advisory Groups 
comprise experts from government, industry, and academia. This year DSCI created 
three new Advisory Groups – Security Assessment Advisory Group (SAAG) and 
Privacy Assessment Advisory Group (PAAG) to advise DSCI on the development of 
its assessment framework for security and privacy respectively, and Cyber Forensics 
Forum to assist DSCI in its law enforcement capacity building initiative.  

DSCI stakeholders also include organizations and individual members, from various 
industries like IT/BPO, BFSI, Telecom, as well as security vendors & consultants. 
Clients and Regulators are also among the stakeholders. 

The members critically review DSCI’s efforts on policy and consultation papers 
and also help in enhancing security and privacy awareness in their respective 
organizations & regions.
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DSCI Members and Chapters

DSCI has 654 organizations as Corporate Members, over 1350 senior security and privacy 
professionals and practitioners as Chapter Members, and 682 security and privacy 
enthusiasts registered through DSCI website.

DSCI is connected with senior management of companies, security and privacy professionals, 
Law Enforcement Agencies, government entities, academia and security solutions providers 
through its various programs and initiatives DSCI chapters are spread across the country in 
11 cities namely, Delhi and NCR, Mumbai, Bangalore, Chennai, Hyderabad, Pune, Kolkata, 
Ahmedabad, Chandigarh, Jaipur and Bhubaneswar.

CORPORATE MEMBERS CHAPTERS 

Chapters – 11
Members -1350
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PROGRAMS & INITIATIVES

Public Advocacy

DSCI takes a proactive role 
for “policy enablement” 
that affects ICT - Strong 

Engagement and Enactment 
through the Government.

Thought Leadership 

DSCI undertakes studies and 
surveys to develop reports 

on the various facets of data 
security, privacy, cyber security 

and Internet governance. These 
reports, often jointly produced 
with various corporate entities 

including major consulting firms 
among others, highlight the 

current state and concern of data 
security, privacy, cyber security 

and Internet governance.

Capacity Building

DSCI is actively involved in 
developing and imparting 

training and capacity 
building for various 

government and corporate 
entities.

Outreach Programs

DSCI through its different 
programs connects with 

stakeholders to draw focus on 
data security, privacy and cyber 

security concerns and DSCI’s 
approach on data protection. 
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DSCI takes a proactive role for “policy enablement” that affects ICT- Strong Engagement and Enactment through 
the Government.

Engagement with the Government 

PRIVACY

Report of Group of Experts on Privacy - Planning Commission 

National programs like Unique Identification number, National Intelligence Grid (NATGRID), Crime and Criminal 
Tracking Network & Systems (CCTNS), Rashtriya Swasthya Bima Yojna (RSBY), DNA profiling, privileged 
communications and brain mapping, among many other programs of the government, have created the possibility of 
profiling individuals. The use of Information and Communications Technology (ICT) platforms for the implementation 
of these programs has led to increased concerns over their impact on citizens’ privacy. In addition, the changing 
paradigm of  data flows in the cyberspace, and economic value of information have also raised consumers’ concerns 
since data collected by an organization can be misused. In order to better understand privacy concerns and suggest 
a privacy framework for the country, the Planning Commission set up a ‘Group of Experts’, under the chairmanship 
of Justice A P Shah, former Chief Justice of Delhi High Court, with Mr. Som Mittal, President, NASSCOM and Dr.  
Kamlesh Bajaj, CEO, DSCI as members, along with other representatives of the government and civil society. 

DSCI, having developed deep understanding of the subject through its engagements with the outsourcing industry 
(which has to comply with multiple privacy legislations of client geographies) and development of DSCI Privacy 
Framework (DPF©), actively contributed to the development of the Privacy Framework. DSCI made significant 
contributions to develop many key features of the report in consultation with other members. These  included the 
following: (a) mapping of privacy requirements in different legislations to derive globally accepted privacy principles, 
(b) study of recent developments in the global privacy regulatory landscape, notably – the proposed European Union 
(EU) Data Protection Regulation, Consumer Bill of Rights in the US, revision of Organization for Economic Co-
operation and Development (OECD) privacy principles among others, (c) analysis of various domestic legislations, 
regulations and bills including National Identification Authority of India Bill, Citizenship Act & Rules, Human DNA 
Profiling Bill, Collection of Statistics Act and Information Technology (Amendment) Act, 2008 to identify privacy 
protection related gaps (d) recommending the national Privacy Principles for the country based on strong rationales 
after analyzing the contemporary issues affecting the implementation of privacy principles globally and; (e) suggesting 
a co-regulatory regime for  enforcement of the privacy law, whereby the role of Self-Regulating Organizations (SRO) 
is legally recognized and these SROs contribute in enforcing the law by self-regulating their members.

DSCI, throughout its earlier consultations with the Department of Personnel and Training  on ‘Right to Privacy Bill’, 
and ongoing engagements with the EU on the revision of EU Data Protection Directive and India-EU Free Trade 
Agreement (FTA) negotiations, has maintained that the privacy legislation should not create unnecessary hurdles 
for the businesses in the name of privacy protection. The legislations should be light weight, based on global privacy 
principles that value economic benefits of data flow and usage, while guaranteeing privacy to citizens by holding 
organizations accountable for the collection, processing and use of personal data. In the Group of Experts, DSCI 
actively promoted this philosophy and worked with others to get this included in the final report. Another very 

PUBLIC ADVOCACY



DSCI DATA PROTECTION OUTLOOK 2012-13 15

important development included in the report, based on strong recommendation of DSCI is the privacy principle of 
‘accountability’. Accountability is emerging as the foundational principle in privacy. Accountability, although a distinct 
privacy principle, subsumes the intent of most of the privacy principles and provides directions for enterprise wide 
implementation of privacy.  For the commitment to accountability, an organization is expected to undertake a trust 
building exercise in respect of its responsibility towards privacy. Its implementation, however, can be made effective 
only through regulations that focus on outcome and leave the specifics of implementation to the organizations, 
which can develop their own programs and structures that are aligned to the respective environments in which they 
operate, for achieving the outcomes. However, in case of any breach or incident, the onus to prove due diligence 
lies with the organizations and hence compliance demonstration becomes very important in the implementation 
of accountability.

The Report of the Group of Experts on Privacy was publically released in October, 2012. The salient features of the 
report are:

 Technological Neutrality and Interoperability with International Standards: The Group agreed that 
any proposed framework for privacy legislation must be technologically neutral and interoperable with 
international standards. Specifically, the Privacy Act should not make any reference to specific technologies 
and must be generic enough such that the principles and enforcement mechanisms remain adaptable to 
changes in society, the marketplace, technology, and the government.

 Multi-Dimensional Privacy: The report recognizes the right to privacy in its multiple dimensions.  A framework 
on the right to privacy in India must include privacy-related concerns around data protection on the Internet 
and challenges emerging there from, appropriate protection from unauthorized interception, audio and video 
surveillance, use of personal identifiers, bodily privacy including DNA as well as physical privacy.

 Horizontal Applicability: The Group agreed that any proposed privacy legislation must apply both to the 
government as well as to the private sector.

 Conformity with Privacy Principles: The report recommends nine fundamental Privacy Principles (Notice, 
Choice & Consent, Collection Limitation, Purpose Limitation, Access and Correction, Disclosure of Information, 
Security, Openness and Accountability) to form the bedrock of the proposed Privacy Act in India.

 Co-Regulatory Enforcement Regime: The report recommends the establishment of the office of the Privacy 
Commissioner, both at the central and regional levels. The Privacy Commissioners shall be the primary 
authority for enforcement of the provisions of the Act. However, rather than prescribe a pure top-down 
approach to enforcement, it recommends a system of co-regulation, with equal emphasis on SROs being 
vested with the responsibility of autonomously ensuring compliance with the Act, subject to regular oversight 
by the Privacy Commissioners. The SROs, apart from possessing industry-specific knowledge, will also 
be better placed to create awareness about the right to privacy and to explain the sensitivities of privacy 
protection both within industry as well as to the public in respective sectors.

For complete report refer http://www.dsci.in/node/1218
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CYBER SECURITY 

Engagement with the NSA - Initiation of Public Private 
Partnership in Cyber Security

In year 2011, DSCI constituted a Cyber Security Advisory Group under the leadership 
of Chairman, NASSCOM Executive Council with CEO, DSCI acting as member 
secretary, to come up with recommendations for consideration by the government 
on public-private partnership (PPP) in capacity building and policy making in 
cyber security. The recommendations of the group culminated in the report titled – 
Securing Our Cyber Frontiers (refer the report at http://www.dsci.in/node/1092). 
The report was released by then Union Home Minister Shri. P Chidambaram on April 
30, 2012. The report was also presented to the National Security Advisor (NSA), 
Shri Shiv Shankar Menon, who invited DSCI and the industry to an interactive 
session on strengthening cyber security through PPP. CEO, DSCI led a delegation 
of industry representatives and made a presentation to the NSA on the ‘Role of 
Private Sector in Strengthening Cyber Security’. His presentation further developed 
on the recommendations of the ‘Securing Our Cyber Frontiers’ report, emphasizing 
on the critical areas including Critical Information Infrastructure Protection, Testing 
of Information and Communications Technology (ICT) products, Audits & Testing 
and Capacity Building of LEAs and enunciating the role private sector can play in 
each of these areas with government support. The presentation was well received 
by the NSA and other key government officials including Secretary, Department of 
Telecommunications (DoT); Secretary, Department of Electronics and Information 
Technology (DeitY) and other officials from various other Ministries including 
Ministry of Home Affairs (MHA). Post deliberations that clearly established the 
need for PPP in cyber security, the NSA directed setting-up of a Joint Working 
Group (JWG) under the leadership of Ms. Latha Reddy the Deputy National Security 
Advisory (Dy NSA), comprising representatives from the government and the private 
sector. The mandate of the JWG was to come out with a roadmap to establish PPP 
in cyber security. CEO, DSCI was appointed the industry coordinator for driving the 
initiative from industry side.

“From a national security point 
of view, this is an important 
report and law enforcement 
agencies should quickly scale up 
their capacity to deal with these 
new crimes. We look forward 
to working with NASSCOM-
DSCI in implementing the 
recommendations of NASSCOM-
DSCI Report- Securing Our Cyber 
Frontiers.

Shri. P. Chidambaram



DSCI DATA PROTECTION OUTLOOK 2012-13 17

The Dy NSA constituted the JWG comprising representatives from concerned Ministries and industry associations. 
The JWG formed various sub-groups with each being jointly chaired by a government and industry representative 
and having wider participation from the government and industry. The sub-groups created were: Structures, 
Institutions & Roadmap, Standards & Audits, Testing & Certification, Capacity Building and International Cooperation 
& Advocacy. CEO, DSCI, Co-Chaired the Standards & Audits sub-group along with DG, Indian Computer Response 
Team (CERT-In) and in his capacity of industry coordinator, coordinated industry efforts in all the sub-groups. DSCI 
actively contributed in other sub-groups, and provided the subject matter expertise. The sub-groups held several 
rounds of discussions and submitted their recommendations to the Dy NSA. The National Security Council Secretariat 
(NSCS) in consultation with DSCI, consolidated recommendations of the sub-groups and produced the report – 
Recommendations of Joint Working Group on Engagement with Private Sector on Cyber Security. 

This report was released by the NSA on October 15, 2012 at a function, organized by the industry, in New  Delhi. 
The report defined the guiding principles for PPP in cyber security on the basis of which it recommended a roadmap 
covering: institutional framework for establishing and operating PPP in cyber security, capacity building, security 
standards & audits and testing & certification. The report also identified four pilot projects to be executed through 
PPP- (a) Setting up of a pilot testing lab (b) Conducting test audit (c) Studying vulnerabilities in a sample Critical 
Information Infrastructure and (d) Establishing a multi-disciplinary Centre of Excellence (CoE). Following were the 
key recommendations of this report:

1. There should be a permanent JWG under the aegis of the NSCS with representatives from the government 
and the private Sector.

2. A Joint Committee on International Cooperation and Advocacy (JCICA) as a permanent advisory committee 
of the JWG in promoting India’s national interests at various international fora on cyber security issues.

3. Ministry of Communications and Information Technology (MCIT) and Ministry of Human Resource 
Development (MHRD) and the private sector may jointly establish a cyber security capacity building 
framework.

4. Work towards establishing a multi-disciplinary CoEs in cyber security areas including best practices, forensics, 
cyber crime investigation, studies, research and international frameworks/ institutions.
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5. MHA and MCIT may setup training facilities for training of LEAs in cyber 
crime investigations and cyber forensics. Private sector may be associated 
with establishment of training facilities to provide basic and advanced 
level trainings to the LEAs.

6. Government and private sector may fund research & development for 
development of indigenous cyber security products and solutions that 
meet international standards and address the global market.

7. Work jointly towards the establishment of Institute of Cyber Security 
Professionals of India (similar to the Institute of Chartered Accountants 
of India). This could be an autonomous institution under the patronage 
of MCIT.

8. Define enhanced standards and guidelines for organizations that fall in the high risk category i.e. the critical 
information infrastructure organizations.

9. Establish National Testing and Certification Scheme, under the supervision and oversight of appropriately 
empowered entities under the MCIT.

10. Establish private owned testing labs, duly accredited by the certification body; Government may provide the 
necessary incentives for the private sector for opening testing labs.

For complete report, refer : http://www.dsci.in/node/1211

JWG – Establishment of a permanent mechanism for PPP in Cyber Security

As per the recommendations of the JWG on Engagement with Private Sector on Cyber Security, a permanent JWG 
comprising government and industry representatives was setup under the chairpersonship of Ms. Latha Reddy, Dy 
NSA and CEO, DSCI continued to be the industry coordinator. In accordance with the decisions taken during the 
first permanent JWG meeting held in November 2012, three subgroups were formulated with wider participation 
from government and the industry to work towards implementation of the pilot projects identified in the report, 
namely, testing & certification, vulnerabilities in critical information infrastructure and centers of excellence. CEO, 
DSCI was appointed the chair for the sub-group on vulnerabilities in critical information infrastructure, while DSCI 
contributed to other sub-groups as an active member. As part of this sub-group, DSCI invited government, critical 
sector organizations from Telecom, Banking, Financial Services, Energy, Transportation, among others; solution 
providers and other industry associations to be members of this sub-group and held several rounds of discussions 
to produce a report emphasizing the need to establish Information Sharing & Analysis Centers (ISACs) in critical 
sectors. DSCI has suggested a comprehensive framework for the establishment of these ISACs in the report. The 
recommendations of the report were presented in the 2nd meeting of the JWG held in March 2013 and were well 
received by the JWG members. After comprehensive review of the JWG members, the report will be submitted to 
the government for approval.

DSCI, a permanent member of the JCICA has been assigned a responsibility to come out with reports on operations of 
Internet Corporation for Assigned Names and Numbers (ICANN) and export of cyber security products and services 
from India. While the work on the latter is under progress, DSCI has prepared the ICANN report highlighting the 
issues in global governance of the Internet, the unique role of the US government, and the need for democratization 
of Internet governance, and the role that India should aim at, in view of it having the third largest user base and 
its growing dependence on cyberspace.  
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Inputs on Cyber Security Norms to MEA

Ministry of External Affairs (MEA) solicited views of DSCI in the area of cyber diplomacy. In this regard, DSCI prepared 
a white paper on the subject identifying international conflicts and issues around the three key dimensions of cyber 
diplomacy - Politico-Military (use of cyberspace to inflict warfare by nation states), Economic (criminal usage of 
cyberspace) and Content related (uploading, downloading and sharing the content over the Internet). The paper 
discussed the two distinct and conflicting approaches that exist on cyber security norms – one led by the US and 
the other by Russia. The US approach focuses on a law enforcement approach at the domestic level and advocates 
voluntary international collaboration, whereas the Russian approach favors development of binding international 
regime. Russia also favors imposing social control of the Internet as a medium. The paper identified and compared 
the key characteristics of the US International Strategy for Cyberspace and code of conduct and the Convention 
on international information security, submitted by Russia and China along with Tajikistan and Uzbekistan in the 
United Nations (UN). Based on the analysis of the above two conflicting approaches to manage cyber security at 
a global level, DSCI presented the following views to the MEA for its consideration:

 Development of international norms for cyber security is still in initial phases, where it will require multiple 
deliberations and discussions to reach the next level and therefore any haste in establishing any legally 
binding cyber security norms should not be endorsed.

 Equating cyberspace with other military norms and expecting behaviors as dictated by such stricter norms 
may create many implementation challenges. In the prevalent military norms covering the conventional 
domains of national security - air, land, sea and space, states are the primary actors. Cyberspace is emerging 
as a fifth domain of national security, where the actors may or may not be that of the state only. Without 
much experience in implementation of cyber laws at domestic level, exposing the nation-states to stricter 
norms may prove counterproductive.

 Cyber security should not be used as a reason to control content on the Internet.

 The process of reforming the Internet governance should not disturb the basic virtue and nature of the 
Internet, which have brought prosperity and progress for the mankind.

 The Internet is attributed with innovation, competition and investment. The private sector is leading the 
growth, and it should be developed as a market driven arena. Collective action through self-regulation 
should be preferred over strict regulations. The governments’ involvement should be to support and enforce 
a predictable, minimalist, consistent and simple legal environment for commerce.

 International cooperation and coordination are crucial for the achieving the goals of secure cyberspace. 
Significant emphasis must be given for creating enablers for cooperation and information exchange between 
LEAs across the globe. The elements of cyber security machinery of a nation-state such as CERTs should have 
mechanisms that enable swift sharing of information and cooperation to jointly mitigate cyber threats. 

 Private sector possesses significant capability and it carries most of the Internet traffic. It should be considered 
as a key stakeholder in the process of reforming the governance of the Internet.

Information Security Framework for MHA

DSCI submitted a paper on National Information Security Policy to MHA in 2012. The paper outlined policy options 
for the public and private sectors to secure sensitive information that could impact national security. The paper was 
well received by the MHA. As a part of the continued engagement with MHA, this year DSCI, in partnership with 
National Institute for Smart Government (NISG) is in the process of developing a National Information Security 
Policy, outlining framework and procedures aimed at establishing an ecosystem for information security for public 
and private sectors. The framework would incorporate best practices and guidelines to secure critical information 
assets. The project is currently at a nascent stage.
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CLOUD

Government Policy on Cloud Computing

To promote cloud adoption in India and make India as a hub for delivery of cloud services, DeitY 
under the Chairmanship of Mr. Kris Gopalakrishnan, Executive Co-Chairman, Infosys constituted 
a Working Group (WG) to assist the government in formulating a Cloud Policy. The WG comprises 
members from the government and the industry. CEO, DSCI is a member of the WG. As part 
of the WG, DSCI was assigned the responsibility of studying and analyzing policy direction 
of governments worldwide with respect to cloud computing and the standards related work 
that has been undertaken globally to promote adoption of cloud computing. Accordingly, DSCI 
prepared a white paper on the governments’ policies on cloud after studying the policies of the 
US, the UK, the EU, Japan and Australia. The white paper detailed the key learning from these 
policies including the catalysts for cloud adoption, legal framework, multi-lateral and bilateral 
arrangements and governance mechanisms. The white paper was also submitted to a separate 
WG (also under DeitY) that was constituted for laying down the government policy for cloud 
adoption by government agencies.

Following were the key policy recommendations of DSCI:  

 Establishment of assurance mechanisms (security standards, assessments & certification) 
for enabling organizations including government agencies and SMEs to adopt Cloud

 Exploring the possibility of setting up ‘Cloud Zones’ for hosting global Cloud hubs, on the 
lines of Special Economic Zones, where there can be assurance of infrastructural elements 
(power, water, etc), strengthened security, possible relaxation in lawful interception and 
surveillance, among others

 Issuance of clarification of existing laws and policies with respect to Cloud; Identification 
of legal issues, not presently covered by the existing legal framework, and creation of 
appropriate provisions for addressing the same; issuance of encryption policy 

 Promoting international trans-border data flows through appropriate domestic policy 
instruments, multi-lateral or bilateral trade agreements

 Participating in international efforts in the area of Cloud – policies, standards & frameworks, 
cyber crimes & police investigations, cyber security & privacy

 Identification of  government commodity services, establishment of governance  & 
management structure for Cloud migration, creation of resource pool for guidance, reform of 
procurement policies; Service Level Agreement (SLA), contract & Request For Proposal (RFP) 
standardization, empanelment of Cloud service providers, service or vendor catalogue

DSCI also studied the standards that have been developed or are under development globally, 
covering countries such as the US, Japan, the EU, Germany and Australia and those of Cloud 
Security Alliance, Carnegie Mellon University’s Cloud Services Measurement Index Consortium 
(CSMIC) Initiative, Shared Assessment Program, among others and presented the findings to the 
WG. The key DSCI recommendations were:
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 Focus on developing standards for use  of cloud services – identify what is different in 
Cloud vis-à-vis traditional IT setup and accordingly design new or revise existing security 
and privacy controls

 Create  mechanisms for  assessing and certifying/empanelling cloud service providers

 Ensure that the assessment mechanism thus developed focuses on  “How do You” rather 
than focusing on “Do You”

 Provide contractual guidance to user of cloud for ensuring sufficient guarantees in terms 
of technical security and organizational measures

The WG took note of the security, privacy and jurisdictional related issues as the major hurdles 
for cloud adoption and therefore constituted a separate sub-group within the WG to work on 
these issues and recommend appropriate policy solutions. DSCI is an active contributor in this 
sub-group. The subgroup has finalized its recommendations, for consideration by the WG. The 
sub-group recommendations aim to solve the jurisdictional issues with respect to cloud services, 
legal access to data on the cloud, among others and help establishing legal clarity to deliver and 
use cloud services in India.

The proceedings of the WG are under progress and the WG is expected to come out with its policy 
recommendations later this year.
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INTERNET GOVERNANCE

Engagement with MEA 

MEA had sought DSCI support and views in their policy related matters in international diplomacy, 
on securing the cyberspace, and emerging debate on Internet governance. The Research and 
Information System for Developing Countries (RIS), an autonomous think-tank under the MEA, 
sought DSCI views on its UN Committee on Internet Related Policies (CIRP) paper on Internet 
Governance. DSCI, after thorough analysis of the subject, prepared a white paper, which detailed 
all the contemporary issues in governance of the Internet across the three dimensions, namely 
- technical standardization, resource allocation and assignment, and human conduct on the 
Internet. The paper specifically discussed the role and functions of ICANN and its relationship with 
the US government, need for multi-stakeholder model of governance, analysis of the proceedings 
of World Summit on Information Society (WSIS), Working Group on Internet Governance (WGIG) 
and Internet Governance Forum (IGF), positions taken by different countries such as the US, the 
EU, Russia, China, Brazil, among others and analysis of India’s CIRP proposal.

NASSCOM-DSCI Position on Internet Governance and ITU ITRs

DSCI communicated its views on the issue of Internet Governance to the government in a meeting 
organized under the Chairmanship of Shri . Kapil Sibal, Honb’le Minister for Communications 
and IT, for industry consultation on India’s position at the World Conference on International 
Telecommunications (WCIT) that was held in Dubai in December 2012. CEO, DSCI emphasized 
that while governance should be democratized with multi-stakeholders, it should not be regulated 
by the governments through the UN and that International Telecommunication Union’s (ITU) 
mandate should be limited to telecommunication. 

DSCI outlined its position on the issue of Internet Governance, which is as follows:

1. Internet governance is an important policy and governance issue that has been raised 
at the international level. World Summit on Internet Society in 2003 and 2005 focused 
attention on the need for a transparent, democratic and multilateral governance of 
the Internet. This is against the current global governance by ICANN – a company 
incorporated in the state of California, governed by the US Laws, and accountable to the 
US Department of Commerce under an agreement.

2. While ICANN is responsible for technical operations of root and domain names 
infrastructure, it governs routine forms of economic regulation and broader questions 
of public policy, such as competition policy, market entry conditions, intellectual property 
rights (IPR), privacy and cyber security. Some of these are clearly sovereign interests of 
the nations. 

3. NASSCOM and DSCI believe that transparent, democratic and inclusive governance 
of the Internet is in the interest of the industry and country.  They welcome attempts 
to improve Internet governance by involving nation-states, but clearly recognizing the 
important role of the private sector, standards bodies, civil society and academia in the 
multi-stakeholder approach to governance. 
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4. NASSCOM and DSCI do not favour oversight by an existing UN organization like ITU. The 
benefits of self-regulation, led by the private sector, through technical standards bodies 
like Internet Engineering Task Force (IETF), are essential for innovation. This is critical for 
the growth of industry and Internet economy. Moreover, the smooth technical operations 
of Internet infrastructure have to be in the hands of experts and expert organizations with 
proven experience. 

5. The International Telecommunications Regulations (ITRs) which are proposed to be 
modified as per the document 21-E dated 3 November, 2012 include a whole range of 
extension of definitions of telecom services.  We are of the opinion that in their proposed 
form, inclusion of ICTs along with “processing” under telecom appears to be of great concern 
to the IT/BPO industry since this is likely to subject the industry to stringent international 
regulations.

6. NASSCOM and DSCI are concerned about the ITU efforts that are being perceived as an 
attempt to take control of the Internet. The circuit switching thought process of ITU for 
voice communications is sought to be imposed on packet switched Internet that includes 
audio, video and all forms of content. An industry that is free of government regulations will 
suddenly see itself bound by rigid ITU oversight.  The benefits of self-regulation, led by the 
private sector, such as technical standards bodies like IETF, are essential for innovation.  

7. Cyber security is sought to be taken over by ITU – an area in which it has little experience. 
Cyber security includes areas of application security, identity and access management, 
web security, content filtering, cyber forensics, data security, biometrics, supply chain 
integrity and a whole range of other issues that are part of cyberspace, namely cyber 
espionage and cyber warfare. These are all part of the Internet regime, based on packet 
switched communications, in which ITU has had no involvement over the last two decades.  
NASSCOM and DSCI do not support this.

Engagement with DietY for drafting Internet Principles

DSCI participated in the multi-stakeholder meeting on ‘Transforming Internet to Equinet’ organized 
by DeitY. CEO, DSCI highlighted the key issues pertaining to Internet Governance, namely – cyber 
security, cyber crimes, content regulation, trade related issues, sovereignty & jurisdiction of nation-
states, privacy; and emphasized on how the transnational institutions are making public policies 
that traditionally have been the role of the governments. He also underlined that the global debate 
on Internet governance has been reduced to a single issue, namely freedom of speech, completely 
ignoring the other dimensions of cyberspace. The governments, industry and civil society groups 
have diverse views on all of these points. The meeting has proposed setting up of a group to 
formulate ‘Internet Principles’ to represent Indian views in order to establish India’s position 
on Internet Governance for international deliberations at Internet Governance Forum (IGF) and 
elsewhere. CEO, DSCI is a member of this core group that will draft the Internet Principles. 

DSCI is also actively participating in the Multi-Stakeholder Advisory Group (MAG) setup by 
FICCI on Internet Governance and has been invited to chair the WG on Cyber Security and Data 
Protection.



DSCI DATA PROTECTION OUTLOOK 2012-13 24

CYBER REGULATIONS ADVISORY COMMITTEE

Opinion on 66A and 79 (Intermediaries) under IT (Amendment) 
Act, 2008

A Cyber Regulations Advisory Committee has been provisioned under section 88 of the 
IT Act to advise the Central Government either generally or as regards to any rules or for 
any other purpose connected with the IT Act. The government organized the meeting 
of this Committee under the chairmanship of Shri. Kapil Sibal, Honb’le Minister for 
Communications and IT. The objective of the meeting was to do consultations on the 
implementation issues with respect to section 66A and section 79 (Intermediaries) 
of the IT (Amendment) Act, 2008. CEO, DSCI attended this meeting and conveyed 
DSCI views on sec 66A, emphasizing on the need to provide guidance with respect 
to interpretation of sec 66A, keeping the Indian context in view. He also requested 
the government to issue a clarification that BPO, and Cloud Service providers should 
not be treated as intermediaries under sec 79 and rules there under. 

DSCI is in consultation with the legal experts and the industry on the issues 
of classification of BPOs and Cloud providers as intermediaries as per the IT 
(Amendment) Act 2008. The legal experts have validated the concerns that some 
provisions prescribed as due diligence for the intermediaries under the IT (Amendment) 
Act 2008 do not seem to be relevant for BPOs and Cloud providers. ‘One size fits all’ 
approach may not be relevant and hence there is a need to classify different types 
of intermediaries and applicable due diligence based on the specifics of a particular 
type of intermediary. DSCI will work with the industry and legal experts to work out 
a solution which will be acceptable to both the government and industry.
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Issue of Trans-border Dataflow: EU-India Free Trade Agreement 
(FTA) Negotiations

The EU is a significant market for the IT/BPO industry in India. However, the industry has 
not been able to realize the full potential of this market because of various barriers including 
those related to language and visa. One of the most important issues that stand out among 
other issues in the EU is that of data protection. Under the EU Data Protection Directive, 
India is not considered as an ‘adequate’ country with respect to data protection and the IT/
BPO industry in India has to use alternative legal instruments for data transfer. These legal 
instruments, together with the enforcement mechanisms across EU member countries, put 
too much obligations on businesses (that are not witnessed in other markets such as the 
US). The bureaucratic structures and procedures have been heavily criticized, as they are 
considered to be unfriendly to businesses especially SME service providers, which create non-
tariff trade barriers for transfer of information outside the EU, without necessarily improving 
data protection. The inconsistent implementation of the EU Data Protection Directive in 
member countries further complicates the issue.  DSCI and NASSCOM were successful in 
getting this issue of trans-border data flows included as an important agenda item in ongoing 
Free Trade Agreement negotiations between EU and India.

White Paper on EU Adequacy Assessment of India

To facilitate concrete deliberations between the EU and India, on the issue of trans-border 
data flow, DSCI prepared a white paper on EU adequacy assessment of India, which evaluates 
the adequacy of India’s data privacy regime in the light of the ‘third country’ assessment 
mandated under Article 25 of the EU Data Protection Directive. The paper responds to all 
assessment criteria identified in the report of 2010 - commissioned by the EU to analyze 
the adequacy of protection of personal data provided in India. This report, which concluded 
that India did not provide adequate protection to personal data, was released prior to the 
enactment of the Information Technology (Reasonable Security Practices and Procedures 
and Sensitive Personal Data or Information) Rules, 2011 (Privacy Rules). The paper thus 
argues that the recent regulatory changes, unveiled by amendment of IT Act and its Rules, 
have significantly closed the perceived gap in the regulatory and enforcement mechanisms 
for privacy protection, and made the country eligible to qualify as providing ‘adequate 
protection’ from the EU Directive standpoint. The white paper draws arguments from the 
social and cultural context prevalent in India, its constitutional provisions, judicial attitudes 
to information privacy and the legal provisions - generic and specific - to data protection in 
India. It brings forward the content, procedural mechanism and enforcement structure that 
has been put forth by the IT Act and Rules. The paper made a strong case for granting India 
adequate status as per the provisions of the EU Data Protection Directive.

Refer white paper at http://www.dsci.in/node/1328 

Global Engagements
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Visit of High Level EU Delegation led by DG Justice, European Commission

As part of the ongoing India-EU FTA negotiations, DSCI along with NASSCOM continued to work 
closely with the Department of Commerce (DoC) and DeitY on the agenda of trans-border flow of 
personal data from the EU to India. In response to India’s demand for ‘adequacy’ status, a high 
level EU delegation led by its Directorate General (DG) Justice, European Commission visited India 
in November, 2012 to do consultations with key stakeholders and take a firsthand view of the 
data protection practices implemented by the IT/BPO industry. DSCI led the discussion with the 
EU delegation enlisting support of the key players in the IT/BPO industry and presented the salient 
features of the IT (Amendment) Act, 2008 and how it meets the EU adequacy requirements. DSCI 
also presented the white paper on EU Adequacy Assessment of India. Subsequent to this visit, the 
EU appointed an independent consultant to study the data protection regime in India and assess the 
different possibilities of easing transfer of data to India.

NASSCOM-DSCI Survey on Data Protection Issues faced by Indian IT/BPO 
Industry in EU

To further strengthen India’s case in the FTA negotiations, NASSCOM and DSCI conducted a survey 
on the data protection issues faced by the IT/BPO industry in EU. The survey revealed an opportunity 
loss of USD 2.0 billion to 2.5 billion for the sample size of 15 companies (which excludes loss of 
offshoring opportunities by EU SME companies and the possibilities of EU companies setting up their 
in-house centers in India) on account of data transfer related issues as the EU clients are hesitant to 
offshore work to India because of stringent data protection requirements in the EU. Almost half of 
the companies surveyed had to establish their offices at near shore locations in the EU to overcome 
such concerns, adding to their costs of serving EU based clients. As per the survey results, the top 
3 most conservative EU member countries with respect to data transfers are Germany, France and 
Switzerland (France and Germany represent significant portion of the European IT Services market). 
The survey clearly established that the trans-border data flow is a market issue for the Indian IT/
BPO industry.  

Visit of EU Study Team

The independent consultants commissioned by the EU to study the data protection regime in India and 
to assess the different possibilities of easing transfer of data to India visited the country in February 
2013 and met the key stakeholders. During its meeting with the visiting team, DSCI emphasized 
the importance of the issue for the Indian IT/BPO industry and presented the findings of the recent 
NASSCOM-DSCI Survey on EU Data Protection Directive, highlighting the opportunity loss due to 
stringent data protection requirements in EU. The study team focused on understanding the role of 
DSCI and how it is acting as a SRO. It appreciated the DSCI security and privacy frameworks, and 
its efforts at raising the level of data protection in the country, especially in the IT/BPO sector. The 
study team, however, expressed the challenges for the EU in declaring an adequate status for India 
as a country, but stated that it may be possible for the EU to grant sectoral adequacy, i.e., IT/BPO 
sector in India, recognized as adequate.  The team was appreciative of the Justice Shah report on 
Privacy and DSCI contribution to the same. The report was expected to be completed by mid-march 
for submission to the EU.
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Position Paper on the proposed EU Data Protection Regulation and 
visit to Brussels

The European Commission proposed a comprehensive reform of EU Data Protection Directive 
to strengthen online privacy rights and boost Europe’s digital economy against the backdrop 
of technological progress and globalization by unveiling the proposed ‘EU Data Protection 
Regulation’ in January 2012. DSCI developed a position paper on the proposed EU Data Protection 
Regulation, highlighting key issues in the proposal pertaining to outsourcing industry. DSCI had 
also submitted a consultation paper in response to the open consultation exercise undertaken 
by the EU when gathering inputs to draft proposed regulation, which had also highlighted the 
issues faced by the IT/BPO industry in India.

Though, the proposed regulation does address some areas of concern, some critical reforms 
especially with respect to international data flows have been left unaddressed. Overall, the 
proposed regulation tries to create a single EU market from a compliance viewpoint, but fails 
to address the imperative of free flow of information outside EU/ European Economic Area 
(EEA). The regulation still has lot of restrictions in place which will continue to act as non-tariff 
trade barriers, and make it difficult for businesses to explore outsourcing opportunities that 
can help them save costs, become more productive and overall increase the competitiveness of 
the EU companies. The regulation is also very detailed and prescriptive leaving less space for 
businesses to assess risk and take decisions when transferring data outside EU/EEA.  Though 
some bureaucratic requirements have been removed, new requirements have been added. The 
‘adequacy’ requirements have been made more complex and stringent. The new principles such 
as the ‘right to be forgotten’, ‘privacy by default’ among others have been introduced that can 
hamper the business innovation and user experience. The proposed regulation brings the service 
providers directly under its purview, detailing their responsibilities which are more extensive 
than the present EU Data Protection Directive. These include documentation of processing, 
conducting privacy impact assessments in certain circumstances, obligations towards data 
breach notification, enlisting a sub-processor only with the prior permission of the data controller 
(EU based client organizations), among others. The regulation, if enacted, will further lead to 
opportunity loss for the Indian IT/BPO industry as it further increases the threshold for data 
transfer outside EU/EEA. The regulation will also significantly add to the compliance costs for 
the service providers - which are already higher when serving EU based clients as compared to 
other markets such as the US.

CEO, DSCI and VP, Global Trade Development, NASSCOM visited Brussels to meet key policy 
makers and other stakeholders and apprised them on DSCI’s position on the proposed EU 
Data Protection Regulation. In this regard, DSCI and NASSCOM conducted a special data 
protection event in Brussels which was attended by the European Commission officials and 
industry associations among other stakeholders. DSCI and NASSCOM also separately met 
key EU parliamentarians and representative of some of the member countries of the Council 
of Europe.

Refer the Position Paper on Proposed EU Data Protection Regulation at 
http://www.dsci.in/node/1260
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Volunteer Group of Privacy Experts constituted by OECD for 
revision of Privacy Framework

The 1980 Organization for Economic Co-operation and Development (OECD) Guidelines 
governing the protection of privacy and trans-border flows of personal data have proven 
remarkably influential in shaping privacy frameworks around the world. However, 
advancement of technology and globalization since then have brought significant changes to 
the environment in which the privacy principles must operate, both in terms of the benefits 
of responsible uses of personal data and the challenges of protecting privacy effectively. 
To respond to this rapid evolution by making the OECD framework relevant, the OECD’s 
Working Party on Information Security and Privacy (WPISP) constituted a ‘Volunteer 
Group’ of global privacy experts to provide recommendations to the WPISP along the 
following three dimensions - roles and responsibilities of actors, geographic restrictions on 
data flows and proactive implementation and enforcement. CEO, DSCI was invited by the 
OECD to be a member of the volunteer group. In his contributions to the group, CEO DSCI 
emphasized on the emerging principle of accountability and proactive enforcement through 
self-regulation. He stressed upon the fact that exponential growth of e-commerce and other 
Internet applications have made enforcement through government authorities difficult. 
To effectively address the problem, he suggested a co-regulatory framework under which 
SROs in respective industry verticals can be legally recognized and their codes of practices 
approved by government regulators. The SROs can educate their member organizations 
on privacy, assist them in implementing codes of practices and when required also penalize 
members who violate the codes of practices. 

The Volunteer Group proposed the revised guidelines for privacy principles to OECD WPISP 
in October 2012 after rounds of deliberations.

India-Israel Trade Services Agreement: Data Protection in India

Data protection has emerged as an important agenda item in the cross-border trade 
negotiations in IT and related services sector. Even as India is demanding adequacy status 
from EU as part of the India-EU FTA negotiations, Israel already has the EU adequacy status. 
India and Israel are engaged in negotiations to sign the FTA. As part of these negotiations, 
DoC in India is engaged with Data Protection Authority of Israel to explore the possibilities 
of free data transfers between the two countries that would benefit businesses on both the 
sides including the IT/BPO industry in India. In this regard, DSCI has been engaged with 
the Data Protection Authority of Israel, with the support of DoC and DeitY, to understand 
Israel’s specific concerns and queries on data protection regime in India. The Israeli Authority 
has been keen to understand the legal provisions for privacy protection in India specifically 
the amendments made to the IT Act, enforcement mechanisms, role of the Adjudicating 
Officers as quasi-judicial entities and the verdicts given by the Indian authorities for privacy 
violations. DSCI responded to all these queries and provided the necessary supporting 
artefacts to the Israeli Authority.



Policy 
Initiatives

Background and DSCI Engagement Policy Deliberations & Outcome Benefits to the Industry

‘Framework 
for Privacy 
Law’ by 
Group of 
Experts 
on Privacy 
constituted 
by Planning 
Commission

  Initiation of national programs such as 
UID, NATGRID, CCTNS raise privacy 
concerns

  Data collection, processing and sharing 
by private entities for commercial 
purposes add to privacy concerns

  Country does not have an overarching 
policy to govern privacy

  A Group of Experts on privacy was set 
up by Planning Commission under the 
chairmanship of Justice A P Shah

  DSCI was member of the group, and 
contributed in the development of key 
aspects of the framework 

  Report to the expert committee 
supposed to form a basis for privacy law

The report proposes five salient features for privacy 
framework in India:
  Technology neutrality & interoperability with 

international standards
  Multi-dimensional approach to privacy 

that includes use of  Internet & technology, 
interception, surveillance, personal identifiers, & 
bodily privacy

  Horizontal applicability, applicable to both 
government & private sector

  Nine fundamental privacy principles for privacy 
implementation

  Co-regulatory enforcement regime  by giving 
legal recognition to SROs

  Sound framework for privacy legislation to 
position India at par with global standards

  Facilitation of global data transfers to India, 
hence, contribute to the growth of IT/BPO 
industry

  Pragmatic approach to privacy by 
respecting value of data for economic 
empowerment and avoiding bureaucratic 
and administrative hurdles in the name of 
privacy protection

  Balancing of business realities of data use & 
privacy expectations

  Predictable and cohesive privacy regulatory 
framework

  Recognition of the role of industry in self-
regulating

Public Private 
Partnership 
(PPP) for 
Strengthening 
Cyber Security 

  NASSCOM-DSCI Report ‘Securing Our 
Cyber Frontiers’ released by Union Home 
Minister. Submitted to the NSA.

  Report  provided recommendations for 
consideration by the government on PPP 
in capacity building and policy making in 
cyber security

  Industry invited by the NSA for 
deliberations. DSCI led the industry 
delegation.

  The NSA directed establishment of a 
Joint Working Group (JWG) under the 
leadership of the Dy NSA to come out 
with a roadmap to establish PPP in 
cyber security

  DSCI appointed the industry coordinator

  Based on the deliberations of the JWG, NSCS 
in consultation with DSCI, produced the report 
‘Recommendations of Joint Working Group 
on Engagement with Private Sector on Cyber 
Security’, which was released by the NSA

  The report defined guiding principles for PPP 
in cyber security on the basis of which it 
recommended a roadmap covering: institutional 
framework for establishing and operating PPP 
in cyber security, capacity building, security 
standards & audits and testing & certification

  The report identified 4 pilot projects to be 
executed through PPP- (a) Setting up of a pilot 
testing lab (b) Conducting test audit (c) Study 
vulnerabilities in a sample Critical Information 
Infrastructure and (d) Establishment of a multi-
disciplinary Centre of Excellence.

   Post the release of report, a permanent JWG 
was established under chairpersonship of Dy 
NSA and DSCI continued to play the role of 
industry coordinator

   3 subgroups formulated to work towards 
implementation of the pilot projects. CEO, 
DSCI appointed the chair for the sub-group 
on vulnerabilities in critical information 
infrastructure,

  The sub-groups submitted their reports to the 
JWG for consideration

  Permanent institutional mechanism created 
for government-industry collaboration 
on policy making in cyber security; gives 
industry the opportunity to participate 
in policy making, voice its concerns and 
propose solutions.

  Better alignment of government and 
industry on global and domestic cyber 
security issues

  Assist in establishment of consistent and 
predictable cyber security regime

  Creation of enablers that will help industry 
co-ordinate & collaborate better to thwart 
cyber-attacks.

  Enhanced trust of  clients and consumers
  Focus on capacity building leading 

to availability of competent security 
professionals

  Unfolding of new business opportunities 
for the industry, in terms, of cyber security 
products, services, testing labs, etc

  Promotion of indigenous development of 
cyber security products and services to 
make India a hub for global delivery of 
security products & services.

Revision of 
‘International 
Telecom 
Regulations’

  ITU held WCIT 2012 in Dubai on Dec 
3-14, 2012 proposing ITRs to redefine 
definition of Telecom services

  It was proposed to define ICT within 
the ambit of telecom, perceived as 
regulation of Internet by ITU

   It was also proposed to include the 
word “processing”  that would subject IT 
and BPO industry to stringent regulation

  DSCI and NASSCOM had raised 
this issue to Secretary, Telecom  and 
participated in ongoing government-
industry consultations 

  In the WCIT 2012, India along with nations 
such as the US, Canada, the UK opposed the 
ITRs

  Citing the reason that ‘resolution should reflect 
the current and emerging global realities 
and the dynamics of the Internet. We need 
to consider the wider ramifications of this 
Resolution before taking a decision on signing 
of the ITRs’, India refused to sign the ITRs in 
the current form.

  The position taken by India not to sign the 
proposed ITRs is beneficial for the industry 
is the long term. In particular it helped :

  Avoid subjecting the Internet to stringent 
regulatory regime of telecom sector, 
which would have curbed openness and 
innovation

  Avoid regulation of IT and BPO sector 
through incorporation of the word 
‘processing’

Trans-border 
Data Flow 
Issue between 
EU and India

  EU Data Protection Directive lays down 
specific conditions & establishes specific 
processes for transferring data to third 
countries

  EU assesses a country for assigning 
data adequacy status based on its legal 
framework and implementation

  DSCI developed a working paper for 
negotiations

  The issue was raised to the highest level 
leading to the visit of a high level EU 
delegation, led by DG Justice to India

  DSCI made a detailed presentation to, and 
coordinated discussions of the delegation with 
industry

  Recognition of trans-border data flow as 
a trade issue between India and EU with 
the objective of   relaxing data transfer 
conditions that will help industry in 
following ways:

  Increased access to the EU market,  
unfolding multi-billion dollar opportunities

  Enhanced share of  EU in the overall global 
market share of Indian IT/BPO companies



Policy 
Initiatives

Background and DSCI Engagement Policy Deliberations & Outcome Benefits to the Industry

Trans-border 
Data Flow 
Issue between 
EU and India

  India is not in the list of ‘data adequate 
nation’,  hampering the access of  Indian 
IT/BPO companies to the EU market 

  DSCI and NASSCOM have been working 
with the Department of Commerce to 
raise the market access issues in the FTA 
negotiations

  Amendment to the IT Act in 2008, and 
privacy rules notified under it, support 
India’s claim for ‘data adequacy’ or 
similar arrangement

  Consultants commissioned by EU to study the 
data protection regime in India and assess the 
different possibilities of easing transfer of data 
to India

  Consultants visited India and met with DSCI 
and other stakeholders

  A survey was conducted by DSCI and 
NASSCOM to validate the opportunity cost

  Successful in getting the issue of data flow 
recognized as key issue in trade negotiations

  Huge business opportunity from the SME 
sector in the EU

  Boost to SME IT/BPO companies in India 
through lowering of entry barriers in EU

   Reduced compliance cost and delays 
contributing to agility, productivity and 
profitability

  Increased opportunity for companies to 
deliver  cloud based services to EU market 
from India

Cloud Policy    DeitY, setup a Working Group (WG) to 
assist government formulate a Cloud 
Policy, under the Chairmanship of Mr. 
Kris Gopalakrishnan, Executive Co-
Chairman, Infosys

  DSCI  is a member of the WG
  A separate sub-group setup to 

study the data access concerns of 
the governments in the Cloud and 
recommend policy solutions. DSCI also 
member of this sub-group

   DSCI assigned the responsibility of studying 
and analyzing policy direction of governments 
worldwide w.r.t. cloud computing and the 
standards related work undertaken globally to 
promote adoption of cloud computing

  DSCI prepared a white paper on the 
governments’ policies on cloud

  The white paper detailed the key learning 
from these policies including the catalysts for 
cloud adoption, legal framework, multi-lateral 
and bilateral arrangements and governance 
mechanisms

  DSCI provided policy recommendations – 
creation of assurance mechanisms, setting up 
of Cloud zones, clarification of existing laws 
w.r.t cloud, promoting int’l trans-border data 
flows,  participate in int’l efforts in cloud, 
among others

  DSCI also prepared a white paper on global 
standards for cloud computing and made 
recommendations focusing on identification 
of additional security controls required 
for mitigating risks specific to cloud and 
mechanism for assessing and certifying cloud 
providers

  The subgroup, setup separately under the WG, 
has also finalized its recommendations, for 
consideration by the WG

  The proceedings of the WG are under progress 
and the WG is expected to come out with its 
policy recommendations later this year.

   Industry concerns and strengthens taken 
into consideration during the policy making 
exercise.

  Policy expected to provide the required 
impetus for establishing India as a hub for 
delivery of cloud services globally.

  Solutions to overcome the biggest 
challenges of security and privacy that 
impede cloud adoption globally.

  Push for including the issues of data 
transfers and location of ICT infrastructure 
in multi-lateral and bilateral dialogues, to 
facilitate delivery of cloud services from 
India.

  Clarity in the legal regime for delivery and 
use of cloud services in India including 
addressal of jurisdictional issues involved.

  Protection of consumer interests leading to 
increased usage of cloud services.

Internet 
Governance

  Since World Summit on Internet Society 
in 2003, there have been calls for 
transparent, democratic and multilateral 
governance of the Internet

  Currently Internet Corporation for 
Assigned Names and Numbers (ICANN) 
– a company incorporated in the state 
of California, governed by the US Laws, 
and accountable to the US Department 
of Commerce has primary role of 
governing affairs of the Internet

  Although there are many positives 
delivered by ICANN, there have been 
apprehensions  because of its failure 
to achieve multi-stakholderism, lack of 
transparency in decision making and 
exceeding its scope and authority

  India has proposed a new institutional 
mechanism in the United Nations for 
global internet-related policies, to be 
called the UN Committee for Internet-
Related Policies (CIRP)

  DSCI and NASSCOM have been engaged 
with  DeitY and Ministry of External 
Affairs on India’s position on Internet 
Governance

   The current form of governance, led by the 
private body ICANN, has brought  value to 
humanity, society, businesses and economies

  -Transferring the control of the Internet to UN 
led institution may stifle the innovation and 
growth  facilitated by the Internet

  Reforming the governance of the Internet is 
a legitimate demand. However, any sudden 
change to make it under the control of UN may 
not be prudent step

  DSCI and NASSCOM, hence, did not support 
the CIRP proposal.  The stand does not favour 
oversight by an existing UN organization like 
ITU. But democratization of governance seen to 
be essential in the interest of the industry and 
country.

  Emphasis on Self-regulation, led by the 
private sector, through technical standards 
bodies like IETF, is essential for innovation 
and hence growth of technology driven 
businesses

  Keeping technical operations of Internet 
infrastructure with expert organizations 
having proven experience is necessary for 
smooth operations

  Any effort for controlling the Internet will 
have long term impact on businesses; 
hence to protect its interests, proactive 
participation of the industry is a must. 
DSCI and NASSCOM work in this area is a 
step towards that.

   At this point, the world is trying to find 
a multi-stakeholder  mechanism that will 
ensure the continued  benefits from the

  Internet and guarantee the stakeholders 
their rightful share in the governance. The 
industry should be careful in evaluating 
different proposals emerging to establish 
the new governance mechanism.
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DSCI Assessment Frameworks for Security and Privacy

DSCI Security Framework (DSF©) and DSCI Privacy Framework (DPF©) were released in 2010. 
Since then, DSF© has been used as guidance and reference material for discipline-specific approach 
to implement security. The strategic and tactical guidelines along with maturity criteria have 
helped organizations understand their current gaps, look at solutions available in the marketplace 
and implement the same from a position of strength. On the other hand, the DPF© has enabled 
organizations implement privacy programs independent of security, with the DSCI Data-Centric 
Methodology, providing a tool for analyzing the risks at various interfaces as data moves across 
different units in an organization, and across organizations. DPF© has been implemented by some 
large organizations. Even though the frameworks are complete, and have been shared extensively 
with analysts, large companies, consulting firms, military organizations, and interested wings of 
governments in India and abroad - with positive feedback on their refreshing approach, the absence 
of assessment framework was felt as a hindrance to the use of maturity criteria.

During the year, DSCI developed the DSCI Assessment Framework - Security (DAF-S)© & DSCI 
Assessment Framework - Privacy (DAF-P)© with the support and guidance from the members 
of Security Assessment Advisory Group (SAAG) and Privacy Assessment Advisory Group (PAAG) 
respectively, comprising experts from the industry, consulting firms, academia and government. 
These frameworks have been developed with the intent to help gauge the organization’s security and 
privacy practices, identify the gaps, and augment compliance efforts for meeting multiple regulatory 
requirements and move up the maturity path.

DSCI undertakes studies and surveys to develop reports on the various facets of data security, privacy, cyber security 
and Internet governance. These reports, often jointly produced with various corporate entities including major 
consulting firms among others, highlight the current state and concern of data security, privacy, cyber security and 
Internet governance.

THOUGHT LEADERSHIP
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DSCI Assessment Framework for Security (DAF-S)© 

(DAF-S)© is primarily based on DSF© and focuses on assessment resulting 
in maturity for a security discipline. For each security discipline, (DAF-S)© 
starts with articulating the assessment objectives to provide a strategic 
direction to the assessor while assessing practices in that discipline. 
(DAF-S)© divides each discipline into different assessment areas with 
each area corresponding to the competence an organization needs to 
enhance to improve its maturity. From the perspective of assessment, 
an organization’s performance in a specific discipline can be derived by 
evaluating its performance in these areas. Secondly, these areas may 
become measurement parameters in a measurement scheme that may 
evolve around the (DAF-S)©. A total of 71 assessment (competency) 
areas in the 16 disciplines have been developed to help an organization 
provide a high level picture of the state of security, with an opportunity 
to drill down to a specific competence area. Finally, (DAF-S)© provides a 
detailed Assessment Questionnaire for each of the disciplines, organized 
under the identified assessment areas. The assessment questionnaire provides aspects, dimensions, and 
characteristics that need to be evaluated in judging the competence in a specific discipline. The (DAF-S)© can 
be used by organizations to do self-assessments or to get themselves assessed through third party assessments 
authorized by DSCI.

DSCI Assessment Framework for Privacy (DAF-P)© 

(DAF-P)© consists of two parts, with each focusing on distinct aspects of privacy implementation – one focuses 
on Assessment of Organizational Competence in Privacy based on practice areas defined in DPF© while the 
other – Privacy Principles based Assessment, focuses on implementation of global privacy principles. 

Assessment of Organizational Competence in Privacy: This part is 
based on the nine practice areas listed under DPF© and the assessment 
questionnaire is thus designed to help organizations assess and mature 
their privacy program. The questionnaire is based on the practices defined 
in DPF©, with suggestive guidance parameters to aid the assessors 
when conducting assessments. Questions in each of the nine areas 
have been designed in a manner that ensures that the objective of each 
practice described in DPF© is met in implementation. Very importantly, 
the questions also provide appropriate guidance to the assessors in 
terms of what to check and how to check in the implementation of a 
particular privacy practice. The detailed guidance is provided in the form 
of suggestive indicators, techniques, mechanisms, due diligence steps or 
examples among other elements wherever appropriate and feasible that 
may have been adopted by the organization to achieve the objectives 
of implementing a particular privacy practice as advocated in DPF©. 
The assessment could be conducted in either mode: Self-Assessment or 
External Assessment. The external assessment through DSCI empanelled auditors could help organizations 
attain DSCI Certification.
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Privacy Principles based Assessment: This part is intended to help 
organizations assess and improve maturity in the implementation of global 
privacy principles across all the organizational processes that deal with personal 
information and in the process optimize their efforts while implementing privacy 
principles across global operations. The assessment questionnaire has been 
divided into ten areas, corresponding to nine principles, with consent & choice 
having separate set of questions. Questions in each of these areas have been 
designed in a manner that ensures that the objective of each principle is met 
in implementation. In designing the questions, lot of emphasis was put on 
identifying all the possible perspectives / aspects related to the implementation 
of each privacy principle. These principles were mapped to different scenarios 
and the different levels (process or organizational) at which they can be 
implemented, in order to give more meaning and practicality to the assessment 
questions. To keep the assessment questionnaire contemporary, evolving issues, 
trends, approaches and practices were also taken into consideration by referring 
to latest discussions, new privacy approaches and principles, proposed revisions of privacy regulations and issues in the 
implementation of privacy principles. This approach, based on global privacy principles, is relevant for organizations 
having global operations. To address the specific needs of the organizations having operations in India, this part of 
the (DAF-P)© also contains an assessment questionnaire that has been designed to help assess compliance against 
the privacy principles prescribed under section 43A of the IT (Amendment) Act, 2008. This part of the (DAF-P)© is 
intended for self-assessment only and, for now, will not entitle to any sort of DSCI Privacy Certification.

To know more write to assessment@dsci.in

DSCI Assessment Ecosystem

To conceptualize the DSCI Assessment Ecosystem, necessary for successful adoption of DSCI Assessment Frameworks, 
DSCI invited Big4 firms for a meeting to get their inputs. DSCI presented the background work undertaken by it to 
study the assessment ecosystems for ISO standards, British Standards and Carnegie Mellon University’s eSourcing 
Capability Model (eSCM). The Big4 firms were unanimous in suggesting DSCI to start by focusing on developing 
its Privacy Assessment Program, since unlike security presently there are not many well established privacy 
assessment schemes in place internationally, and it can be a good opportunity for DSCI in entrenching itself further 
in the privacy space – also considering that some organizations in India have expressed their interest in getting 
DSCI Privacy Certification. As first steps in this journey, they advised DSCI to promote interested organizations 
to get self-assessed using DPF©. Taking the self-assessment route will be helpful in popularizing the assessment 
frameworks, and this way DSCI will also know the organizations who may eventually be interested in getting the 
certification. For DSCI certification through third party assessments, there was a strong recommendation to setup 
a Certification Board within DSCI that will comprise experts from international community across relevant domains 
of security, privacy and law. The Board would review the assessment reports submitted by third party assessors for 
issuance of certificates.

Based on the recommendations of the Big4 firms, DSCI is in the process of designing the components of its assessment 
ecosystem focused on privacy, in partnership with them. The components of the ecosystem under development are: 
accreditation process for empanelling third party assessors, assessment process and methodology, assessor tool kit, 
assessor training program, self-assessment program, codes of conduct, among other elements. DSCI is planning to 
conduct the first training program on (DAF-P)© for the potential assessors in later this year.
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Participation in the Development of Security and Privacy related International 
Standards at ISO 

DSCI, through Bureau of Indian Standards (BIS), participated in the ISO SC27 conference in Rome from October 
22-26, 2012. Dr. Gargi Keeni, VP, TCS and Mr. Rahul Jain, Sr Consultant, DSCI represented India in the ISO SC27 
meetings. The Indian team met the Chair of SC27 and apprised him on the latest security and privacy related 
developments in India and role being played by DSCI. Several security and privacy standards are under development 
or revision at ISO, including cloud security, incident management, application security, network security, disaster 
recovery, Investigation methods, digital forensics, privacy capability maturity model, privacy architecture, codes of 
practice for data protection in public cloud, privacy impact assessment, privacy seals among others. DSCI made 
specific contributions in the ongoing standard development process for ISO 27036 standard on ‘Information security 
for supplier relationships’ that may have implications for the IT/BPO industry in India. This proposed standard was 
supposed to have five parts - Part 1 on Introduction & Overview, Part 2 on Common Requirements for Supplier 
Relationships (which also includes non-ICT relations), Part 3 on ICT supply chain security, Part 4 on Outsourcing 
and Part 5 on Cloud. DSCI provided its detailed comments on these parts for consideration of the ISO WG. DSCI, 
requested the editors of part 3, 4 & 5 to clarify how each part is distinct from other parts and what are the overlaps. 
This led to the dropping of part 4 (outsourcing) which was originally thought of and no work had been initiated 
on this part, but was adding to confusion and the editors also agreed to have use case scenario that will assist the 
organizations to choose which part of the standard is relevant for them based on their requirements.

India is one of the preferred IT suppliers to global clients is an important stakeholder in the international standards 
development process, specifically for the standards that has evident or implied impact on outsourcing. As participating 
member country at ISO, India also qualifies to vote on the different standards. Therefore, it becomes important for 
India to contribute to, and influence the development of international standards. DSCI, under the aegis of BIS, is 
working towards institutionalizing the participation of security and privacy professionals in India in the standards 
development.  There is a need to establish a group of subject matter experts in different areas of security and privacy 
in India and leverage their expertise to make contributions in the development of international standards. DSCI 
is raising industry awareness on the need for its active participation in framing standards, and for being active in 
international bodies.

DSCI has also expressed its interest to host ISO SC27 conference in India in April 2015 for which it will solicit BIS 
approval.

Bureau of Indian Standards consideration on DSCI Proposal to recognize DSF© as 
Indian Standard

DSCI presented key aspects of DSF© to the Expert Committee (LITD 17) at BIS, chaired by Mr. B.J. Srinath, Senior 
Director, CERT-In, for recognizing it as an Indian standard. Appreciating the work done by DSCI, the committee 
advised DSCI to prepare a draft document in the Indian Standard format for submission to BIS for consideration. 
Subsequently, BIS would circulate this draft to its other committee members as a Working Draft document in the 
form of Code of Practice / Guideline. The comments/feedback received from members would be discussed in the 
subsequent meetings of the LITD 17 Committee to decide on the future course of action. DSCI is in the process of 
translating DSF© in the Indian Standard format for submission to BIS.
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e-Security Index for India 

DSCI was awarded a project- e-Security Index for India by DeitY to study and develop an index to measure the 
security preparedness of different sectors and entities - businesses, industry verticals, critical sectors, government 
departments, and individuals. Such an index will help understand the security maturity of these different entities, 
identify the improvement areas and accordingly can help channelize investments and efforts for improving cyber 
security in those areas. This one year project aimed at developing an e-Security Index Framework for India, covers 
the following scope of works: 

 Study of similar existing models or frameworks developed internationally

 Development of e-Security Index Framework, including the statistical model

 Testing of e-Security Index Framework using test data

 Development of a roadmap for acceptance of the framework 

In the first phase of the study, DSCI studied over eight existing indices including National Information Security Index 
of Korea, Cyber Power Index of Booz Allen Hamilton and Network Readiness Index of World Economic Forum among 
others and captured the key learning. In the second phase of the project, DSCI developed a high level structure for 
defining the e-Security Index Framework for India, consisting of 3 sub-indices:

I. National efforts sub-index: covering the government policy and capacity building efforts that drive the cyber 
security initiatives of the country including cyber security strategy, policy, laws, education & awareness 
and Research & Development efforts, training of police & judiciary, international cooperation efforts among 
others; 

II. Sectoral sub-index: covering the various sectors of the economy including the critical sectors to assess the 
environment in which the sectors operate, preparedness of sectors to thwart cyber attacks and responsiveness 
of the sectors to respond to cyber attacks and continue operations.

III. User or citizen sub-index: covering the awareness levels of the users, investments made by them to secure 
themselves in cyberspace and their behavioral aspects when operating online.

For each of the 3 sub-indices above, DSCI has further defined parameters, sub-parameters and indicators that 
will be quantitatively measured using various data sources – surveys, findings of study reports, data from security 
vendors or telecom / internet service providers, etc. DSCI has completed the preparation of questionnaires and 
measurements scales for all the indicators and is working on the development of the statistical model. The project is 
expected to be completed later this year. To review the progress of the project, DeitY has constituted a Project Review 
& Steering Group (PRSG) under the Chairmanship of Prof. N. Ramani of National Institute of Advance Studies. The 
PRSG comprises senior officials from DeitY and Professors from Faculty of Management Studies (FMS), Delhi and 
meets regularly to review the project and provide guidance.

India Smart Grid Forum Working Group on Cyber Security

In the power sector, India Smart Grid Forum (ISGF) has been established as a PPP initiative of the Ministry of 
Power for Grid modernization and accelerated development and deployment of Smart Grid Technologies in the 
Indian Power sector. The forum comprises members from the government, regulators, utility companies and solution 



DSCI DATA PROTECTION OUTLOOK 2012-13 36

providers. It operates various WGs to address different issues including one on cyber security. DSCI has joined the 
ISGF as a member of the WG on cyber security. The objectives of the WG is to develop smart grid cyber security 
requirements in Indian context, propose a risk assessment framework which evaluates the risk of each smart grid 
component throughout its lifecycle, develop a cyber security framework and checklist useful for utilities, propose 
risk mitigation measures and suggest regulatory and policy measures for security and privacy issues. DSCI, along 
with other members of the WG, will specifically:

 Examine the utility companies’ ICT infrastructure to identify the gaps and opportunities for improvements 
in these companies with respect to cyber security. 

 Design a course curriculum for cyber security in Colleges offering Electrical Engineering and Power Engineering 
courses to bring awareness among the students and build capacity.

 Formulate guidelines for the BIS cyber security standard for power sector. DSCI Security Framework approach 
for defining the guidelines for the BIS standard was appreciated and shortlisted by the WG. 

DSCI-Cisco Security Thought Leadership Program

DSCI in partnership with Cisco launched Security Thought Leadership Program for the benefit of security community 
and leadership in India. The program envisages development of collaborated content and engagement of security 
community and leadership for informed, meaningful, enriching discussions as part of this nine month engagement. 
It aims at providing guidance to the industry through reference architectures, best practices and case studies. 
DSCI aims to leverage this collaboration with Cisco and provide insights into the rapidly changing threat landscape 
bringing focus on the next generation security capabilities available to effectively counter the ever growing dynamic 
environment and advanced persistent threats.

Survey and Panel Discussions on ‘Reinventing Network in the context of Security’

A joint survey was conducted by DSCI and Cisco and views of security leaders were captured to understand the 
challenges faced by the security community in India with respect to the new age security threats with the objective 
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of developing forward leaning security capabilities to guard against ever evolving cyber threats.  The outcome of 
the study brought into focus the engineering evolutions in the domain of network security along with the trends in 
adoption of these capabilities. These outcomes were also discussed with CISOs from PSU, IT/ITeS & BFSI industry 
through a series of panel discussions held in Delhi, Mumbai and Bangalore.

In line with the survey, a live webinar on the subject was also conducted with representation from DSCI and Cisco 
to discuss the survey findings with the security community. The webinar witnessed over 100 registrations from 
professionals in IT and network security domain. 

As part of the program, DSCI and Cisco are hosting a series of webinars.

Organizations outlook towards 
network evolution & next 

generation security

Existing solutions may not 
withstand challenges of BYOD, 

mobility and virtualization: 

 43% indicated that capabilities for 
detecting & blocking attacks that 
detect known vulnerabilities are 
insufficient to address threats in the 
present scenario

 56% feel that the current security 
capabil it ies are ineffective for 
managing security of mobile, BYOD 
and virtualization environments 

 77% say that attacks are originating 
from multiple channels and the 
attack payload is getting increasingly 
advanced

 85% indicate that integrating global 
intelligence such as black listed 
addresses, vulnerabilities information 
is crit ical  to network security 
architecture

 86% find seamless enforcement of 
policies irrespective of physical or 
virtual deployment is essential for the 
current scenario.

The changing IT landscape

Mobility is the need of the hour 
and organizations are looking to 

gravitate from entry-level 
mobility applications to advanced 

mobility enabled enterprise 
applications:

 22% advocate allowing full access to 
the network from any device used 
by the employee

 87% feel that inactivity timeout 
and failed login lockout are most 
effective while controlling access 
on external devices

 66% encourage employees to bring 
their own device to work

Challenges faced by 
organizations

Users & business groups are 
demanding flexibility of using 

any device as an endpoint:

 72% say that users and business 
groups are demanding flexibility 
in using endpoint devices

 64% indicate that there has been 
a rapid increase in requests for 
authorizing access to mobile 
devices

 69% say that managing policies 
and configuration of devices is an 
arduous task

 62% pointed towards the movement 
of applications away from the 
corporate data centers

KEY FINDINGS OF THE SURVEY

For details visit: https://www.thoughtleadership.dsci.in/cisco
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DSCI-Cisco White Paper on Common Criteria

DSCI, in collaboration with Cisco has prepared a white paper ‘Security Assurance through 
Common Criteria’, which is expected to be released soon. The core objective of this paper 
is to present a clearer picture on common criteria testing and certification ecosystem and 
its progression over the years with a holistic view on its adoption trend in various critical 
sectors in India. The study would make the industry more aware about various aspects 
that drive testing and certification ecosystem in India and how government and industry 
could leverage the opportunity presented by the ecosystem.  

The paper  focuses on the evolution of Common Criteria (CC), policy directions influencing CC 
adoption trends, relevance of CC to critical sectoral such as telecom, energy, etc., possibility 
and related aftermaths, of India getting CC Authorizing Nation status under Common Criteria 
Recognition Arrangement (CCRA), which has membership of 25 countries. The paper also 
discusses the role and scope of private testing laboratories in CC certification ecosystem 
and the overall ‘National Testing and Certification Framework’ that could evolve based on 
strategic policy initiatives taken by the Indian government. 

NASSCOM SSC on Occupational Standards for Cyber Security

DSCI is leading the development of Occupational Standards (OS) for cyber security under 
NASSCOM Sector Skill Council (SSC), with the help of experts from the industry. NASSCOM 
has set up the IT-ITeS SSC, in partnership with  the National Skill Development Council 
(NSDC), to fulfill the growing need for skilled manpower across sectors and narrow the 
existing gap between demand and supply of skills - both for generic and domain specific job 
roles at the various levels. The various sub-areas included in the cyber security are Security 
Management, Security Analysis, and Remote Security Management. DSCI is in consultation 
with representatives from IT services, BPO, Bank and Telecom for this initiative. With the 
execution of this initiative, DSCI aims at standardizing the existing programs to address 
the skill gaps in the area of cyber security.

Study of Regulatory Readiness of Global Banks having In-house 
Centres in India

DSCI has taken a lead to work with NASSCOM on Global In-house Centers (GIC) project 
to study regulatory readiness of global banks who have established back office operations 
in India. The study, currently under progress, is intended to analyze the preparedness of 
the Indian operations of these global banks to meet the current regulatory requirements 
in US, UK and Singapore.
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DSCI EVENTS
 
Through its flagship events, DSCI provides a platform to bring together all the relevant 
stakeholders and facilitates deliberations on contemporary issues and solutions.

NASSCOM-DSCI Annual Information Security Summit 2012

DSCI organized the 7th edition of its Security Summit at the Taj Lands End, Mumbai 
on December 11-12, 2012. The Security Summit,  one of the biggest annual  events 
on information security, witnessed  active participation of CIOs, CTOs, CISOs, Risk 
Management, Security and Privacy professionals, Auditors and Consultants and 
others from Government, IT / BPO /ITeS, Telecom, PSUs, Energy and BFSI. Over 
450 participants attended the Security Summit.

Mr. N Chandrasekaran, Chairman, NASSCOM and CEO, TCS inaugurated the Summit. 
In his Inaugural address, he emphasized the growing importance of information 
security and privacy, given the increased use of technology and automation in all 
spheres of life, and appreciated the efforts of DSCI in sensitizing the industry on 
contemporary security and privacy issues, and for working closely with the government 
on the policy and legal issues. 

The two-day Security Summit provided the platform for addressing the current 
security challenges, trends in the security, broad subjects including National Security, 
Cyber Crimes and Cyber Security.  In particular, the industry segments and technology 
areas which were addressed includes: IT and BPO, Critical Infrastructure, Banking 
and Finance, e-Commerce and m-Commerce;  Operational Technologies: SCADA 
& Industrial Controls; Cloud computing, Big Data, Social Computing, Advanced 

DSCI through its different programs connects with stakeholders to draw focus on data security, privacy and cyber 
security concerns and DSCI’s approach on data protection.

OUTREACH PROGRAMS

“ During the last 4 years, DSCI has achieved significant milestones and our activities 
continue to expand, giving us the opportunity to contribute and make an impact on the 
industry, and at national and international levels. DSCI has now expanded into cyber 
security, privacy protection areas in full steam. We have taken the first steps in the areas 
of Internet governance, cyber diplomacy, and telecom matters through ITU and ITRs in 
so far as they relate to cyber security and the Internet. Social media has its own security 
issues, which are having a greater impact on national security. Freedom of speech and 
content regulation are the other dimensions of cyber security. There are thin lines of 
demarcation among many of these. DSCI and NASSCOM have to be there.

Dr. Kamlesh Bajaj
CEO, DSCI
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Persistent Threats & New Generation Network Security Capabilities. The user-
provider-interaction feature of the Summit added to the growing awareness 
on security solutions available.
 
The Security Summit featured over 25 panel discussions, which covered the 
following areas: National Imperatives of Securing Operational Technologies, 
Cyber Diplomacy – from National Responsibility to Global Accountability, 
Protecting Key Economic Assets – Securing Financial Backbone, Securing 
Technology Transformation of Governance, Architecting Security in New Age 
Banking, Security and privacy imperatives of Transborder Data Flow and 
Revolution named Clobile - Nightmare for Security, among other sessions. The 
event also touched upon some broader policy subjects like Cyber Diplomacy, 
Cyber crimes, and Business Responsibility in Information Age together with 
celebrating the success of women in the field of security through a special 
session that was chaired by Ms. Latha Reddy, Dy. NSA. 

Over 75 prominent speakers shared their thoughts, ideas and experiences on the 
contemporary topics. Some of the eminent speakers were: Mr. G Gopalkrishna, 
ED, RBI; Dr. A G. Apte, Senior Advisor, NTRO;  Dr. Ganesh Natrajan, CEO, Zensar 
Technologies; Mr. Arun Sahu, DG-Systems, CBEC; Ms. Amutha Arunachalam, 
Asst Director General, UIDAI State Project; Dr. B.K. Murthy, ED, CDAC; Mr. Reji 
Kumar Pillai, President, ISGF and MD, Magnetar Venture; Mr. Sanjay Sharma, 
MD & CEO, IDBI Intech; Mr. Umesh Jain, SVP & Head Technology, NSE; Mr. Kersi 
Tavadia, CIO, BSE Ltd; Mr. Nataraj N, CIO, Hexaware; Mr. Venkat Krishnan, CTO, 
Yes Bank; Ms. Vibha Padalkar, ED & CFO, HDFC Life and Mr. Leslie D’Monte, 
Technology Editor, Mint among others.

In addition, the Security Summit included six sponsored roundtables that focused 
on discussing the contemporary challenges faced by security community. These 
closed group meetings facilitated in depth dialogue and contemplation over 
the key security and privacy issues pertaining to different industry segments. 
These interactions brought buyers and suppliers on one platform to delve into 
specifics of the issues to delineate various evolving approaches to counter them. 

The  topics of the Roundtable included – Creating Comprehensive Data Security 
Strategy sponsored by WebSense; Elastic Data Center- Securing and optimizing 
your Information Assets by Juniper; Security in Cloud Computing – is it really 
worth? by Verizon; Rethinking your enterprise security by HP; Governance Risk 
Compliance (GRC) – Why it is not just about IT and other myths by Deloitte; 
Securing Sensitive and Pervasive Data Privacy by Informatica.

With the support of over 35 partners, the summit featured many new security 
technologies and solutions, Exhibition Pavilion, Product Launches, and 
Technology Demonstrations. These elements helped the solution providers to 
address distinguished groups of audience with their set of offerings, and to 
connect with their peers across industry.
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PARTICIPANTS
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DSCI Excellence Awards 2012

DSCI Excellence Awards were in their second year. The awards honor organizations and individuals who have 
implemented robust, effective and resilient security programs, shown innovation, demonstrated commitment in 
the field of security, and have contributed to the overall business ecosystem of an organization.  This year an award 
in privacy program implementation was also instituted. The DSCI Excellence Awards 2012 also honored the LEAs 
for exemplary efforts in capacity building and cyber crime investigations. Starting the year 2012, DSCI Excellence 
Awards became an integral part of the Information Security Summit, as both the corporate and law enforcement 
awards were presented together.

The awards were given away to the winners by Ms. Latha Reddy, Dy NSA in the presence of Mr. Som Mittal, President, 
NASSCOM; Dr. Kamlesh Bajaj, CEO, DSCI; and Jury members - Dr. Ganesh Natarajan, Vice Chairman & CEO, Zensar 
Technologies; Mr. Loknath Behera, Inspector General Police (IGP), National Investigation Agency (NIA); and Mr. 
Nandkumar Sarvade, Director, City Security and Investigative Services, South Asia. The award sponsors were also 
present, namely - Mr. John Samuel, Country Manager, Verizon; Mr. Kartik Sahani, Country Manager, RSA; Mr. Jack 
Cristin Junior, Associate General Counsel, Global Asset Protection, e-Bay and Mr. Parameshwaran Nath, Head - 
Corporate Affairs, eBay. The awards evening was attended by senior industry leaders and police officials. 

This year, 78 nominations were received in 10 categories in the corporate segment, and 17 nominations in 2 
categories of law enforcement segments. The latter includes India Cyber Cop of the Year and Excellence in Capacity 
Building of LEAs. 
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“The threat environment is getting worse. 
As our dependence on cyberspace 
increases, especially that of critical 
infrastructures, our vulnerability to cyber 
attacks increases. Security preparedness 
is essential for organizations. On one hand 
we must aim to reduce vulnerabilities in 
our systems and processes, and on the 
other hand we must keep a vigilant eye 
and adopt latest security practices and 
technologies to safeguard against the 
perennial & evolving threats. Therefore, 
it is important to recognize, honor and 
reward organizations and individuals 
who have implemented strong, effective 
and resilient security programs to help 
the organizations address real risks, 
build resilience, increase trustworthiness 
and create a conducive environment for 
doing business.

Dr. Kamlesh Bajaj
CEO, DSCI

The  jury for corporate awards included: Dr Ganesh Natrajan, Vice Chairman and CEO 
of Zensar Technologies; Mr S Sambamurthy, Director, Institute for Development and 
Research in Banking Technology (IDRBT); Mr. Kersi Tavadia, CIO, BSE Ltd.; Mr. B K 
Syngal, Ex-Chairman and Managing Director, VSNL; Prof. Asim K Pal, Management 
of Information Systems Department, IIM Calcutta; and Prof M P Gupta, Department 
of Management Studies, IIT Delhi.

The jury for the law enforcement awards included: Mr Loknath Behera, IGP, NIA; Mr 
Pratap Reddy, IGP, Western Range, Karnataka; Mr Nandkumar Saravade, Director, 
Citi Security and Investigative Services, South Asia; Mr Vakul Sharma, Advocate, 
Supreme Court. 

PricewaterhouseCoopers (PwC) was the process partner for the awards. 

DSCI conferred a special award – ‘Visionary Leadership in Cyber crime Investigation’ 
on Mr. Loknath Behera, IGP, NIA for his distinguished achievements and exemplary 
contributions in the field of cyber crime investigation. Mr. Loknath, 1985 batch IPS 
officer, with nearly 27 years of experience in various facets of policing, has pioneered 
the field of cyber crime investigations and played a pivotal role in sensitizing the issue 
of cyber crime and raising awareness among law enforcement community through 
his leadership. 
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WINNERS OF THE DSCI EXCELLENCE AWARDS 2012

CORPORATE SEGMENT

DSCI Excellence Awards for Security, supported by Verizon

 Security in Bank : HDFC Bank Ltd.

 Security in Telecom : Aircel Ltd.

 Security in e-Governance: Central Board of Excise & Customs (CBEC)

 Security in IT Services – Large : Tech Mahindra Ltd.

 Security in IT Services – SME : Ugam Solutions Pvt. Ltd.

 Security in Global BPO : Genpact Ltd.

 Security in Captive BPO : ADP Pvt. Ltd

DSCI Excellence Award for Privacy

 IBM Daksh Business Process Services Pvt. Ltd.

DSCI Excellence Award for Emerging Information Security Product Company

 Pawaa Software

DSCI Excellence Award: Security Leader of the Year, supported by RSA

 Mr Vishal Salvi, HDFC Bank Ltd (Banking Industry)

 Mr. Pankaj Agrawal, Aircel Ltd (Telecom Industry)

 Col. Arun Kumar Anand, NIIT Technologies (IT Industry)

 Ms. Nandita Mahajan, IBM Daksh Business Process Services Pvt  Ltd (BPO Industry)

 
LAW ENFORCEMENT SEGMENT     supported by eBay

DSCI Excellence Award for Capacity Building of Law Enforcement Agencies

 Karnataka Police

DSCI Excellence Award: India Cyber Cop of the Year

 Dr. Triveni Singh, DSP, Cyber Cyber crime Cell- Noida, UP Police
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DSCI Best Practices Meet 2012

DSCI Best Practices Meet (BPM) was organized on the July 12, 2012 in Bangalore at Vivanta 
by Taj, with the theme on the Business adoption and the convergence of Mobile and Cloud in 
a global context. The meet had panel discussions with pioneers and thought leaders in the 
field of secure mobile technologies and organizations providing services on mobile interface. 
The BPM was aimed at developing a ‘call for action’ for the industry and users to help create 
mobile as a seamless and secure channel for business operations. In his inaugural address, 
Dr. Gulshan Rai, DG, CERT-In underscored the convergence of virtual and physical world and 
evolution in the areas of mobile technologies. He highlighted how mobile security is linked 
to cyber security, which is further linked to national security, and hence warrants a serious 
approach, by all the stakeholders – the users, providers and regulators.  

While Mr. Som Mittal, President, NASSCOM highlighted the need for helping develop the 
cloud and mobile as secure platforms for the growth of the industry which holds enormous 
potential, Dr Kamlesh Bajaj, CEO, DSCI underlined the use of best practices and their 
continued updation for enhancing trust in the use of these emerging technologies. 

Cloud service providers, mobile security solutions providers, users and others were invited 
to share their experiences in the adoption of these platforms. The industry experts who 
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were in the panels to discuss various issues included the following:  Mr. Subramanya C, Global 
CTO, Hinduja; Mr. Sajan Paul, Director – Systems Engineering – India & SAARC, Juniper;  Mr. 
Dewang Neralla, Co-founder and Director Technology, Financial Technologies; Mr. Indus Khaitan, 
Co-founder & VP, India Operations, Bitzer Mobile; and Mr. Prashanto Kumar Roy, President and 
Chief Editor, CyberMedia. The BPM this year witnessed participation from over 250 senior IT 
professionals (CIO, CTO, Risk Management, Security and Privacy, auditors and Consultants etc.) 
from various verticals like IT/BPO/ITeS, telecom, consulting firms, security technology firms and 
banking and insurance. Some of the key sessions at the BPM included Business adoption of 
Mobile in the security, Convergence of mobile & cloud application and the challenges in security 
and Mobile Commerce and its perspectives in Banking, Telecom & Payment Industries. The 
BPM successfully focused on Mobile Applications and their security implications, how privacy 
is evolving in the age of mobility, cloud and social media among others.

PARTICIPANTS
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Workshops on IT (Amendment), Act 2008

DSCI has developed a hands-on program on the IT (Amendment) 
Act, 2008 that was delivered to the industry through a number 
of interactive workshops where a panel of eminent cyber law 
experts and industry leaders came together to impart knowledge 
for understanding the Act and made participants aware of the 
requirements that “Body Corporates” in India are required to comply 
with the law of the land. The first workshop was conducted in 
May 2012 in New Delhi and was attended industry, government, 
academia and consulting firms. Second workshop was held in 
Mumbai in December 2012 focusing on data protection and privacy, 
liability of intermediaries, and cyber crimes, etc. The workshop 
was attended by senior leaders from the industry and government 
organizations including PSUs.
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Data Privacy Day 2013

The International Data Privacy Day – January 28 - was celebrated in India under the aegis of DSCI.  This day 
aims at increasing awareness on privacy, educating stakeholders – businesses, individuals, government agencies, 
non-profit groups, academia, and individuals on the privacy implications of sharing personal information through 
various technologies and modes of communication. DSCI continued its efforts to spread privacy awareness, and 
focused on the need for organizations to implement privacy programs to protect the personal data of citizens and 
consumers.

CEO, DSCI sent out a Privacy Day message to all DSCI members encouraging them to celebrate this day.  While 
highlighting DSCI activities in the area of privacy, he said “DSCI continued to create awareness in privacy laws, 
principles and privacy programs based on global best practices by organizing conferences and seminars on 
contemporary topics of privacy bringing together the relevant stakeholders”. While re-enforcing DSCI commitment 
towards privacy, he urged the members to participate in the initiatives driven by DSCI. He said “the tasks we do on 
a day- to-day basis are meant to serve not only our members, but the community at large. We remain committed 
in our efforts to build a regime that values privacy. We call on everyone to join hands & build a culture that values 
ethical behavior and respects privacy.”

For complete message, refer http://www.dsci.in/events/about/1334

On this occasion, DSCI also spread awareness on the subject through various media articles. CEO, DSCI authored 
an article ‘Data Privacy and the Internet’ published in Hindu Business Line. 

Refer article at http://www.dsci.in/node/1352

Like previous years, this year too DSCI Chapters celebrated the day by actively organizing and participating in the 
chapter meets across various cities - Delhi, Mumbai, Bangalore, Hyderabad and Kolkata. Taking the momentum 
ahead, DSCI invited industry leaders to express their views on privacy in the form of articles, which were published 
on DSCI website. 

Refer article at http://www.dsci.in/events/speakers/1334 ] 

With this year’s theme “Data privacy is everyone’s responsibility’, DSCI reached out to over 3 million users globally 
through a wallpaper which was adopted as desktop theme for a week by various corporations.
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Internet Safety Campaign 

On the occasion of Safer Internet Day, February 5, 2013, DSCI, in association with Facebook, 
Google, Kaspersky and Microsoft launched Internet Safety Campaign - Indian edition of STOP. 
THINK. CONNECT. ™, to help all digital 
citizens stay safer and more secure 
online. STOP. THINK. CONNECT. ™, is 
widespread message to be practiced 
online: Stop (assesses and consider), 
Think (apply thought) and then Connect 
(after due diligence).

On the occasion Dr. Kamlesh Bajaj, 
CEO, DSCI said “Safeguarding self is a 
natural instinct. Like one follows simple 
rules while crossing the roads, there are 
rules to be followed while navigating 
through the cyberspace. It is important 
for the digital society especially the youngsters to be vigilant about threats emanating from the 
use of Internet and be aware of their own responsibilities as online users. The individuals must 
follow simple yet effective best practices such as keeping strong passwords, installing genuine 
software, not responding to spurious emails, among many others. This will help protect them 
from possible harm while accessing the Internet for work, leisure and entertainment. DSCI has 
brought the major stakeholders together to create awareness on the safe use of the Internet and 
help people stay safe online.”

The Indian edition of this mass media campaign was aired through a popular radio channel in 
the major cities - Delhi, Bangalore, Mumbai and Kolkata, in the month of February 2013. It was 
followed by on-ground activities in the form of street-play competition, and poster competition. 
Team of students from 26 colleges participated, while over 1000 spectators watched and cheered 
the teams across all these cities.
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The movement continues online through 
various digital and social channels till later this 
year, where young citizens engage themselves 
and contribute to various activities including 
poster and art competition, photo blogging, 
paper presentations, web surveys, workshops 
and others with the theme of Internet safety. 
Videos of these events, and messages from 
industry leaders have been uploaded on 
Youtube and other channels.

The social handles include: 

 www.facebook.com/
stopthinkconnectindia 

 https://twitter.com/India_STC   

 http://stcindia.blogspot.in/ 

 http://www.youtube.com/user/
stcindia1

Delhi 
 Hindu College
Sharda University
Ramanujan College
Abesit Group of Institution
 Noida International University
Winner : Sharda University & Hindu College 
Runner up : Ramanujan College

Bangalore 
 Christ College (Zealous Production)
 Christ College (Last Minute Productions)
 St. Joseph’s College of Commerce (Hashmi 

Theatre Forum)
 St. Joseph’s College Of Commerce
 Winner : Christ College

Kolkata  
 Jadavpur International University
 Jadhavpur University
 Kasiswari College
 Bangobasi Commerce
 Ashutosh Evening College
 Calcutta University
 Maharaja Mahindra Chandra College
 Ashutosh Morning 
Winner : Calcutta University
Runner-up: Jadavpur college international

Mumbai 
 Sardar Patel Institute of Technology
 K.J.Somaiya- Vidya Vihar
 Kelkar College
 Xaviers Insititute On Engg.
 Thodamal Sahani Engg. College
 Atharva College
 Rizvi Engg. College
 Oriental College 
Winner : Kelkar College
Runner-up: K.J.Somaiya- Vidya Vihar
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PARTNERED MEETINGS AND ROUNDTABLES

DSCI partnered with a number of security leaders and solution providers to organized roundtables, 
workshops, short events focused on specific themes around the year across different cities. 

Verizon Data Breach Investigations Report 2012 Briefing Session

DSCI co-hosted briefing sessions on Verizon Data Breach Investigation Report 2012 with Verizon at 
Bangalore, Mumbai and New Delhi. The report was prepared by a Verizon Risk Team in cooperation 
with the Australian Federal Police, Dutch National High Tech Crime Unit, Irish Reporting and 
Information, Security Services, Police Central e-Crime Unit, and United States Secret Service. The 
data breaches and stolen records from these countries were analyzed in depth to understand the 
threats, and attack patterns.  Mr. Bryan Sartin, Director Investigative Response, Verizon along with 
his team, shared insights into the detailed analysis of data breaches and mitigation techniques 
that could have prevented many of them. The sessions were attended by senior leaders from the 
government, public sector, LEAs and Defence.

DSCI-Websense Data Security Strategy Roundtables

DSCI and Websense organized roundtables in Mumbai, and Bangalore. These roundtables 
were attended by security professionals from public and private enterprises and focused on 
comprehending the imperatives of data security, understanding of regulatory ecosystem in India 
and those emerging across the globe together with their impact, and evaluating approaches for 
data security initiatives.

DSCI- Microsoft India Privacy Meet

DSCI and Microsoft organized India the Privacy Meet to promote dialogue among all stakeholders: 
individuals, governments, businesses, NGOs and academics. CEO, DSCI delivered the keynote 
address. The meet featured 2 panel discussions on the contemporary topics of privacy: Consumer 
Privacy – Creating the Right Balance and Citizen Privacy - Transparency, Accountability and Social 
Progress. 

DSCI – FireEye Roundtable on Next Generation Threat Protection

DSCI and FireEye organized an interactive session on defense against advanced persistent attacks in 
Delhi and Mumbai. The event promoted provider-user interaction specifically focused on engineering 
evolution of threat research, security engineering, solution approach and enterprise grade product 
capabilities, advanced techniques to prevent sophisticated attacks and much more. It witnessed 
participation of over 70 organizations from Defence, Government, Banking and Financial, Critical 
Infrastructure and others.  CEO, DSCI delivered the theme of the event and keynote address was 
provided by Mr. Ashar Aziz, Founder, CTO and Chief Strategy Officer, FireEye.
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DSCI-HP Roundtable on Cyber Security

DSCI and HP organized a roundtable focused on developing the response to managing 
attacks on enterprise data consisting of an entire cyber security ecosystem. It was attended 
by over 20 senior officials from the government and private sector and keynote was given 
by Dr. Prescott Winter, CTO, Public Sector, Enterprise Security, HP.

DSCI-Codenomicon Roundtable on National Cyber Security 

DSCI and Codenomicon organized a roundtable on Critical Components of National Cyber 
Security focused on Cyber Threat Monitoring, Mitigation and Prevention and Situational 
Awareness. It was attended by around 40 senior ranking government officials and public 
sector.

DSCI-Juniper Roundtable on Cloud Computing and Security 

A roundtable conference was organized by DSCI in association with Juniper on the sidelines 
of the BPM 2012 where different topics around Cloud Security were discussed. These 
related to cloud computing service architecture, their evolution and integration with security 
architecture, critical applications and stringent performance norms and sensitive security 
environment, delivery of security in cloud and its management, and policy issues on cloud 
security. Mr. Vinayak Godse, Director – Data Protection, DSCI chaired the roundtable and 
Mr. Bisham Kishnani, Sr. Technical Consultant – Datacenter Practices, represented Juniper. 
They shared their views on the need for various solutions to secure the next generation 
cloud, with over 25 participants from different sectors that included Banks, IT Services, 
BPO, Consulting and Captives.  

DSCI, CIRT Navy, (ISC)2 Joint School Awareness Program

A special awareness program was organized for over 200 students from Navy Children 
School, Delhi to make them aware of various aspects of cyber threats and cyber laws 
including - unauthorized access to someone else’s computer or computer resources, receiving 
stolen computer resources and devices, impersonating others using any computer resource, 
violation of someone’s privacy, downloading and sharing of pornographic content, sending 
obscene messages, selling obscene content among others. The organizers received an 
overwhelming response from the students and the school administration. 
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DSCI IN NATIONAL AND GLOBAL EVENTS

DSCI leverages its experience of working in the areas of public advocacy, thought leadership 
and capacity building to contribute in the latest discussions and developments by participating 
in global and national events.

GLOBAL EVENTS 

Engagement with EastWest Institute (EWI)

The EWI’s Worldwide Cyber Security Initiative was established to bring together policymakers 
and officials from business and technical communities around the world for international 
cooperation in meeting cyber security challenges. It is a think tank that focuses on 
International conflict resolution through hosting international conferences, and authoring 
publications on international security issues. DSCI has been actively engaged with EWI’s 
Cyber Security Conferences beginning with the first Cyber Security Summit in Dallas in the 
year 2010, followed by that in London in 2011 and New Delhi 2012, where it contributed as 
a knowledge partner. The Summit provided great visibility to DSCI, and helped establish it 
as a key entity in cyber security, with a global footprint and linkages to play an eminent role 
in Track II cyber diplomacy.

Worldwide Cybersecurity Summit - 2012 

EWI partnered with NASSCOM and DSCI, for the 3rd Worldwide Cybersecurity Summit, 
organized in New Delhi on October 30-31, 2012. The summit was inaugurated by Shri Kapil 
Sibal, Minister of Communications and Information Technology. The summit focused on 
solving problems through identification of policy gaps, and on recommending solutions for 
international consideration through its specially developed approach on the internationally-
focused Agreements, Standards, Policies and Regulations (ASPR) gaps and others. Over 300 
delegates from 22 countries participated in the Summit. DSCI helped organize the event, 
reached out to speakers, and participants; led 2 of the 3 key Breakthrough Groups; participated 
as an expert in over six sessions. It also organized two meetings on the sidelines of the Summit 
on ‘National Cyber Security Strategy’ and ‘Strategic Capabilities in the age of Cyber warfare’ 
for the benefit of policy makers in the government, police and defence services.

“The global cyber commons safe 
navigation by nations for their 
well-being economic growth and 
national security. International 
cooperation to enhance openness, 
strengthen governance, and stability 
of cyberspace is essential. India, with 
the third largest number of Internet 
users, is an important stakeholder.

Dr. Kamlesh Bajaj
CEO, DSCI
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DSCI used its rich experience in cyber security to raise awareness among the stakeholders 
throughout the year in preparation for the summit. It involved the industry, government and 
academia in the Breakthrough Groups on ‘Globally Distributed Processing and Data Storage 
Breakthrough Group (Cloud Computing)’ and ‘ICT Development Supply Chain Integrity’ by holding 
physical meetings and video calls to help create understanding on these global issues that have 
a bearing on the Indian IT/BPO industry, and cyber security and national security.

Cyber 40 Seminar 

The event was kick-started through special Cyber 40 Seminar which was organized in New Delhi, 
by EWI, in partnership with DSCI to address emerging threats to cyber security. It brought together 
key diplomats and policy makers. CEO, DSCI shared his views on international co-operation and 
cyber security together with other panel members - Mr. Kanwal Sibal, Former Foreign Secretary 
of India and Director, EWI; Ms.  Latha Reddy Dy NSA; Mr. R. Chandrashekhar, Secretary, DoT; Mr. 
J. Satyanarayana, Secretary, DeitY and Dr. Gulshan  Rai, DG, CERT-In. The session was chaired 
by, Mr. John Edwin Mroz President & CEO, EWI. The panel members of the seminar outlined the 
principal challenges policy makers today are facing, expressed their views on growing importance 
of cyber security in the diplomatic sphere, how the important vacuum can be filled and the 
diplomats and policy makers can address emerging threats to cyber security and their potentially 
devastating consequences for economic stability and international peace. 

DSCI in Sessions and Breakthrough Groups

Plenary Session: CEO, DSCI was invited in a plenary session “Stakeholder assessment on 
cyber security” chaired by Armen Sarkissian, Vice-Chairman, EWI along with the co- panelists 
Latha Reddy, Dy NSA; Mike St John-Green, Former Deputy Director, Office of Cyber Security and 
Information Assurance, United Kingdom; and Harry D. Raduege, Jr., Lt. General (Ret.), Chairman, 
Deloitte Center for Cyber Innovation. He apprised the audience with the key highlights of DSCI 
initiatives in the field on Cyber security including engagement with the Government of India 
through JWG for PPP, while underlining global issues emerging in this area.
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Session on Rules of the Road for Cyber Conflict: CEO, DSCI chaired the session and shared 
his views on the need for democratic governance of the cyberspace to enable safe navigation 
for economic development of nations, and their national security. Other experts in the seminar 
included Mr. John M. Howell, Executive Director, IEEE Communications Society; Mr. Bruce W. 
McConnell, Senior Counselor and Director, Cyber and Strategy, National Protection and Programs 
Directorate (NPPD), U.S. Department of Homeland Security (DHS); Dr. Luis Kun, Professor of 
National Security Affairs, Center for Hemispheric Defense Studies (CHDS), National Defense 
University, US; and Ms. Aadya Shukla, Research Fellow, Harvard University, US. 

Breakthrough Groups: As part of the Worldwide Cybersecurity Initiative of EWI, pre-event 
Breakthrough meetings are conducted initiating dialogues on various issues and topics related 
to cybersecurity leading to policy discussions during the event. DSCI led the following 2 
breakthrough tracks:

 Globally Distributed Processing and Data Storage Breakthrough Group (Cloud 
Computing)

 ICT Development Supply Chain Integrity Breakthrough Group

Managed by DSCI, the Groups, prior to the Summit, had conducted regular meetings, including 
telephonic conferences, to take a larger view of the prevailing security issues, and build a 
comprehensive and coherent perspective for developing a unified approach to cyber security. 
The outputs from these meetings were used as inputs for deliberations in the Summit.

In the Summit, DSCI experts actively participated in, and contributed to the various sessions, 
which are as follows: 

 Globally Distributed Processing and Data Storage (the “Cloud”):  The session was co-
chaired by Dr. Kamlesh Bajaj, CEO, DSCI and Mr. Michael Chertoff, Co-founder Chertoff 
Group, former Secretary DHS, US. Mr. Vikram Asnani, Sr. Consultant, DSCI as co-editor 
with other experts in cyber security and cloud also shared his views on the subject. The 
group put forth the voluntary principles that multi-national companies should subscribe 
while designing and operating “cloud” applications. 

 ICT Development/ Supply Chain Integrity: Mr. Vinayak Godse, Director, DSCI, shared 
his experience on the subject as champion along with other key experts in the session 
co-chaired by Dr. Gulshan Rai, DG, CERT-In. The group worked towards articulating 
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international principles for the integrity of ICT development/supply chains that may be 
otherwise overlooked or under emphasized within the national initiatives.

 Harmonizing Legal Frameworks for Cyberspace: Mr. Vinayak Godse, Director, DSCI 
shared his views as subject matter expert in the session chaired by Mr. Stein Schjolberg, 
Judge, Norway along with the  co-group members- experts in cyber security and 
International Business. The group recommended the need for creating potential new 
legal mechanisms to combat cyber crime and cyber attacks.

 Payload Security: Mr. Rahul Jain, Sr. Consultant, DSCI acted as a champion in the session 
on Payload Security, chaired by Mr. Bob Campbell, CEO, Campbell Global Services, 
Member, Board of Directors, EWI along with other experts. The group recommended 
addressing the gaps in international policies affecting monitoring and privacy.

A report on the findings and analysis of the cyber security summits including the above 
recommendations and from other breakthrough meetings and sessions held at Dallas, London, 
and New Delhi was also released.  

  For Summit Report refer http://www.dsci.in/node/1325 

DSCI Roundtables on the sidelines of the Summit

DSCI organized two roundtables on the sidelines of the Summit that brought together cyber 
security policy makers, defense officials and world leaders to discuss on various strategic 
capabilities to combat cyber warfare and strategies to strengthen national cyber security. Over 
20 participants from MHA, DeitY, Defense and Industry attended the roundtables to understand 
the steps other countries are taking, and the need for International cooperation for securing 
the cyberspace. 

DSCI, as knowledge partner to EWI also contributed in bringing together select group of 
stakeholders from leading corporations, governments and industry experts around the India 
and world to mobilize a cooperative approaches on cyber security. 
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NATIONAL EVENTS 

National Conference of CISOs of Critical Sectors of Government 

CEO, DSCI delivered a talk on the role of private enterprises in the protection of Critical Information 
Infrastructure at the first National Conference of Chief Information Security Officers of Critical Sectors in 
Government organized by National Critical Information Infrastructure Protection Center (NCIIPC), National 
Technical Research Organization (NTRO)  in New Delhi. He highlighted different public-partnership models 
in areas of testing & accreditation of ICT products, Security Audits and Testing and capacity building of 
LEAs. He detailed the role of government and private sector in each of these areas. 

The conference was inaugurated by Mr. Shiv Shankar Menon, the NSA, in the presence of senior 
government officials from various ministries, defence, police and other government organizations. It 
featured presentations and panel discussions on the protection of critical information infrastructure 
by senior officials from NTRO, Power Grid, Indian Railways, Airport Authority of India, National Stock 
Exchange, Nuclear Power Corporation of India, IDRBT, among others. The conference featured outcomes of 
several research and development projects undertaken by various organizations in the field of security. The 
valedictory address was delivered by Dr. R. Chidambaram, Principal Scientific Advisor to the Government 
of India.

Valedictory Talk at National Police Academy, Hyderabad

CEO, DSCI delivered the valedictory address for the participants of cyber crime course at National Police 
Academy, Hyderabad. He underlined the growing importance of the Internet in the lives of Indian citizens, 
and the gradual transformation that is taking place through the emergence of the digital economy. Large 
number of Internet users, and more and more joining through the smart phones are using the cyberspace 
for day-to-day activities. But cyber crimes too are an integral part of this story. Financial frauds, identity 
thefts, economic espionage and the use of this medium by the terrorists are cause of concern. It is here 
that the LEAs have to play their role in catching the criminals, to keep the Internet safe for usage for 
economic development. DSCI is working closely with LEAs through a number of programs it is operating 
for training in cyber crime investigation, and development of Standard Operating Procedures. This 
collaboration is maturing into a deeper partnership in the form of the Cyber crime Investigation Program 
(CCIP) that will be funded by the MHA. 

Panel Discussion on “The Big Fight” program on NDTV 

CEO, DSCI was invited as a panelist by NDTV 24x7 news channel for a panel discussion on ‘Information 
v/s Privacy: Is RTI being diluted?’ It discussed the recommendations of the Justice A P Shah Committee 
Report and its implications on the Right to Information (RTI). CEO, DSCI emphasized that while RTI 
is one aspect of the privacy debate, privacy as a subject has to be analyzed from various other aspects 
including its implications on the businesses, wherein, the privacy law should recognize that there is an 
economic value associated with personal data and should not create hurdles for businesses to innovate. 
The session was moderated by Mr. Vikram Chandra, Executive Director and CEO, NDTV and the panel 
comprised eminent personalities including Mr. Manish Tiwari, then Spokesperson, Congress and Mr. 
Sailesh Gandhi, Former Information Commissioner. 
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Cyber Security in Defence Watch

CEO, DSCI shared his views on Cyber Security in a program called ‘Defence Watch’, 
telecasted through DD news. In the interview, Dr. Bajaj with his co-panelists – Lt Gen 
(Retd.) Partha Mohapatra, former Signals-in-Chief, Indian Defence Services and Dr. Cherian 
Sameuls, IDSA, discussed on emerging challenges of cyberspace. He emphasized on building 
the capabilities of Indian Defence Intelligence Agencies in monitoring of cyberspace and 
having a national cyber security structure for coordination & collaboration to address the 
identified challenges.

The Wall Street Journal event on Cyber Security in Cities 

CEO, DSCI and Mr. Kris Gopalakrishnan, Executive Chairman, Infosys were as the panelists 
at an event organized by Wall Street Journal in New Delhi on the theme ‘Cyber Security 
in Cities’. It focused on the threats posed to the world’s largest cities by cyber attacks. 
While highlighting various attributes of cyberspace, CEO, DSCI underlined the growing 
dependence of critical infrastructure such as power, transport, financial services, among 
others on cyberspace and how exploitation of vulnerabilities in the ICT platforms could be 
used to disrupt normal life in cities. He emphasized on the urgent need to protect critical 
information infrastructure for building securer cities.

A Multi-stakeholder Discussion on Internet Governance

CEO, DSCI was invited to share his views on India’s position on Internet Governance, 
especially on the Indian government proposal on Internet Governance for establishing United 
Nations Committee for Internet Related Policies (UN-CIRP) in 2011. He emphasized on a 
multi-stakeholder approach for enablement of shared decision making at the global and 
national level. He outlined the significance of increased industry participation at various 
platforms of Internet Governance, and establishment of key decision making forums. Other 
panelists in this conference included government officials, civil society, Internet Service 
Providers Association of India (ISPAI), Asia Pacific Network Information Center (APNIC), 
and Cellular Association of India (COAI). The conference was organized by FICCI.

Security Watch India conference

CEO, DSCI presented his views on cyber security at the ‘Security Watch India’ Conference. 
The discussions at the conference were led by Shri G.K. Pillai, former Home Secretary. 
Highlighting the significance of the Internet which is not only used as a platform for 
expression, and a mainstream shopping hub but has also emerged as a fifth domain of Global 
commons, given its importance as socio-economic enabler used for economic, commercial, 
and military development. While bringing out the current and the future challenges, he 
suggested recommendations and strategies to secure the cyberspace. While emphasizing the 
approach towards protecting the cyberspace he said “the International community should 
engage at all levels – governments, private sector, Track II – to create rules of behavior in 
cyberspace, to protect it (cyberspace) as a global commons.”
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National Cyber Security Initiatives Roundtable, IIT Delhi

CEO, DSCI was invited by the Department of Management Studies, IIT Delhi to share his 
views on India’s concern and challenges on cyber security. The conference focus was on 
evolving mechanisms that include the industry and academia in the national cyber security 
Initiatives. Other speakers at the event were Mr. B. J. Srinath, Sr. Director, CERT-In; Mr. 
Ram Narain, DDG (Security), DoT; Brig. A. Ghosh, Director, NSCS.

UNODC South Asia Workshop 

Mr. Vikram Asnani, Sr. Consultant, DSCI delivered a session on private sector collaboration 
to counter the misuse of the Internet for terrorist purposes at the two-day workshop 
organized by United Nation Office on Drugs and Crimes (UNODC). The workshop aimed 
at generating awareness among the nations against terrorism. It included discussions on 
various legislative actions, policies and prosecution issues. The participants from Europe 
and Asia, including India, also discussed on how collaboration between nations and private 
organizations can combat the misuse of the Internet for terrorist purposes.

RSA Conference 2013, Security in Knowledge  

Mr. Vinayak Godse, Director, DSCI participated in the RSA Conference 2013 at San 
Francisco. RSA conference is one of the most recognized security events in the world, where 
more than 20,000 security professionals across the globe had participated this year. In the 
five days event, rich and the most recent content of security were discussed through more 
than 275 speaker sessions. The expo arranged on the side line of the conference had more 
than 350 companies exhibiting their innovative solutions and rendering services. 

On the sideline of the summit, Mr. Godse met the senior officers from DHS and National 
Cyber Security Alliance and discussed several options for establishing public awareness 
programs in India. He also met key decision makers from various security solution provider 
organizations and discussed their strategies for India and opportunities to collaborate with 
DSCI in the areas of mutual interest. 

The experience gained through the interaction and engagement with the global leaders 
and innovators has added to the DSCI efforts in making Indian security community more 
dynamic and establishing thought leadership in the country. 

IDRBT International workshop

The two-day long workshop was conducted for banking professionals (Internet security 
officers and senior IT professionals) primarily from the public sector banks. Mr. Vinayak 
Godse, Director, Data Protection shared his views on various issues and challenges banks 
encounter while dealing with the challenges relating to public policies for privacy, privacy 
implementation and cyber security. 
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Bangalore Cyber Security Summit, Government of Karnataka  

Government of Karnataka organized the 3rd edition of the Cyber Security Summit in 
Bangalore, where DSCI was invited to deliver a talk on the privacy challenges in the 
cyberspace.  Mr. Rahul Jain, Sr. Consultant, DSCI in his talk highlighted the privacy issues 
and challenges in India for individuals, businesses, government and LEAs, covering 
the privacy approaches of EU Data Protection Directive, US Sector-specific Approach, 
Asia Pacific Economic Co-operation (APEC) Self-Regulation framework, and regulatory 
mandates as described in IT (Amendment) Act, 2008.

Indo-French Seminar on Applications of Identification 
Technologies 

The French Trade Commission in India organized an Indo-French Seminar of Applications 
of Identification Technologies in New Delhi. The seminar provided a platform for interaction 
between the French identification technology providers and buyers in India. 

Mr. Rahul Jain, Sr. Consultant, DSCI participated and made a presentation emphasizing 
the implications of identification technologies on privacy. He highlighted the key privacy 
concerns in identification technologies and recommendations to address the same.

Cisco Enterprise CXO Summit 2013

Mr. Vinayak Godse, Director, DSCI gave a keynote address on ‘Security - an enabler 
or inhibitor for key market transition’ at the CXO summit organized by Cisco in Goa, 
highlighting the significance of security as an enabler to the business transformation and 
governance. He also introduced the participants to the joint efforts of DSCI and Cisco in 
the area of Security Thought Leadership and discussed the survey findings. He highlighted 
how organizations are looking to gravitate from entry-level mobility applications to 
advanced mobility enabled enterprise applications. Underlining the challenges faced by 
the organizations prominently the rising demand for flexibility in using end point devices 
he outlined that organizations have to look towards the next generation security in order 
to withstand the challenges posed by the new-age technologies- BYOD, mobility and 
virtualization and the organizations. 

The Open Group Conference 2013

CEO, DSCI was invited to speak at The Open Group conference organized by The Open 
Group Architecture Framework (TOGAF). He presented his views on evolution in Security 
and Privacy worldwide and threw light on DSCI approach towards them. He presented 
the ongoing developments at DSCI to make DPF© and DSF© along with the Assessment 
Frameworks (DAF) as the foundation for evolving an Audit Ecosystem around DSCI 
leading to a certification system.
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ITX Asia Conference, Malaysia

A two day international conference was organized by Business Media International in Malaysia 
which was attended by top IT executives from the Asia -Pacific region. Mr. Rahul Jain, Sr. 
Consultant, DSCI delivered a presentation highlighting the recommendations identified in 
‘Securing our Cyber Frontiers Report’ prepared by NASSCOM-DSCI, including characteristics 
of Cyberspace, Global & Indian threat landscapes and recommendations to government and 
industry.

National Seminar on Information Security in Cloud Computing and 
Implications for MSMEs

Mr. Rahul Jain, Sr Consultant, DSCI presented his views on security and privacy related policy 
and legal challenges in the adoption of cloud, Indian regulatory regime & its implications 
for Cloud at the National Seminar on Cloud Computing for Micro, Small & Medium 
Enterprises (MSMEs) organized by PHD Chamber of Commerce. His presentation proposed 
recommendations for user organizations, cloud service providers and government to overcome 
the identified challenges. 

Regulations for Social Media organized by VIPS

Mr. Vinayak Godse, Director, DSCI was invited to a panel discussion at the inauguration 
of Annual Media Fest at Vivekananda Institute of Professional Studies (VIPS), an institute 
affiliated to Indraprastha University, New Delhi. The discussion was held on effects of rules, 
regulations /laws for social media. The co-panelists for the session were Mr. Madhavan 
Narayanan, Senior Editor, Hindustan Times, Mr. Soutik Biswas, Online Editor, BBC South 
East Asia and Mr. Shivam Vij, Organizer, Kafila.

NASSCOM Mobility & Cloud Summit, Bangalore

Mr. Rahul Jain, Sr. Consultant, DSCI shared his views on a panel discussion titled ‘Firewall 
Panel - Solutions to Security & Compliance Challenges in the Cloud’. Speaking about the latest 
developments in the government’s cloud policies, Mr. Jain pointed out different data protection 
regulations of other countries and their impact on cloud computing, specifically highlighting 
the EU Adequacy of India, as part of the ongoing India-EU FTA negotiations and implications 
for the IT/BPO industry. Highlighting the challenges faced by industries in cloud adoption, he 
recommended increased interaction between the policy makers and the industry for making 
regulations practical and effective.
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DSCI is actively involved in developing and imparting training and capacity building for various government and 
corporate entities.

CAPACITY BUILDING

Cyber Labs 

DSCI, through its 8 cyber labs in the country, builds capacity of the Law Enforcement Agencies 
(LEAs) to combat cyber crimes using cyber forensics tools and techniques. The Labs also provide 
a platform where different stakeholders including police, judiciary, IT/BPO companies, financial 
services industry, academia and civil society come together to build awareness and methods of 
dealing with cyber crimes.

This year over 8000 police officials were trained in these labs.  DSCI has trained more than 28,000 
police officers, since inception of its labs, through various cyber crime and cyber forensics trainings. 
It also assists the LEAs in investigations, if called upon to do so.

Specialized training programs for CBI, Police Academies, Defence forces, Banks, Income Tax, 
Customs, and government officials from the neighboring countries are organized from time to 
time. Following are some of the specialized programs organized this year:

 Guest lectures for National Police Academy, Hyderabad in Mobile Data analysis. It was 
attended by 200 officers including IPS and senior officials from IAS, IPS, IRS, CRPF.

 Program on “Cyber crimes, Cyber law and Cyber forensics” for North Eastern Police Academy, 
Meghalaya.

 Workshops on cyber crimes for Centre for Counter Terrorism, Karnataka Police along with 
Internal Security Division and Department of IT, Government of Goa for public prosecution, 
Law department, Home department and IT department of Goa State.

 Training program designed for nodal officers in Maharashtra, responsible for handling 
cyber crime issues across the State. Designed with the support of Special IGP (Training) 
& Program and circulated across major districts in Maharashtra.

 Course for cyber crime investigation for Assistant Sub-Inspectors (ASIs) from different 
states - Himachal, Punjab, Jammu, Haryana. Various lectures from eminent speakers in 
Industry and Government were delivered.

 Training on Cyber crimes, IT Act, Call Data Record (CDR) analysis, Tower Dump Analysis, 
IP Addressing, and Email Investigation for Himachal Pradesh police officials  

 Course for National Academy of Customs, Excise and Narcotics (NACEN), Faridabad. 

 Cyber crimes & cyber law session at Global Security Group, Wipro 

 Officials from Directi, Mumbai delivered various sessions on “Web hosting and reseller’s 
liabilities” at Bangalore Cyber Lab.



PRSG meeting at Cyber Crime Forensics Training Facility, Kolkata

DSCI has established 4 cyber labs in Bangalore, Mumbai, Pune and Kolkata with the 
support from DietY. A  PRSG meeting was held at Kolkata Cyber Lab to review the progress 
made by the project. The team reviewed the training statistics, program content, software 
up-gradation, and other operational issues. The PRSG also recommended extension of 
the project by a year. DietY volunteered to help in reaching out to the judiciary for DSCI 
to conduct a special training program for the judges. 

DSCI Cyber Crime Investigation Manual used by CCTNS

DSCI Cyber Crime Investigation Manual, published in 2010, 
has been received very well by the LEAs. Requests for more 
copies are continuously received from all over the country. 
CBI and NIA officers are also using this manual. After the 
second printing, DSCI started giving soft copies of the 
manual to DGPs and even to the district level police officers. 
The manual is being used as standard operating procedure 
for investigating cyber crimes under the Crime and Criminal 
Tracking Network & Systems (CCTNS) project. 

Training Manual for Cyber Forensics 
Released 

A training manual “Cyber Forensics – Meeting the 
Challenges of Cyber Crimes,” was prepared by DSCI under 
the DeitY funded project. It was released at the Cyber Crime 
Awareness Workshop in Gujarat in July 2012. It covers 
current cyberspace scenario, challenges in securing the 
nation’s critical infrastructure, emerging trends in cyber 
crimes, IT Act 2000 and IT (Amendment) Act, 2008, and 
topics covering the use of technology, cyber forensics tools, 
investigation procedures and others.

The manual was developed with contributions from Indian 
cyber forensic companies, and it details the latest cyber 
forensics equipments and tools that make it a useful reference guide for investigators. 
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Engagement with CBI Academy 

DSCI-NASSCOM signed a MoU with Central Bureau of Investigation (CBI) to establish 
collaboration between the IT Industry and the LEAs through Cyber and Hi-Tech Crime 
Investigation & Training (CHCIT) Centre of CBI. The objectives of the MoU include creating 
awareness among LEAs on the emerging technologies, security standards, and best 
practices; building their capacity in cyber crime investigation and computer forensics.

DSCI has so far trained more than 110 officers from CBI, State Police organizations, 
National Investigation Agency, Forensic Sciences Laboratories, Indian Air Force, 
Department of Public Prosecution and other government department officials through 
training programs on cyber crime.

Advanced cyber crime and cyber forensics training programs during the year included:

 Advanced program on cyber crime and cyber security at the CBI Academy.  Officers 
from Nepal also attended this course.

 Supported CBI Academy in cyber crime training for officers of Himachal Pradesh 
Police. 

 Program on Assessing and predicting trends to proactively counter the cyber threat 
for Indian Railways officials.

 Emerging threats in Cyberspace for officers from Narcotics Control Bureau
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CYBER CRIME AND CYBER FORENSICS PROGRAMS 

Cyber Crime Investigation Program 

DSCI proposal to establish the Cyber Crime Investigation Program (CCIP), on the 
pattern of its existing cyber labs, is at an advanced stage of being accorded approval by 
the MHA. It includes establishing training labs in all states and union territories, along 
with forensics facilities for cyber crime investigation. It will go a long way in building 
an effective capacity and infrastructure to counter increasing cyber crimes in India. The 
program also includes conducting Cyber Crime and Cyber Security Awareness Workshops, 
across the country in partnership with DeitY. As knowledge partner for the program, 
DSCI will build a core team for establishing a pan India network for Cyber Crime Police 
Stations (CCPS), Cyber Crime Investigation and Forensic Training Facilities (CCIFTF) 
and act as a national nodal agency for National Centre of Excellence (CoE).

DSCI Cyber Forensics Forum 

DSCI Cyber Forensics Forum was established to assist the LEAs in investigation of cyber 
crime cases related to digital evidence handling. The forum’s key objectives include 
working towards capacity building, investigation and guidance, technical know-how and 
policy recommendations on best practices on cyber forensics. The forum is chaired by 
Mr. Loknath Behera, IGP, NIA, and includes key stakeholders- LEAs, Judiciary/ Lawyers 
and cyber forensics companies other than DSCI and NASSCOM.

National Institute of Criminology and Forensic Science (NICFS)

Mr. Vikram Asnani, Sr. Consultant, DSCI and Mr. Venkatesh Murthy, Project Manager, 
DSCI were invited to share their views on cyber crime, cyber law, computer forensics  
- collection of evidence and advanced and latest techniques in forensic investigations 
organised by NICFS at New Delhi in February and March 2013. Over 70 officials from 
police, defence, judiciary and prosecution attended the program.



DSCI DATA PROTECTION OUTLOOK 2012-13 67

OUTREACH PROGRAMS

Awareness Workshops on Cyber Crime 

DeitY awarded a project to DSCI for conducting two Cyber Crime Awareness Workshops for 
LEAs in Gujarat and States of Punjab, Haryana and Chandigarh Administration.

Awareness Workshop on Cyber Crime in Gujarat 

The first workshop on Cyber Crime Awareness was held in July 2012, at Gujarat Forensic 
Sciences University, Gandhinagar, Gujarat. It was organized with the support of Government 
of Gujarat, Home Department and Department of Science & Technology. Mr. Ravi Saxena, 
Additional Secretary, Department of Science and Technology while inaugurating the workshop 
said “Gujarat state is leading in the adoption of IT, and sensitive to the security concerns. It 
had made significant investments for securing the critical IT systems of the state. Cyber Crime 
has posed serious security challenges not only to an individual or organization but also to 
the national security. Cyber security is emerging as fifth domain of national security. There is 
required a multipronged approach to deal with the rising menace of cyber crimes. Department 
of Science and Technology fully supports the initiative of ‘cyber crime workshop’ arranged for 
the law enforcement officers of Gujrat state. The capability of police officers is an important 
component of an overall design that is required for cyber security”.

Mr. Vinayak Godse, Director DSCI, said, “Cyber crime is on the rise. Most of the time, cops 
don’t have an idea of the technology and methods used to detect such crimes. Emphasizing 
on DSCI endeavors to address the issue, he added “DSCI Cyber Labs are imparting training 
and technical support to investigate the cyber crime cases”. 
 
The workshop witnessed participation from close to 100 police officers of the Gujarat State. 
Senior Police officers - Shri Manoj Agarwal IPS, IGP, SCRB; Shri Manoj Shashidhar, IPS – Anti 
Terrorist Squad (ATS), Mr. A.K Sharma, Inspector General (IG), Special Branch, Mr. Mayur 
Chavda, ACP (crime) Ahmedabad  also shared their experience on handling the cyber crimes 
cases with the LEAs who attended the program.
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Cyber Crime Awareness Workshop in Chandigarh

A two-day workshop was organized in Chandigarh in association with 
Chandigarh Administration and Punjab Engineering College, University 
of Technology in September 2012. The workshop was inaugurated by the 
Shri Adesh Pratap Singh Kairon, Hon’ble Minister, Government of Punjab. 
Eminent speakers included the Punjab Home Secretary Mr. Anil Kumar; 
and Dr. Gulshan Rai, DG, CERT-In along with others from the Punjab 
Government, Chandigarh Administration. Mr. Vinayak Godse, Director- Data 
Protection and Vikram Asnani, Sr. Consultant, DSCI also shared their views 
on the occasion. The workshop sessions covered several interesting topics 
such as: Lawful interception in India vis-a-vis IT Act, search and seizure 
of digital investigation and a session on mobile phone crime investigation. 
The latter was chaired by Mr. Kunwar Vijay Pratap Singh, DIG Cyber 
crime. It covered various aspects of CDR analysis, tower dump analysis in 
investigations and live demonstrations by the industry experts.

The workshop was attended by over 200 police officials  from Chandigarh, 
Punjab & Haryana. 

The project has been extended by DeitY. DSCI will now conduct 4 more 
workshops across the country in the following year.
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NASSCOM-DSCI Cyber Safety Month

January 2013 was celebrated as Cyber Safety Month in Mumbai under the leadership of   NASSCOM–DSCI and 
Mumbai Police. Launched by Shri R.R.Patil, the Maharashtra Home Minister, Mr. Amitabh Bachchan, Actor on the 
January 5, 2013 during Mumbai Police Annual Event, the event witnessed participation from industry, government, 
law enforcement, judiciary, film fraternity and others.

NASSCOM-DSCI along with other partners from the industry conceptualized this innovative idea for creating 
awareness among people from various sections of the society, with the active participation of IT industry. The 
program reached out to different target groups of the society through innovative ways -  release of mobile application, 
publications for parents, cyber crime, social media stating cyber crimes, cyber security games, posters on cyber 
safety, train the trainer program and broadcast of one-minute film at theatres across Mumbai. 

As a part of the program several trainings were conducted by DSCI. These included: 
 A special seminar on cyber safety for Judiciary of Bombay High court 
 Four day training on cyber technology for Judiciary and  IPS officers 
 A seminar for Service Tax Officers on Cyber Safety
 Trainings imparted to  senior police officers in Mumbai and training material was shared under “Train The 

Trainers” program
 Spreading awareness on Cyber security to over 2 lakh students across Mumbai including - 300 plus schools 

and colleges

A Social Media Lab (SML) has also been established through which Mumbai Police aims to gather knowledge to 
equip itself and provide improved safety and security to Mumbai citizens. NASSCOM-DSCI as knowledge partners 
is supporting the project through providing trainings and technical Infrastructure. 
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GLOBAL COLLABORATION AND CONTRIBUTION 

Development of Question Bank

DSCI was invited to participate in, and contribute to, the development of question bank 
for Cyber Forensics examinations at a workshop conducted by (ISC)2 in the US.

United Nations Office on Drugs and Crime 

UNODC collaborated with DSCI for collecting inputs from India on the global 
‘Comprehensive Study’ on the problem and response to cyber crime by United Nations 
General Assembly Resolution. The study covered topics such as the phenomenon of 
cyber crime, the challenges of cyber crime, and the roles and responsibilities of service 
providers and the private sector. DSCI chapter community contributed to the study 
through an online questionnaire.

National Cyber Forensics Training Alliance

Mr. Venkatesh Murthy, Project Manager, DSCI Cyber Labs met with key officials 
from National Cyber Forensics Training Alliance (NCFTA)Headquarters, Pittsburgh 
to understand how larger cyber crime cases are handled by active involvement of 
private organizations and various training module designed for LEAs  and what their 
channels of delivery are. DSCI and NCFTA are working towards a Memorandum of 
Understanding for joint collaboration- an exchange program for industry focused 
interactions, capacity building and access to knowledge resources. 

Fidelity Management & Research, Manchester 

A meeting with team of experts at Fidelity, Management & Research (FMR) Office, 
Manchester, New Hampshire was held to discuss how investigation of complicated 
cyber crime cases involving computer forensics are handled. 

Federal Bureau of Investigation

Mr. Venkatesh Murthy, Project Manager, DSCI Cyber Labs met with Special Agent 
from FBI and senior official from Union Bank, US to discuss cases related to the 
financial frauds with special focus on phishing. A brief interaction with the FBI’s 
Anti-Child pornography investigation team was also done to understand handling 
of complicated cases. 
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Corporate Governance

Adoption of good Corporate Governance practices is an integral element for doing business. The 
three key constituents of corporate governance are the Board of Directors, the Shareholders and 
the Management. The underlying principles of corporate governance revolve around three basic 
inter-related segments – Integrity and fairness, transparency and disclosures and accountability 
and responsibility.

DSCI continued with the One Tier structure of Board of Directors. During the year 2012-13, Prof. 
N Balakrishnan, Independent Director, DSCI continued as the Chairman of Board of Directors. The 
Board of Directors met every quarter to discuss the policy issues and give directions on the future 
course of action for DSCI and routinely reviews the progress of project, cost and deliverables. DSCI 
has maintained complete transparency in discharge of its duties. All the important activities and 
programs were undertaken with prior approval of the Board.

The process followed for project execution adheres to project management principles that include 
project requirement definition, project resource management and project budgeting and expenditure 
and deliverables management. Project budgeting, vendor selection and billing are done with prior 
approval of the management.

Specific efforts are taken to save the cost, which are being used to deliver additional deliverables 
within same cost. DSCI, being an industry association, validates its work with the support and 
feedback from the Industry, for which we are connected with our Corporate and Chapter Members 
who represent various industry verticals. The feedback of industry is critical for the success of 
our work and we always welcome the suggestions and feedback for continuous improvement 
of our work.

DSCI executive team has increased from 13 full-time employees to 14 full time employees this 
year, to accommodate the expanding scope of our work and for catering to the security and privacy 
needs of Indian society. The executive team will continue its efforts progressively towards a self 
sustaining model.

The Board of Directors of DSCI appointed S.R. Batliboi & Company as statutory auditors, for the 
year under review. The Management of DSCI is contented with DSCI’s efforts last year and is 
confident that India is and will remain a trusted destination for global outsourcing.
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Way Forward

DSCI has emerged as a focal industry body for all matters related to cyber security, data security, privacy 
protection and cyber crimes, even as it has progressed towards establishing itself as a SRO. It has 
evolved from being an IT/BPO industry and data protection content focused institution, to expanding its 
footprints in other sectors of the economy, to a think tank that is capable of providing expertise across 
different gamut of policy areas – cyber security, privacy, cyber crimes and Internet governance, with 
close linkages with key stakeholders including respective ministries in the government and international 
think tanks. This evolution is not entirely because DSCI wanted it to evolve this way. It was more 
driven by external circumstances. The evolution of cyberspace itself has led to the emergence of new 
interrelated and interdependent public policy areas. Take for instance information security; it is no 
longer an organizational issue only. It has become a matter of national and international concern – be 
it protection of critical information infrastructure or managing the complex ICT supply chain risks. 

It has leveraged its knowledge, developed over a period of time across different domains through 
interactions with international and national players, in contributing to the policy and thought leadership 
work. It has established close relations with key ministries as well as industry associations. It has 
contributed significantly in bringing the issue of security and privacy to the fore at all levels – national, 
industry and organizational. In particular, it has raised awareness in industry on policy matters. DSCI 
has been able to establish a platform to connect all the stakeholders in the field – policy makers, 
regulators, industry, law-enforcement and civil society. In particular, the following points highlight 
DSCI’s standing in the country:

 Emerged as the first-point-of-contact for the security and privacy – both nationally and 
internationally

 Recognized as a key player in policy making; consulted by various Ministries and international 
institutions, and organizations

 Entrenched in several sectors of the economy, in addition to IT/BPO industry; recognized as a 
thought leader in security and privacy across sectors

 Strengthened relationship with global think tanks, policy makers and regulators

 Provided leadership in initiating PPP in cyber security in India; contributed in the international 
initiatives on cyber security through track II channels

 Advanced the cause of IT/BPO industry, especially with regard to trans-border data flows and 
domestic privacy related legislations

 Provided value to the industry by helping organizations proactively drive security, privacy and 
compliance initiatives at organizational level; recognition of DSCI Frameworks as valuable 
documents; DSCI Privacy Framework piloted by some large organizations

 Published security and privacy assessment frameworks, which will help create ecosystem for 
DSCI certification

 Expanded the scope of cyber lab program to a national level program for capacity building

 Recognition of DSCI events as the most important events for security in India
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Next Steps

DSCI plans to continue its engagement in policy areas in the interest of the industry, nation and society, but it will 
focus more on strengthening its primary objective of acting as a self-regulatory organization. This is because all the 
components required, namely frameworks of best practices, assessment tools and methodologies are in place, and 
an audit ecosystem with our partners is on the anvil. Moreover, this is also important from DSCI business model 
point of view because the contributions in the area of public policy are not expected to generate any revenue stream 
for DSCI. Apart from the corporate membership fee that DSCI members provide to DSCI (NASSCOM members are 
complimentary members of DSCI) for working in their interest (which includes public advocacy work), its revenue 
source is sponsorship of events. Therefore, it becomes essential to launch DSCI certification scheme that will 
certify companies which will successfully implement DSF© and DPF©. It may be noted that DSF© and DPF© have 
gained traction in the market place and these are being used as guidelines for enhancing security and privacy. DSCI 
has also released the Assessment Frameworks both for Security and Privacy. These are being used to develop an 
ecosystem for audit and certification by DSCI. The strategic plan for the same that is under development includes 
ways of promoting adoption of DSF©, DPF© and assessment with certification. Developing an effective assessment 
scheme is also of vital importance from the perspective of data transfers between EU and India. DSCI may have a 
major role to play, as SRO, in this context. 

Following are the strategic areas where DSCI will be working in the next year:

 DSCI Assessment Ecosystem
- Acceptance of  DSF©  and DPF©

- Encouraging consulting firms to take up the implementation of DSF© and DPF© among the IT/BPO 
service providers, and also in other sectors of the industry

- Partner with them for carrying our benchmarking assessments and detailed assessments - both for 
security and privacy using DAF©.  Promoting the idea of security rating through them

- Work with large global clients and other institutions who can promote these frameworks in India and 
abroad; develop security and privacy seals, possibly in collaboration with similar agencies abroad

- Develop business model for DSCI

 Cyber Security
- Work with the government on cyber security as an integral component of national security; help develop 

appropriate organisational structure, policy and programs; help in implementation through DSCI as 
an extended arm of the government, especially through the JWG established by the NSA under the 
chairmanship of Dy NSA

- Work with CERT-In, MHA, Ministry of Defence, National e-Governance Division and in critical 
information infrastructure protection

- Contribute to the establishment of Information Sharing Centres and Programs in industry vertical for 
forging linkages between government, industry and LEAs

 Cyber Crime – investigation program
- Support MHA in implementing CCIP program across the country
- Train law-enforcement officials in cyber crime investigation
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- Track advanced tools for continuous induction in training programs
- Recognize law enforcement officers and agencies for exemplary work through DSCI Excellence Awards

 Privacy Law
- Work with the government to ensure that a privacy law based on the Privacy Framework is created; 

Conduct studies on evolving privacy laws and practices as technology deepens in society
- Work on issues of privacy vis-à-vis content regulation and national security

 Cloud 
- Work closely with DeitY to ensure release of effective cloud policy for India that will help in establishing 

India as a hub for setting global clouds and to also address concerns of government with respect to 
cloud services delivered in India from abroad.

 EU and the US Government
- Work with the government in engaging with the European Commission and EU Parliamentarians on 

data protection matters, especially on enabling third party data transfers from the European Union, 
without restriction 

- Engage with the US clients, regulators and government directly, and through the Government of India 
on data security and privacy matters for cross-certification and recognition, to enable easier data flows 
in cost-effective ways.

 Internet Governance
- Work with DeitY, DoT, MEA and others on evolving global policy regimes, transnational institutions 

having impact on content regulation, freedom of speech, law and order, cyber security, national security 
and other related matters

- Work with the MEA, and provide inputs for the emerging area of cyber diplomacy

 International Standards
- Increase India’s participation in the development of international standards at ISO by raising awareness 

in the country
- Work towards hosting ISO SC27 conference in India in April 2015 (along with NASSCOM)
- Contribute to the development of international standards

 Execution of specific projects
- Execute government sponsored projects of national and international importance
- Partner with the industry to execute projects that are in the larger interest of the industry and security 

community

 Industry Outreach
- Continue organizing conferences, workshops and seminars that provide value to industry
- Proactively educate industry about the policy issues and implications
- Recognize organizations that have shown high level of preparedness in security and privacy through 

DSCI Excellence Awards
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  24/7 Customer Pvt. Ltd.
  3i Infotech
  4i Apps Solutions Pvt. Ltd.
  7Seas Technologies Ltd.
  8KMiles Web Services Pvt. Ltd.
  A1 Future Technologies
  AABSYS Information Technology P. Ltd.
  Aaric Technologies Ltd.
  ABM Knowledgeware Ltd.
  ABN Amro Central Enterprise Services P. Ltd.
  Absolutdata Research & Analytics P. Ltd.
  Accel Frontline Limited
  Accel Transmatics Ltd. 
  Accenture Services Pvt. Ltd.
  Acclaris Business Solutions Pvt. Ltd.
  Accretive Health Pvt. Ltd.
  ACN Infotech (India) Pvt. Ltd.
  ACS of India Pvt Limited, A Xerox Co. 
  Adega Technologies Pvt. Ltd. 
  Aditi Technologies Pvt. Ltd. 
  Aditya Birla Minacs
  ADOBE Systems India Pvt. Ltd. 
  ADP Pvt. Ltd. 
  Advanced Business Intelligence and Analytics 

Pvt. Ltd.
  Advanced Media Technologies Pvt. Ltd.
  Adventity Global Services Pvt.Ltd.
  Aegis Ltd. 
  Ajuba Solutions (India) Pvt. Ltd. 
  Alankit Assignments Ltd. 
  Alankit Technologies Ltd. 
  Alcatel-Lucent India Ltd.
  Alcestis Ltd. 
  All e Technologies (P) Ltd.
  Allahabad Bank
  Amdocs Development Centre India P. Ltd.
  Amrut Software Pvt. Ltd.
  Andhra Bank
  Anibrain Digital Technologies Pvt. Ltd. 
  Apollo Health Streeet Ltd.
  AppLabs
  Applied Materials India Private Limited
  Appoint Sotware Solutions Pvt. Ltd. 
  Aptech Limited
  Aqlanza Infosystems Pvt.Ltd.
  Arctern Consulting Private Limited
  Aress Software and Education Technologies P.Ltd.
  Aricent Technologies (Holdings) Ltd. 
  Arovana Consulting Ltd. 
  Arrk Solutions Pvt. Ltd.
  Ascendas Services (I) Pvt. Ltd.
  Ascenders Technologies Private Limited
  Ascent Informatics (India) Pvt. Ltd.
  ASE Structure Design Pvt. Ltd. 

  Changepond Technologies
  Chella Software Pvt. Ltd.
  CI. Com (P) Ltd.
  CIBERsites India Pvt. Ltd.,
  Ciena India Private Ltd.
  Cisco Systems India Pvt. Ltd.
  ClearTrail Technologies Pvt. Ltd.
  Cleave Global E Services Pvt. Ltd.
  Cnergyis Infotech India Pvt. Ltd.
  Codenomicon
  Cognet HR Solutions Pvt. Ltd.
  Cognizant Technology Solutions
  Collabera
  Colt Technology Services India Pvt. Ltd. 
  Compare Infobase Ltd.
  Compserv Consultants Private Limited
  Concentrix BPO Pvt. Ltd.
  ConnectM Technology Solutions Pvt. Ltd.
  Continental Carbon India Limited
  Convergys India Services
  Converteam EDC Pvt. Ltd.
  Cordys Software India Pvt. Ltd. 
  Couth Infotech Pvt. Ltd.
  CPA Global Support Services India Pvt. Ltd. 
  CSC India Ltd.
  CSS Corp Pvt. Ltd.
  CtrlS Datacenters Ltd.
  Cyber Lab Systems & Software
  Cyber Security Works Pvt. Ltd.
  Cyberq Consulting Private Limited
  Cybertech Systems and Software Ltd.
  Cygent Infotech Pvt. Ltd. 
  D&B Transunion Analytic and Design Services   

India Pvt. Ltd.
  Data Infosys Ltd.
  Data Resolve Technologies Pvt. Ltd. 
  Databazar India Pvt. Ltd. 
  Datacraft India Ltd.
  Datamark Prodapt India BPO Pvt. Ltd. 
  Datamatics Global Services Limited
  DBOI Global Services Pvt. Ltd.
  DBS Bank Ltd.
  Dell International Services India Pvt. Ltd. 
  Deloitte
  Descon Limited
  Designmate (I) Pvt. Ltd.
  Dhanlaxmi Bank
  Dimentrix Technologies Pvt. Ltd. 
  Direction Software Services
  Drishti-Soft Solutions Pvt. Ltd.
  DST worldwide Services
  E.I. Dupont Services Center Enter India P. Ltd. 
  e4e Business Solutions India Pvt. Ltd.
  EASI -a subsidiary of Allegis Services India P.Ltd.

  ASM Technologies Ltd. 
  Aspire Systems (India) Private Limited
  ATOS Origin India Pvt. Ltd. 
  Attra Infotech Pvt. Ltd. 
  Aufait Technologies Pvt. Ltd. 
  Aujas Networks Pvt. Ltd.
  Aurigo Software Technologies Pvt. Ltd.
  Aurionpro Solutions Ltd. 
  Aurionpro Solutions Ltd.
  Avaya India Pvt. Ltd. 
  AvioHeliTronics InfoSystems Pvt. Ltd.
  AXA Business Services Pvt. Ltd.
  AXIS Bank
  Axsys Technologies Limited
  Azure Knowledge Corporation
  Bahwan Cybertech Pvt. Ltd. 
  Bank of America
  Bank of Baroda
  Bank of Maharashtra
  Barclays Shared Services
  Barry-Wehmiller Intl. Resources Pvt. Ltd.
  Bebo Technologies Private Limited
  Bechtel India Pvt. Ltd.
  Best of Breed Software Solutions India Pvt. Ltd. 
  Bharti Realty Holdings Ltd.
  Bird Information Systems Pvt. Ltd.
  Birlasoft Global Technology Systems
  Bitscape IT Solutions Pvt. Ltd.
  Blue Star Infotech Limited
  BNK E Solutions Pvt. Ltd.
  BNP Paribas India Solutions Pvt. Ltd. 
  Botree Software International Pvt. Ltd. 
  Broadridge Financial Solutions (India) Pvt. Ltd.
  BT India (P) Ltd.
  Busy Infotech Pvt. Ltd. 
  Butler Technical Services India Pvt. Ltd.
  Butterfield Fulcrum
  CA (India) Technologies Pvt. Ltd.
  Cable and Wireless (India) Ltd
  Cactus Communciations Pvt. Ltd.
  Cadence Design Systems (India) Pvt. Ltd. 
  Cairn Energy India Pvt. Ltd. 
  Cambridge Solutions Limited 
  (Xchanging Group)
  Cambridge Technology Enterprises Ltd.
  Canon India Pvt. Ltd. 
  Capco IT Services India Pvt. Ltd.
  Capgemini Business Services (I) Ltd
  Capita India Pvt. Ltd. 
  Cellnext Solutions Limited
  Cellnext Solutions Limited
  Centre for Development of Advanced Computing
  CGI Information Systems and Management 

Consultants Pvt. Ltd.

DSCI Corporate Members
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  Ebay India Pvt. Ltd.
  Eclipsys (India) Private Limited
  Edisphere Software Private Limited
  e-Emphasys Infotech Pvt. Ltd.
  Effort BPO Limited
  eGestelt
  Einfochips Ltd.
  Electronic Arts Games (India) Pvt. Ltd.
  Elitecore Tecnologies Limited
  ELOGIC Technologies Private Limited
  Emantras Interactive Technologies Pvt. Ltd.
  EMC Data Storage India Pvt. Ltd.
  eMids Technologies Pvt. Ltd.
  Empower Research Knowledge Services P. Ltd.
  EMR Technology Ventures Private Limited
  Enteg Infotech Pvt. Ltd.
  Envestment Asset Management India Pvt. Ltd.
  e-Nxt Financials Ltd.
  Eperium Business Solutions India Pvt. Ltd.
  Equant Solutions India Private Limited
  Equinox Software & Services Pvt. Ltd.
  eRevMax Tecnologies Pvt. Ltd.
  Eservices@Symphony Private Limited
  Etisalat Software Solutions Pvt. Ltd.
  Eureka Outsourcing Soultions Pvt. Ltd.
  Evalueserve.Com Pvt. Ltd.
  Exactus Corporation Private Limited
  ExcellenceTech (a division of Kariwala    

Industries Ltd)
  EXL Services.com
  e-Zest Solutions Ltd.
  Fidelity Business Services India Pvt. Ltd.
  Financial Technologies (I) Ltd.
  Financial Technologies India Limited
  First Advantage Pvt. Ltd.
  First American (India) Pvt. Ltd.
  First Indian Corporation Private Limited
  Firstsource Solutions Limited
  Firstware Software Solutions
  Fiserv India Pvt. Ltd.
  Fluxonix Security Solutions Pvt. Ltd.
  FNF Business Process Outsourcing Services India 

Pvt. Ltd..
  Ford Business Service Center Pvt. Ltd.
  Ford Technology Services India
  Fortune Infotech Ltd.
  Franklin Templeton International Services          

(India) Pvt. Ltd.
  Fusion Outsourcing Software Pvt. Ltd.
  Future Focus Infotech Pvt. Ltd.
  Gaian Solutions India Pvt. Ltd.
  Gants Software Solutions Pvt. Ltd.
  GE Capital Business Process Management 

Services Pvt. Ltd.
  GE Global Servicing Pvt. Ltd.
  GE Money Servicing

  Indus Net Technologies
  Indus Valley Partners (India) Pvt. Ltd.
  Indusa Infotech Services Pvt. Ltd.
  Infinite Computer Solutions
  Infinity Infotech Parks Limited
  InfoBeans Systems India Private Limited
  Infopro India Pvt. Ltd.
  Infosoft Global Private Limited
  Infosys Bpo Ltd.
  Infosys Technologies Ltd.
  Infotech Enterprises Ltd.
  Infozech Software Ltd.
  Infrasoft Technologies Limited
  Inlogic Bizcom Pvt. Ltd.
  Inmage Sytems Private Limited
  Innobuzz Knowledge Solutions Pvt. Ltd.
  Innodata Isogen
  Insoft.Com Private Limited
  Institute for Development & Research in Banking 

Technology (IDRBT)
  InSync Tech-Fin Solutions Limited
  Integra Software Services Pvt. Ltd.
  Integreon
  Intel Corporation
  Intelenet Global Services
  Inteliment Technologies (India) Pvt. Ltd.
  Intellicom Contact Centers
  Intelligroup Asia Pvt. Ltd.
  Intense Technologies Limited
  Interactive Multimedia Technologies Pvt. Ltd.
  InterGlobe Technologies
  Intergraph Consulting Private Limited
  International Business Wales
  Interra Information Technologies (I) Pvt. Ltd.
  Intuit Technology Private Limited
  Intuit Technology Services Pvt. Ltd.
  Invensys Skelta Software
  Invesco (Hyderabad) Private Limited
  IONIDEA
  Iprimed Education Solutions Pvt. Ltd.
  Irevna, a division of CRISIL
  Iridium Interactive Limited
  iSOFT
  ITC Infotech India Limited
  ITCube Solutions Pvt. Ltd.
  ITTI Pvt. Ltd.
  i-Vista Digital Solutions Pvt. Ltd.
  IVIZ Techno Solutions Pvt. Ltd.
  Ivy Comptech Pvt. Ltd.
  iYogi Technical Services Pvt. Ltd.
  J.P. Morgan Services India Pvt. Ltd.
  Jeevan Technologies India Pvt. Ltd.
  JK Technosoft Limited
  K7 Computing Pvt. Ltd.
  Kaavian Systems Pvt. Limited
  Karvy Global Services Limited

  GEC BPMSL
  Genpact
  Geometric Limited
  GlobalLogic India Pvt. Ltd.
  GlobeOp Financial Services (India) Pvt. Ltd.
  GNSA Infotech P. Ltd.
  GOIP Global Services, Pvt. Ltd.
  GoldShield Services Pvt. Ltd.
  Graycell Technologies Exports
  Green Quotient Systems Pvt. Ltd.
  Grove Limited
  Gujarat Informatics Limited
  Gujarat Narmada Valley Fertilisers Ltd.
  GVFL Limited
  H5 Asia Pacific Pvt. Ltd.
  Hackett Group (India) Limited
  Hamilton Research & Technology Pvt. Ltd.
  HCL Technologies
  HDFC Bank
  HDFC Standard Life Insurance Co Ltd.
  Headstrong India Services P Ltd.
  Helios and Matheson Information Technology Ltd.
  Hewitt Associates
  Hewlett Packard Globalsoft Limited
  Hewlett Packard India Sales Ltd.
  Hexaware Technologies
  High-Tech Technologies
  Hinduja Global Solutions Limited
  Hi-Tech Outsourcing Services
  Honeywell Technology Solution Lab Pvt. Ltd.
  HP Global e Business Operations Pvt  Ltd.
  HSBC Electronic Data Processing India Pvt. Ltd.
  HTC Global Services (India) Pvt. Ltd.
  Huawei Technologies India Pvt. Ltd.
  Hughes Systique India Private Limited
  Hyperquality India Pvt. Ltd.
  HyTech Professionals India Pvt. Ltd.
  i3 Software Pvt. Ltd.
  IBM- Daksh
  IBM India
  IBS Software Services Pvt. Ltd.
  IDBI Intech Ltd.
  Ideas Inc Management Pvt. Ltd.
  IDFC
  IDG Ventures India Advisors Pvt. Ltd.
  IDS Infotech Ltd.
  iGATE
  Ignitee Digital Solutions Pvt. Ltd.
  IGS Imaging Services India Pvt. LTd.
  IIC Technologies Private Limited
  iInterchange Systems Pvt. Ltd.
  iNautix Technologies India Pvt. Ltd.
  INCA Informatics Private Limited
  India Bulls
  Indiagames Ltd.
  Indian Bank

DSCI Corporate Members
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  Kaspersky Lab
  Kayko Infotech
  Keane India Pvt. Ltd.
  Kensoft Infotech Ltd.
  Kotak Mahindra Bank Ltd.
  KPIT Cummins Infosystems Ltd.
  KPMG
  Kumaran Systems Pvt. Ltd.
  L&T Infotech
  Lazer Ken IT Services India Pvt. Ltd.
  Legasis Services Private Limited
  Lexington Soft Pvt. Ltd.
  Limtex Infotech Limited
  Liqvid eLearning Services Pvt. Ltd.
  Lister Technologies Private Limited
  Logica India
  Macmillan Publishing Solutions
  Magic Software Pvt. Ltd.
  Magnasoft Consulting India Pvt. Ltd.
  Magnon Solutions Pvt. Ltd.
  Magus Customer Dialog Pvt. Ltd.
  Mahindra Satyam
  Maintec Technologies Pvt. Ltd.
  Makemytrip India Pvt. Ltd.
  Mangalam Information Techonologies  Ltd. 
  Mann-India Technolgoies Pvt. Ltd.
  Mascon Global Limited
  Mastek Limited
  Maven Systems Pvt. Ltd. 
  Mcafee Software (I) Pvt. Ltd.
  Medimanage Insurance Broking Pvt. Ltd.
  Medma Infomatix Pvt. Ltd.
  Medsphere Technologies Pvt. Ltd.
  Medusind Solutions
  Metacube Software Pvt. Ltd.
  Metlife Global Operations Support Center P. Ltd.
  Micro Technologies (India) Ltd.
  Microland
  Microsoft Corporation (India) Pvt. Ltd.
  Microsoft India R&D Pvt Ltd
  Midland Credit Management India Pvt. Ltd.
  Miele-Security Pvt. Ltd.
  Mindcrest (India) Pvt. Ltd.
  Mindlogicx Infotech Limited
  Mindriver Information Technologies Pvt. Ltd.
  Mindtech
  Mindtree Wireless Pvt. Ltd.
  Misys Software Solutions (I) Pvt. Ltd.
  Mjunction Services Limited
  Mobera Systems
  Monarch Innovative Technologies Pvt. Ltd.
  Morgan Stanley
  Motif India Infotech Pvt. Ltd.
  Motorola India Electronics Pvt. Ltd.
  Mphasis Ltd.
  Mresult Services Pvt. Ltd.

  Multi-Commodity Exchange of India Pvt. Ltd
  Mynd Solutions Pvt. Ltd.
  National Housing Bank
  Navayuga Infotech Pvt. Ltd.
  NCS Pearson India Pvt. Ltd.
  NCS Soft Solutions Pvt. Ltd.
  NDS Technologies Pvt. Ltd.
  Net Solutions
  Net Vigil Software Pvt. Ltd.
  Netapp India Pvt. Ltd.
  Netguru Limited
  Netmagic Solutions Pvt. Ltd.
  Netscout Systems India Pvt. Ltd.
  Network Systems & Technologies Pvt. Ltd.
  Nevis Networks India Pvt. Ltd.
  Newage Software and Solutions
  Newriver Software Services Pvt. Ltd.
  Nextbit Computing Pvt. Ltd.
  Nhance Engineering Solutions Pvt. Ltd.
  Nihilent Technologies Pvt. Ltd.
  Nihon Technology Pvt. Ltd.
  Niit Technologies Ltd.
  Nishith Desai Associates
  Nomura Services India Pvt. Ltd.
  North Shore Technologies Pvt. Ltd.
  Northern Operating Services Pvt. Ltd.
  Nous Infosystems Pvt. Ltd.
  Novartis Healthcare Pvt. Ltd.
  Novell Sotware Development India Pvt. Ltd.
  Ntrust Infotech Pvt. Ltd.
  Nucleus Software Exports
  Object Edge India Services Pvt. Ltd.
  Oceans Connect
  Octaware Technologies Pvt. Ltd.
  Olive e-Business Pvt. Ltd.
  Omnitech Info Solutions Ltd.
  Ontrack Systems Limited
  Onward Technologies Ltd.
  Oracle Financial Services Software Ltd.
  Oracle India Pvt. Ltd.
  Orbis Financial Corporation Ltd.
  Orbital Uutsourcing Services
  Orkash Services Pvt. Ltd.
  Outworks Solutions Pvt. Ltd.
  Oxygen Consulting Services Pvt. Ltd.
  Pan Business Lists Pvt. Ltd.
  Panamax Infotech Limited
  Paripoorna Software Solution Service Pvt. Ltd.
  Patni Computers Systems Pvt. Ltd.
  Pawaa Software
  Peri Software Solutions Pvt. Ltd.
  Perot Systems TSI (India) Pvt. Ltd.
  Persistent Systems Limited
  Pfizer Accelerated Solutions Centre
  PHI Business Solution Ltd.
  Philips Electronics India Ltd.

  Pinnacle Infotech Solutions
  Pitney Bowes Software India Pvt. Ltd.
  Pk4 Software Technologies Pvt. Ltd.
  Plintron
  Polaris Software Lab Limited
  Pradot Technologies Pvt. Ltd.
  Prakash Software Solutions Pvt. Ltd.
  Pratham Software Pvt. Ltd.
  Praxis Softek Solutions Pvt. Ltd.
  Preludesys India Pvt. Ltd.
  Pricewaterhousecoopers Pvt. Ltd.
  Proarch IT Solutions Pvt. Ltd.
  Progressive Infotech Pvt. Ltd.
  Promantra Synergy Solutions Ltd.
  Prominds Sonsulting Pvt. Ltd.
  Proteans Software Solutions Pvt. Ltd.
  Protiviti Consulting Pvt. Ltd.
  Prudente Solution Pvt. Ltd.
  PTC Software (India) Pvt. Ltd.
  Punjab National Bank
  Punjab National Bank Institute of Information 

Technology
  Quality BPO Services Pvt. Ltd.
  Qualtech Consultants Pvt. Ltd.
  Quantumlink Communications Pvt. Ltd.
  Quatrro Business Support Services
  Quest Global
  Quest Informatics Pvt. Ltd.
  Quislex Legal Services Pvt. Ltd.
  R Systems International Limited
  Rance Computer Pvt. Ltd.
  Rategain IT Solutions Pvt. Ltd.
  Records & Data Warehousing Pvt. Ltd.
  Rediff.com India Limited
  Relativity Technologies
  Reliance BPO Pvt. Ltd.
  Religare Technova Business Intellect Ltd.
  Religare Technova IT Services Ltd.
  Research in Motion
  Rightway Solution (India) Pvt. Ltd.
  Rishabh Software Pvt. Ltd.
  Rm Education Solutions India Pvt. Ltd.
  Robert Bosch Engineering and Business Solutions 

Limited
  Robosoft Technolgies Pvt. Ltd.
  Rolta India Ltd.
  Rose IT Solutions Pvt. Ltd.
  RR Donnelley India Outsource Pvt. Ltd.
  S1 Services (India) Pvt. Ltd.
  Saama Technologies (India) Pvt. Ltd.
  Safenet India Pvt. Ltd.
  Sahara Net Corp Ltd.
  Sai BPO Services Ltd. 
  Saigun Technologies Ltd.
  Sankhyaa Learning Pvt. Ltd.
  Sanovi Technologies (India) Pvt. Ltd.

DSCI Corporate Members
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  Sundaram Infotech Solutions Limited
  Sungard Solutions (India) Pvt. Ltd.
  Suntec Business Solutions
  Supersoft Consultants Pvt. Ltd.
  Supervalu Services India Pvt. Ltd.
  Support.com India Pvt. Ltd.
  Suresoft Systems Pvt. Ltd.
  Swiss Re Shared Services (India) Pvt. Ltd.
  Sybase Software India Pvt. Ltd.
  Symbiosys Technologies
  Symbol Technologies, a motorola company
  Symco Software Pvt. Ltd.
  Symphony Marketing Solutions (Bangalore)
  Symphony Services (I) Pvt. Ltd.
  Syndicate Bank
  Syntel
  Synygy India Pvt. Ltd.
  Systems Valley Pvt. Ltd.
  Systime
  Take Solutions Ltd.
  Talentica Software India Pvt. Ltd.
  Talisma Corporation Pvt. Ltd.
  Tally Solutions Pvt. Ltd.
  Target Corporation India Pvt. Ltd.
  Tasaa Infosolutions Pvt. Ltd.
  Tata Consultancy Services Limited
  Tata Elxsi Ltd.
  Taurusquest Services Pvt. Ltd.
  Tavant Technologies
  TCSs e-Serve Ltd.
  Tech Mahindra Ltd.
  Techies India Inc.
  Technoforte Software Pvt. Ltd.
  Techprocess Solutions Ltd.
  Tejas Networks Ltd
  Teledna Communications Pvt. Ltd.
  Telemune Software Solutions Pvt. Ltd.
  Telerad Tech Pvt. Ltd.
  Tenth Planet Technologies Pvt. Ltd.
  Texas Instruments India Pvt. Ltd.
  The Karur Vysya Bank Limited
  Thomson Corporation (International) Pvt. Ltd.
  Tibco Software India Pvt. Ltd.
  Tieto Software Technologies Pvt. Ltd.
  Timken Engg. and Research Company
  Tooltech Global Engineering Pvt. Ltd.
  Topsource Global Solutions
  Transcontinental E-Services Pvt. Ltd.
  Trigent Software Ltd.
  Trigyn Technologies Ltd
  TTK Services Pvt. Ltd.
  TTP Technology India Pvt. Ltd.
  TUV India Pvt. Ltd.
  UBS (India)Pvt. Ltd.
  Ugam Solutions

  Sans Institute
  Sapient Corporation
  Sapple Systems Pvt. Ltd.
  Sark Infotech Pvt. Ltd.
  Sasken Communication Technologies Limited
  Satnav Technologies Pvt. Ltd.
  Satyam BPO Limited
  Savvion India Pvt. Ltd.
  SBI
  Scope e-Knowledge Center Pvt. Ltd.
  Scope International Pvt. Ltd.
  Seal Infotech Pvt. Ltd.
  Seasia Consulting
  Secova e-Services Ltd.
  Sella Synergy India Pvt. Ltd.
  Servion Global Solutions Ltd.
  Shergroup india private limited
  Siemens information processing services P. Ltd.
  Sierra Atlantic Software Services Limited
  Sigma Infosolutions Limited
  Sirez Infosystems Pvt. Ltd.
  Sisa Information Security Pvt. Ltd.
  Skp Crossborder Consulting Pvt. Ltd.
  Slk Software Services Pvt. Ltd.
  Smart Cube India Pvt. Ltd.
  Smartbuzz Web Services Pvt. Ltd.
  Snap-on Business Solutions India Pvt. Ltd.
  SNS Technologies Pvt. Ltd.
  Societe Generale Global Solutions Center
  Soft Prodigy System Solutions Pvt. Ltd.
  Softage Information Technology Limited
  Softobiz Technologies Pvt. Ltd.
  Software Associates
  Software Technology Parks of India
  Sonata Software
  Sony India Software Center Pvt. Ltd.
  Sopra India Pvt. Ltd.
  Sourcepro Infotech Pvt. Ltd.
  Spadeworx Software Services
  Span Infotech (India) Pvt. Ltd.
  Spanco Ltd.
  SPML Technologies Ltd
  Sri Technologies Pvt. Ltd.
  SSP India Pvt. Ltd.
  State Government of Victoria, Australia
  State Bank of Hyderabad
  Steria (India) Ltd.
  Sterling Commerce Solutions India Pvt. Ltd.
  Sterling Information Resources India Pvt. Ltd.
  Stern Advisory (India) Pvt. Ltd.
  Subex Ltd.
  Suma Soft Pvt. Ltd.
  Summit Information Technologies Pvt. Ltd.
  Sun Knowledge Pvt. Ltd.
  Sun Life India Service Centre Pvt. Ltd.

  Ul Management Systems Solutions India P. Ltd.
  Uninor
  Unisys Global Services India
  United Health Group Information
  Unitforce TechnologIes Consulting Pvt. Ltd.,
  UST Global (US Technology International P. Ltd.)
  Vakrangee Softwares Limited
  Valuelabs
  Valuesource Technologies Pvt. Ltd.
  Vaneera Hi-Tech
  Venture Infotek Global Pvt. Ltd.
  Verisign Services India
  Verizon
  Verizon Data Services India Pvt. Ltd.
  Versant Technologies Pvt. Ltd.
  Vfs Global Services Pvt Ltd
  Vidyatech Solutions Pvt. Ltd.
  Vijaya Bank
  Vinove Software & Services Private Limited
  Virmati Software & Telecommunications Limited
  Virtusa
  Vista Infosec Pvt. Ltd.
  Viteous Capital Market Services Limited
  Vodafone Essar Limited
  Vodafone India Services Pvt. Ltd.
  Volvo India Pvt. Ltd.
  Vxl Etech Pvt. Ltd.
  Wave Systems Corp
  Wbpo (a Division of Wipro Ltd)
  We45 Solutions India Pvt. Ltd.
  Webdunia.Com (India) Pvt. Ltd.
  Webrosoft Solutions Pvt Ltd
  Wells Fargo India Solutions Pvt Ltd
  Williams Lea India
  Winsoft Technologies India Pvt Ltd
  Wipro Limited
  Wisdom Infotech Pvt. Ltd.
  Wns Global Services Pvt. Ltd.
  Xpanxion International Pvt. Ltd
  Xplore-Tech Services Pvt Ltd
  Xsysys Technologies Pvt.Ltd.
  Yamaha Motor Solutions India Pvt. Ltd.
  Yodlee Infotech Private Limited
  Zed-Axis Technologies Pvt. Ltd.
  Zenith Software Limited
  Zensar Technologies Ltd.
  Zenta Private Limited
  Zeta Softech Pvt. Ltd.
  Zoho Development Center India Pvt Ltd.
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