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Message from the Chairman

 ugust,  2013 marked the  completion  of 5 years  of  DSCI  operations, during which it
 has  contributed  to  the  evolving  needs  of  the  industry  and  government   in  data  
 protection through our work in four areas: public advocacy, thought leadership, 
outreach programs, capacity building for combating crimes. We have established our 
footprint in India and abroad, as the first point of recall for all data protection matters, by 
industry, governments and regulators. The changing threat landscape, global surveillance, 
upgrading of privacy laws, new security frameworks, rise in cybercrimes has expanded the 
DSCI work program into a number of areas that include privacy laws, cyber security, Internet 
safety, cyber forensics,  global privacy regimes for cross-border data flows, cyber diplomacy, 
Internet governance, and security standards at national and international levels. I am happy to 
present all these in the DSCI Annual Report 2013-2014 that details the programs and initiatives 
carried out during the year. 

The highlight of this year was the launch of the DSCI Certification Program, under which lead 
assessors are certified, who, in turn, assesses the organizations for privacy certification. This 
is for individuals who become DSCI Certified Privacy Lead Assessors (DCPLA©), while the 
organizations assessed by them will become DSCI Privacy Certified (DPC). The former 
certification is aimed at creating a pool of assessors equipped with necessary knowledge, 
skills and tools in undertaking privacy assessment in organizations. The latter certification is 
based on the third party assessments by our partners – the Assessment Organizations (AOs) 
– who use only DCPLAs as lead assessors. This is helping build DSCI Privacy Ecosystem. 
Some more certifications are in the making. 

It is also noteworthy that DSCI Privacy Framework (DPF©) and DSCI best practices were 
endorsed by Gartner in their Privacy Hype Cycle Report. These have been also 
recommended for implementation by the organizations.

In its thought leadership program, DSCI worked with CERT-In and the Department of 
Commerce to prepare the groundwork and papers for discussions with the Expert Group set 
up by the European Union (EU), for leading the case for India to be recognized as adequate 
under their Data Protection Directive. It was commissioned by the Department of Electronics 
and Information Technology (DeitY) to develop the e-Security Index for India, so that a 
scientific basis is available internationally for grading countries on their preparedness for 
meeting the cyber security challenge. The project  has been appreciated by the Parliamentary 
Standing Committee on IT (2013-14) in its fifty-second report, and it has recommended that 
this pilot be taken up to a full project by DSCI with DeitY funding. 

This year, the NASSCOM-DSCI Annual Information Security Summit 2013 was organized on a 
much bigger scale several multiple tracks gained, with simultaneous webcasting to large 
number of participants, in addition to over 500 participants in the summit. The key 
recommendations of the summit were compiled in the form of a report - AISS 2013 
Recommendations: Advancing Towards a Securer Cyberspace, and distributed to policy 
makers, along with release on the website. This was widely appreciated.  

Likewise, DSCI Excellence Awards in security, privacy and cybercrime investigation, which are 
in the third year, continue to attract best of the companies and individuals, since these have 
become coveted awards.

A

Prof. N. Balakrishnan
Chairman, DSCI
IISc, Bengaluru
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DSCI continued to work in cybercrime investigation program through its eight cyber labs, which are supported by industry and 
DeitY. DSCI cyber labs trained more than 30,000 police officers till now.  With help of DeitY, DSCI is reaching out to the tier II and 
III cities, conducting cybercrime awareness workshops in the cities like Bhopal, Lucknow, Jaipur and Patna.   DSCI efforts in 
capacity building of the Law Enforcement Agencies (LEAs) were recognized by the Central Bureau of Investigation (CBI), which 
led to the signing of the MoU by DSCI with CBI. 

I’m very happy to report that the Board is satisfied with the progress made by DSCI in establishing its position in thought 
leadership, and as a think tank in matters of data protection. But since security is a moving target, DSCI has to rediscover itself 
every few years. Now is the time for DSCI to review its achievements, and to look at the work program so as to focus its energy 
on best practices for security, standards, Internet governance and cyber policy research, product development, security 
workforce development, and focus on the need for R&D in specific areas (to be conducted by the academia and industry). Its 
engagement with the government has to expand, and it has to expand its target audience from CISOs to the CEOs. 

I have no doubt that DSCI is capable of doing that.

It is my pleasant duty to thank my colleagues on the Board, DSCI members, our staff team and DSCI host communities for 
making this year a truly successful one. I express my gratitude to the DietY and NASSCOM for their continued support and 
guidance.
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 t  gives  me  pleasure  to  report  that  DSCI  completed  five  years  in  August,  2013.
 We  marked  the  day  with  a  celebration  in  Delhi  with  guests  invited  from  a wide
 spectrum of user organizations, security community, and the government. We 
showcased our achievements, particularly the security and privacy frameworks, thought 
leadership papers in data security, privacy protection, cyber security and cyber forensics – all 
with the active participation of industry and the government. I take this opportunity to thank all 
our partners from the industry and government for helping us position where we are today, as 
a clearing house for data protection in areas of public advocacy, thought leadership, industry 
education and engagement through outreach programs.

DSCI launched its first certification program – DSCI Certified Privacy Lead Assessor 
(DCPLA©) – to equip our privacy and security professionals to become certified for assessing 
privacy programs in  organizations, and also help implement the program. It was encouraging 
to see this initiative getting the support of the Big4 consulting firms – KPMG, PwC, Deloitte, 
and E&Y – who chose to send a number of their consultants for being trained and certified by 
DSCI. Auditing and certification firms like BSI, DNV, and TuV Nord also became part of this 
program. Along with this, DSCI launched its program for privacy certification of organizations 
– DSCI Privacy Certified (DPC) – to encourage organizations to get such certification. For this 
purpose, we have built the ecosystem with all of the firms listed above as our partners, and for 
acting as Assessment Organizations (AOs) for those who want to get privacy certified in 
compliance with the DPF© practices. We were particularly happy to see that a large number 
of companies from different verticals like banking, telecom, e-governance sent their experts 
for training to improve their skills in implementing privacy programs in their organizations, and 
to demonstrate compliance with regulations. The first third party privacy assessment of an 
Indian financial services organization based on DPF© was completed.

I am also happy to report that the DSCI privacy practices were endorsed by Gartner in its July 
2013 report on Privacy. Organizations have been advised to implement such a program.

DSCI continues to be the first point-of-contact for data protection in India for industry, 
government, global clients and regulators.  Our role in public advocacy – both in India and 
abroad – is acknowledged by various government departments, think tanks, and industry 
associations. The latter reach out to DSCI for first hand information on matters of policy in 
areas of data security, privacy protection, cyber security, data protection standards, cyber 
forensics, capacity building programs, etc.  Our involvement with the Department of 
Electronics and Information Technology (DeitY), Department of Commerce (DoC), Ministry of 
Home Affairs (MHA), National Security Council Secretariat (NSCS), Planning Commission, 
Bureau of Indian Standards (BIS), and other ministries is gaining more traction. DSCI 
continues to take the lead in cyber security to promote public-private-partnership (PPP). This 
work helps position DSCI in global initiatives, such as the EastWest Institute (EWI) Worldwide 
Cyber Security Summit; Asia Pacific Cooperation, Seoul Conference on Cyberspace and 
Internet Governance Forum. These have positioned DSCI in Track II cyber diplomacy.

DSCI played a key role in engaging with the European Union (EU) consultant to project  the 
strong points in the data privacy regime under the IT Act, and in subsequent discussions with 
the EU Expert Group for recognition of India as adequate under the EU Data Protection 
Directive.

I

Dr. Kamlesh Bajaj
CEO, DSCI

Message from the CEO
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DSCI’s role in thought leadership has gained recognition with the acknowledgement of its security frameworks by the industry, 
analysts and even some of the government departments and regulators. The banking sector, e-governance and defence 
services have found DSF© to be useful.  DSCI worked with the MHA, through National Institute for Smart Government (NISG), 
to develop the National Information Security Policy and Guidelines (NISPG) for protection of important information assets 
in organizations.

While DSCI continues to popularize its Security and Privacy frameworks in the industry, it has started to contribute in the 
development of international standards at ISO, notably in the cloud and privacy domains. It is leading efforts in close 
coordination with the BIS to institutionalize the participation of the industry in the international standards developmental 
process.

We continue to train police officers and judiciary in cyber forensics in the DSCI cyber labs in major cities. DeitY sponsorship for 
four of these cyber labs ended on March 31, 2014, whereas the Cybercrime Investigation Program that was proposed to be 
extended to the entire country, based on our detailed project report, is still stuck with the government.

Internationally also DSCI has been at the forefront in matters of data security, cyber security, and privacy protection -  we were 
invited to be part of conferences, and working groups (WGs) by organizations such as EastWest Institute (EWI), Council for 
Security Cooperation in Asia Pacific (CSCAP), European Union (EU), Organization for Economic and Cooperation and 
Development (OECD). Interaction with the United States government agencies such as the Department of Homeland Security 
(DHS), US Department of Commerce (DoC) and the Federal Trade Commission (FTC) also continued.

DSCI Excellence Awards, in its third year, has firmly entrenched DSCI at the centre of data security and privacy protection in the 
country.  The awards include security and privacy; and law enforcement categories. The industry response was overwhelming.  
Likewise, large participation of police officers in the Cyber Cop Award, and for states to compete in capacity building, was 
heartening.

Highlights of the work this year are as follows:

Public Advocacy

• Continued engagement with the Deputy National Security Advisor & NSCS for establishing PPP in Cyber Security;  
prepared reports on ‘Vulnerabilities in Critical Information Infrastructure’; Centre of Excellence in ‘Standards and Audits’; 
‘Centre for Cyber Policy Research’; and ‘Centre for Cyber Forensics’.

• Worked with the EU consultant on educating them about the strong points of India’s data protection regime; with the EU 
Expert Group in Brussels to discuss in detail the privacy principles under the IT Act as being sufficient for data protection 
as required under the EU Directive for smooth data transfer from EU to India. Negotiations to continue. 

 
• Similar discussions for data flows to India from European Free Trade Association (EFTA) countries led by DSCI on content 

principles.

• Contributed inputs on Internet governance principles to DeitY for global discussions. Partnered with EWI for contributing 
to track II cyber diplomacy.

• DSCI continued to work on the policy and legal issues in cloud computing. It partnered with the Business Software 
Alliance (BSA) to organize a workshop on the subject with the relevant stakeholders and produced a discussion paper to 
bring out the key policy and legal issues relevant in the Indian context.



Thought leadership

• DSCI Privacy Certification Program: DSCI Assessment Framework- Privacy (DAF-P©) completed, and content for 
training of privacy professionals and consultants created along with training material to train and certify individuals. The Big 
4 firms also validated the demand for a privacy framework in country and how DPF© could fill this demand. DCPLA© 
trainings conducted in all major cities, and 173 professionals were trained including those from the Big4 firms, BSI, DNV, 
and TUV Nord. Many companies in IT-BPM, banking, insurance, telecom, e-governance and other sectors

 also  sent their experts for training.

• DSCI Privacy Certified: Created a pool of partners as Assessment Organizations (AOs), who would conduct  
independent assessment of privacy program in organizations for certification. Assessment only by DCPLA© qualified  
professionals.

 
• Studies, Research and Surveys: studies, research papers and surveys covering a broad range of topics. Reports for 

Cisco on ‘Reinventing Network in the Context of Security’ and with BSA on ‘Security Considerations in Software  
Procurement by Government Agencies.’  

• Development of ‘e-security index’ project awarded by DeitY to lay down the framework for measuring cyber security  
preparedness of the country in quantitative terms was completed.

• Contributed to the development of International Standards (ISO) through SC 27sub-committee at the ISO. In 
particular, significant inputs on Privacy Impact Assessment (PIA) under ISO were provided based on our own experience 
of DCPLA©. Increasing awareness in the industry on development of international standards and planning to host ISO 
SC27 conference in India in October 2015.

• Collaborated with global players and think tanks: Some of these are:
 • Interaction with the DHS, DoC and NIST in the US and WITSA
 • Collaboration with think tanks like the EWI; associations like USIBC, ITIC
 • Collaboration with IBA, IDRBT, RBI, ISGF and other national level institutions

• Continued partnership with the EWI in the Fourth Worldwide Cyber Security Summit in San Francisco to keep engaged in  
global cyber security discussions. DSCI accepted as a serious thought leader in various dimensions of cyberspace 
including security and governance. 

• Enhanced media presence: technology and mainstream media started to approach DSCI for stories and content on  
cyber security and privacy. Contributed articles, media interactions, even opinion articles increased in the period.

• Collaborated with industry to produce thought leadership work for the benefit of the security community. Created 
awareness on Common Criteria Testing and Certification to involve them in the ongoing program of Standardisation 
Testing and Quality Certification (STQC) for the upcoming conference. Provided inputs to STQC for development of 
Collaborative Protection Profiles (CPPs).

Capacity Building for handling of cybercrimes

• MOU with CBI: Signed an MOU with CBI to promote best practices for cybercrime investigation, awareness creation in  
latest trends in cyber forensics, emerging SOPs; creating linkages with external experts from industry in India and abroad.

• Cyber Labs: Over 8,000 police officers from state governments, CBI, North East Policy Academy, and Defense trained  
through the 8 cyber labs. The model developed by NASSCOM and DSCI, with partial support of DeitY. The Cyber Crime 
Investigation Program (CCIP) as a project prepared by DSCI and approved by MHA, is unfortunately delayed. 
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• Cybercrime Investigation Manual: on huge demand from LEAs throughout the country, reprinted the manual. Also, 
standardized the content of cyber lab training program; published as a guide on ‘Cyber Forensics’.

• Cybercrime Investigation Workshop: conducted workshops in the tier II and tier III cities on cybercrime investigation 
as part of project awarded by DeitY. Over 1000 police officers, and judiciary participated.

Industry Outreach 

• Events, seminars, meetings and conferences: organized regular workshops, seminars, conferences and events to 
interact, and engage with IT-BPM and user organizations for awareness creation and deliberations on contemporary 
issues of security and privacy. The flagship events DSCI Best Practices Meet (BPM) and the NASSCOM-DSCI Annual 
Security Summit  (AISS) - attracted huge participation from India and abroad. Many global security solution providers, from 
India and abroad, sponsored the summit. Out of over 500 participants, nearly 100 were CISOs from several verticals.

• Recommendations emerging from the AISS, based on 44 sessions and 101 experts from India and abroad in areas such 
as policy, governance, risk & compliance for cyber security, privacy, Internet governance, cyber forensics, security among 
others were compiled and distributed for the benefit of larger community. 

• DSCI Chapters: continued to engage security professionals in the country through its chapters in 12 cities of India. More 
than 1650 professionals connected. Includes privacy professionals too. New chapter in Coimbatore created.

• Citizen-centric programs: conducted special campaigns, in association with LEAs for cyber security awareness  
targeted at the industry and end users. Several thousand users sensitized.

• Special campaigns: such as Data Privacy Day, Internet safety covering key cities, industry verticals and diverse 
participants.

• Corporate members; membership expanded to 689, which includes both NASSCOM members and others from banks, 
telecom, energy, security and public sector.

• DSCI Excellence Awards – all the leading IT-BPM companies, banks, and telecom companies participated; law 
enforcement also participated in India cyber cop award and excellence in capacity building award. A total of 65 
companies submitted their nominations from the corporate sector, while 14 LEAs participated. The awards were given way 
by Mr. G.K. Pillai, former Union Home Secretary, Government of India.

As observed last year, DSCI services not only the IT-BPM industry, but also several sectors of the economy. Its role includes 
that of a think tank that is providing expertise across different gamuts of policy areas – cyber security, privacy, cybercrimes and 
Internet governance, with close linkages with key stakeholders including respective ministries in the government and 
international think tanks.

The emerging technologies of Social Media, Mobility, Analytics and Cloud (SMAC) pose data protection and compliance 
challenges. Their adoption by the industry – large and SMEs – as well as government, NGOs and society is faced with these 
challenges. Privacy concerns them all, while national security and cyber security tend to compromise privacy, as has been 
revealed by the Snowden revelations of the global surveillance program of the US government’s National Security Agency 
(NSA). Further, privacy, along with cyber security and data security, is a key issue in Internet governance debates, which can 
impact the social media firms too. These, in turn, may have long term implications for the IT-BPM industry, in the way it 
leverages the Internet to deliver IT or BPM services. On the other hand, cloud policies of the government can equally impact 
both the social media firms and the IT-BPM sector in the short to long term. Given this, it is imperative for DSCI to actively 
participate in all of these areas to ensure that it understands the latest issues that can impact the industry in a holistic manner. 
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As an industry body focused solely on data protection related matters, both on our behalf and on behalf of NASSCOM, DSCI 
has emerged as an important and unique stakeholder in government consultation on all of these policy matters. I am happy to 
inform our members that we are counted upon by many government agencies and think tanks for our views.

I am pleased to report that a couple of companies are undergoing assessment by our AOs for getting DSCI Privacy Certified. 
This reassures us that our approach to privacy based on DPF© and DAF-P© is finding traction in the industry, and that in due 
course DSCI Privacy Ecosystem will be in place, with appropriate linkages nationally and globally. This will help build a strong 
data protection culture in the country.
 
I am grateful to the DSCI Board for its critical review of our program and activities on an ongoing basis, and for providing 
guidance to update the DSCI work plans. It has helped us take mid course corrections throughout the year, and enabled us to 
achieve better traction with the government and industry. NASSCOM continues to take deep interest in our activities, and 
support our initiatives not only through financial grant but also by increasing our involvement in public advocacy in data 
protection matters. I thank the President, NASSCOM and the Chairman, NASSCOM for their continued support. I also wish to 
thank  DeitY  and CERT-In in particular, for enabling our work in many different ways. I also thank the National Security Council 
Secretariat, and other ministries which have involved DSCI in various initiatives such as capacity building, centre of excellence 
in standards and policy research, cyber forensics training, privacy framework development, Indo-EU trans-border data flows, 
cyber security among others. The support of all our members, industry sponsors, and the corporate and government 
organizations attending our events, DSCI Chapters, and others who have supported the DSCI Program whole heartedly 
throughout the year. Finally, it is the DSCI team to whom I owe the success of our content development, thought leadership, 
outreach, and public advocacy work.
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Board of Directors

DSCI Board has seven Directors, four of whom are Independent Directors. During the
year 2013-14, Prof. N. Balakrishnan continued as the Chairman of Board of Directors.
Mr. Krishnakumar Natrajan, Chairman, NASSCOM joined the board in place of
Mr. N. Chandrasekaran, Former Chairman, NASSCOM. Mr. R. Chanderashekhar, President, 
NASSCOM joined the board in place of Mr. Som Mittal, Former President, NASSCOM.
Mr. Ajit Balakrishnan, Independent Director, decided to opt out.

The present composition of the Board is as follows:
 
• Two Directors representing NASSCOM – the present Chairman and President 
• One Government nominated Director
• Four Independent Directors including Chairman, DSCI

The Board of Directors, as on March 31, 2014 is as follows:
 
• Prof. N. Balakrishnan, Chairman, DSCI; and Professor, Indian Institute of Science,  
 Bengaluru
• Mr. Krishnakumar Natarajan, Chairman, NASSCOM
• Mr. R. Chandershekhar, President, NASSCOM
• Mr. G. K. Pillai, Independent Director
• Dr. Gulshan Rai, Government nominated Director and Director General, CERT – In, DeitY
• Mr. B. Sambamurthy, Independent Director
• Mr. Raman Roy, Independent Director

Prof. N. Balakrishnan

Dr. Gulshan Rai Mr. Raman Roy

Mr. Krishnakumar Natarajan

Mr. B. Sambamurthy

Mr. R. Chandershekhar Mr. G. K. Pillai
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VISION
Harness data protection as a lever for 
economic development of India through 
global integration of practices and standards 
conforming to various legal regimes.

Vision, Mission, Objectives
DSCI is a focal body on data protection in India, set-up as an independent Self‐Regulatory Organization (SRO) by NASSCOM, 
to promote data protection, develop security and privacy best practices and standards and encourage the Indian industries to 
implement the same.

DSCI is engaged with the Indian IT-BPM industry, their clients worldwide, Banking, Telecom and other sectors of the economy, 
industry associations, data protection authorities and other government agencies in different countries. It conducts industry 
wide surveys and publishes reports, organizes data protection awareness seminars, workshops, projects, interactions and 
carries out other necessary initiatives for outreach and public advocacy. DSCI is focused on capacity building of Law 
Enforcement Agencies (LEAs) for combating cybercrimes in the country and towards this it operates several cyber labs across 
India to train police officers, prosecutors and judicial officers in cyber forensics and cybercrime investigation. 

Public Advocacy, Thought Leadership, Awareness and Outreach and Capacity Building are the areas through which DSCI 
promotes data protection in the country to enhance trust in India as a secure global sourcing hub.

MISSION
To create trustworthiness of Indian companies as 
global sourcing service providers, and to assure 
clients worldwide that India is a secure destination 
for outsourcing where privacy and protection of 
customer data are enshrined in the global best 
practices followed by the industry.

OBJECTIVES
•Public Advocacy on Data Protection,  
  privacy, and Cyber Security

•Thought Leadership through white 
  papers studies and surveys on Best 
  Practices and Standards

•Capacity Building on Security and Privacy

•Cybercrimes Speedier Trials through 
  training of LEAs & Judiciary

•Independent Oversight for assurance and 
  Dispute Resolution through ADR – towards 
  Self-Regulation
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DSCI Stakeholders
DSCI program and strategic activities are guided by the Board of Directors.  Advisory Groups, comprising security and privacy 
experts from the industry and government,  are set up to advise it on specific issues and areas. It also benefits from the active 
participation of its member companies, and its Chapters

Advisory Groups were set up in various areas-Security, Privacy, Cyber Forensics, and others to advise DSCI and review the 
knowledge assets created by it. DSCI stakeholders also include organizations and individual members, from various industries 
like IT-BPM, BFSI, Telecom, Healthcare, e-Commerce and others as well as security vendors & consultants. Clients and 
Regulators are also among the stakeholders.

The members critically review DSCI’s efforts on policy and its consultation papers and also help in enhancing security and 
privacy awareness in their respective organizations & regions.

DSCI

CORPORATE 
MEMBERS &
INDIVIDUAL 
MEMBERS 

STAKEHOLDERS

BOARD OF DIRECTORS

• NASSCOM
• Eminent Academicians 
• Government
• Independent Directors

GOVERNMENTS- INDIA & FOREIGN

• Policy Making Agencies
• Law Enforcement Agencies
• Judiciary
• Regulatory Agencies

ADVISORY GROUPS

•  Security Assessment Advisory
    Group (SAAG)
• Privacy Assessment Advisory 
    Group (PAAG)
• Cyber Forensics Forum
• Best Practices Advisory Group
• Encryption Advisory Group

CLIENTSCHAPTERS

Hyderabad | Bangalore | Mumbai
Delhi | Chennai | Kolkata | Pune
Chandigarh | Ahmedabad | Jaipur 
Bhubaneswar | Coimbatore 

SPECIAL INTEREST GROUPS

•  Global Data Flows
•  Common Criteria Protection
     Profiles
•  Privacy Assessment Ecosystem
• Security & Privacy Standards
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187
335

15
42
32
78

DSCI Members & Chapters
DSCI has 689 organizations as Corporate Members, over 1600 security and privacy professionals and practitioners as Chapter 
Members, and over 1000 security and privacy enthusiasts registered through DSCI website.

DSCI is connected with senior management of organizations, security and privacy professionals, LEAs, government ministries 
and departments, academia and security solutions providers through its various programs and initiatives. DSCI chapters are 
spread across the country in 12 major cities namely, Delhi-NCR, Mumbai, Bengaluru, Chennai, Hyderabad, Pune, Kolkata, 
Ahmadabad, Chandigarh, Jaipur, Bhubaneswar and Coimbatore.

CORPORATE MEMBERS

CHAPTER MEMBERS

CHAPTERS
12

MEMBERS
1640

BPM

IT Services

Telecom

BFS

Security

Others
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PROGRAMS & INITIATIVES

2010

2011

2012 2013

2009

OUTREACH PROGRAMS

DSCI through its different 
programs connects with 
stakeholders to draw focus 
on data security, privacy and 
cyber security concerns and 
DSCI’s approach on data 
protection. 

PUBLIC ADVOCACY

DSCI takes a proactive role 
for “policy enablement” that 
affects ICT engagement and 
enactment through the 
Government.

THOUGHT LEADERSHIP

DSCI undertake studies and 
surveys to develop reports on 
the various facets of Data 
Security, Privacy, Cyber 
Security and Internet 
governance. These reports 
highlight the current state and 
concerns in the area of cyber 
security, data security
and privacy.

CAPACITY BUILDING

DSCI is actively involved in 
developing and imparting 
training and capacity building 
for various government and 
corporate entities.



Analysis of Data Protection and 
Cybercrime related provisions under
the Act

DSCI was consulted for framing of rules 
under section 43A, 67C and 79

Industry Consultation 
•With stakeholders on making of the rules 
•Analysis of the industry inputs for drafting   
  recommendations for the rules 

Position Paper: Issues in European 
Union (EU) Data Protection Directive

Policy Paper: Privacy in India for 
Project RISE 

Position Paper: Security and Privacy 
Challenges in UIDAI project

Recommendations for the policy 
under section 84A of the IT 
(Amendment) Act, 2008

Stakeholder consultations 
involving government, law 
enforcement, academia and 
industry

Draft recommendations on rules 
under section 43A, 67C and 79 
submitted to DeitY

P
O

LI
C

Y
 E

N
A

B
LE

M
E

N
T 

Cloud Computing

IT (Amendment) Act

Encryption

Internet
Governance

Trans-border
Data Flow

Cyber Security

Privacy

2008-09

2009-10

2010-11

2011-12

2012-13

Response to EU approach on Personal 
Data Protection

Response on Future of Data Protection     
Submitted to EU

Paper to Ministry of Commerce to 
include global data flows in the agenda 
during trade negotiation with WTO.

Recommendation on Cyber Security & 
Right to Privacy to Standing Committee
on IT

Meeting with National Security Advisor

Recommendations to DeitY on 
e-Security

Views on Legal Framework for Privacy 
submitted to DoPT

Comments on the proposed Right to 
Privacy Bill submitted to DoPT

Comments on proposed Bill for National 
Identification Authority of India

Paper on Reasonable Security Practices 

India-EU
•EU ‘adequacy’ standard: India’s Response  
  Meeting
•Meetings with the European Commission  
  officials and EU Parliamentarians

India-US 
•Engagements with clients and  
  stakeholders in the US
•Roundtable with US India Business Council 
  (USIBC) on matters of privacy rules & data 
  flow
•Interactions with global law firms 
  specializing in Privacy Legislations- Hunton 
  & Williams; Fulbright & Jaworski

XII Plan on Information Security
•Provided insights in the 4 areas: 
  Security Policy Compliance & Assurance; 
  Security Incident; Capacity Building & 
  Security Training; Collaboration
•Observations on draft ‘National Cyber 
  Security Policy

Engagement with NSA
•NASSCOM-DSCI Report – ‘Securing our 
  Cyber Frontiers’ attracted attention at the 
  highest level within the government

Task Force on National Cyber Security
•CEO, DSCI provided expert opinion to the 
  sub-group on 

Inputs to DeitY  
•National e-Authentication Framework

Member of the Planning Commission’s 
Privacy Group chaired by Justice
A. P. Shah

Notified Rules (Section 43A, 79)
•Worked closely with the government on the 
  privacy rules that were notified in April 2011
•Engaged with the government to remove 
  interpretation issues in the privacy rules that 
  were impacting global companies and 
  IT/ITES service providers
•A press note issued by the government 
  clarifying on the issues

Member of Carnegie Mellon University’s 
Cloud Services Measurement Initiative 
Consortium (CSMIC)
•Provided security and privacy related inputs

Member of the Working Group (WG) setup by DeitY to assist 
the government in formulating cloud policy 
•Study  and analysis of the policy direction of governments worldwide 
  w.r.t. cloud computing and the standards of cloud adoption

White Paper 
•Governments’ policies on cloud computing
•Global standards for cloud computing

Policy Recommendations
•Creation of assurance mechanisms
•Setting up of cloud zones
•Clarification of existing laws w.r.t cloud
•Promoting international trans-border data flows

Position Paper on World Conference on International 
Telecommunications (WCIT), International Telecommunication  
Union (ITU). 

Working Group (WG) on Internet Governance by DietY
 •Member of the (WG) 
 •Contribution to the formulation of Internet principles

Report to JWG,NSCS
 •On the operations of ICANN
 •Issues with current model of IG involving ICANN 
 •Suggestion to increase India’s participation in global forums

White Paper on contemporary issues for MEA.
 •Covered 3 dimensions –Technical, Standardization, Resource 
    Allocation & Assignment and Human Conduct on the Internet.

Comments on Draft Rules (Section 
43A, 79 –Intermediaries & Cyber 
cafes) 

Opinion on Section 66A and 79 (Intermediaries)

Report of Group of Experts on Privacy-Planning Commission

Member of Volunteer Group of Privacy Experts constituted by 
OECD for revision of Privacy Framework

India-EU 
•Submission to EU through Department of Commerce (DoC) raising the 
  issues regarding data protection to facilitate  data transfer between 
  India and EU.
•Intensive efforts to recognize data transfer as a key issue in the 
  ongoing trade negotiation between the EU and India
•Official engagement with the EU on data transfer & market access 
  issues facilitated by the DoC 
•The EU sent a high level delegation in Nov 2012 to India
•Content for the negotiations prepared-non-papers, white papers, and 
  presentations
•The EU appointed  consultant for conducting the detail study of India’s 
  data protection regime visited India
•The consultant report recommended short-term and longer-term 
  possibilities for  easing transfer of data to India  
•NASSCOM-DSCI survey on Data Protection Issues to validate 
  opportunity cost

India-Israel Trade Services Agreement
•Provided clarification to the queries raised by Israel

EFTA Agreement
•DSCI assists DoC to incorporate the data transfer issue in the on-going 
  trade negotiations
•Indian side sought the changes in the way EFTA countries manage the 
  Standard Contractual Clauses (SCC) and the customized contracts

Engagement with the NSCS 
•Report “Recommendations of Joint Working Group on Engagement 
  with Private Sector on Cyber Security prepared by NSCS in consultation 
  with DSCI; released by the NSA”
•Report defined guiding principles for PPP and recommended a roadmap 
•4 pilot projects identified: (a) Setting up of Testing lab, (b) Conducting Test 
  Audit, (c) Study vulnerabilities in CII, (d) Establishment of a ulti-disciplinary 
  Centre of Excellence.
•Permanent JWG was established under chairpersonship of Dy NSA
•3 subgroups formulated to work towards implementation of the pilot projects
•DSCI appointed industry co-coordinator in JWG
•CEO, DSCI appointed the chair for the sub-group on vulnerabilities in CII. 
  Subgroups submitted reports to JWG 
•DSCI submitted a report on creation of Information Sharing & Analysis 
  Centres (ISACs) in critical sectors 

Engagement with MEA
•Provided inputs on cyber security norms in the area of cyber diplomacy
•Prepared a white paper identifying international conflicts and issues covering 
  3 key dimensions- (a)Politico-Military, (b)  Economic,(c) Content Regulation
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Trans –Border Data Flows

India-EU FTA (Free Trade Agreement) Negotiations– Appointment of an Expert Group

DSCI and NASSCOM continued to work with DoC and DeitY on the issue of trans-border data flow between EU and India, as 
part of the India-EU Free Trade Agreement Negotiations.  Post the adequacy assessment of India’s data protection regime by 
the EU appointed experts, both the sides agreed to appoint an Expert Group comprising experts from both the sides to 
discuss the findings of the adequacy report and explore the possibility of provisional adequacy and specific arrangements for 
IT-BPM sector. The first meeting of the Expert Group was held on Feb 5 in Brussels. The Indian side, comprising representatives 
from DoC, DeitY, NASSCOM and DSCI, contested many of the report findings and requested the EU counterparts to relook at 
the findings specifically from Indian adequacy view point and also suggest specific requirements for declaring IT-BPM sector 
adequate. The Expert Group is expected to continue the dialogue and explore mutually agreeable solutions.

India – European Free Trade Association (EFTA) discussion

As part of free trade agreement between India and EFTA, several rounds of discussions were held with the representatives of 
EFTA countries (Switzerland, Iceland, Leichestien and Norway) on promoting trans-border data flow between EFTA countries 
and India under the aegis of Ministry of Commerce. DSCI along with NASSCOM made detailed analysis of current data 
protection regime in the country, and proposed formulation for easier data flows. DSCI also studied data protection laws of 
EFTA member states, in conjunction with UK Data Protection Act, to point out how the UK regime is business friendly in its 
enforcement of the law while remaining compliant to the EU Data Protection Directive in comparison to their regimes. DSCI 
suggested EFTA member states to establish a framework in their respective regimes to relax restrictions on cross border data 
flows between the respective regions, for mutual benefit. 

Recognition of DSCI Privacy Certification under APEC Privacy Framework

The APEC Privacy Framework, announced in 2004 is the most recent global effort of 21 countries; it is based on privacy 
principles, and cross-border privacy rules for data-flows, with accountability as a key principle which is sought to be enforced 
through existing laws and self-regulation. Self-regulation is the key to the APEC Privacy Framework. Given the evident alignment 
of approaches advocated by APEC framework and DSCI respectively, CEO, DSCI met the US DoC and FTC officials in the US 
to explore the possibilities of recognizing DSCI Privacy Certification scheme under the APEC Framework. The DoC and FTC 
officials have been supportive of the idea and DSCI along with these officials is working towards identifying the commonalities 
and differences in the Cross Border Privacy Rules (CBPRs) issued under the APEC Privacy Framework and the DPF© and 
DAF-P©. A detailed study of the Indian data protection regime is underway to understand the possibilities of mutual recognition 
between APEC and DPF© certifications; enforceability of DSCI Privacy Certification through the legal system, as required by 
the APEC Privacy Framework. Once this exercise is completed, DSCI will present the findings to the APEC Data Privacy 
sub-group for further discussions on mutual recognition.  India is not a participating member of the APEC arrangement and 
therefore recognition of DPF© under the APEC Privacy Framework can enhance cross border data flow between the APEC 
countries and India, benefitting the businesses on both the sides.

PUBLIC ADVOCACY

DSCI DATA PROTECTION
OUTLOOK 2013-1417



Meeting with FTC Officials  

Following the Privacy Roundtable in Delhi, DSCI met with FTC officials , where they shared their experience and updated 
participants on privacy enforcement in the US. FTC endorses self-regulation, and industry led co-regulation model, as the way 
forward for effective privacy implementation and enforcement. On the issue of trans-border data flows and outsourcing, FTC 
officials were of the opinion that government or regulator intervention between two business parties should be minimal and 
limited at principle level rather being prescriptive, as there is a risk of undermining business innovation. DSCI updated FTC on 
DPF© and DAF-P© and other privacy initiatives such as DCPLA© training and certification program. FTC officials were also 
updated on the DPC program that certified organizations for implementing privacy programs that are aligned to DPF©. There 
were also discussions on the provision of providing some kind of recognition or leeway to organizations, primarily from the 
outsourcing industry, whose privacy practices are certified by DSCI.  

Cyber Security
 

Joint Working Group

DSCI continued to work with the government and the industry to strengthen cyber security in the country. The NASSCOM-DSCI 
report – Securing Our Cyber Frontiers, catalysed government’s action leading to creation of a permanent Joint Working Group 
(JWG), under the chairpersonship of Deputy National Security Advisor (Dy. NSA), comprising government and industry 
representatives. The mandate of the JWG was to identify and work towards rolling out projects and initiatives in cyber security 
in PPP mode. While the activities in pursuance of the identified goals were initiated last year, significant progress was made 
during the year.

ISAC Conceptualization and Operationalization in the Banking sector

Last year, CEO, DSCI was appointed the chair of the sub-group on vulnerabilities in critical information infrastructure created 
under the JWG. As part of this sub-group, DSCI invited government, critical sector organizations from Telecom, Banking, 
Financial Services, Energy, Transportation, among others; solution providers and other industry associations to be members of 
this sub-group and held several rounds of discussions to produce a report emphasizing the need to establish Information 
Sharing & Analysis Centers (ISACs) in critical sectors. DSCI had suggested a comprehensive framework for the establishment 
of these ISACs in the report. The recommendations of the report were accepted by the JWG. To kick start the implementation 
of recommendations, the banking industry was identified to establish the first ISAC in India. To conceptualize the idea and bring 
the stakeholders together, DSCI spearheaded series of meetings with the Chief Information Security Officers (CISOs) of the 
leading banks in India, in close collaboration with IDRBT, CERT-In and NSCS. These meetings helped lay down the framework 
for operationalization of the ISAC.  This initiative has led to the establishment of the Indian Banks- Center for Analysis of Risk 
and Threats (IB- CART) at IDRBT, Hyderabad. The IB-CART was inaugurated on March 11, 2014. The IB-CART will foster 
exchange of information on cyber-attacks and cyber incidents in the banking community in India.
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Meetings on Establishment of Centres of Excellence (CoEs)

One of the key recommendations of the report - ‘Recommendations of Joint Working Group on Engagement with Private 
Sector on Cyber Security’ was establishment of Centres of Excellence (CoE) in cyber security in the country. Under the JWG, 
a sub-group, chaired by Prof. S.V. Raghavan, Scientific Secretary, Office of the Principal Scientific Advisor to the Prime Minister 
of India, was created with the objectives to identify the areas in which CoEs should be established, identify institutions 
appropriate for hosting the respective CoEs and work out modalities for operationalization of the CoEs . The sub-group 
comprised of government and industry representatives. DSCI as a key member of the sub-group  recommended the 
establishment of CoEs in the following thrust areas: Cyber Security Policy Research, Standards and Audits, Lawful Interception 
and Cyber Forensics. This was accepted by the sub-group. A detailed report of the sub-group was prepared by DSCI with 
support from the chairperson of the sub-group and submitted to the JWG. The report was well received by the JWG. Presently, 
the work is underway to implement the recommendations of the sub-group – mainly to identify existing institutions in the 
government, industry and academia, which are best suited for hosting the identified CoEs. DSCI has been identified as a 
centre host some  of the CoEs. It continues to play an active role.

Meetings on Capacity Building in Cyber Security

The National Cyber Security Policy released in July 2013 targets creation of five lakh professionals skilled in cyber security in 
the next five years. The government through the NSCS is working towards establishing new programs and initiatives to 
generate the required workforce in cyber security. In this regard, NSCS has held series of meetings with the relevant 
stakeholders including DeitY and other ministries to conceptualize such programs and initiatives. DSCI is one of the important 
stakeholders being consulted on this matter - both as a subject matter expert and representative of the industry. During these 
meetings, DSCI has emphasized on importance of alignment of skill development programs and industry requirements. It has 
also advised the government to accept  skill development programs designed by the industry, so that they  are market driven 
and can be globally positioned.

Analysis of National Cyber Security Policy

The National Cyber Security Policy (NCSP) was released by Shri Kapil Sibal, Hon'ble Minister of Communications and IT, 
Government of India on July 2, 2013. CEO, DSCI was invited to be a  panelist along with Prof N. Balakrishnan and Prof 
Raghavan to discuss the NCSP, and its implementation. DSCI welcomed the NCSP as an affirmative step in the right direction. 
DSCI expects that the policy will enable integration of on-going and new activities and programs under an umbrella framework 
with a cohesive vision and a set of sustained and coordinated strategies for implementation. The policy points out a complete 
ecosystem by virtue of which a secure computing environment can be created in India. The NCSP takes holistic view of various 
challenges and risks of operating in cyberspace and details out strategies for addressing them to a great extent even though 
it avoids going into specifics. The challenge, however, is in implementation of the policy and defining the specifics. It is 
heartening to find that many of the recommendations of the NASSCOM-DSCI report ‘Securing Our Cyber Frontiers’ are 
incorporated in the policy and the key recommendations of the report ‘Recommendations of Joint Working Group on 
Engagement with Private Sector on Cyber Security’ are also covered by the policy. The emphasis of these two reports was on 
formulation of PPP to address cyber security issues and the NCSP rightly gives prominence to PPPs for implementation of 
strategies in many of the identified areas. 

DSCI had prepared its analysis and shared with the industry. The analysis identified the possible opportunities and concern 
areas in the policy especially from the industry perspective. It was also presented to the industry in a special session organized 
at the Best Practices Meet held in July. DSCI looks forward to working with the government in preparing a detailed action plan 
to implement strategies identified in NCSP..
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Summary of Possible Impact and Opportunities:

• Rationalization of government efforts -through better coordination between different government agencies

• Change in the ICT procurement processes of organizations specially critical sectors and e-governance projects to focus 
on security of products; driving the suppliers to develop security in products; also increase in acceptability of tested 
products

• Enhanced collaboration between government and industry on cyber security matters

• Enhanced collaboration between organizations especially within critical sectors on information sharing on cyber threats, 
sharing of best practices, etc.

• Sensitization of organizations towards the need to enhance maturity of security practices and elevation of security function 
within organizations, especially in critical sectors and e-governance.

• Increase in demand for security professionals including implementers, managers, auditors, trainers; Creation of new jobs

• Increased investments in security, giving boost to cyber security products and services market in India; providing 
significant opportunities to security product and services companies and auditing firms

• Impetus to the domestic security industry especially the startups offering niche and innovative security products.

• Better coordinated R&D through collaboration of government, industry and academia.

• Sensitization of citizens, consumers and employees on cyber security threats and basic and best practices.

• Sensitization towards protection of personal information against cyber threats and in pursuance of security programs.

Summary of Concerns:

• Mandating security measures through regulations - regulations may add to costs, create hurdles for businesses and may 
undermine innovation without necessarily improving security; Impact of mandatory measures on sectors that are not 
mature in security implementations.

• ICT Supply Chain risks – positioning of indigenous products as more secure products.

• Implications of mandating procurement of verified ICT products without adequate testing facilities - delay in procurements 
and / or affecting the ability of the suppliers to timely position products in the market.

•   International Cooperation and Advocacy not given due prominence – the policy does not seem to fully establish the 
leadership role that India should play in the International arena.



National Information Security Policy by MHA 

The Ministry of Home Affairs (MHA) commissioned DSCI services through the National Institute for Smart Government (NISG), 
to develop the National Information Security Policy and Guidelines (NISPG) document that can be considered to protect 
Information and Information systems in all government departments and organizations. DSCI undertook an extensive study of 
Indian and International laws and regulations, which drive organizations’ information security practices, along with analysis of 
global best practices and industry standards implemented by various organizations. Further, several rounds of industry 
consultation were done to solicit inputs from the Industry. Combining these, with DSCI’s experience in developing the DSCI 
security framework (DSF©), the policy, guidelines and operational controls were prepared as part of the NISPG.  The project 
was completed last month, and the MHA has circulated it to relevant ministries for their inputs and suggestions.

Internet Governance

Current State

The global debate on the topic of Internet Governance has gained traction over the years, more so after the Snowden 
revelations. The unilateral control and oversight of the US government over the ICANN and other supporting organizations led 
to a few countries, organization and individuals openly voicing their concerns and calling for reforms in the way IG is currently 
underway. The multi-stakeholder model, coupled with bottom up approach, for policy making is echoing across major 
organizations that form a part of IG community. All the key players involved in various dimensions of the Internet operations, 
namely Internet Corporation for Assigned Names and Numbers (ICANN), Internet Engineering Task Force (IETF), Internet 
Society (ISOC), Internet Architecture Board (IAB), World Wide Web Consortium (W3C), and Regional Internet Registries (RIRs), 
had issued a statement on October 7, 2013, known as the “Montevideo Statement on the Future of Internet Cooperation” that 
expressed intent to decouple themselves from the US government oversight and emphasized on multi stakeholder model of 
IG. In March 2014, the National Telecommunications and Information Administration (NTIA) of DoC of the US government 
issued a statement that announced its intent of transition of oversight over Internet Assigned Numbers Authority (IANA) 
functions, which is currently managed by ICANN through a contract. The IANA functions include responsibility for the global 
coordination of the DNS Root, IP addressing, and other Internet protocol resources. The oversight is proposed to be handed 
over to the ‘global Internet community’, but not to any government or inter governmental organization.

After the Brazilian president Dilma Rousseff expressed dissent over pervasive surveillance of world leaders by National Security 
Agency (NSA) of the US, a bill was presented in the Brazilian parliament that set forth conditions for localization of ICT systems, 
which was opposed by technical community and global organizations alike in fear that it would lead to balkanization of the 
Internet. 1Net community was created with support of ICANN and other Internet bodies to create a platform for 
multi-stakeholder dialogue on discussing global Internet principles and roadmap for further evolution on IG. Furthermore, a - 
‘Netmundial’ meeting is being hosted in Brazil to discuss these issues with various committees and groups. The outcome of 
this meeting is expected to be taken ahead for discussion in other forums as well. 
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DSCI Engagements

Response to UN CSTD Questionnaire:  The United Nations Commission on Science and Technology for Development’s 
(CSTD) Working Group on Enhanced Cooperation (WGEC) put up an eighteen point questionnaire asking inputs from 
various stakeholders on the issues and challenges in current model of IG, and steps that can help improve the 
ecosystem. DSCI submitted the responses to DeitY and the Ministry of External Affairs (MEA) for their consideration to help 
evolve India’s stance on the subject in preparing the government’s official response.  

Submission to NETmundial:  Brazil will be hosting the NETmundial – global multi-stakeholder meeting to deliberate on the 
future of IG on April 23-24 in Sao Paulo. It is organized in a partnership between the Brazilian Internet Steering Committee 
(CGI.br) and 1Net, a forum promoted by ICANN that gathers international entities of the various stakeholders involved with 
IG. This meeting will focus on the elaboration of principles of IG and the proposal for a roadmap for future development 
of this ecosystem.

Responding to call for content contribution submission, DSCI proposed a roadmap through few actionable steps that could 
help shape up the future of IG.  These are as follows:

• A multi-stakeholder model with defined roles of relevant stakeholders on all matters needs to be evolved. The global 
community should ensure participation that is proportional to Internet population. Topics and issues, be it policy, technical 
or administrative, where representation of a set of stakeholders is mere ceremonial and not participatory, should not act 
as bottleneck in effective decision making.

• Global governance norms be evolved that separate DNS maintenance from policies on TLDs, as well as public policies 
that intersect with nations’ rights to make them.

• Industry’s participation from developing countries in standards and protocol development process be ensured in bodies 
such as IETF, W3C, IEEE, etc. More number of fellowship and mentorship programs should be introduced for developing 
countries.

• For ICT sector to flourish, and contribute more to socio-economic development, propositions such as localization of ICT 
within territorial boundaries of regions etc. should not be encouraged.

• Effective participation of stakeholders from developing and least developed economies should be encouraged and 
facilitated, with the focus on capacity building.

• National governments role in law and order, content regulation and national security within their territories be accepted; 
else international clashes will continue.

• Countries should be asked to send nominees of all stakeholders, rather than ICANN directly selecting people without any 
transparency.
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Multi-Stakeholder Advisory Group at DeitY:  Multi-Stakeholders Advisory Group (MAG) for the India Internet Governance 
Forum (IIGF) was constituted by DeitY. Two rounds of meetings were held to discuss the way forward and help develop India’s 
position and stance in global forums. CEO, DSCI is member of the MAG as a representative of the industry. DSCI has been 
advocating that the roles and responsibilities of all stakeholders in the multi-stakeholder model should be clearly defined and   
parts of the governance of the Internet, which cannot be run by the government should be passed on to other stakeholders 
such as industry, academia, civil society. DSCI has also suggested that expert groups be formed in different areas within the 
IIGF. DSCI also stressed on the need to lay out the processes for IIGF so that the discourse could be effectively taken forward.

DSCI Position

DSCI consults industry members on their views on the matters on IG. It helps to frame industry concerns better in various 
forums that DSCI participates in. DSCI advocates a multi-stakeholder model for IG, which must be proportional to the Internet 
population of nations.  Roles and responsibilities of all stakeholders must be clearly defined for issues. However, participation 
of only the relevant stakeholders on issues that concern them is essential to ensure effective and quick decision making. The 
unilateral control of US government oversight has been opposed by all stakeholders alike. DSCI welcomes NTIA decision to 
transfer the stewardship of the IANA functions to the “global community”; however who will be accountable is not yet known. 
Discussions on various platforms have to be revived that can help establish global Internet principles, evolve global norms and 
treaties for complex subjects such as cyber crime, cyber security, privacy, intellectual property, etc. while also respecting the 
sovereign rights of nations. Participation of under developed and developing countries should be encouraged on all platforms, 
by providing the required support, that can help build capacity and bridge digital divide. Indian Industry should actively 
participate in various standard and protocol development organizations such as IEEE, IETF, W3C, ISO etc. to establish its 
thought leadership, and to protect its interests.

Privacy

Engagement with DoPT

DSCI has  continuously engaged with DoPT and provided inputs on the privacy bill, after the submission of the Shah 
Committee report, in its effort to ensure industry self-regulation and light touch regulations are retained in  the bill. The global 
community is keenly looking forward to the privacy protection bill of India, especially US, EU, Canada, Australia and others as 
majority of outsourcing business in India stems from these geographies, and privacy bill provisions might impact them as well 
as organizations in their geographies. EU DPAs - Mr. Jacob Kohnstamm, Chairman of the Article 29 Working Party and 
Chairman of the Dutch Data Protection Authority and Mr. Christopher Graham, UK Information Commissioner – along with Ms. 
Chantal Bernier, Designated Privacy Commissioner of Canada showed keen interest in understanding the proceedings of the 
bill. A meeting of the Commissioners  with DoPT officials  was arranged by DSCI, to make them aware of the government 
thinking on the subject. DSCI also organized a separate meeting with the above officials and apprised them on the privacy 
landscape and recent privacy related developments in India. DSCI also updated them on the robust contemporary practices 
adopted by the IT-BPM industry to safeguard personal information, including the DSCI Privacy Ecosystem around its privacy 
practices framework.
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Report by the Standing Committee on Information Technology (2013-14)

Fifty-second report of Parliamentary Standing Committee on Information Technology (2013-14) on cybercrime, cyber security 
and right to privacy was published. As part of its response to the Committee, DeitY has recognized DSCI role and activities in 
strengthening the cyber security and data protection regime in the country. The report acknowledges the work of DSCI in the 
area of capacity building in cybercrime investigations and cyber forensics by organizing training programs across India through 
eight DSCI cyber labs – four of which have been supported by DeitY. ‘National e-Security Index’ – a project initiated by DSCI, 
with DeitY funding,  to measure the level of cyber security preparedness and awareness in the country was prominently 
highlighted in the report and was recommended for implementation by the Committee.
       
                             Download Report
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Advisory Groups 

Security Assessment
Advisory Group (SAAG)

Best Practices Advisory
Group

Encryption Advisory
Group

Privacy Assessment
Advisory Group (PAAG)

Cyber Forensics Forum

Studies & Surveys 

Thought Papers 

Frameworks,
Standards and
Assessment 

DSCI Security Framework (DSF©)-Draft

DSCI Privacy Framework (DPF©)-Draft

DSCI Framework Pilot Implementation for a 
BPM company

FAQs  on EU Data Protection Directive
       

Content Aggregation Program
in consultation with the industry

Data Protection and Privacy in India

Role of BCRs in EU for data protection

Responded to EU’s proposed 
questionnaire on future of privacy

“Security and Privacy Challenges in the          
UID project”

“Data Protection – Security and Privacy                   
issue’s” presented at the Information    
Technology Laws Workshop at Delhi 
 University

“Paper on Encryption Policy” highlighting
business issues and need for strong
encryption, circulated to members for
consultation
 
“Ethics and Policy of Biometrics” 
published by Springer

Survey : Phase I 
•Information Security and Privacy 
  practices implemented by IT-BPM 
  companies.

Survey : Phase II
•Data security survey in key industry 
  verticals
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THOUGHT
LEADERSHIP
INITIATIVES 

Special Interest Group

Global Data Flows Common Criteria  Protection Profiles

Privacy Assessment Ecosystem Security & Privacy Standards

DSCI Assessment Framework (DAF©)
v1.0

DSCI Security Framework (DSF©) v1.0

DSCI Privacy Framework (DSF©) v1.0

DSCI Frameworks Implementation 
Program
•Training on DSF© and DPF© for the Big 4 
  Consulting Companies

FAQs on IT (Amendment) ACT 2008

DSCI Assessment Framework-Security 
DAF-S© v1.0

DSCI Assessment Framework-Privacy 
DAF-P© v1.0

DSCI Assessment Ecosystem 
Development 

International standards 
• Participation in the development of Security  
   and Privacy related international standards
   at ISO

NASSCOM-DSCI Report- ‘Securing our
Cyber Frontiers’. 

‘Reasonable Security Practices under IT 
(Amendment) Act, 2008’ in partnership with TCS

‘Data Protection Challenges in Cloud omputing: 
An Indian Perspective’ in partnership with Wipro

DSCI-KPMG Survey 
•State of Data Security and Privacy in Indian 
  Banking industry
•State of Data Security and Privacy in Indian BPO

DSCI Industry Benchmarking Program
•Positioning of security and privacy in  
  organizations
•Maturity and characteristics of key security 
  disciplines such as Threat & Vulnerability 
  Management, Incident Management.

“India’s Cyber Security Challenge” - 
  Report by Cyber Security Task  
  Force-IDSA – DSCI member of the 
  Task Force

“Mobilizing for International Action – The 
Cyber Security Agenda” for EWI

“Building an Ecosystem for Cyber Security 
and Data Protection in India” published by 
Springer

“Privacy in India” for RISE Project

DSCI-PwC Study 
•The Threat Within – A Study on Insider 
  Threat

e-Security Index for India

DSCI-Cisco Security Thought 
Leadership Program
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DSCI Privacy Assessment Ecosystem

DSCI Assessment Frameworks for Security (DAF-S©) & Privacy (DAF-P©) were released in December 2012. Following the 
release, DSCI, as advised by the industry and government experts, has channelized efforts to create an ecosystem around 
privacy assessment. Different components of the ecosystem were developed after studying the assessment ecosystems 
around ISO standards, British Standards and Carnegie Mellon University’s eSourcing Capability Model (eSCM). Inputs of 
Privacy Assessment Advisory Group (PAAG), setup by DSCI, and suggestions of Big 4 consulting firms were taken on board 
to develop the entire ecosystem..

DSCI Privacy Certified (DPC) Organizations 

Organizations are accountable for data collection and its use. Accountability is emerging as a fundamental privacy concept 
which puts the onus on the organizations handling personal information for protecting it, instead of transferring the 
responsibility of data collection and usage on the individual through complex notices, choices and consent. The revisions in 
privacy regulations globally put a lot of emphasis on accountability. In India, the framework for creating privacy bill released by 
the Planning Commission also emphasizes on the Accountability principle. What this means for the organizations is to have a 
comprehensive privacy program in place based on a well-defined privacy policy and the program is implemented across the 
organization, with appropriate monitoring & oversight mechanisms to check non-compliances and performance. While DPF© 
provides a framework for designing and implementing such a privacy program, the DAF-P© is designed to assess 
organization’s privacy initiatives which can be used by external or internal assessors to certify successful implementation. 

DSCI Privacy Certified (DPC) Organization certification scheme is based on the independent third party privacy assessments 
to be carried out by DSCI authorized Assessment Organizations (AOs) based on DAF-P© and DPF©. Under the scheme, the 
AOs will conduct the third party privacy assessments and submit a detailed assessment report to DSCI, on the basis of which, 
DSCI will take the decision to grant DPC - privacy certificate to an organization. Certification once granted, will be valid for a 
period of three years subject to surveillance assessments to be conducted by the AO in second and third year. After a period 
of three years, the assessee organization will have to apply for recertification. The validity of the DPC will be subject to certain 
conditions including any major change in the assessee organization. To assist AOs and bring in consistency in the assessment 
approach and processes, DSCI has also developed a DSCI Data Privacy Assessment Manual which provides guidelines on 
scope selection, assessment methodology and approach, guidelines, documentation guidance, among others.

This DSCI privacy certification scheme will help organizations demonstrate implementation of a sound privacy program, 
enhance trust and provide assurance to data subjects, regulators and clients.
 
DSCI is glad to report that the first privacy assessment of a financial service organization was completed and assessment of a 
leading telecom company is also underway.

Partnership with the Assessment Organizations

DSCI is in the final stages of partnering with AOs, who will be authorized to conduct third party assessments of the 
organizations under DPC scheme. Seven organizations including Big 4 firms (KPMG, PwC, EY and Deloitte) who have helped 
DSCI define the privacy assessment ecosystem along with BSI, TuV Nord and DNV have shown interest to become AOs. DSCI 
held meetings with these potential AOs to take their inputs on the DPC scheme and finalize the terms of partnership. Going 
forward, depending on the market acceptance of DPC scheme, DSCI may authorize more AOs.

THOUGHT LEADERSHIP
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Training Highlights 

Subsequent to the launch of the first training batch in Delhi, DSCI conducted DCPLA© Training and Certification Program in 
major cities of the country- Mumbai, Pune, Bengaluru, Chennai, Hyderabad and Kolkata. Over the course of nine months, DSCI 
has trained 173 professionals from over 50 organizations in 10 batches.  

Training Program Design:  The training program intends to explain the intent behind each of the practices defined under the 
nine practice areas of DPF©, to help the assessors understand, analyze, investigate and appreciate the various aspects of 
privacy implementation within organizations. It aims to provide a common platform for potential assessors from different 
organizations to have a common understanding and expectations for privacy implementations. The program also helps 
organizations desirous of DSCI certification better understand the expectation of privacy implementation, and requirements for 
the DSCI certification.
 
The course for DCPLA© training has been designed to help assessors understand the practical aspects of privacy 
implementation within organizations. The aspects of privacy implementation and assessment are explained through case 
studies, role plays, real world examples, multimedia and group discussions which help the participants understand the privacy 
protection requirements and practices. As part of the training program, participants are familiarized with DSCI Privacy 
Assessment Manual that details step by step guidance to assessors for conducting assessments. On the completion of the 
training, all the participants appear for a three-hour examination. Candidates who clear this exam are awarded with DCPLA© 
certification. 

So far 120 candidates have been certified as DSCI Certified Privacy Lead Assessors. Results of few batches are yet to be 
announced.
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Launch of DCPLA© Training and Certification Program 

In June 2013, DSCI launched a three-day ‘DSCI Certified Privacy Lead Assessor’ (DCPLA©) Training and Certification Program 
to create a pool of assessors (including those from the AOs) and help them equip with necessary tools and skills in undertaking 
privacy assessment of organizations.

At the launch, Kamlesh Bajaj, CEO, DSCI discussed the journey of DSCI onto this stage and 
highlighted that privacy protection is a key focus area at DSCI together with cyber security and data 
security. While launching the program he said  "I am extremely glad to announce the launch of the 
DCPLA© training & certification program. This marks the beginning of a new chapter for DSCI as 
well as the entire industry." He also added "Privacy function is emerging out of the wings of security 
function and one would see it as an independent function much the same way security emerged 
out of the IT operations”.
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E-Security Index for India 

Recognizing the need for a comprehensive understanding of the nation’s cyber security environment, preparedness, 
responsiveness and threats associated with the use of technology, DeitY awarded a project- ‘e-Security Index of India’ to DSCI 
in 2012 to formulate an index to measure cyber security status of the country. The first phase project was completed 
successfully in August 2013. In line with the expectations, DSCI has laid down a model to quantitatively measure the cyber 
security status of the country through national (policy and national level programs & initiatives), sectoral (critical sector 
organizations) and citizen sub-indexes. A detailed structure of the index framework comprising sub-indexes, parameters, 
sub-parameters and indicators was developed by DSCI. It had further prepared questionnaires, scoring methodology and 
identified various data sources - surveys, findings of study reports, data from security vendors or telecom/internet service 
providers and others to measure these indicators. These parameters within national, sectoral and citizen sub-indexes were 
allocated weightages and a final statistical model was developed. The progress of the project was periodically reviewed by 
Project Review & Steering Group (PRSG) comprising senior officials from DeitY and professors from Faculty of Management 
Studies (FMS), Delhi.

During this phase, DSCI also conducted a workshop with senior government officials and academicians to solicit inputs. Inputs 
were also sought through an extensive consultation with over 50 senior cyber security experts across different sectors - BFSI, 
Energy, Telecom, Transport, e-Governance and IT. 

The 52nd Parliamentary Standing Committee Report on Cybercrime, Cyber Security and Right to Privacy, recognized the 
e-security index project and recommended its expeditious implementation. 

The Committee noted “that in order to gauge the level of cyber security preparedness as well as awareness in the country, the 
Department (DeitY) has initiated a project ‘National e-Security Index’ in association with Data Security Council of India (DSCI) 
and the project is expected to enable studies and surveys in different sectors and segments in the country and provide 
information in the form of an index that can guide policy related actions in the country. The Committee recommend that the 
project should be implemented expeditiously and the Committee may be apprised of its status/outcome.” (Para No. 2.28, 
Recommendation Sl. No. 21)

 

DSCI DATA PROTECTION
OUTLOOK 2013-1431



Development of standards at ISO

DSCI is regularly participating in the ISO Sub-Committee 27 (SC27) meetings, with the objective of addressing interests of the 
country and the industry, and to provide expertise to contribute to the development of the standards. DSCI, under the aegis of 
BIS, is creating awareness in the industry on security and privacy related standards and trying to institutionalize industry’s 
participation in the standards development process. Currently DSCI is focusing on the development of cloud security and 
privacy related standards, and reaching out to the industry for contribution.

Following are the key standards that DSCI is focusing on and has worked towards inviting, analyzing and consolidating 
comments from the industry for submission as national comments:

• ISO/IEC 27017 - Guidelines on information security controls for the use of cloud computing services based on ISO/IEC 
27002

• ISO/IEC 27018 - Code of practice for personally identifiable information (PII) protection in public clouds acting as PII 
processors

• ISO/IEC 27036-4 (Information security for supplier relationships) – Part 4: Guidelines for security of cloud services
• ISO/IEC 29134 (Privacy Impact Assessment – Methodology) 
• ISO/IEC 29151 (Codes of Practice for PII Protection) 

DSCI will be attending the upcoming ISO SC27 meetings going to be held in April in Hong Kong. DSCI is working towards 
organizing ISO SC27 meetings in India in October 2015 in Jaipur. This will be the first time SC27 meetings will be held in India.

DSCI-BSA Study: Security considerations in software procurement by 
government agencies in India 

Recognizing the need for reducing the security risks in the government’s procurement of software throughout its lifecycle, DSCI 
in association with BSA initiated a study to learn the security considerations in software procurement by government agencies 
in India. The study analyses the existing software procurement practices (from security viewpoint), issues and challenges faced 
by the government agencies and provides a detailed public policy and organizational level recommendations for enhancing 
security protection during entire software procurement lifecycle. The study report is planned to be released soon.

DSCI-Cisco Security Thought Leadership Program

Security Thought Leadership Program initiated in 2012 by DSCI in collaboration with Cisco was executed successfully. This 
eight month extensive program envisaged development of collaborated content, engaged the  security community  and 
provided insights into the rapidly changing threat landscape while bringing focus on the next generation security capabilities 
available to effectively counter the dynamic environment and advanced persistent threats (APTs). It featured surveys, 
roundtables, meetings, webinars etc. and led to the development of reference architecture that provides practical guidance to 
solve business problems during security implementation.

A microsite was developed to support and increase engagement within the security community. 
http://www.thoughtleadership.dsci.in/ 
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Survey Overview
Reinventing network in the context of security

OBJECTIVE
To understand the evolution 
of the security domain and 
associated challenges 
brought about by 
technological innovation.

SAMPLE SIZE

60CISOs

'IT Services organization,
with fairly advanced 

evel maturity'

'IT Services organization,
for mobility & application access'

'Financial institutions that
are looking to take initial steps

in the area of virtualization'

Findings (validated with 25 CISOs from 
IT/ITeS, PSUs, BFSI sectors across New 
Delhi, Mumbai and Bengaluru) populated 
below use cases.  

FINDINGS

Technical Paper Competition 

A technical research paper competition on ‘Reinventing network in the context of security’ was organized in collaboration with 
IEEE India Council as technical partner. Authors of 6 papers, shortlisted from over 40 submissions, presented their research to 
the jury members at the DSCI Best Practices Meet at Chennai. First three winners were awarded by Mr. Ponnavaikko Murugesa, 
Head, IEEE India Council and Dr. Kamlesh Bajaj, CEO, DSCI at the event. The winners were

• Mr. Steven Sprague - Wave Systems - Best Research Paper
• Mr. Asit More - ABV Indian Institute of Information Technology & Management, Gwalior- First Runner up
• Mr. Santosh Krishna Putchala - Robert Bosch Engineering and Business Solutions - Second Runner up

Best Research Paper

Presented by Mr. Sprague, CEO of Wave Systems
Topic:  ‘Modernize the Network: Device Identity Network Meets Enterprise Needs’

The paper outlines how the network should be constructed to achieve the goals of users, enterprise management, and 
network owners. Modern, device-identity based enterprise network architecture provides a clear path for the convergence of 
the enterprise network and the mobile network, by delivering a great experience for the user. The enterprise controls every 
institution required, while enabling a modern model of service, anytime, anywhere, on any registered device. It supports the 
new reality of many devices that will have differing capabilities that change frequently. It lays the foundation for a content-sharing 
future where all users and devices can produce assured data. Finally, it leverages already deployed industry standards to 
reduce the capital cost of switching implementations.
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The second document, ‘Role of network in empowering security’, details how engineering evolution of network aids security 
domains and tasks such as Application Security, Identity and Access Management, Logging, Monitoring & Incident 
Management, Threat & Vulnerability Management, Data Security, Compliance and Policy Governance.
        

Download Report

Reference Architecture

DSCI released a Reference Architecture that provides practical guidance to security leaders and 
professionals in the country on architectural evolution with respect to technological innovation in the 
area of BYOD & Mobility, Virtualization and Cloud Computing. It also discusses how these innovations 
are changing the security response to scalability, diversity, complexity, extensibility, and granularity of 
business requirements, rules and service delivery expectations. 

Reference Architecture is a set of two documents – (I) ‘Architectural Ideas and Capabilities’, which 
deals with architectural ideas for security of virtualization, mobility& BYOD and cloud (II) ‘Role of 
network in Empowering Security’, which reveals how engineering evolution of network contributes to 
overall security.  

‘Architectural Ideas and Capabilities’ document unveils how businesses are becoming diverse, 
complex, expanding and scalable, putting immense pressure on the network. Trends like 
virtualization, mobility & BYOD and cloud add multiple dimensions to the diversity and complexity. The 
equation of security, thus, becomes a daunting challenge. The challenge demands comprehension 
of the complexities, sorting of the issues arising out of the trends, and evaluation of capabilities for the 
purpose of security. More important is their articulation in a structured manner. 

The content was developed in collaboration with 13 organizations from IT/ITeS, FSI and PSUs. It 
compiles various industry use cases, adoption trends, and key considerations with respect to 
architectural, technical, and implementation. It presents sample architectural scenarios around 
virtualization, cloud computing, mobility/BYOD. 
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Collaborative Protection Profiles under CCRA

India obtained the recognition of authorizing nation under the “Common Criteria – Recognition Arrangement" (CCRA) scheme 
for IT products testing. This recognition from a ‘Consuming Nation’ to ‘Authorizing Nation’ will strengthen India’s position in the 
global assurance regime. Furthermore, it will lead Indian labs to get global recognition and the products tested in these labs 
accepted by the countries that are part of CCRA arrangement.  It will enable investment in setting up infrastructure and labs in 
public and private sector in India for testing Electronics and IT products and allow India to create a national certification scheme 
as recommended under the Joint Working Group (JWG) report of 'Engagement with Private Sector on Cyber Security'. 

STQC, a Directorate of DeitY, currently operates Indian Common Criteria Certification scheme. DSCI was engaged by STQC 
with the aim of inviting industry participation and providing inputs for the development of Collaborative Protection Profiles 
(CPPs) under the CCRA for security testing of IT products. A very encouraging response from the industry has been received 
by DSCI for the development of CPPs for various International Technical Committees (iTC) including - Networks, Mobile, 
Multi-Functional Printers (MFPs), Applications, Operating System (OS), USB, Smart Cards, Card Readers, Anti-Virus, Web 
Apps, Encryption and Cross domain.  Industry comments and inputs on Essential Security Requirements (ESR) draft on 
‘Software Full Disk Encryption Product’ and ‘Network Device Security Fundamentals’ were submitted to STQC for further 
submission to international committee.

Cyber Security Framework for Critical Infrastructure by NIST

In response to the Request for Information (RFI) on the development of framework for improving cyber security in critical 
Infrastructure by NIST, DSCI submitted a comprehensive guidance document. DSCI provided inputs on risk assessment 
processes, how to factor cyber security concerns in the risk assessment; how already existing security frameworks can be 
leveraged to the extent possible, standards and guidelines components that are of prime importance and other management 
practices related to cyber security. 

The framework was released in February 2014. It is designed to help critical infrastructure operators safeguard their information 
assets and guide them in adequacy assessment of the cyber security practices in their organizations.

        Inputs to the RFI

Contribution to India Smart Grid Forum

India Smart Grid Forum (ISGF) was established as a PPP initiative of the Ministry of Power for Grid modernization and 
accelerated development and deployment of Smart Grid Technologies in the Indian power sector. As a member of the Cyber 
Security WG, DSCI has contributed to formulation of guidelines for the draft cyber security standard, which was later approved 
by BIS. It also participated in a workshop conducted by the ISGF to address cyber security concerns, along with other WGs.
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Security Working Group (WG) created by The Open Group

DSCI is a member of Security WG created by The Open Group, a global consortium that develops open, vendor-neutral IT 
standards and certifications in the benefit of global IT community. The security WG was established to guide the Indian Banks 
in the movement of their workloads to cloud. It aimed at analyzing the benefits, challenges and regulations with regard to the 
Indian Banking workloads and for providing guidance for selecting suitable partner for cloud services. DSCI participated in the 
meeting held with the stakeholders to understand the requirements of cloud computing in Indian banks. As part of this initiative, 
DSCI is also contributing towards development of a white paper on ‘Best Practices for Cloud Adoption by Indian Banks’. The 
paper is intended to provide inputs on legal and regulatory compliance requirements, challenges to cloud adoption from 
security, integration and operational perspectives and recommendations on migration of application workloads to the cloud.

NASSCOM Sector Skill Council

Ministry of Human Resource and Development (MHRD) and National Skill Development Council (NSDC) through NASSCOM 
Sector Skills Council (SSC) are developing unique job roles -’Qualification Packs’ for entry level aspirants.  This industry sector 
is divided into four sub-sectors -IT Services (ITS), Software Products (SPD), Business Process Management (BPM) & 
Engineering & R&D (ERD). In consultation with the industry, DSCI has helped prepare the Qualification Packs and Occupational 
Standards for two job roles - Security Analyst and Trainee Engineer.

NASSCOM Sector Skill Council (SSC) launched the Occupational Standards guidelines in September with the aim to provide 
the industry with a strong pipeline of qualified and trained talent.
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NASSCOM-DSCI Annual Information Security Summit (AISS) 2013

DSCI hosted the eighth edition of NASSCOM-DSCI Annual Information Security Summit at The Grand, New Delhi on December 
10-12, 2013. The summit is one of the biggest events on information security in India, and this year it witnessed active 
participation of over 500 leaders and experts from the information security community.

The agenda covered contemporary trends and evolutions in security and privacy through various sessions, technology 
insights, keynotes, plenaries, debates, policy deliberations and views of industry experts. Overall, it featured 44 sessions 
including plenaries, parallel track sessions, breakfast meets and keynote sessions. The summit expanded its scope, scale, 
offerings and opportunities with a special focus on National Security, Architectural Paths, Policy Governed Systems, Critical 
Internet Resources, Internet governance, Criminal Networks, Cyber Warfare, Big Data, Pre-emptive Cyber Strike, Clean Pipe, 
Operational Technologies, 'Development and Operations (DevOps), Trust Overlay, Security Incident and Event Management 
(SIEM), Cyberwar Mercenaries, Privacy in Global Surveillance, Digital Forensics, Security & Privacy as Career,  amongst others.
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OUTREACH AND AWARENESS

Shri Kapil Sibal
Hon'ble Minister of Communications & IT,

Government of India

In his inaugural address he 
emphasized on the growing 
security challenges that are 
emerging in the digital world. He 
expressed the need for a legal 
framework for the global 
community and asserted that 
global cooperation is essential to 
address the security related 
issues in the cyber world. He also 
appreciated the efforts of DSCI in 
sensitizing the industry and 
community on security and 
privacy related issues by 
conducting such events and 
bringing the stakeholders 
together.
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         Workshops conducted in association with

BSA on 'Privacy and Security Challenges in
Cloud Computing’
Verizon on 'Security Defense Strategies and
Technologies'
Trusted Computing Group on 'Trusted Computing’

          Roundtable meetings conducted in association with

Cisco on 'Security Strategy for Attack Continuum’
Verizon on 'Dynamic Threat Landscape with Dynamic Tech
Changes, Multi platformsand Cloud Adoption’
Websense on 'Creating Content and Context Aware Security
Framework to Defend Against Zero Day and Targeted Attacks’
Akamai on 'Security Challenges in The Hyper connected World:
Is India Ready?’
Symantec on 'Staying ahead of the security threat curve’

A GLIMPSE AT #AISS13

ROUNDTABLESTORCH BEARERS INTERACTIVE DISCUSSIONS WORKSHOPS

EXHIBITIONSPARTICIPANTSVALEDICTORY ADDRESS INITIATIVES & PROGRAMS

On the sidelines of the summit, DSCI also conducted three pre-event workshops, and five roundtable meetings focused on 
contemporary trends and technology evolutions.

“Given the wide range of cyber 
security topics discussed in the 
forty four sessions, a number of 
rapporteurs have helped us 
compile the key 
recommendations to enable both 
the policy makers & practitioners in 
the various areas of their work”

Dr. Kamlesh Bajaj,
CEO, DSCI

DSCI compiled the highlights of AISS 2013 in the form 
of a report which was released soon after the Summit. It 
detailed out key takeaways, ideas of 100+ thought 
leaders and featured key recommendations that 
emerged from the discussions. The report offers 
guidance to the policy makers, business decision 
makers, solution providers and domain experts to 
devise solutions to the contemporary issues and 
challenges faced by them in the cyber space.

AISS 2013 Recommendations:
Advancing Towards a Securer Cyberspace

Download Report 

http://www.dsci.in/sites/default/files/AISS2013%20Recommendations_Advaning%20Towards%20a%20Securer%20Cyberspace3.pdf




Best Practices Meet 2013

The fifth edition of the Best Practices Meet was held in Chennai in July 2013. This year the meet focused on forward leaning 
strategies for cyber security. It witnessed participation of over 250 senior industry and government security professionals who 
engaged in thought provoking discussions on various aspects of cyber security. 

The meet featured panel discussions on several topical subjects, including 
National Cyber Security through PPP, Cyber Health, Cyber Defense, Demystifying 
Cyber Attacks, Security Automation & Intelligence, Defending Application 
Innovations and Defending against Advanced Persistent Threats, Bringing 
Strength & Maturity in Defending Application Innovations.

The panelists were drawn from policy makers, government officials, thought 
leaders from user organizations and solution providers.

 

130+
 

 Organisations30+
Speakers

250+ 
Delegates



DSCI Excellence Awards 2013

The felicitation ceremony of the third edition of the DSCI Excellence Awards was held on the sidelines of the AISS 2013.  DSCI 
Excellence Awards is one of the most coveted awards in security and privacy in India; and only award to honor the LEAs in the 
country. DSCI awards honor organizations and individuals who have implemented robust, effective and resilient security 
programs, shown innovation, demonstrated commitment in the field of security and privacy and the LEAs for their exemplary 
efforts in capacity building and cybercrime investigations. This year, awards for privacy leader and security implementation in 
the e-Commerce sector were also introduced in the corporate category.
 
The winners of the awards were facilitated by Mr. G K Pillai, Former Secretary, Ministry of Home Affairs, Government of India, in 
the presence of Mr. Som Mittal, Former President, NASSCOM, Dr. Kamlesh Bajaj, CEO, DSCI, members of the jury and the 
representative of awards category sponsor Mr. Kartik Shahani, Country Manager, India and SAARC, RSA . The selection of 
winners was done by eminent jury members, from the shortlist prepared by DSCI in consultation with PwC, our process partner.

Jury – Corporate Segment 

• Mr. Ganesh Natarajan, Vice Chairman & CEO of Zensar Technologies
• Mr. B. Sambamurthy, Director, IDRBT
• Mr. Kersi Tavadia, CIO, BSE Limited
• Prof. (Dr.) M.P. Gupta, Professor, Department of Management Studies, IIT Delhi

Jury – Law Enforcement Segment 

• Mr. Loknath Behera, IGP, Bureau of Police Research & Development (BPR&D),
 Ministry of Home Affairs, Government of India
• Mr. Pratap Reddy, Home Secretary, Government of Karnataka
• Mr. Nandkumar Saravade, Advisor, Assurance, Ernst & Young LLP
• Mr. Vakul Sharma, Advocate, Supreme Court of India

DSCI Excellence Award for Security

Bank: HDFC Bank Ltd.

Telecom: Reliance Communications

e-Governance: UIDAI

e-Commerce: Ibibo Web Pvt. Ltd. (B2C)

      National Payments Corporation of India (B2B)

IT Services-Large: Polaris Financial Technology Ltd.

IT Services-SME: Broadridge Financial Solutions (India) Private Ltd.

BPM–Large: Genpact Ltd.

BPM–SME:  Quatrro Global Services Pvt. Ltd.

Corporate Segment
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Report on Industry Best Practices

A report on 'Leading Industry Practices in Security and Privacy' was prepared in association with PwC, the process partner of 
the DSCI Excellence Awards. It captures the leading security and privacy practices implemented by organizations operating in 
different industry verticals. The analysis of information on the best practices revealed through the nomination forms in the first 
and second editions of the awards was leveraged to develop the report. This report helps organizations to benchmark 
themselves against the best practices and incorporate security and privacy best practices in their business operations.

Download Report

DSCI Excellence Award for Privacy
Bharti Airtel Ltd.

DSCI Excellence Award to Information Security
Product Company
Cyberoam Technologies Pvt Ltd.

DSCI Excellence Award: Security Leader of the Year,
supported by RSA
Arun Kumar Anand, NIIT Technologies Ltd (IT Sector)

Raja Vijay Kumar Adapa, Genpact Ltd. (BPM Sector)

Shanmugasundaram Ramasamy, Indian Oil Corporation Ltd.

(Energy Sector)

Sharad Sadadekar, HDFC Life Insurance Co. Ltd. (Insurance Sector)

Vishal Salvi, HDFC Bank Ltd. (Banking Sector)

DSCI Excellence Award: Privacy Leader of the Year

Burgess Cooper, Vodafone India Ltd.

Law Enforcement Segment

DSCI Excellence Award: Capacity Building of Law
Enforcement Agencies
Central Bureau of Investigation (CBI)

DSCI Excellence Award: India Cyber Cop of the Year
Suresh Kumar, Police Inspector, Cyber Crime Cell, Haryana,

Gurgaon Police
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Chapter Meetings: DSCI Chapters in Delhi, Bengaluru, Chennai, Pune, Hyderabad and Mumbai held meetings on the 
occasion of DPD. The interactive meetings enabled networking and learning from the leaders through insightful presentations 
and  thought provoking discussions on innovations in privacy, risk & governance, policy, best practices, data protection regime 
among others.

Webinar on ‘Business Implications of Data Protection provisions in the IT Act:  DSCI in association with Information 
Week conducted a webinar on ‘Business Implications of Data Protection Provisions in the IT Act.’ The webinar discussed key 
privacy challenges from individual, government, business, technology and law enforcement perspectives and underlined the 
following key takeaways for the participants:

• Understanding the requirements under section 43A of the IT Act and rules issued with respect to the Sensitive Personal 
Information, Privacy Principles and Reasonable Security Practices.

• Knowledge of business implications of privacy including issues and challenges in privacy implementation.
• Learning the deployment of solutions to strengthen privacy protection within the organization. 
• Insight into the DPF© to enable organizations to design and implement a privacy program that can enable it to also 

comply with the legal requirements.

It was attended by over 100 participants.

Data Privacy Day 2014

The International Data Privacy Day (DPD) – January 28 - was celebrated in India under the aegis of DSCI, spreading privacy 
awareness and focusing on the need for organizations to implement privacy programs to protect the personal data of citizens 
and consumers. In the fourth year, the momentum was further enhanced and privacy message was taken through various 
initiatives leveraging different channels. These included:

CEO Message:  CEO of DSCI sent out a Privacy Day message to all the members of DSCI encouraging them to celebrate 
this day and participate in the initiatives driven by DSCI. This year it was accompanied with messages from some of the 
eminent leaders from the government and industry including Mr. R. Chandrashekhar, President, NASSCOM; Dr. Gulshan Rai, 
DG, CERT-In; Mr. Rajesh Aggarwal, Principal Secretary (IT), Govt. of Maharashtra; Mr. Rajendra Pawar, Former Chairman, 
NASSCOM & Chairman and Co-Founder, NIIT Group; Mr. Srinath Batni, Member of the Board, Infosys Ltd; and Mr. Michael 
Kaiser, Executive Director, National Cyber Security Alliance.

http://www.dsci.in/sites/default/files/Data%20Privacy%20Day%20Message.pdf

DSCI Wallpaper: Privacy themed wallpaper was disseminated within the 
industry for adoption. It was adopted by over 50 organizations that included 
government departments and industry across various verticals including 
IT-BPM, BFSI, Healthcare, Energy and e-commerce among others in India and 
abroad and reached approximately 5 Lakh screens.
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National Privacy Month: DSCI & ETCIO.com – Digital wing of the Economic Times launched an awareness campaign 
‘National Data Privacy Month' from 28 Jan-27 Feb 2014. During the one month campaign, 54 thought leaders voiced the 
importance of privacy and shared the best practices followed by organizations through privacy messages. These messages 
were published and shared with the community through the digital medium.

http://cio.economictimes.indiatimes.com/privacy-month

Article & Blogs: 

CEO, DSCI authored an article ‘The right to privacy in the digital age’ which was published in The Hindu.

http://www.thehindu.com/opinion/op-ed/the-right-to-privacy-in-the-digital-age/article5563151.ece

Mr. Michel Kaiser, Executive Director, National Cyber Security Alliance shared a blog on DSCI blog portal - Data Privacy Day: A 
Global Effort to Build a Culture of Privacy 

http://blogs.dsci.in/?p=119



 

150+
 Participants

9
Sessions

23
Speakers

First Hyderabad Security Conference 

DSCI Hyderabad Chapter organized ‘First Hyderabad Security Conference' bringing the business and security professionals 
together to facilitate  a day long discussion on the security and privacy issues. CEO, DSCI inaugurated the event and 
underlined the contemporary evolutions and developments in the field of security and privacy in his address. He also 
emphasized on DSCI contribution to the industry in strengthening the overall security ecosystem and building a robust data 
protection culture in the country.

The conference witnessed over 150 participants and featured over 20 speakers. It 
saw some interesting discussions on privacy and security in the field of 
technology evolution, business imperatives and national security. The participants 
learnt about the benefits and challenges of transformation in technology adoption 
such as Cloud, BYOD & Mobility and evolution in business sourcing service 
delivery models and how these are influencing the security landscape at the 
national level. Some of the topics that were discussed included 'Privacy in the Age 
of Data Driven Business & Governance', 'Information Security, Cyber Security & 
National Security', 'Business Imperatives of Security', 'Securing Transformation of IT 
Infrastructure', among others.

DSCI DATA PROTECTION
OUTLOOK 2013-1447



DSCI Partnered Roundtables and Meetings

DSCI-CIS-FICCI Privacy Roundtable series

In view of the development of Privacy Law in India and the release of ‘Report of the Group of Experts on Privacy’ by Justice
A. P. Shah Committee, DSCI, CIS and FICCI collaborated to conduct privacy roundtable series to engage various
stakeholders in India. The first meeting of the DSCI-CIS-FICCI Privacy Roundtable Series was held in Delhi in April 2013
and continued in Bengaluru, Chennai, Mumbai, and Kolkata. DSCI paper on 'Strengthening Privacy Protection through 
Co-Regulation' and the 'Report of the Group of Experts on Privacy' were discussed in detail with a broader objective of creating 
awareness among professionals. 

The last meeting held in Delhi, witnessed participation of eminent speakers – Mr. Jacob Kohnstamm, Chairman of the Article 
29 Working Party and Chairman of the Dutch Data Protection Authority; Ms. Chantal Bernier, Assistant Privacy Commissioner of 
Canada; and Mr. Christopher Graham, UK Information Commissioner. These speakers shared the salient features of data 
protection and privacy regimes in their respective countries. On the sidelines of this meeting, DSCI also organized a separate 
meeting with the above officials and apprised them on the privacy landscape and recent privacy related developments in India. 
DSCI also updated them on the robust contemporary practices adopted by the IT-BPM industry to safeguard personal 
information.

DSCI-Cisco Roundtable on ICT Security

DSCI in association with Cisco organized a roundtable in Delhi with key stakeholders from the government and industry to 
discuss risks and ways to provide security assurance to ICT products. CEO, DSCI shared his views on growing ICT security 
concerns globally and the need to protect the critical information infrastructure. He cited examples of increasing trust deficit 
globally and highlighted security challenges in the Indian context. He suggested ways to counter these issues by underlining 
the key recommendations of NASSCOM-DSCI Report 'Securing Our Cyber Frontiers' and JWG Report on 'Engagement with 
Private Sector on Cyber Security'.

DSCI shared the findings of the report on Common Criteria to make the stakeholders aware of various aspects that drive 
evaluation and certification globally and in India, with a focus on opportunities and the way forward.

Mr. Vinayak Godse, Director-Data Protection, DSCI was also the part of the roundtable meeting. 

The roundtable saw participation of over 45 experts from the industry, government and academia.

DSCI-iCOMP-LSE Roundtable on Privacy

DSCI in association with iCOMP and London School of Economics (LSE) held a roundtable themed 'Future of Privacy in India'. 
CEO, DSCI shared his views on the framework for privacy regulation in India and highlighted the recommendations from the 
Justice A. P. Shah Committee’s ‘Report of Group of Experts on Privacy'.

A key note was delivered by Dr. Gulshan Rai, DG, CERT-In. The roundtable had two panel discussions on 'Context of Privacy 
in India' and 'Business Responsibility in the Age of Data Driven Transformations'  focusing  on privacy in the Indian context, 
privacy landscape and key markets, scope and implications of data collection by public agencies in India, challenges and 
risks of commercial use of data collected through the Internet by private players. 

The panel discussions led by the senior government officials including Mr. Manoj Joshi, JS, DoPT, Govt. of India and Mr. A.P. 
Singh, DDG, UIDAI recommended legal regime for privacy with the inclusion of global privacy principles. The roundtable 
included participants from the industry, civil society and academia.
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DSCI-Verizon Data Breach Investigation Report Industry Briefing 

An event was held in Delhi to brief the industry on the Verizon Data Breach Investigations Report (DBIR) 2013. CEO, DSCI, 
delivered a key note and discussed the changing global threat landscape, and the need for adoption of best practices and 
vigilance to improve data security in India. He highlighted the concerns of growing cybercrimes and security breaches in the 
country.  Dr. Gulshan Rai, DG, Cert-In, in his address, highlighted the steps taken by the government for data security in the 
country. Mr. Wade Baker, Managing Principal for Forensics, Verizon highlighted key findings of the report, based on data 
compiled from 19 global security and LEAs across the globe.

Over 20 senior officers from LEAs, Defense, Customs, and PSUs participated in the briefing.

DSCI-RSA Roundtable on Role of Analytics in Security

DSCI conducted a roundtable on the 'Role of Analytics in Security' in association with RSA. The meeting focused on analytics 
in new age security and its potential to transform the traditional security strategies and support real-time decision making. CEO, 
DSCI underlined the significance of analytics and the need to develop intelligence, visibility and agility to deal with advanced 
threats. He cited data breach incidents from the recently released reports and underscored that contextual information and 
network analysis are becoming critical and imperative for businesses to deal with sophisticated threats.

Cisco Security Conclave 2014

Cisco organized ‘Cisco Security Conclave 2014’ in partnership with DSCI. The event focused on latest developments and 
innovations in the area of cyber security. CEO, DSCI delivered a key note on national architecture for cyber security and 
highlighted the role of the industry in protecting the nation’s critical information infrastructure.

Mr. Vinayak Godse, Director-Data Protection, DSCI moderated a panel discussion on ‘Complexity of Managing Security Affairs 
– how CISOs simplify it while containing the cost’. The panel discussed the existing and emerging information security 
challenges and various innovative approaches to handle the issues while keeping the organization’s commercial interest in 
view.

DSCI Pune Chapter-MCCIA  conference on Cyber Security and  Defense

DSCI Pune Chapter, in association with Marattha Chamber of Commerce Industries and Agriculture, Pune, organized a 
Conference on Cyber Security and Defense in Pune. Mr. Vinayak Godse, Director - Data Protection, DSCI was part of the panel 
discussion on 'Cyber Warfare and Cyber Security - Defense and Homeland Security Domains'. He highlighted the need for 
international cooperation and initiatives to counter cyber terrorism. He also emphasized on the need for various stakeholders 
including CERTs, Interpol, LEAs, among others to collaborate at various levels to fight against cybercrime and terrorism. 

DSCI-BSA Workshop on Policy and Legal Issues in the Cloud

DSCI organized a workshop in association with BSA to discuss the policy and legal issues in the cloud. Key issues including 
jurisdictional challenges, lawful access to data, issues relating to cybercrime investigations and capturing of cyber forensics 
among others were discussed during the meeting. It was attended by the leading cloud service providers and a senior DeitY 
representative. 
       

Download Discussion Paper
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DSCI-DeltaProactive Roundtable

DSCI conducted a roundtable on 'Security 2020' in association with DeltaProactive. The roundtable discussion focused on the 
technology and business trends, privacy aspects, service models, governance technologies which will shape security in 2020. 
It focused on the challenges likely to emerge due to technological innovations including 3D printing, augmentation 
technologies, intuitive information management systems, life helping information delivery, super artificial intelligence, virtual 
interfaces and many more.

DSCI-3M Roundtable

DSCI conducted a roundtable on 'Privacy Enabled Technology' in association with 3M. The meeting focused on privacy 
technology evolution and its relevance and significance to 'Visual Security'. Mr. Vinayak Godse, Director – Data Protection, DSCI 
highlighted the need for visual security, privacy obligations and liabilities which drives policy, process and technology 
implementation.

Senior Management Workshop at ITC Infotech

A workshop on privacy was conducted for the senior management of ITC Infotech and ITC Limited in Bengaluru. DSCI 
apprised the participants on the evolving privacy landscape in India and globally. Applicability of privacy provisions in the IT Act 
and best practices to comply with such requirements were also discussed in the workshop. 

It was well received by over 50 participants from various functions including IT, security, HR, finance, legal, operations and 
quality. Mr. B. Sumant, MD, ITC Infotech graced the occasion with his presence.

Cyber Security Mock Drill

CERT-In organized yet another version of Cyber Security Mock Drill with the aim of enhancing the preparedness of 
organizations that manage datacenters and provide cloud services, in withstanding and responding to cyber attacks. DSCI 
facilitated participation of 23 organizations in the mock drill exercise.

Other Events where DSCI contributed

National Cyber Security Policy 2013 Release

CEO, DSCI was a co-panelist in a discussion held on the occasion of the release of NCSP-2013 by the Ministry of 
Communications & IT. He welcomed the NCSP-2013 as a right step towards protecting the cyber space. While sharing the 
industry perspective and the way forward in operationalization of the policy, he emphasized on the PPP models and on 
increasing collaboration between government and industry. Other panelists at the discussion included Mr. J Satyanayana, 
Secretary, DeitY, Ministry of Communication and IT; Dr. Gulshan Rai, DG, CERT-In; Prof. N. Balakrishnan,  IISc  Bengaluru & 
Chairman DSCI and Mr. S.V. Raghavan, Secretary, Office of the Principal Scientific Advisor to the Prime Minister of India.
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Meeting with the South Korean Delegation on Cyber Security Cooperation

DSCI participated in the India-Korea Cyber Security Cooperation dialogue where both the sides shared their initiatives for 
enhancing cyber security. DSCI apprised the South Korean delegation on the initiatives taken by DSCI and NASSCOM for 
encouraging product innovation and entrepreneurship in the cyber security domain in the country. Mr. Rahul Jain, Principal 
Consultant represented DSCI in the meeting.

India – Canada Bilateral Meeting

DSCI through DeitY was part of the Indian delegation in the India-Canada Bilateral Meeting on Information and Communication 
Technology and Electronics (ICTE). DSCI apprised the delegation on its role as focal body on data protection in India. It also 
briefed the delegation on DSCI work in the areas of public advocacy and thought leadership in different domains notably 
privacy, security and Internet governance. The Canadian delegation also invited DSCI to be part of the Indian delegation in 
further rounds of discussions with the objective of increasing Industry-Industry and Government–Industry interaction and 
co-operation. Mr. Rahul Sharma, Consultant represented DSCI at the meeting.

Meeting with IAPP officials

A meeting was held with the International Association of Privacy Professionals (IAPP) officials to explore the possibilities of 
establishing working relationship between DSCI and IAPP, especially in the context of training and certification program started 
by DSCI. Both the sides will continue to engage in the near future to explore the possibilities of collaboration in the area of 
capacity building in the privacy domain.

Roundtable on Internet governance organized by the UK Embassy

CEO, DSCI was invited by the Acting British High Commissioner to India to a roundtable on Internet governance (IG) organized 
by the UK Embassy. The UK position on the issue of IG for the upcoming global multi-stakeholder meeting on the future of IG 
in April 23-24, 2014 in Brazil was discussed in the roundtable. CEO, DSCI emphasized on the need to bifurcate the issues of 
IG and devise solutions for each issue instead of treating it as one single issue. He also requested the experts working in this 
area to work towards detailing the multi-stakeholder models including the decision making authorities and processes.

DSCI was invited at various events organized by other organizations
The list of events is as under:

• 'India Knowledge Summit 2013 Cyber Era - Securing the Future' organized by ASSOCHAM in Delhi

• 'Right to Privacy: Issues and Way Forward' at a Roundtable on Privacy organized by ASSOCHAM in Delhi
 
• ‘Roundtable on  Data Protection’ organized by Dataquest in Delhi

• ‘Government in the Cyberspace - Social Media and Cyber Security' at Mid Career Training Programme for IAS Officers in 
Mohali
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• Interview of CEO, DSCI by Loksabha TV on the National Cyber Security Policy 2013 

• CEO, DSCI was invited by CISO Forum as one of the jury members for TOP 100 CISO  
Awards 2013

• 'Social Media: Security, Privacy & Legal Issues' in a program on managing and 
leveraging social media for banks organized by Institute for Development & Research 
in Banking Technology (IDRBT) in partnership with Indian Institute of Banking and 
Finance (IIBF) in Mumbai

• 'The convergence of Compliances and Certifications - The Way Forward' at the India 
Computer Security Conference (ICSC) organized by UBM in Kovalam

• 'Opportunities and Challenges in Cloud for Indian Small & Medium Businesses (SMBs)'  
at the Conference on Cloud Computing and Business Intelligence organized by CII in 
Delhi

• ‘Vodafone Global Privacy Summit’ organized at Vodafone in Mumbai

• ‘Information Security Summit’ organized by Dell in Bengaluru

• ‘Privacy Landscape’ at Quality Tech Talk Event organised by HP to celebrate World 
Quality Month (November) in Bengaluru 

• ‘Cyber Security Issues and Challenges’ at Leadership Summit on ICT 2014 organized 
by ASSOCHAM in Ahmedabad 

• ‘Technology, Business Innovation and Governance of Privacy’ at TCS Symposium held 
in Chennai 

• ‘Digital Literacy and Online Safety’ at the launch of the Internet Safety Week organized 
by Google India to celebrate Safer Internet Day in Delhi

• Workshop on Internet Governance aspects organized by Internet & Jurisdiction in 
association with Centre for Communication Governance (CCG), National Law 
University, Delhi

• ‘ICT Standards & Emerging Technologies’ organized by European Telecommunication 
Standards Institute (ETSI) through the seconded European Standardization Expert in 
India in Delhi

• ‘Internet Security and Privacy’ organized by IEEE Standards Association

• ‘The Emerging Issues in Use and Governance of the Internet from the Indian 
Perspective’ organized by the Cyber Café Association of India (CCAOI) in Delhi

•  ‘Data Protection in India’ at Cyber Space Camp 2014 workshop conducted by ITech 
Law in Bengaluru 

•  ‘Cyber Security Issues related to Financial Transactions’ at a seminar on Cyber Security 
organized by DoT, Government of India
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Global Meetings 

4th Worldwide Cyberspace Co-operation Summit by EastWest Institute 

CEO, DSCI participated in the World Cyber Security Summit in San Francisco, USA conducted by EastWest Institute. He was 
a part of the panel on "Diplomatic Strategies" and "Success Story and Way Forward" and underlined the following points in his 
presentation:

• The  Internet has limited  the powers of governments to perform the functions of national security,  safety of citizens,  and 
regulation of economic activities. 

• Democratization  of  communication  has  taken  place  through social media but the freedom of expression and privacy 
issues are dominating the global discussion on cyber space.

• IG currently  under  the  control of the US  Government  has to be made open  and  laws applicable in the cyber space 
have to be agreed upon in the interest of the national security of other countries.

• US NSA surveillance of the Internet has highlighted the need for urgent action for international agreements on limits to 
surveillance in the name of counterterrorism, and privacy protection of global citizens. US NSA surveillance of the Internet 
has highlighted the need for urgent action on IG. 

• Need  to lay  down International  rules to regulate cyber behavior and establish effective means to solve urgent problems 
related to users and terrorists.

RSA Conference 2014

DSCI participated in the RSA Conference 2014, recognized as one of the most important security events in the world, held at 
San Francisco, USA. This year over 25, 000 security professionals across the globe participated in the event. The five days 
event witnessed over 500 speakers discussing the contemporary security issues. Over 400 exhibitors demonstrated innovative 
technologies in the field of security. On the sidelines of the event, DSCI convened meetings with the global security leaders, 
privacy anchors and security solution providers. In a meeting with security solutions providers, DSCI discussed the technology 
trends, their global marketing strategies and apprised them on the Indian security and privacy ecosystem and its market 
dynamics. It also provided insights into various collaboration opportunities for entering the Indian market. While participating in 
the meeting hosted by National Cyber Security Alliance, DSCI discussed policy challenges in the Indian context with key policy 
makers from the US and policy groups from various global technology companies. Mr. Vinayak Godse, Director-Data 
Protection, DSCI, who participated in the conference, also discussed the cyber security challenges in India during a media 
interaction with the Information Security Media Group.

View Interview

Seoul Cyberspace Conference 2013

DSCI participated in the Seoul Conference on Cyberspace2013 held in Seoul, South Korea. The conference was supported 
by governments worldwide and attracted participation of over 1000 delegates and experts from more than 90 countries 
including Ministers from over 20 countries. The conference outcome 'Seoul Framework for and Commitment to Open and 
Secure Cyberspace' was published capturing key ideas and discussions across six aspects including cyber security, 
international security, cybercrime and capacity building. This framework will be a key input for the next conference to be held in 
2015 in Hague, Netherlands. Mr. Rahul Jain, Principal Consultant, DSCI participated in the conference.

Download Report
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Internet Governance Forum

DSCI along with NASSCOM has been engaged in various debates and discussions on Internet Governance matters both at 
domestic and global levels. Continuing its efforts in building network with the institutions, players and stakeholders that are 
driving the discussions around Internet Governance, DSCI participated in the Internet Governance Forum 2013 (IGF) held in 
Bali, Indonesia.

Under the theme of 'Building Bridges - Enhancing Multi-Stakeholder Cooperation for Growth and Sustainable Development', 
the IGF 2013 deliberated on sub themes including access and diversity, openness, security, enhanced cooperation, principles 
of multi-stakeholder cooperation and the internet  governance principles.Against the backdrop of Snowden revelations of the 
US NSA global surveillance program, this conference debated and critically questioned the current practices of governing the 
Internet and deliberated on the roadmap to make the governance more participatory, transparent and accountable. The five 
day conference had around 170 sessions covering discussions on issues such as cybercrimes, jurisdictional challenges, 
conflict of sovereignty and global architecture of the Internet, web accessibility, affordability, net neutrality, privacy, investment, 
transition to IPv6, innovation & entrepreneurship to globalization of ICANN and other functions. The conference also witnessed 
discussions on the critical role of IGF in the global Internet governance ecosystem. It saw various proposals and ideas to end 
the control of US government specially, ICANN.  Mr. Vinayak Godse, Director Data Protection, DSCI participated in the 
conference.

ICANN 49 Meeting

DSCI participated in the ICANN 49 public meeting held in Singapore. Mr. Rahul Sharma, Consultant, DSCI attended as a fellow 
with a view to keep track on the latest updates in domain of IG and related matters, and to identify areas wherein industry 
members can participate and contribute effectively. The meeting was attended by nearly 1800 delegates, including 
representatives of all sectors of society including government, business, academia, civil, not-for-profit and user groups 
included individuals selected from 30 countries under the fellowship program of ICANN.  Around 100 sessions were 
conducted to discuss all matters related to IG such as policy and technical matters related to Internet principles, DNS, IP 
addresses, security, privacy, cybercrime, content regulation, intellectual property, among others. The conference also 
witnessed discussion on aspects such as globalization of ICANN, ways to increase community participation and recently 
announced decision of US DoC’s NTIA, to transfer the stewardship of IANA function.

On the sidelines of the meeting, DSCI also met Personal Data Protection Commission (PDPC) of Singapore to discuss the 
privacy landscape and evolving privacy regime in different geographies. DSCI updated PDPC on its work in privacy domain. 
They were made aware about the DPF© & DAF-P©, and how industry has been forthcoming in its adoption . PDPC was 
appreciative of DSCI work in bringing about awareness and raising industry baseline on privacy through its frameworks and 
capacity building initiatives. Going forward DSCI will encourage industry participation in various forums and groups that impacts 
various dimensions of Internet Governance including technical, administrative and policy. 
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 Cyber Crime Police Stations (CCPS)
• Cyber Crime Investigation and Forensic
 Training Facilities (CCIFTF)
• Created Centre of Excellence (CoE) 

2009-10

2010-11

2011-12

Outreach

• Cyber Safety Week- Tamilnadu
• Digital Crimes Consortium hosted by
 Microsoft
• ‘Indo-US Conference on Cyber Security,
 Cybercrimes & Cyber Forensics in
 association with Amrita University
• Workshop on Cybercrimes and IT
 (Amendment) Act 2008 in partnership with
 Delhi Police & ICICI Bank

• Cybercrime Conference, New Delhi
• Cyber Safe Week, Mumbai 
• Meetings with National Cyber-Forensics
 Training and Alliance officials NCFTA
• CBTs on IT (Amendment) Act 2008,
 Data Privacy and Internet Security

• Meeting with INTERPOL Officers 
• Global Program on ‘Cybercrimes’
• Training Programs at CBI Academy
• Special program for MHA’s North Eastern
 Police Academy, Meghalaya
• International cybercrime workshop
 conducted by Council of Europe in Srilanka

2009-10

2010-11

2011-12

Cybercrime Awareness Workshop
• Gujarat 
• Punjab & Haryana

Cyber Safety Month for Mumbai Police
Workshop for Government of Goa

Meeting with NCFTA (national cyber forensics
training alliance), Pittsburgh, US.

2011-12



DSCI Certified Privacy Professional (DCPP©) Program

Emerging technologies are reshaping the realms of data collection and its usage. The expansion of technology platforms over 
cloud computing, mobile devices, healthcare devices, glass technologies, social media, smart grids and others are further 
demanding deeper and broader regulations from the government and focused compliance requirements from the industry and 
government departments. In addition, heightening of information risks due to increasing cybercrimes, data breaches & theft, 
espionage and many other threats in the cyberspace are tending to increase the budget allocation for protecting valuable 
personal information through  implementing privacy programs, strengthening privacy practices and increasing awareness on 
privacy within organizations. All of these are undergirding a strong growth of privacy profession across the world and India is 
not left behind.  

With its mandate of raising awareness in the industry around areas of cyber security, privacy, information security, and with the 
aim of building capacity and developing a workforce for privacy in the country, DSCI has created a certification program - DSCI 
Certified Privacy Professional (DCPP©). It will be a privacy credentialing program that intends to make professionals aware 
about general privacy concepts, update them on current privacy landscape in India and in major economies, provide update 
on technology aspects that impact privacy and equip them with necessary knowledge and skills to step in the domain of 
privacy. The program will certify individuals who are working in industry and government as security or privacy professionals; 
individuals who are desirous of transitioning from legal compliance, information auditing, information security; graduates who 
are willing to enhance their understanding and knowledge on privacy; and those aspiring for career opportunities in privacy and 
data protection.  

Under the program, individuals will be provided with Body of Knowledge (BoK) outlining the fundamentals of privacy, major 
regulations and laws that drive privacy protection globally, standards and frameworks for privacy, and the technology aspects. 
For the candidates desirous of  getting certified, an examination will be conducted regularly by DSCI, and privacy certificate – 
DCPP©– will be issued to the candidates upon clearance of the examination.

DSCI aims to take this certification to the larger community, and prepare professionals across the country to take   in the domain 
of privacy. This certification will help in increasing the industry readiness of aspirants who intend to have a career in privacy and 
also meet the present and future industry requirements of privacy professionals. To meet the goal, DSCI plans to engage a 
broad spectrum of industry, security professionals, and academic institutions for this pursuit. The program will be soon 
launched by DSCI.

Cyber Labs Special Training Programs

DSCI is actively involved in building the capacity of law enforcement, judiciary & prosecution department in handling the 
cybercrimes investigation through eight cyber labs operated across the country. These labs provide a platform where different 
stakeholders including police, judiciary, industry (IT-BPM, BFSI, etc.) and academia come together for creating awareness and 
developing methods for dealing with cybercrimes. The cyber labs also advise the LEAs in technical related investigations, if 
called upon to do so. Out of the eight cyber labs being operated by DSCI, four were funded by DeitY, and the rest by industry. 
DeitY funding ended on March 31, 2014.  
 
During the year, over 7866 officers from law enforcement, judiciary, and department of public prosecution, among others were 
trained through 5-day full time programs and 1-3 day short courses. Since inception, DSCI has trained over 34,000 personnel 
through its cyber labs. 
 

CAPACITY BUILDING 
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DSCI Cyber Forensics Forum 

To leverage the PPP model in capacity building of LEAs, DSCI established a Cyber Forensics Forum comprising members from 
law enforcement, judiciary, department of public prosecution, IT industry and cyber forensics vendor community. The key work 
areas of the forum include PPP in capacity building, investigation guidance, technical know-how  and policy recommendations  
on best practices for cyber  forensics, awareness and education  on laws and regulations, standard operating procedures, 
forensics tool demonstrations, cybercrime treaties,  Mutual Legal Assistance Treaty (MLAT) procedures, cyber insurance,  
information  sharing  and  analysis,  international  coordination  and  support  for  crimes,  technology focus, research and 
development and global linkages for knowledge exchange. Periodical meetings are conducted to discuss the various activities 
essential for the benefit of the LEAs. The second meeting of the forum was organized by DSCI in Delhi. This forum is chaired 
by Mr. Loknath Behera, IGP, BPR&D, Ministry of Home Affairs, Government of India.

Cybercrime Awareness Workshops for LEAs

In the year 2012, DeitY awarded a project to DSCI for conducting Cybercrime Awareness Workshops in the state of Gujarat and 
Chandigarh Administration (States of Punjab and Haryana jurisdiction). The project was extended by DeitY by one year for 
conducting series of workshops across the country. Accordingly, DSCI conducted the workshops in Madhya Pradesh, Uttar 
Pradesh, Rajasthan and Bihar. The two-day awareness workshop includes panel discussions and exhibition of cyber forensics 
products and solutions by the cyber forensics product companies.

Workshop at Bhopal

Third workshop for LEAs was conducted in association with DeitY, and Madhya Pradesh State Police. The two-day workshop 
was inaugurated by Shri Mr. I S Dani, Additional Chief Secretary, Home Department, MP Government. The workshop witnessed 
informative sessions on search and seizure of digital investigation, economic offences, IT Act 2000, IT Amendment & rules 
frauds, mobile phone crime investigation and demonstration of cyber forensics tools.

Other eminent speakers from the law enforcement included Shri Nandan Dubey, DGP, Madhya Pradesh Police, Shri Shailesh 
Singh, ADGP, Cyber and Shri Anil Kumar Gupta, IGP, Cybercrime Madhya Pradesh Police and others. Over 100 senior police 
officers participated in this awareness workshop.

Release of Cybercrime Investigation Handbook

DSCI developed and released a cybercrime investigation handbook for police officers to act as a first 
reference guide during seizure of digital evidence. The guide is designed to assist investigating 
officers in conducting cybercrime investigations and help them provide practical guidance on legal 
provisions related to digital evidence and its handling.
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Workshop at Lucknow

Fourth workshop was organized in association with the DietY and Cybercrime cell, Lucknow, U.P. Police. Shri Deo Raj Nagar, 
DGP, Uttar Pradesh Police inaugurated the workshop and shared his views on the importance of cybercrime awareness for the 
law enforcement and highlighted that cybercrime is a big challenge for LEAs today. He also expressed the need to establish 
more cyber labs across various districts in the state. He commended the capacity building exercise being carried out by the 
Cybercrime Cell, Lucknow[k1]  Dr. Gulshan Rai, Director General CERT-In, delivered a special address on the occasion and 
apprised the officers about the importance of such workshop. He said “ training police officers in cyber forensics & cyber law 
are critical in combating cybercrimes and Government of India is sensitive and committed to building the capacity of  
LEAs”.CEO, DSCI in his address shared his views on the socio-economic importance of the Internet. Citing the facts, he said 
“with 130 million Internet users, more than 950 million mobile users, multiple e-commerce, e-governance applications and 
usage of social media, it is becoming very attractive for cyber criminals to launch attacks, conduct financial frauds and 
espionage”. He further emphasized the role of DSCI in training the police officers through its cyber labs in different cities. Dr. 
Gulshan Rai, Director General, CERT-In delivered a special address on the occasion and apprised the officers about the 
importance of such workshops. He said “ training police officers in cyber forensics and cyber law are critical in combating cyber 
crimes and Government of India is sensitive and committed on building the capacity of  LEAs”. The workshop witnessed 
participation of over 100 police officers.

Workshop at Jaipur

Fifth Cybercrime Awareness Workshop was organized at Rajasthan Police Academy, Jaipur with the support of DeitY, Rajasthan 
Police and Rajasthan Police Academy. This two-day workshop was inaugurated by Shri Omendra Bhardwaj IPS, Director 
General of Police, Rajasthan. In his inaugural address, Shri Bhardwaj emphasized the importance of cybercrime awareness for 
LEAs and emphasized on the challenges being posed by cybercrime. 

Shri Sanjay Bahl, Senior Director, CERT-In delivered a special address and apprised the participants on the importance of these 
workshops and cybercrime. 

Over 250 participants from law enforcement and judiciary attended the workshop.

Workshop at Patna 

Sixth workshop was conducted in association with the Bihar police. The workshop was inaugurated by the Shri Abhay Anand, 
Director General of Police, Bihar. In his inaugural address, he highlighted the need for capacity building of LEAs and importance 
of the workshop. Dr. Gulshan Rai, Director General, CERT-In delivered special address highlighting the emerging threats in the 
cyber space. The workshop witnessed participation of over 125 police officers from various districts of Bihar state. The cyber 
forensics vendors exhibited latest cyber forensics products and solutions that would help the police in handling cybercrime 
investigation.

The Patna workshop was the last workshop of the DeitY project ‘Cybercrime Awareness Workshop’. The six workshops covered 
six states in India and spread the awareness on handling cybercrimes to more than 800 police officers.



MoU with (ISC)2 for Certified Forensic Professional Certification

An MoU was signed with (ISC)2  to promote one of its certification programs - Certified Cyber  Forensic Professional (CCFP) in 
India as the need was felt to have a certifiable cyber forensics program in India. The collaboration is intended to build requisite 
skill sets in the country and industry and help develop career roadmap for the forensic profession in India. The program is 
expected to be rolled out next year.

Cybercrime Investigation Workshop for Gurgaon Police

NASSCOM-DSCI jointly organized a short course on Cybercrimes and cyber forensics for the police officers of the Gurgaon 
Cybercrime Cell. Sessions on emerging trends and challenges in cybercrime investigations, IP Address investigations, usage 
of social media for cybercrime investigation, mobile forensics, CDR Analysis were conducted in the workshop. Over 20 officers 
who handle the cybercrimes cases in Gurgaon participated in the workshop.

Cyber Forensics Workshop in Collaboration with PESIT

DSCI in association with People's Education Society Institute of Technology (PESIT) conducted a four day Faculty Development 
workshop on ‘Cyber Forensics and Information Security’.  CEO, DSCI delivered a special address on 'Cyber Security- 
Imperatives for India' at the workshop. He highlighted the emerging cyber security challenges and the need to protect critical 
information infrastructure and necessity for global collaboration in capacity building of law enforcement personnel. Faculty 
members from engineering colleges, research scholars working in the domain of information security and cyber forensics 
participated in the event.

Following special sessions were delivered during the year:

• ‘Search and Seizure of Digital Evidence’ for judiciary officers at National Institute of Criminology & Forensic Sciences, New 
Delhi.

• ‘Investigation of Cybercrimes’ at IDRBT, Hyderabad. 
• ‘Use of Technology in Detection of Crimes' at one-day workshop  organized by the Advanced Centre for Cyber Laws & 

Forensics, NLSIU, Bengaluru.
• ‘Mobile Data Analysis’ for CBI Academy, Uttar Pradesh.
• ‘Digital Signatures’ for Swami Vivekananda State Police Academy, West Bengal
• ‘Emerging Trends in Cybercrimes & Building Career in Digital Forensics’  for ISACA Bengaluru Chapter
• ‘Cyber Forensics & Cyber Law’ for Vigilance Study Circle, Bengaluru
• ‘Cybercrime Investigation & Computer Forensics' for Sri Lankan Police Officers at CBI Academy Ghaziabad.
• ‘Cybercrimes Investigations’ for Department of Public Prosecution, Government of Karnataka
• ‘Cyber Forensics as a Career' for M.E.S. Education Society & District Legal Services Authority, Bengaluru.
• ’Investigation of Cybercrime & Case studies' for Indian Air Force officials
• ‘Difficulties in Investigation of Cybercrime Cases in India' for at International Cyber Security Conference (c0c0n-2013) held 

in Goa.

In addition to the above, DSCI contributed in the designing of cybercrimes & cyber forensics courses at a two-day workshop
conducted by National Police Academy, Hyderabad. DSCI also participated in the 'European standard setting'
workshop for Digital Forensics organized by (ISC)2 in Miami, Florida, USA.
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Promoting the Indian Cyber Security Product Companies

Over the last few years, Indian industry has witnessed a high traction for the start-ups in the niche domain of cyber security 
product development. Approximately 50 companies are currently operating in India in this domain. Most of them have emerged 
in the recent years. Last year, the number of companies grew at the rate of 50 % and they are expected to grow at the rate of 
70-80% in the coming years, reflecting tremendous anticipation in demand. The growth of this segment of the industry is 
characterized by some inspiring stories of successful entrepreneurs.

Cyber security product development is recognized as one of the important areas in the national level security initiatives. Both, 
National Cyber Security Policy (NCSP), released in the month of July last year, and the Joint Working Group (JWG) established 
for PPP for cyber security have emphasized on the need for promoting indigenous cyber security product development in the 
country. NASSCOM realized the potential quite early and had included promotion of Indian cyber security companies as part of 
trade delegations to the global market. DSCI is engaged in spearheading various initiatives to support these companies and 
provide a favorable ecosystem for their sustainable growth. It had carried out the following activities during the year:

Study of ‘Export of Security Products by Indian Companies’

DSCI undertook a study focused on understanding and analyzing the current state of the ecosystem of the security companies 
in the country. The study outlined the current issues faced by the security product companies while serving their domestic and 
global clients and identified opportunities for expansion.

Roundtable on Security Product Development in India

A meeting was organized in Bangalore on the sidelines of ‘NASSCOM Product Conclave’ to bring the security products and 
services providers and users together to discuss the security product development in India.

Dr. Gulshan Rai, Director General, CERT-In and Mr. Som Mittal, Former President, NASSCOM co-chaired the meeting and 
elaborated the overall security ecosystem in the country. They emphasized on the current issues and challenges faced by the 
country in the cyber security domain and underlined the key areas where the country needs to build capabilities. They also 
discussed some progressive steps that NASSCOM and DSCI can take to heighten the potential of the cyber security product 
market in India. It was decided in the meeting that DSCI will help the companies in the following ways: 

• Create a forum of Indian Security Product companies to encourage discussion on a common platform

• Facilitate the creation of a conducive market environment for  implementation of cyber security products

• Help provide exposure to different market segments

• Support promotion of security products in international markets through conferences, meetings and interactions

• Encourage participation of Indian industry in defining technical security standards and collaborative protection profiles
 that are important for development of security products

PRODUCT DEVELOPMENT 
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Establishment of Product Forum

With the objective to facilitate the engagement of the Indian cyber security product companies, DSCI has established ‘Indian 
Cyber Security Product forum’. The forum provides a collaborative platform to share experiences, deliberate on issues and 
challenges pertaining to the industry.

http://www.dsci.in/product-forum

Indian Cyber Security Pavilion in AISS 2013 

DSCI curated a pavilion to encourage and promote the emerging Indian cyber security product companies. It also provided 
networking, product showcase and branding opportunities for these companies at the Summit.

Meeting with the Israeli Delegation

DSCI hosted a meeting with the Israeli delegation, led by Mr. Nimrod Kozlovski, Head of Jerusalem Venture Partners (JVP) 
Cyber Labs, and the Indian cyber security product companies to explore the possibilities of funding from the JVP-India 
partnership.  The delegation was updated on the business offerings of the Indian cyber security product companies.

Business Seminar on IT & Security

An Israel delegation comprising of IT companies visited India to explore opportunities for collaboration with their Indian 
counterparts. DSCI facilitated participation of Indian cyber security product companies for one –to-one meeting with delegation 
at the ‘Business Seminar on IT & Security’ held in Delhi .  The Israeli delegation was led by the Mr. Naftali Bennett, Minister of 
Economy, Israel.
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Collaboration with national & global entities -
                                          regulators, industry bodies and think-tanks

2008-2013
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MoU with CBI

DSCI signed a memorandum of understanding (MoU) with (CBI) with the aim of strengthening the capabilities of law 
enforcement officials and agencies for combating cybercrime. The MoU establishes collaboration between LEAs through CBI, 
Cyber & Hi-Tech Crime Investigation & Training Centre (CHCIT) and the IT Industry through DSCI. The objectives of 
collaboration include spreading awareness, sharing best practices amongst various enforcement agencies globally, 
collaborating with global think tanks, finding solutions to emerging challenges for cybercrime prevention; detecting, 
investigating & prosecuting cyber criminals and enabling the stakeholders to educate & update themselves in cybercrime 
investigations leading to data protection in the country.

On the occasion, Mr. Ranjit Sinha, Director, CBI emphasised on the objectives and importance of collaboration. In his address 
he emphasised on the need for capacity building of the LEAs for combating the cybercrimes that calls for collaborative efforts 
from  special agencies like DSCI to train the police officers in digital forensics investigation and in the development of SOPs. 
These procedures will act as a reference document for cybercrime investigation.   He appreciated the capabilities of DSCI 
cyber lab team and said that “DSCI cyber lab team is well equipped for using innovative tools and technologies in cyber 
forensics for cybercrime investigation. The CBI will leverage the capability through this collaboration.”

While underscoring the engagement and contribution of DSCI in the capacity building of officials at the CBI Academy Mr. Sinha 
said “DSCI was invited by the CBI Academy to deliver sessions on several occasions on topics ranging from cyber forensics, 
tools and methodology and best practices in the cybercrime investigation for the investigating officers of state police 
organizations.”  He also highlighted that CBI Academy had contributed to the Cybercrime Manual prepared by DSCI.

He also added “our commitment to train officers from LEAs was recognised by DSCI. CBI Academy was awarded DSCI 
Excellence Award in 2013 in the field of Capacity Building of Law Enforcement Agencies.  It was indeed a proud moment for 
us and I sincerely wish that our joint endeavours will take us to greater heights in this field and we would win laurels 
internationally.”

ALLIANCES & PARTNERSHIPS 



MoU with BSA

DSCI and BSA have entered into a MoU with the objective of facilitating and strengthening interaction with the industry, 
academia, institutions and the government. The purpose of the collaboration is to operate in a close co-operation with each 
other to undertake joint studies, reports, research and outreach related projects such as organizing seminars and conferences 
or workshops in the areas of cyber security, data security, data privacy and cloud computing. Additionally, both the 
organizations will exchange information pertaining to the public policy, standards, guidelines, and best practices and industry 
outreach, position and analysis on specific issues and developments nationally and internationally.

MoU signed with GISFI 

DSCI and Global ICT Standardization Forum for India (GISFI), an Indian standardization body in the area of Information and 
Communication Technologies, signed a MoU to collaborate on standardization of the Security Testing & Certification of ICT 
Equipment and Services and work in area of privacy.
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In view of the increasing importance of data protection and cyber security for the government for a number of reasons, 
including the launching of projects such as UIDAI, NATGRID; expanding e-governance projects for service delivery; Internet 
banking, e-commerce, social media, cyber security, cybercrimes investigation, privacy and technology, global surveillance 
programs, Internet Governance, DSCI has to work more closely with the government on public advocacy and thought 
leadership to help develop thought leadership papers, best practices, and regulations based on global understanding.

DSCI as the key industry body is focused on all matters related to cyber security, data security, privacy protection and 
cybercrimes. It has expanded well beyond the requirements of IT-BPM industry only; its frameworks – DSF©, DPF© and DAF© 
– are seeing adoption by the banking, telecom and e-governance sectors too. Its role as a think tank that is capable of 
providing thought leadership papers in policy areas such as cyber security, privacy, global data flows, best practices, critical 
information infrastructure protection, cybercrimes and IG, with close linkages with key stakeholders – governments and 
international think tanks – is widely appreciated. Today, national security depends on cyber security, to a large extent – data   
security is no longer an organizational issue only. It has become a matter of national and international concern – be it protection 
of critical information infrastructure or managing the complex ICT supply chain risks. It is the evolution of cyberspace and 
ubiquity of the Internet that has led to the emergence of new interrelated and interdependent public policy areas.

DSCI has leveraged its knowledge, developed over a period of time across different domains through interactions with 
international and national players, in contributing to the policy and thought leadership work. DeitY – the key government agency 
– that we deal with has enhanced our role by presenting our leadership in this area to the Standing Committee on IT, which in 
its 52nd report has directed the following :

• DeitY to take concrete initiatives in setting up the cyber-crime cells and labs in States where these do not exist and also  
 upgrade and strengthen the existing cyber crime cells.
 
• The Committee recommend that the e-Security index project should be implemented expeditiously and the Committee  
 may be apprised of its status/outcome

Next Steps

DSCI is now an established platform that connects all the stakeholders in security and privacy – policy makers, regulators, 
industry, law-enforcement and civil society. It has taken us five years to build the brand of DSCI, and to gain acceptability of 
lead players in India and abroad.  We will promote DSCI privacy certification – at individual and organizational levels – through 
our partners, the AOs. It will also create and launch certifications in security, and cyber forensics. With policy and standards 
becoming more important, DSCI will establish cyber policy research, and standards centres, promote participation in 
international standards bodies. This calls for aligning DSCI work plan with the government initiatives.

The work plan for DSCI, in the next phase of 3 to 5 years, is proposed to be structured around the 
following centers and wings:

• Centre for Capacity Building
• Cyber Policy and Standards Research Centre
• Cybercrime Investigation and Forensics Centre
• Outreach Wing
• SRO Wing
• Global Trade Development Wing

Way Forward
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These are broadly described as follows:

Centre for Capacity Building 

• Develop a training & certification ecosystem in the country for training industry professionals and government officials in 
different areas of security, privacy, cloud computing, forensics and others.

• Develop training program - basic, intermediate & advanced level across different areas. Build Body of Knowledge (BoK) 
for different skill-sets required by the industry, government, critical infrastructure organizations.

• Build DSCI certification brands – DCPLA©, DCPP©, DCSP… Get them recognized by global companies and other 
bodies around the world.

  •Work with large global companies and other institutions that can promote these frameworks in India and abroad;  
 develop security and privacy seals, possibly in collaboration with similar agencies abroad.

• Train the trainers and impart necessary knowledge and skills to make them competent; build an ecosystem of training 
organizations.

• Deliver training to professionals on an ongoing basis to build capacity.
• Build auditing frameworks, and auditing professionals.
• Keep track of latest developments across focus areas in order to keep the training programs up-to-date.
• Establish strong linkages with industry and academia and invite experts to deliver lectures on niche areas.
• Establish relationships with similar global and national bodies and collaborate in the areas of mutual interest .

Cyber Policy Research and Standards Centre

• Analyze global and national public policies, laws, regulations, treaties, conventions, etc and understand implications for 
the country and the domain.

• Develop policy papers for the consumption of different stakeholders including the government and the industry.
• Provide inputs to the government on policy formulation; Act as a trusted advisor to different government agencies 

including NSA, NSCS, DeitY, MHA, MEA, DoT, Planning Commission, DoPT, Defense, among others.
• Provide platform for policy consultations by organizing roundtables, workshops, conferences.
• Create awareness among stakeholders especially industry and government on global and national policies to generate 

active participation.
• Establish relationships with global think tanks, other policy centers develop standards, frameworks, best practices, 

guidelines for the consumption of the industry and government – these could be generic or sector /domain / technology 
specific.

• Channelize industry and government efforts for influencing development of International standards at various forums 
including ISO, IETF, CCUF (for protection profiles), 3GPP and others.

• Promote adoption of standards in the industry and government sectors.
• Increase awareness in the country on the importance of standards to generate high level of participation.
• Organize national and international workshops and conferences  on standards and contemporary issues and 

developments.
• Work towards increasing international and national trade and commerce and cross border data flows through recognition 

and acceptance of standards.
• Establish relationships with international standards making bodies such as NIST, ETSI, among others.
• Develop discussion papers, research papers, conduct surveys, publish studies on contemporary issues and 

development in security, privacy, cloud, big data, etc.
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Cybercrime Investigation and Forensics Centre

• Support MHA in implementing CCIP program across the country
• Train law-enforcement officials in cybercrime investigation and cyber forensics
• Develop SOPs for investigation
• Track advanced tools for continuous induction in training programs
• Provide guidance  to LEAs in handling cybercrime investigations
• Strengthen ties between LEAs, industry and academia
• Establish relationships with agencies globally working in the cyber-crime investigation and forensics area Develop 

standards, frameworks, best practices, guidelines for the consumption of the industry and government – these could be 
generic or sector /domain / technology specific

Outreach Wing

• Organize conferences, summits, workshops, seminars and roundtables that provide value to industry and government
• Provide platform for interactions between suppliers and buyers
• Reach out to industry and government on DSCI initiatives
• Do branding of DSCI activities
• Establish and maintain linkages with media and update them on DSCI activities
• Maintain relationship with corporate members
• Drive, engage and grow security and privacy community through DSCI chapters
• Recognize organizations and law enforcement officers and agencies for exemplary work through DSCI Excellence Awards

SRO Wing

• Create and grow the DSCI Assessment Ecosystem to promote adoption of DSF© and DPF© 
• Encourage consulting firms to take up the implementation of DSF© and DPF© among the  industry and government
• Partner with auditing firms for carrying out assessments - both for security and privacy using DAF©.  Promoting the idea 

of security rating and privacy certification through them.
• Work with large global clients and other institutions that can promote these frameworks in India and abroad; develop 

security and privacy seals, possibly in collaboration with similar agencies abroad.
• Work with DoC, US government and other governments on cross recognition of DPF© with APEC CBPRs, and 

certifications under them. Similarly work with the EU on recognition of DPF© as an instrument to enhance data flows 
between India and EU.

• Develop relationships with privacy regulators in India and abroad.
• Create a dispute resolution mechanism for resolving disputes between clients and service providers

Global Trade Development Wing

• Create and drive the forums of information security product and services companies in India to discuss common issues 
and challenges and develop solutions

• Promote entrepreneurship in the security domain in India
• Provide a platform for government –security product and services companies interactions
• Identify opportunities in global and domestic markets for Indian security product and services companies and work with 

government and these companies for realizing such opportunities
• Understand trade implications of security and privacy and work with governments and industry to overcome hurdles – 

cross border data flows, localization of IT infrastructure, trade negotiations, etc
• Understand the role of standards in increasing international trade and commerce and run initiatives to increase country’s 

share in the global security product and services market
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Adoption of good Corporate Governance practices is an integral element for doing an institutional activity. The three key 
constituents of corporate governance are the Board of Directors, the Stakeholders and the Management. The underlying 
principles of corporate governance revolve around three basic inter-related segments – Integrity and fairness, transparency 
and disclosures and accountability and responsibility.

DSCI continued with the One Tier structure of Board of Directors. During the year 2013-14, Prof. N. Balakrishnan, Independent 
Director, DSCI continued as the Chairman of Board of Directors. The Board of Directors meet every quarter to discuss DSCI‘s 
work. DSCI has maintained complete transparency in discharge of its duties. 

The process followed for project execution adheres to project management principles that include project requirement 
definition, project resource management and project budgeting and expenditure and deliverables management. Project 
budgeting, vendor selection and billing are done with prior approval of the management.

Specific efforts are taken to save the cost, which are being used to deliver additional deliverables within same cost. DSCI, 
being an industry association, validates its work with the support and feedback from the industry. DSCI remains connected to 
the industry through its 12 Chapters who represent various industry verticals. 

DSCI executive team has increased from thirteen full-time employees to fifteen full time employees this year, to accommodate 
the expanding scope of our work and for catering to the security and privacy needs of Indian society. The executive team will 
continue its efforts progressively towards a self sustaining model.

The Board of Directors of DSCI appointed S.R. Batliboi & Associates LLP as statutory auditors, for the year under review. The 
management of DSCI is satisfied with DSCI’s efforts last year and is confident that DSCI is and will remain a focal point for all 
data protection matters in India.

Corporate Governance
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The right to privacy in the digital age

Papa, don’t preach

Building an Indian social network
How to draw lines in space
Through the Prism revelation
Net Peace

Optimizing investment in SIEM solutions for next generation defense
Big Data Analysis- the value it brings, the debate it opens
Is the Treaty of Westphalia threatened in the Cyberspace?
Critical Internet Resources- contentious global policy
Kinetic impact of exploiting operational technologies
Policy making for Cyber Security
Is the risk of cyber warfare overstated? 
Role of Network in Empowering Cloud Computing
A Holistic Approach to Securing BYOD Initiatives
Taking down criminal networks
A look on national Cyber Security Policy 2013
Security Challenges of Virtualization
  

Leading industry practices in security and privacy for the banking sector
Big Data Analytics: Boon for Security or Bane for privacy
The state of Cloud Security, Risks & Standards
Responding to new age security threats
Architectural paths for defense against APTs
Ensuring security in e-governance

Cyber security in India

DSCI Blogs

Data Privacy Day: A Global Effort to Build a Culture of Privacy
Health of Cyber Space: role of user, corporate, security market players and policy makers
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DSCI understands the value of engaging with all its stakeholders across multiple channels to 
remain connected. The following platforms are for everyone to connect, interact and know what 
is latest at DSCI and in data protection.

DSCI Website: www.dsci.in incorporates interactive Web 2.0 features and improved user interface. It offers easy browsing 
DSCI consultation papers, policy papers and reports.

Social Media: DSCI provides updates, notifications, event details on the below social media channels:

614
Followers

3200
Likes

1674
Members

RSS Feed:

Subscribe RSS Feed for 
update on DSCI position 
papers, consultation papers 
and study & survey reports
at DSCI homepage at 
Papers/Reports tab or 

http://www.dsci.in/rss.xml

Linkedin:
Group: 
http://www.linkedin.com/group
s?gid=1846736
Company Page 
http://www.linkedin.com/comp
any/data-security-council-of-in
dia

Twitter: 
https://twitter.com/DSCI_C
onnect

Facebook: 
https://www.facebook.com
/dsci.connect

Connect at DSCI@



• 24/7 Customer Pvt. Ltd.
• 3i Infotech
• 3M India Pvt Ltd.
• 4i Apps Solutions Pvt Ltd
• 7SEAS TECHNOLOGIES LIMITED
• 8KMiles Web Services Private Limited
• A1 Future Technologies
• A3 Logics
• AABSYS Information Technology Pvt. Ltd.
• Aaric Technologies Limited
• ABM Knowledgeware Limited
• ABN Amro Central Enterprise Services Pvt. Ltd.
• Absolutdata Research & Analytics Pvt. Ltd.
• Accel Frontline Limited
• Accel Transmatics Ltd
• Accenture Services Pvt. Ltd.
• Acclaris Business Solutions Pvt. Ltd.
• Accretive Health Private Limited
• ACN Infotech (India) Private Limited
• ACS of India Pvt Limited, A Xerox company
• Adea Technologies Pvt Ltd
• Aditi Technologies pvt ltd
• Aditya Birla Minacs
• Adobe Systems India Private Limited
• ADP Private Limited
• Advanced Business Intelligence and Analytics  
 Pvt Ltd.
• Advanced media Technologies pvt ltd
• Aegis Limited
• Ajuba Solutions (India) Private Limited
• ALANKIT Assignments
• Alankit Technologies 
• Alcatel-Lucent India Ltd
• Alcestis Limited
• All e Technologies (P) Ltd.
• Allahabad Bank
• ALTIMETRIK
• Amdocs Development Centre India Pvt. Ltd.
• Amrut Software Pvt Ltd.
• Andhra Bank
• ANIBRAIN DIGITAL TECHNOLOGIES PVT LTD
• APOLLO HEALTH STREET LIMITED
• AppLabs
• Applied Materials India Private Limited
• Appoint Software Solutions Ovt. Ltd.
• Aptech Limited
• Aqlanza Infosystems Pvt.Ltd
• Arctern Consulting Private Limited
• Aress Software and Education Technologies   
 Pvt Ltd.
• ARICENT Technologies
• Arowana Consulting Limited
• Arrk Solutions Pvt. Ltd.
• Ascendas Services (I) Pvt Ltd.
• Ascenders Technologies Private Limited
• Ascent Informatics (India) Pvt Ltd
• ASE Structure Design Pvt Ltd.
• ASM Technologies Ltd
• Aspire Systems (India) Private Limited

• ATOS Origin India Pvt Ltd
• Attra Infotech Pvt ltd
• Aufait Technologies Pvt Ltd
• Aujas Networks pvt. Ltd.
• Aurigo Software Technologies Pvt. Ltd.
• Aurionpro Solutions Ltd.
• Avaana Software & Services Pvt. Ltd.
• Avaya India Pvt Ltd
• AvioHeliTronics InfoSystems Pvt Ltd
• AXA Business Services Pvt. Ltd.
• AXIS Bank
• Axsys Technologies Limited
• Azure Knowledge Corporation
• BAHWAN Cybertek Pvt.Ltd
• Bank of America
• Bank of Baroda
• Bank of Maharashtra
• Barclays Shared Services
• Barry-Wehmiller Intl. Resources Pvt. Ltd.
• Bebo Technologies Private Limited
• Bechtel India Pvt. Ltd.
• Best of Breed Software Solutions India Pvt. Ltd. 
• Bharti Realty Holdings Ltd
• Bird Information Systems Pvt. Ltd.
• Birlasoft
• Birlasoft (India) Limited
• Bitscape IT Solutions Pvt. Ltd.
• Blue Star Infotech Limited
• BNK E Solutions Pvt. Ltd.
• BNP Paribas India Solutions Private Limited
• Botree Software International Private Limited
• Bharat Petroleum Corporation Ltd ( BPCL)
• Broadridge Financial Solutions (India) Pvt Ltd 
• BT India (P) Ltd
• BUSY Infotech 
• Butler Technical Services India Pvt. Ltd.
• Butterfield Fulcrum
• CA (India) Technologies Pvt. Ltd.
• Cable and Wireless (India) Ltd
• Cactus Communciations Pvt. Ltd.
• Cadence Design Systems (India) Pvt. Ltd
• Cairn Energy India Pty Ltd.
• Cambridge Solutions Limited (Xchanging Group)
• Cambridge Technologies
• Canon India Private Limited
• Capco IT Services India Pvt. Ltd.
• Capgemini Business Services (I) Ltd
• Capita India Private Limited
• Cellnext Solutions Limited
• Central Bank Of India
• Centre For Development of Advanced
• Computing (C-DAC)
• CGI Information Systems and Management
• Consultants Pvt Ltd
• Changepond Technologies
• Chella Software Pvt Ltd
• CI. Com (P) Ltd.
• CIBERsites India Pvt Ltd.,
• Ciena India Private Ltd.

• Cisco Systems India Pvt. Ltd.
• ClearTrail Technologies Pvt. Ltd
• Cleave Global E Services Pvt. Ltd.
• Cnergyis Infotech India Pvt Ltd
• Cnergyis Infotech India Pvt. Ltd
• Codenomicon
• Cognet HR Solutions Pvt Ltd
• Cognizant Technology Solutions
• Collabera
• COLT TECHNOLOGY SERVICES INDIA PVT. LTD.
• Compare Infobase Ltd.
• Compserv Consultants Private Limited
• Concentrix BPO Pvt Ltd
• Concentrix Corporation 
• Concentrix Corporation 
• ConnectM Technology Solutions Pvt. Ltd
• Convergys India Services
• Converteam EDC Pvt. Ltd.
• CORDYS Software India Pvt. Ltd. 
• Couth Infotech Pvt. Ltd.
• CPA Global Support Services India Pvt. Ltd. 
• CSC
• CSS Corp Pvt Ltd
• CtrlS Datacenters Ltd
• Cyber Lab Systems & Software 
• Cyber Security Studies and Research Lab
• Cyber Security Works Pvt. Ltd.
• Cyberoam Technologies Pvt. Ltd
• Cyberq Consulting Private Limited
• Cybertech Systems and Software Ltd.
• CYGNET Infotech Pvt. Ltd.
• D&B Transunion Analytic and Design Services  
 India Pvt. Ltd.
• Data Infosys Ltd.
• Data Resolve Technologies Private Limited
• Databazaar India Private Limited
• Datamark Prodapt India Bpo Private Limited
• Datamatics Global Services Limited
• DBOI Global Services Pvt. Ltd.
• DBS Bank Ltd.
• Dell International Services India Pvt Ltd
• Deloitte
• Descon Limited
• Designmate (I) Pvt. Ltd.
• Dhanlaxmi Bank
• Dimentrix Technologies Pvt. Ltd.
• Direction Software Services
• Drishti-Soft Solutions Pvt Ltd
• DST worldwide Services
• E. I. Dupont Services Center India Pvt. Ltd.
• e4e Business Solutions India Pvt. Ltd.
• Easi a subsidiary of allegis services india pvt ltd
• EBAY India Pvt. Ltd.
• Eclipsys (India) Private Limited
• eCore-Agile Security Services Pvt Ltd
• Edisphere Software Private Limited
• e-Emphasys Infotech Pvt. Ltd.
• Effort BPO Limited
• eGestelt

DSCI Corporate Members



• Einfochips Ltd.
• Electronic Arts Games (India) Pvt Ltd
• Elitecore Tecnologies Limited
• ELOGIC Technologies Private Limited
• Emantras Interactive Technologies Pvt. Ltd.
• EMC Data Storage India Pvt Ltd
• eMids Technologies Pvt Ltd
• Empower Research Knowledge Services   
 Private Limited
• EMR Technology Ventures Private Limited
• Envestment Asset Management India Pvt Ltd
• e-Nxt Financials Ltd
• Eperium Business Solutions India Pvt. Ltd.
• Equant Solutions India Private Limited
• Equinox Software & Services Pvt Ltd
• eRevMax Tecnologies Pvt. Ltd.
• Eservices@Symphony Private Limited
• Etisalat Software Solutions Pvt Ltd
• Eureka Outsourcing Soultions Pvt. Ltd.
• Evalueserve.Com Pvt. Ltd.
• Exactus Corporation Private Limited
• ExcellenceTech (A Division of Kariwala   
   Industries Ltd)
• EXL Services
• e-Zest Solutions Ltd
• Fidelity Business Services India Pvt. Ltd.
• FIL India Business Services Private Limited
• Financial Technologies (I) Ltd
• Financial Technologies India Limited
• First Advantage Pvt. Ltd.
• First American (India) Pvt. Ltd.
• First Indian Corporation Private Limited
• Firstsource Solutions Limited
• Firstware Software Solutions
• Fiserv India Pvt Ltd.
• FixNix Infosec Solutions Private Ltd
• Fluent India Pvt ltd
• FLUXONIX Security Solutions Pvt Ltd
• FNF Business Process Outsourcing Services  
 India Pv. Ltd.
• Ford Business Service Center Pvt Ltd
• Ford Technology Services India 
• Fortune Infotech Ltd.
• Franklin Templeton International Services (India)  
 Private Limited
• Fusion Outsourcing Software Pvt. Ltd.
• Future Focus Infotech Pvt Ltd
• Gaian Solutions India Pvt. Ltd.
• Gants Software Solutions Pvt Ltd
• GE Global Servicing Pvt Ltd
• Ge India Technology Centre 
• GE Money Servicing
• GEBPMSL( SBI Cards) GE Capital Business   
 Process Management Services Pvt. Ltd.
• GEC BPMSL
• Genpact
• Geometric Limited
• GlobalLogic India Pvt. Ltd.
• GlobeOp Financial Services (India) Pvt. Ltd.

• GNFC Ltd.
• GNSA Infotech Pvt. Ltd
• GOIP Global Services, Pvt. Ltd.
• GoldShield Services Private Limited
• Graycell Technologies Exports
• Green Quotient Systems Pvt Lrd.,
• Grove Limited 
• Gujarat Informatics Limited
• GVFL LIMITED
• H5 Asia Pacific Pvt. Ltd.
• HACKETT GROUP (INDIA) LIMITED
• Hamilton Research & Technology Pvt. Ltd.
• HCL Technologies
• HCM Info Systems
• HDFC Bank
• HDFC Standard life insurance Co Ltd.
• Headstrong India Services P Ltd.
• Helios and Matheson information technology ltd
• Hewitt Associates
• Hewlett Packard Globalsoft Limited
• Hewlett Packard India Sales Ltd
• Hexaware Technologies
• Higher One Financial Technology Pvt Ltd
• High-Tech Technologies
• Hinduja Global Solutions Limited
• Hi-Tech Outsourcing Services
• Home Fundraising India Private Limited
• HONCHO COMMERCIAL PVT LTD
• Honeywell International (India) Pvt Ltd
• Honeywell Technology Solution Lab Pvt Ltd
• HP Global e Business Operations Pvt.Ltd.
• HSBC Electronic Data Processing India Pvt. Ltd.
• HTC GLOBAL SERVICES (INDIA) PVT LTD.
• Huawei Technologies India Pvt Ltd
• HUGHES Systique India Private Limited
• Hyperquality India Pvt. Ltd.
• HyTech Professionals India Pvt Ltd
• i3 Software Pvt Ltd
• i7 Networks
• IBS  Software Services Pvt. Ltd.
• IDBI Intech Ltd
• Ideas Inc Management Pvt Ltd
• IDG Ventures India Advisors Pvt. Ltd
• Idgize 
• IDS Infotech Ltd.
• iGATE
• Ignitee Digital Solutions Pvt Ltd
• IGS Imaging Services INDIA Pvt. LTd
• IIC Technologies
• iInterchange Systems Pvt. Ltd.
• iNautix Technologies India Private Limited
• INCA Informatics Private Limited
• India Bulls 
• Indiagames Ltd
• Indian Bank
• Indus Net Technologies
• Indus Valley Partners (India) Pvt. Ltd.
• INDUSA Infotech Services Pvt. Ltd.
• Indusface 

• Infinite Computer Solutions
• Infinity Infotech Parks Limited
• InfoBeans Systems India Private Limited
• Infopro India Pvt. Ltd.
• Infosoft Global Private Limited
• Infosys BPO Ltd.
• Infosys Technologies Ltd.
• Infotech Enterprises Ltd.
• Infozech Software Ltd
• Infrasoft Technologies Limited
• Infrastructure Development Finance Corporation
• Inlogic Bizcom Pvt. Ltd.
• Inmage Sytems Private Limited
• Innobuzz Knowledge Solutions Pvt. Ltd.
• Innodata Isogen
• Insoft.Com Private Limited
• Institute for Development & Research In Banking  
 Technology 
• InSync Tech-Fin Solutions Limited
• Integra Software Services Private Limited
• Integreon
• Intel Corporation
• Intelenet Global Services
• Inteliment Technologies (India) Pvt Ltd
• INTELLICOM 
• Intelligroup Asia Pvt Ltd.
• Intense Technologies Limited
• Interactive Multimedia Technologies Pvt. Ltd.
• InterGlobe Technologies
• Intergraph Consulting Private Limited
• International Business Wales
• Interra Information Technologies (I) Pvt. Ltd.
• Intuit Technology Private Limited
• Intuit Technology Services Pvt Ltd
• Invesco (Hyderabad) Private Limited
• IONIDEA
• IPRIMED Education Solutions Pvt Ltd
• Irevna, a division of CRISIL
• IRIDIUM Interactive Limited
• iSOFT
• ITC Infotech India Limited
• ITCube Solutions Pvt. Ltd.
• ITTI PVT. LTD.
• i-Vista Digital Solutions Pvt. Ltd.
• IVIZ Techno Solutions Pvt. Ltd.
• Ivy Comptech Pvt Ltd
• iYogi Technical Services Pvt Ltd
• J.P. Morgan Services India Pvt. Ltd.
• Jeevan Technologies India Private Limited
• JK Technosoft Limited
• K7 Computing Pvt. Ltd.
• Kaavian Systems Pvt. Limited
• Karvy Data Management Services Limited
• Karvy Global Services Limited
• Kaspersky Lab
• Kayko Infotech
• Keane India Pvt Ltd
• Kensoft Infotech Ltd
• Kotak Mahindra Bank Ltd



• Kpit Cummins Infosystems Ltd
• KPMG
• Kumaran Systems Pvt. Ltd.
• L&T Infotech
• Lazer Ken IT Services India Pvt Ltd
• Legasis Services Private Limited
• Lexington Soft Pvt Ltd
• Limtex Infotech Limited
• Liqvid eLearning Services Private Limited
• Lister Technologies Private Limited
• Logica India
• Macmillan Publishing Solutions
• Magic Software Pvt. Ltd
• Magnasoft Consulting India Pvt. Ltd.
• Magnon Solutions Pvt. Ltd.
• Magus Customer Dialog Pvt. Ltd.
• Mahindra Satyam
• Maintec Technologies Pvt Ltd
• Makemytrip India Pvt. Ltd.
• Mangalam Information Technologies  Limited
• Manipal Global Education services Pvt Ltd
• Mann-India Technolgoies Pvt. Ltd.
• Mascon Global Limited
• Mastek Limited
• Maven Systems Private Limited
• Mcafee Software (I) Private Limited
• Medimanage Insurance Broking Pvt Ltd
• Medma Infomatix Pvt Ltd
• Medsphere Technologies Pvt Ltd
• Metacube Software Pvt. Ltd.
• MetLife Global Operations Support Center   
 Private Limited
• Micro Technologies (India) Ltd.
• Microland
• Microsoft Corporation (India) Pvt. Ltd.
• Microsoft India R&D Pvt Ltd
• Midland Credit Management India Pvt. Ltd.
• MIEL e- Security Pvt. Ltd.
• Mindcrest (India) Pvt. Ltd.
• Mindlogicx Infotech Limited
• MindRiver Information Technologies Pvt. Ltd.
• Mindtech
• MindTree Wireless Private Limited
• Misys Software Solutions (I) Pvt Ltd.,
• Mjunction Services Limited
• Mobera Systems
• MONARCH Innovative Technologies
• Morgan Stanley
• Motif India Infotech Pvt. Ltd.
• Motorola India Electronics Pvt Ltd
• MphasiS Ltd.
• Mresult Services Private Limited
• Multi Commodity Exchange of India Ltd
• Mynd Solutions Pvt. Ltd.
• Narus Networks 
• National housing Bank
• National Payments Corporation of India
• NCS Soft Solutions (P) Ltd.
• NDS Technologies Pvt. Ltd.

• Net Solutions
• Net Vigil Software Private Limited
• NetApp India Pvt. Ltd.
• Netguru Limited
• Netmagic Solutions Pvt. Ltd.
• Netscout Systems India Pvt Ltd
• Network Systems & Technologies Pvt. Ltd.
• Nevis Networks India Pvt. Limited
• Nevis Networks India Pvt. Ltd.
• Newage Software 
• Newriver Software Services Pvt. Ltd.
• NextBiT Computing Pvt Ltd
• neXus Group  
• nhance Engineering Solutions Pvt.Ltd.
• Nihilent Technologies Pvt. Ltd.
• NIHON Technology Pvt ltd
• NIIT Ltd.
• NIIT Technologies Ltd.
• Nishith Desai Associates
• Nomura Services India Pvt Ltd
• North Shore Technologies (P) Ltd
• Northern Operating Services Private Limited
• NOUS Infosystems Pvt Ltd
• Novartis Healthcare P Ltd.
• Novell Sotware Development India Pvt Ltd
• Ntrust Infotech Pvt. Ltd.
• Nucleus Software Exports
• Object Edge India Services Pvt. Ltd.
• Oceans Connect 
• Octaware Technologies Pvt Ltd
• Oil & Natural Gas Corporation Limted (ONGC)
• Olive E-Business Pvt. Ltd.
• Omnitech Info Solutions Ltd.
• OnProcess Technology India Pvt. Ltd
• Ontrack Systems Limited
• Onward Technologies Ltd.
• Oracle Financial Services Software Ltd (formerly 
 i-flex solutions Ltd. )
• Oracle India Private Limited
• ORBIS Financial Corporation Ltd.
• Orbital Outsourcing Services
• Orkash Services Pvt Ltd
• Outworks Solutions Private Limited
• Oxygen Consulting Services Private Limited
• Pan Business Lists Pvt. Ltd.
• Panamax Infotech Limited
• Panoramic Universal Limited
• Paripoorna Software Solution Service Pvt. Ltd.
• Patni Computers Systems Pvt. Ltd.
• Pawaa Software
• Peri Software Solutions Pvt. Ltd.
• Perot Systems TSI (India) Pvt Ltd
• Persistent Systems Limited
• Pfizer Accelerated Solutions Centre
• PHi Business Solution Ltd
• Philips Electronics India Ltd.,
• PINNACLE Infotech Solutions
• PITNEY Bowes Software India Pvt. Ltd.
• PK4 Software Technologies Private Limited

• PLINTRON
• Polaris Software Lab Limited
• Pradot Technologies Private Limited
• Prakash Software Solutions Pvt. Ltd.
• Pratham Software Pvt Ltd
• Praxis Softek Solutions Pvt Ltd
• Preludesys India Pvt Ltd
• PricewaterhouseCoopers Pvt Ltd
• Proarch It Solutions Private Limited
• Progressive Infotech Pvt. Ltd.
• Promantra Synergy Solutions Ltd.
• Prominds Consulting Pvt. Ltd.
• Proteans Software Solutions Pvt. Ltd
• Protiviti Consulting Private Ltd
• Prudente Solution Private Limited
• PTC Software (India) Pvt. Ltd.
• Punjab National Bank
• Punjab National Bank Institute of Information   
 Technology
• Quality BPO Services Pv. Ltd.
• Qualtech Consultants P Ltd
• Qualys
• QuantumLink Communications Pvt. Ltd.
• Quatrro Business Support Services
• Quest Global
• QUEST Informatics Private Limited
• QuisLex Legal Services Pvt. Ltd
• R Systems International Limited
• Rance Computer Pvt Ltd
• Rategain IT Solutions Pvt. Ltd.
• Records & Data Warehousing Pvt. Ltd.
• REDIFF.COM India Limited
• Redspark Technologies Pvt Ltd
• Relativity Technologies (A company of Micro   
 Focus)
• Reliance BPO Private Limited
• Reliance Communications 
• Religare Technova Business Intellect Ltd.
• Religare Technova It Services Ltd.
• Research In motion
• Rightway Solution (India) Pvt. Ltd.
• Rishabh Software Pvt. Ltd.
• RM Education Solutions India Pvt. Ltd.
• Robert Bosch Engineering and Business   
 solutions Limited
• Robosoft Technolgies Pvt. Ltd.
• ROLTA INDIA LTD.
• Rose IT Solutions Pvt. Ltd
• RR Donnelley India Outsource Pvt Ltd
• S1 Services (India)Pvt Ltd
• SAAMA Technologies (India) Pvt Ltd
• Saama Technologies (India) Pvt. Ltd.
• SafeNet India Pvt. Ltd.
• Sahara Net Corp Ltd.
• SAI BPO Services Ltd. (SBL)
• Saigun 
• Sankhyaa Learning Pvt. Ltd.
• Sanovi Technologies (India) Pvt. Ltd.
• SANS Institute



• Sapient Corporation
• Sapple Systems Private Limited
• SARK Infotech Private Limited
• Sasken Communication Technologies Limited
• SatNav Technologies Pvt Ltd
• Satyam BPO Limited
• Savvion India Private Limited
• State Bank of India 
• Scope E-Knowledge Center Pvt. Ltd.
• Scope International Pvt Ltd
• SDG Software India Private Limited
• SEAL Infotech Pvt.Ltd.
• Seasia Consulting
• Secova eServices Ltd.
• Sella Synergy India Private Ltd.
• Servion Global Solutions Ltd.
• Servion Global Solutions Ltd.
• SHERGROUP INDIA PRIVATE LIMITED
• Siemens Information Processing Services   
 Private Limited
• Sierra Atlantic Software Services Limited
• Sigma Infosolutions Limited
• SIREZ Infosystems Private Limited
• SISA Information Security Pvt Ltd
• Skelta Software
• SKP Crossborder Consulting Pvt. Ltd. 
• SkyTECH Solutions Pvt. Ltd
• SLK Software Services Pvt. Ltd
• Smart Cube India Private Limited
• SmartBuzz Web Services Pvt Ltd
• Snap-On Business Solutions India Pvt. Ltd.
• SNS Technologies Pvt Ltd
• SNS Technologies Pvt. Ltd.
• Societe Generale Global Solutions Center
• Soft Prodigy System Solutions Pvt. Ltd.
• Softage Information Technology Limited
• Softobiz Technologies Pvt Ltd
• Software Associates
• Software Technology Parks of India
• Sonata Software
• Sony India Software Center Pvt. Limited
• Sopra India Pvt. Ltd.
• SourcePro Infotech Pvt Ltd
• SpadeWorx Software Services
• SPAN Infotech (India) Pvt. Ltd.
• Spanco Ltd.
• Spheris India Private Limited
• SPML Technologies Ltd
• Sri Technologies Pvt. Ltd. 
• SSP India Private Limited
• State Government of Victoria, Australia
• StateBank of Hyderabad
• Steria (India) Ltd
• Sterling Commerce Solutions India (P) Limited
• Sterling Information Resources India Pvt. Ltd.
• Sterlite Industries (I) Ltd.
• Stern Advisory (India) Pvt Ltd
• Subex Ltd
• Suma Soft Private Limited

• Summit Information Technologies Pvt. Ltd.
• Sun Knowledge Private Limited
• Sun Life India Service Centre Pvt. Ltd.
• Sundaram Infotech Solutions Limited
• SunGard Solutions (India) Pvt Ltd
• SunTec Business Solutions
• Supersoft Consultants Private Limited
• Supervalu Services India Pvt ltd
• support.com India Pvt Ltd (formerly known as  
 SupportSoft India Pvt Ltd)
• Suresoft Systems Pvt. Ltd
• SUVIDHA Softid SOLUTIONS PVT LTD
• Swiss Re Shared Services (India) Pvt. Ltd.
• SYBASE Software India Pvt Ltd.
• Symbiosys Technologies
• Symbol Technologies, A Motorola Company
• Symco Software Pvt. Ltd.
• Symphony Marketing Solutions (Bangalore)
• Symphony Services (I) Pvt. Ltd.
• Syndicate Bank
• SYNTEL
• Synygy India Pvt. Ltd.
• Systems Valley Pvt. Ltd
• SYSTIME 
• Take Solutions Ltd.
• Talentica Software India Pvt. Ltd.
• Talisma Corporation Pvt. Ltd.
• Tally Solutions Private Limited
• Target Corporation India Private Limited
• Tasaa Infosolutions Private Limited
• Tata Communications
• Tata Consultancy Services Limited
• Tata Elxsi Ltd
• TaurusQuest Services Private Limited
• Tavant Technologies
• TCS e-Serve Ltd.
• Tech Mahindra Ltd.
• Techies India Inc.
• Technoforte Software Private Ltd
• TechProcess Solutions Ltd.
• TeleDNA Communications Pvt Ltd
• Telemune Software Solutions Pvt. Ltd.
• Telerad Tech Pvt Ltd
• Tenth Planet Technologies (P) Ltd.
• Texas Instruments India Pvt Ltd
• The Karur Vysya Bank Limited
• The Open Group 
• Thomson Corporation (International) Pvt. Ltd.
• Tibco Software India Pvt Ltd
• Tieto Software technologies Pvt
• Timken Engg. And Research Company
• Tooltech Global Engineering Pvt. Ltd.
• Topsource Global Solutions
• Transcontinental e-Services Pvt. Ltd.
• Trigent Software Ltd.
• Trigyn Technologies Ltd
• TTK Services Private Limited
• TTP Technology India Private Limited
• TUV India 

• UBS (India) Pvt Ltd
• Ugam Solutions
• UL Management Systems Solutions India
 Private Limited
• UNISYS Global Services India
• United Health Group Information
• Unitforce Technologies Consulting Pvt Ltd.
• UST Global (US Technology International Pvt Ltd.
• Vakrangee Softwares Limited
• Valuelabs
• Value Notes Database Pvt. Ltd.
• Valuesource Technologies Pvt. Ltd.
• VANEERA HI-TECH Ltd.
• Venture Infotek Global Pvt. Ltd.
• VERISIGN Services India
• Verizon
• Verizon Data Services India Pvt. Ltd.
• Versant Technologies Private Limited
• VFS Global Services Pvt Ltd
• Vidyatech Solutions Pvt. Ltd.
• Vijaya Bank
• Vinove Software & Services Private Limited
• Virmati Software & Telecommunications Limited
• Virtusa
• VISTA InfoSec Pvt. Ltd.
• Viteous Capital Market Services Limited
• Vodafone Essar Limited
• Vodafone India Services Pvt. Ltd.
• Volvo India Pvt. Ltd.
• VXL eTech Pvt. Ltd.
• Wave Systems Corp
• WBPO (a division of Wipro Ltd)
• we45 Solutions India Pvt. Ltd.
• Web Access (I) Pvt. Ltd.
• Webdunia.Com (India) Pvt. Ltd.
• Webrosoft Solutions Pvt Ltd
• Wells Fargo India Solutions Pvt Ltd
• Williams Lea India
• Winsoft Technologies India Pvt Ltd
• Wipro Limited
• Wisdom InfoTech Pvt. Ltd.
• Wisdom InfoTech Pvt. Ltd.,
• WNS Global Services Pvt. Ltd.
• Xpanxion International Pvt. Ltd
• Xplore-Tech Services Pvt Ltd
• XSYSYS technologies Pvt. Ltd. 
• Yamaha Motor Solutions India Pvt. Ltd.
• Yodlee Infotech Private Limited
• Zed-Axis Technologies Pvt. Ltd.
• Zenith Software Limited
• Zensar Technologies Ltd.
• Zenta Private Limited
• Zeta Softech Pvt. Ltd.
• Zoho Development Center India Pvt Ltd.
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