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Message from 
the Chairman

Over the years, DSCI has grown exponentially as an industry body to successfully impact its 
stakeholders with its series of activities throughout the year.

In its sixth year, DSCI has established its footprint in India and abroad, as the first point of recall 
for all matters encompassing data protection. In this light, its work program has expanded into a 
number of key areas including privacy laws, cyber security, Internet safety, cyber forensics, global 
privacy regimes for cross-border data flows, cyber diplomacy, Internet governance, and security 
standards at national and international levels. I am delighted to present the DSCI Annual Report 
2014-15, that details various programs and initiatives carried out by DSCI during the year.

Among these, contributing to the development and maintenance of an assurance ecosystem to validate 
privacy practices implemented by organizations, was the highlight. As part of the initiative, a leading 
telecom organization was certified as a DSCI Privacy Certified (DPC©) organization, based on third 
party assessments partners, known as Assessment Organizations (AOs), which use only DCPLAs© as 
lead assessors. An essential development in further building the DSCI Privacy ecosystem has been 
the launch of the DSCI Certified Privacy Professional (DCPP©) program which aims to build capacity 
and develop a strong workforce for privacy in India. It gives me great satisfaction to share that the 
certification program has been extremely well received by the industry. 

Engagement with government agencies and policy makers nationally including Ministry of Home Affairs 
(MHA), Ministry of External Affairs (MEA), National Security Council Secretariat (NSCS), Department 
of Electronics and Information Technology (DeitY), Department of Commerce (DoC), and others, were 
pivotal to the activities of DSCI. Continuous endeavor to unite common efforts across boundaries too, 
led DSCI to contribute in ongoing international discussions on trans-border data flows, cyber security, 
Internet governance, e-commerce issues, cloud computing and data localization. DSCI shared 
its views with the European Union Expert Group and engaged with international bodies including 
EastWest Institute, World Information Technology and Services Alliance (WITSA), NIST, Department 
of Homeland Security (DHS), World Trade Organization (WTO), among others.

Acknowledging industry as a key stakeholder, DSCI apprised the industry through its sector-focused 
programs and initiatives. Study reports, workshops and conferences ensured networking, exchange 
and dissemination of information vital for developing a strong data protection culture. 

As we work towards helping the industry realize its vision, DSCI consulted the industry, as to internally 
how it can build capabilities and programs to align with its needs. 

The evolution of DSCI as an association is truly unique, with on the one hand the growth of the industry 
and on the other, growing technologies and emerging challenges. I am confident that with tremendous 
scope and reach of DSCI initiatives, it will take center stage in the global cyber domain in due course 
of time. 
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Prof. N Balakrishnan 
Chairman, DSCI
IISc, Bengaluru

It is my pleasant duty to thank my colleagues on the Board, DSCI members, our staff team and DSCI host 
communities for making this year a truly successful one. I express my gratitude to the DietY and NASSCOM 
for their continued support and guidance.



The year 2014-15, has been another leap forward in the success of DSCI, one that has been replete 
with great achievements, significant initiatives and tremendous learning, including the scaling up of 
existing programs. 

With a clear focus on re-aligning itself to evolving stakeholder needs, DSCI sought feedback and 
views from the industry. The interactions along with the experience gained in the preceding six years, 
led DSCI to revise its vision, and mission and redefine its objectives. Against this backdrop, the Annual 
Report 2014-15 outlines diverse activities carried out during the year.

The year has been significant with respect to the development and maintenance of an assurance 
ecosystem, as organizations have started to validate their privacy practices against DSCI Privacy 
Framework (DPF©) and DSCI Assessment Framework for Privacy (DAF-P©). It was delightful to  
witness the certification of the first leading telecom organizations as ‘DSCI Privacy Certified (DPC©)’. 
In the assessment process, third party assessment partners, known as Assessment Organizations 
(AOs), deploy only DSCI Certified Privacy Lead Assessors (DCPLAs) to assess privacy practices 
based on the procedures defined by DSCI. Launched in 2013, today, DCPLA© certified professionals 
number 312. We also signed an MoU with TRUSTe to create a joint privacy certification for websites 
in India. In line with our objective to build capacity in privacy and catering to the rising demand of  
privacy professionals in the country, we launched DSCI Certified Privacy Professional (DCPP©) 
program – a mass certification aimed to develop a strong workforce for privacy in India. An  
integral part of the program is the Privacy Body of Knowledge (PBoK), created to provide a theoretical 
background on privacy concepts, prevailing privacy landscape in India and other major economies, 
impact of technological aspects on privacy and others, to equip professionals with necessary 
knowledge and skills to venture into the privacy domain. I am glad to share that the certification 
has been widely appreciated by the industry and there have been over 150 registrations since its  
launch in the Annual Information Security Summit, 2014. 27 Honorary DCPP© certifications were 
conferred on industry leaders in the privacy domain by the President of NASSCOM.

In the advocacy role, DSCI continued to cohesively engage with government and other key 
stakeholders on policy matters in the realms of cyber security, Internet governance, trans-border 
data flows, cloud computing, e-commerce and Internet of things, among others. We worked in 
close association with National Security Council Secretariat (NSCS) as part of the JWG on cyber 
security, besides involving other stakeholders on public private partnership (PPP) for cyber 
security. Acknowledging inputs of the industry as vital, we incorporated their views on trans-border  
data flows for development of standard contractual clauses as part of the India-EU dialogue.  
The development of National Information Security Policy and Guidelines (NISPG), a project  
awarded by Ministry of Home Affairs (MHA) was also successfully completed and on which  
Cabinet Secretary has urged strict compliance from government departments. During the year,  
we also provided our inputs on Digital India and draft IoT policy (Internet of Things) to the  
Department of Electronics and Information Technology (DeitY).

Message from the CEO
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In the past year, our increased participation in global policy issues helped shape opinions through 
inputs of the Department of Commerce (DoC), GoI on e-commerce related policy issues being 
discussed at the World Trade Organization (WTO) and World Information Technology and Services 
Alliance (WITSA) on Internet governance matters through NASSCOM. For DSCI, establishing close 
linkages with international bodies including National Institute of Standards and Technology (NIST), 
Department of Homeland Security (DHS), Federal Communications Commission (FCC), US Trade 
Representative Office, EastWest Institute (EWI), Federal Trade Commission (FTC), Centre of Strategic 
and International Studies (CSIS) and many others, has been integral to our work. DSCI continued to 
participate and contribute to international standards on security and privacy at ISO and encouraged 
industry participation on the same.

Underpinning the need for entrepreneurship in cyber security, DSCI continued to spearhead efforts 
in global trade development initiatives, by encouraging start-ups in the domain through various 
programs. One of them, the DSCI Innovation Box was launched with the aim to recognize, honor and 
reward organizations with innovative product ideas. 

The NASSCOM-DSCI Annual Information Security Summit (AISS) this year strengthened the information 
security community through a series of sessions, workshops and roundtables themed around cyber 
security, privacy and other related aspects. It was acknowledged as a national event where ‘India 
meets for security’. Similarly, the fourth DSCI Excellence Awards showed that these are much coveted, 
owing to active participation from the industry and firmly entrenched DSCI at the core of data security 
and privacy protection in India. Review of nomination forms, inclusion of new categories this year and 
the analysis drawn from the nominations, garnered industry-wide appreciation for these awards.

Committed to combating cybercrimes, DSCI continues to train law enforcement agencies through 
its seven cyber labs in the country, with the sustained support of industry. Integral to this activity 
is our work to keep law enforcement agencies abreast of latest technologies, and developments in 
cyber forensics.

I express my gratitude to government departments and global bodies that engaged us for consultation 
of matters concerning data security and privacy; cyber security and Internet governance. I am grateful to 
the sponsors, speakers and participants for making our events successful and also Chapter Members, 
for their enthusiastic participation in our programs. I also want to thank our corporate members for 
their confidence and trust reposed in DSCI; and NASSCOM and Board for their unflinching support 
and guidance on DSCI work plans. 

Finally, I wish to thank the DSCI team for its enthusiastic and whole-hearted cooperation in taking DSCI 
to the leadership position in the country on all data protection matters, and its continued acceptance 
as the single point of contact for cyber security, and privacy issues by industry, industry associations; 
governments and regulators abroad. With cyber security at the centre-stage, as stated by the Prime 
Minister, the role of DSCI will only grow, along with the challenges that we will be called upon to 
address. I urge them to prepare for the same.

Dr. Kamlesh Bajaj  
CEO, DSCI
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Board of Directors 
DSCI Board has seven Directors, four of whom are Independent Directors. During the year 2013-14, 
Prof. N Balakrishnan continued as the Chairman of Board of Directors. Mr. R. Chandrashekharan, 
joined the board in place of Krishnakumar Natrajan, Chairman, NASSCOM. In addition,  
Dr. A. S. Ramasastri joined in place of Mr. B Sambamurthy.

The present composition of the Board is: 
Two Directors representing NASSCOM – the present Chairman and President �

One government nominated Director �

Four Independent Directors including Chairman, DSCI �

The Board of Directors, as on March 31, 2015 is as below:
Prof. N. Balakrishnan, Chairman, DSCI; and Professor, Indian Institute of Science, Bengaluru �

Mr. R. Chandrasekharan, Chairman, NASSCOM  �

Mr. R. Chandershekhar, President, NASSCOM �

Mr. G. K. Pillai, Independent Director �

Dr. Gulshan Rai, Government nominated Director and Director General, CERT-In, DeitY �

Dr. A. S. Ramasastri, Independent Director �

Mr. Raman Roy, Independent Director �

Prof. N. Balakrishnan

Dr. Gulshan Rai

Mr. R. Chandrasekharan

Dr. A. S. Ramasastri

Mr. R. Chandershekhar

Mr. Raman Roy

Mr. G. K. Pillai
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Vision, Mission and Objectives 
DSCI, having emerged as the focal point of contact for industry, government and regulators in India and 
abroad on data protection, privacy and cyber security matters, engaged in an industry consultation to 
review its vision, mission and objectives. In the light of its experience and the emerging work in these 
fields, DSCI sought views of the industry to re-align itself with the evolving needs of its stakeholders. 
The updated vision, mission and objectives are:

Vision
To be the  �
premier 
industry body 
for making 
cyberspace 
safe, secure 
and trusted

Mission
To develop capabilities,  �
capacities and norms, in 
collaboration with all the 
stakeholders including 
the government, required 
to advance towards a 
safer, more secure and 
trusted cyberspace for 
enhancing trade and 
commerce by increasing 
global data flows and 
promoting innovation; 
strengthening national 
security, protecting 
individuals’ rights 
in cyberspace and 
addressing such global 
issues while safeguarding 
national and industry 
interests

Objectives
Engage with governments, regulators,  �
industry associations and think tanks on policy 
matters through public advocacy 

Establish  � thought leadership through 
development of best practices, standards  
and frameworks and publication of studies, 
surveys and papers

Build capacity �

 - in security, privacy and cyber forensics 
through training and certification of 
individuals and professionals

 - in cybercrime investigations through training 
of law enforcement agencies and judiciary 

Engage with stakeholders through various  �
outreach initiatives including events, 
awards, chapters, consultations and 
membership programs

Develop and maintain an assurance  �
ecosystem for validation of privacy  
and security practices implemented  
by organizations

Increase India’s share in the global security  �
product and services market through global 

trade development initiatives 

Aim at developing an  � alternate dispute 

resolution system in data protection
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DSCI Stakeholders
The program and strategic activities of DSCI are guided by the Board of Directors. Advisory Groups, 
comprising security and privacy experts from the industry and government, are set up to advise on 
specific issues and areas. DSCI is also guided by the active participation of its member organizations, 
and the Chapter Advisory Groups, setup in the areas of Global Data Flows, Encryption Policy, Project 
Advisory Groups, Cyber Forensics – to advise DSCI in these areas and review the knowledge assets 
it has created. DSCI stakeholders also include organizations and individual members, from diverse 
industries such as IT-BPM, BFSI, telecom, healthcare, e-commerce and others, as well as security 
vendors and consultants. 

Members critically review the efforts of DSCI on policy and its consultation papers, which help enhance 
security and privacy awareness in their respective organizations and regions.

Board of Directors

NASSCOM �

Eminent academicians  �

Government  �

Independent Directors �

Governments – India & Foreign 

Policy-making agencies �

Law Enforcement Agencies  �

Judiciary  �

Regulatory agencies �

Corporate 
and Chapter 
Members 

National & 
International 
Industry 
Associations

DSCI Stakeholders
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DSCI Members and Chapters 
DSCI has 485 organizations as Corporate Members and over 2,500 security and privacy professionals 
and practitioners as Chapter Members.

485
Corporate Members 

2,500+ 
Security and Privacy professionals 

201

25

18

0

11

103
127

BPM 

IT Services

Telecom

Security

BFSI

Others
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Programs and Initiatives 
Public Advocacy

DSCI takes a proactive role in 
‘policy enablement’ that affects 
information and communications 
technology engagement and 
enactment through the government

Capacity Building

DSCI is actively involved in 
developing and imparting training 
and capacity building for various 
government and corporate entities 

Thought Leadership

DSCI undertakes studies and 
surveys to develop reports on 
various facets of data security, 
privacy, cyber security and 
internet governance in India. 
These reports highlight the 
current state and concern of 
cyber security, data security 
and privacy

Outreach Programs

DSCI through its different 
programs, connects with 
stakeholders to draw focus on 
data security, privacy and cyber 
security concerns and DSCI 
approach on data protection 
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EU-India Free Trade Agreement (FTA) Negotiations

The share of the Indian Information Technology and Business Process Management (IT-BPM) 
industry in the global market stands at 55%. However, in the European Union (EU), it is around 25%. 
This gap in market share highlights the fact that the IT-BPM industry has been unable to realize 
its full potential in the EU. Issues of data protection are seen as vital reasons for the lack of 
headway in this market. A key impediment is the EU Data Protection Directive (Directive), 
which through Article 25, sets out the criteria for assessing adequacy of data protection in the third 
country and where India is not considered as an ‘adequate’ country. The adequacy requirements 
lead to hesitations, inhibitions and impediments around data protection which translate into 
significant loss of topline revenue for the Indian IT-BPM industry. Though EU allows legal instruments 
for data transfer, these have been criticized as complex and lengthy. Their inconsistent implementation 
and operationalization increases compliance cost creates hurdles for the industry, thereby  
complicating the issue further.

Trans-border Data Flows

DSCI and NASSCOM, along with the Department 
of Commerce (DoC), Government of India and 
Department of Electronics and Information 
Technology (DeitY), have been continuously 
engaged with the EU on the issue of market 
access for the Indian IT-BPM industry. Initiated 
in 2010, by a non-paper submission to the EU 
by DoC, the issue led to multiple rounds of 
discussions and exchanges between the EU 
and India. This non-paper was prepared by 
DSCI and its involvement in discussions led to 
the setup of an Expert Group by EU to help find 
adaptive solutions. DSCI as part of this expert 
group, was involved in the dialogue to explore 
mutually agreeable solutions. While discussion 
on the issue of adequacy is ongoing, the expert 
group suggested initiation on an India-specific 
Model Contract. 

Following this suggested development, DSCI 
engaged with the industry to seek inputs on the 
clauses of Model Contract. DSCI has prepared 
a draft collating and analyzing these inputs, to 
be submitted to the EU. Additionally, this draft 
was submitted to DoC for further necessary 
action. In the future, DSCI expects to engage 
with the EU expert group to finalize the model 
contract draft.

Benefits to the Industry: 
Solution to the Issue of  
Market Access in the EU

Potential refinement of the instrument of  �
data transfer-Model Contract

Development of India-specific Model  �
Contract as an incremental step towards 
the larger goal of adequacy

Boost to Small and Medium Enterprises  �
(SME) IT/BPM organizations in India by 
lowering entry barriers in EU

Increase in the competitiveness of the  �
EU based organizations by leveraging 
offshoring 

Reduced compliance cost and delays  �
contributing to agility, productivity and 
profitability

Increased opportunity for organizations   �
to deliver cloud-based services to EU  
from India
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The NASSCOM-DSCI report – ‘Securing Our Cyber Frontiers’, released in 2012 catalyzed government’s 
action leading to creation of a permanent Joint Working Group (JWG), under the chairpersonship of the 
Deputy National Security Advisor (Dy. NSA), comprising government and industry representatives. The 
focus of the JWG was on proactive and collaborative actions to enhance India’s capabilities in cyber 
security through Public-Private-Partnership (PPP). It mandated the identification and initiation towards 
rolling out projects and initiatives in cyber security under the PPP mode. CEO, DSCI continued to work 
closely with the Dy. NSA to advance the partnership for enhancing cyber security, through initiatives such 
as nucleating the banking Information Sharing and Analysis Centre (ISAC) with the support of Institute of 
Development and Research in Banking Technology (IDRBT), and other areas like Common Criteria. 

Parallel to the deliberations with the government, DSCI had been working in several other areas to 
strengthen the cyber security posture in India and also promote the country’s interests at various 
international forums, through engagements with key stakeholders.

Cyber Security

JWG on Cyber Security

During the year, DSCI continued to contribute 
in the JWG discussions and activities. DSCI 
continued to emphasize on the need for creating 
‘Centers of Excellence’ (CoEs) in cyber policy 
research and standards and audit, besides 
establishing an Institute for Cyber Security 
Professionals of India for capacity building. 
Going ahead, DSCI is expected to contribute in 
the areas of Internet governance (IG), standards 
and audits, skill development among others, in 
collaboration with relevant agencies as part of 
the JWG efforts. For instance, DSCI has become 
member of the recently created JWG sub-group 
on ‘standards & audit’ to formulate an action plan 
for establishing CoE on standards & audits.

e-Security Index of India

DeitY awarded the ‘e-Security Index-Phase II’ 
project to develop a robust model – a framework 
to measure cyber security preparedness of  
the country covering various dimensions 
including government on policy and strategy, 
capacity building, cyber defense, standards, 
critical information infrastructure protection  
and international co-operations as well as  

industry efforts. Execution of this phase is 
underway. DSCI is meeting with key government 
and industry stakeholders to solicit inputs and 
validate the model. The first PRSG (Project 
Review Steering Group) meeting was held to 
review progress and set a roadmap for future 
activities under the project.

DSCI successfully completed phase I of the 
project in August 2013. 

DSCI-BSA report released 

DSCI, in collaboration with BSA, released a study 
report on ‘Security Considerations in Software 
Procurement by Government Agencies in India’.  
The report was released by Shri Anurag Singh 
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Major Recommendations

Government should mandate incorporation of information security requirements in the  �
procurement of software by government agencies, including central and state agencies, 
through an appropriate policy and legal framework

In cases where the software is required to be tested from a security point of view before  �
procurement, testing should be done using international standards (such as Common Criteria). 
Testing labs within the country should be established for this purpose but the government 
should also accept testing done in foreign labs based on international standards

Government departments should include security considerations in the software/IT procurement  �
policy of the organization to be included in RFI/RFP where applicable. The policy should mandate 
integration of security requirements across the software procurement lifecycle

Government, in partnership with the industry, should create a national awareness campaign  �
to educate its agencies across India on software supply chain issues, risks, solutions, 
standards, guidelines and best practices

Government, in collaboration with the industry and academia, should focus on capacity  �
building of resources in the domain of information security to strengthen security components 
in procurement lifecycle and reduce software supply chain risks

DSCI-Microsoft Study on  
Cyber Security

DSCI, with support from Microsoft, conducted 
a study to understand the Indian cyber  
security market. The study was undertaken to 
determine current market size, rate of growth  
and various other enablers, which have been 
shaping this segment. 

Skill Development in  
Cyber Security 

As part of the JWG efforts, DSCI worked with the 
DeitY, Ministry of Labour and Employment and 

National Skill Development Corporation (NSDC) 
to develop information security requirements for 
inclusion in vocational courses undertaken by 
Industrial Training Institutes (ITIs) in India.

Engagement with IT-ITeS Sector 
Skill Council NASSCOM 

As part of the efforts of the Ministry for Skill 
Development and Entrepreneurship and National 
Skill Development Corporation (NSDC), DSCI is 
working closely with IT-ITeS Sector Skill Council 
(SSC) NASSCOM for a nationally-coordinated 
effort focused on skill development in the area 
of cyber security. The engagement includes 

Thakur, Hon’ble MP and Chairman, Parliamentary 
Standing Committee on IT. The study takes a 
detailed look at the existing software procurement 
policies of the Indian government and its various 
agencies’ and outlines global best practices for 

software procurement. It aims to help streamline 
the central and state governments’ procurement 
processes and encourage adoption of best 
practices and guidelines, so as to minimize 
security threats.
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contribution in the areas of development of  
career map in information security, qualification 
packs, curricula & courseware, among other 
activities. This initiative is intended to bridge 
the gap between the demand and supply of 
information security professionals not only in 
India, but globally.

MHA Information Security Project—
National Information Security 
Policy and Guidelines (NISPG)
As part of continued engagement with Ministry of 
Home Affairs (MHA), DSCI developed the NISPG 
document that elaborates baseline Information 
Security Policy and highlights relevant security 
concepts and best practices, which government 
ministries, departments, and organizations must 
implement to protect classified information. 
The first draft of the NISPG was circulated by 
MHA in January 2014 to various ministries, 
departments and agencies and feedback was 
sought. Subsequent to the incorporation of the 
comments received form them and keeping in 
view the changing threat landscape the document 
was updated to its current version NISPG 4.0. 
NISPG 4.0 was circulated, by MHA, for adoption 
and implementation by all government ministries, 
departments and their agencies. Cabinet 
Secretary issued an order asking all government 
ministries and departments to implement NISPG 
for securing information – reported in the media. 
DSCI has recommended that the document 
should be updated periodically with guidelines 
and controls to respond to emerging challenges.

ITU-D Study Group on  
Cyber Security

DSCI presented its views on building PPP  
models in cyber security in a meeting of  
ITU-D Study Group on cyber security. In its 
presentation, DSCI apprised the gathering 
on developing PPPs as a critical imperative 
for India to ensure a secure cyberspace. The 

existing PPP initiatives for cyber security in India 
including in the areas of institutional frameworks, 
capacity building, development of standards  
and assurance mechanisms, research and 
development, policy enforcement, augmentation 
of testing and certification facilities for ICT 
products, education and awareness, information 
sharing, and related mechanisms were  
discussed as part of this presentation.
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Cloud Computing

Revival of DeitY Working Group on 
‘Cloud Policy Framework of India’

DSCI is a member of the Working Group (WG) 
on Cloud Computing set up by the DeitY in 
2012. DSCI has been continuously engaging 
with DeitY and other members of the WG, to 
participate and contribute in the development 
of WG recommendations. DeitY revived the WG 
under the chairmanship of Mr. Kiran Karnik, to 
conceptualize and develop a comprehensive 
framework for cloud policy in India. In the meeting 
of this WG on ‘Cloud Policy Framework of India’, 
DSCI presented industry’s perspective on policy 
and legal issues in cloud computing, including 
matters related to data localization.

Paper on Data Localization 

DSCI prepared a discussion paper on ‘Data 
Localization’ based on the DSCI-BSA Workshop 
held during BPM 2014. The goal of the workshop 
was to examine how issues and concerns that 
are being used to justify data localization can 

DSCI Engagements

be suitably addressed at the global and national 
level. The paper summarizes the issues involved, 
examines the definition, drivers and methods of 
data localization, and includes recommendations 
for possible courses of action.

Study & analyze 

policy direction 

of governments 

worldwide, 

including 

standards 

undertaken 

globally to 

promote 

adoption of cloud 

computing

White paper on 

key learnings; 

catalysts for 

cloud adoption, 

legal framework, 

multi-lateral 

and bilateral 

arrangements 

and governance 

mechanisms

White paper on 

 governments’ 

policies on cloud

Provided policy 

recommendations:

Creation of  �
assurance 

mechanisms

Setting up of  �
‘Cloud Zones’

Clarification of  �
existing laws

 Promotion of  �
international trans-

border data flows

 Participation in  �
international efforts 

in cloud etc.

White paper on 

global standards. 

Recommendations 

include:

Focus on  �
identification 

of additional 

security controls 

required for 

mitigating 

cloud-specific 

risks 

Mechanism for  �
assessing & 

certifying cloud 

providers
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Industry Benefits

Major Ideas and Recommendations 

National concerns specially those relating to national security are important in a cloud  �
environment, and must be respected by the industry. However, solutions to challenges must 
be pragmatic, forward leaning and business friendly. While governments should not mandate 
localization of ICT infrastructure/data as a general principle, global cloud service providers 
should comply with local laws, irrespective of the location of data storage

Rather than making data localization laws and policies, government should work in active  �
collaboration with industry to find commercial ways to move data into the country

Data centers and other infrastructural establishments require enormous amount of money and  �
other resources (e.g., power & skilled labor). Countries looking to embrace data localization 
should first self-assess their capabilities to house such massive infrastructure in terms of 
money, skills and expertise

As it relates to law enforcement agencies’ lawful access to digital data not located within  �
their territorial jurisdiction, moving to an integrated model based on global standards would 
enable improvements in the gathering of digital evidences 

The enablers for such a model could be reform of Mutual Legal Assistance Treaty (MLAT)  �
to achieve speedier cybercrime trials, establishment of Service Level Agreements (SLAs) 
among various parties and governments and possible sanctions or suspension for global 
fraternity for violations, among others

Policy to 

provide 

required  

impetus for 

establishing 

India as a 

hub for 

delivery of 

cloud 

services 

globally

Solutions to 

overcome  

challenges 

of security 

and privacy 

impeding 

cloud 

adoption 

globally

Clarity on  

issues of 

data 

transfers 

and ICT 

infrastruc-

ture 

location

Facilitate 

delivery of 

cloud 

services 

from India

Protection 

of 

consumer 

interests 

leading to 

increased 

usage of 

cloud 

services

Clarity on 

legal regime 

for delivery 

and use of 

cloud 

services in 

India
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Issues in Internet Governance 
The issue of Internet governance (IG) was elevated at the global forum post the Snowden revelations. 
The multi-stakeholder model under unilateral control and oversight of the US government, over the 
Internet Corporation for Assigned Names and Numbers (ICANN), coupled with the bottom up approach 
in policy making and several other issues, echoed across major organizations that are part of IG 
community. Resultantly, key players involved in various dimensions of Internet operations, namely 
ICANN, Internet Engineering Task Force (IETF), Internet Society (ISOC), Internet Architecture Board 
(IAB), World Wide Web Consortium (W3C), and Regional Internet Registries (RIRs), issued a statement 
on October 7, 2013, known as the ‘Montevideo Statement on the Future of Internet Cooperation’ that 
expressed intent to decouple themselves from the oversight of the US government and emphasized 
on multi-stakeholder model of IG. DSCI has been continuously working as part of the deliberations 
with key stakeholders in the area. 

Besides participating in the NET mundial 
conference organized by Brazil and ICANN in 
April 2014, DSCI submitted the following key 
recommendations to the outcome document 

(not included) to make ICANN accountable 
to the global community while preserving its  
multi-stakeholderism (MSM) character.

Key Recomdentations

A multi-stakeholder model with defined roles of relevant stakeholders on all matters needs  �
to be evolved. MSM should ensure participation that is proportional to Internet population. 
Topics and issues, be it policy, technical or administrative, where representation of a set 
of stakeholders is mere ceremonial and not participatory, should not act as bottleneck in 
effective decision-making

Global governance norms be evolved that separate DNS maintenance from policies on  �
TLDs, as well as public policies that intersect with nations’ rights to make them

Industry’s participation from developing countries in standards and protocol development  �
process be ensured in bodies such as IETF, W3C, IEEE etc. Greater number of fellowship 
and internship programs introduced for developing countries

For ICT sector to flourish, and contribute more to socio-economic development,   �
propositions such as localization of ICT within territorial boundaries of regions, etc. should  
not be encouraged

Effective participation of stakeholders from developing and least developed economies  �
should be encouraged and facilitated, with focus on capacity building

National governments role in law and order, content regulation and national security within  �
their territories be accepted; else international clashes will continue
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Multi-stakeholders Advisory Group 
(MAG)

Multi-stakeholders Advisory Group (MAG) for 
the India Internet Governance Forum (IIGF) was 
constituted by DeitY in 2013. Meetings were 
held to discuss the way forward and help develop 
India’s position and stance in global forums. 
DSCI has been advocating that roles and 
responsibilities of all stakeholders in the 
multi-stakeholder model should be clearly 
defined and sections on the governance 
of the Internet, which cannot be run by the 
government, should be passed on to other 
stakeholders such as industry, academia or 
civil society. CEO, DSCI is member of the MAG 
as a representative of the industry.

Industry Consultation with MEA 
and Other Stakeholders 

DSCI participated in an industry consultation 
meeting organized by the Ministry of External 
Affairs (MEA) on IG matters, where DSCI 
articulated its position on these issues. 

DSCI also participated in various industry 
consultations on IG matters, organized by the 
Observer Research Foundation (ORF), Internet & 
Jurisdiction Project and the National Law 
University (NLU), Delhi, where it advocated its 
position. 

Approach Paper on Internet 
Governance

To formalize its position on IG matters, DSCI 
prepared an approach paper and submitted 
to MEA. 

Inputs for Internet Governance 
Forum 

The theme, “Evolution of Internet Governance: 
Empowering Sustainable Development”, was 
retained for the Internet Governance Forum 
(IGF) 2015. The theme was supported by eight 
sub-themes, including Cyber security and Trust; 
Internet Economy; Inclusiveness and Diversity; 
Openness; Enhancing Multi-stakeholder 
Cooperation; Internet and Human Rights; Critical 
Internet Resources; and Emerging Issues. 
DSCI submitted inputs on the sub-themes for 
the forum, which have been included in the 
discussion list. 

Sub-themes included in the 
final draft for IGF meeting are:

Accountability in managing critical  �
internet resources

Amending regulations and practices to  �
uphold UNGA resolution, ‘Right to Privacy 
in Digital Age’

Internet localization: domestic routing  �
and data localization

IG resolutions amidst rising cybercrimes  �
challenges and age of cyber war

Countries should be asked to send nominees of all stakeholders in meetings and conferences,  �
rather than bodies directly selecting people and taking them as representatives of the country, 
without any transparency
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 Key Recommendations of the approach paper 

India to pitch for a multi-stakeholder model, actively participate in the IANA stewardship  �
transition and ICANN accountability reform process, and showcase a unified stance  
on all IG matters at all global forums backed by scientific studies and robust open  
consultation process

India should pitch for a multi-stakeholder model in which the roles of various stakeholders  �
including governments is clearly defined. It must actively participate in the IANA 
stewardship transition and ICANN accountability reform while consistently engaging  
with all stakeholders in the realm of Internet governance and be vocal in global forums

India’s concerns in Internet governance seem to be driven primarily from national security  �
perspective. It is important that India considers other aspects of Internet such as economic 
growth, innovation, global data flows, etc. when deliberating and proposing new solutions 
and ideas. The immediate concerns related to national security and crime investigation 
should be addressed by engaging with other countries, especially the US & EU, at bilateral 
and multilateral forums

Indian government should strategically develop support – both internationally and nationally.  �
It should activate the domestic industry on these issues and build a community (which also 
includes civil society groups) which promotes national interests. Internal consultation process 
needs to be strengthened with government being more open and transparent. It must include 
matters related to Internet governance in international relations and build a bloc of countries 
which supports India’s ideas and proposals at international forums

Indian government should showcase a unified stance on all IG matters at all global forums,  �
irrespective of which government department or ministry is representing the country
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With massive opportunities for social and economic progress powered by technology solutions at the 
core, government’s ‘Digital India Initiative’ will redefine paradigms of security and privacy challenges. 
In line with this, DSCI contributed to two workshops – ‘Mobile Digital Identity’ and ‘Shareable Private 
Space on a Public Cloud’ – organized by DeitY under this initiative. DSCI highlighted security and 
privacy related challenges along with possible solutions. It highlighted security and privacy frameworks 
of DSCI – DSF© and DPF© – which can guide data protection approaches of the government. The 
workshop witnessed stakeholders from the industry and government. 

DSCI has also provided inputs on the draft ‘Internet of Things’ (IoT) policy issued by the Government 
of India. As part of the inputs, it underlined the importance of security, privacy and safety in IoT design 
and implementation, in addition to the need to build institutional capacities on these issues through the 
establishment of a Center of Excellence (CoEs). 

Inputs on Digital India 
Program and IoT Policy

Key Inputs on Digital India and IoT Consultations

Cyber security and data privacy are serious and distinct concerns in the Digital India mission  �
enabled by IoT technologies. Security risks can easily become safety hazards in the IoT 
space, given that services like traffic, tele-care, etc will be delivered through IoT platforms. 
Also, given the high degree of automation, data collection and data analytics, it is paramount 
that privacy of users be protected at all times. Privacy should be treated distinct from security 
and not be subsumed under the latter. Security and privacy aspects need to be addressed in 
the designing of IoT platforms rather than being incorporated later

In the digital economy it is important that privacy of residents is protected against misuse  �
by businesses and government – it is more important in the IoT as most of citizens’ actions 
would be recorded digitally which are presently done offline. Privacy protection is universally 
done through enforcement of privacy principles. In the absence of a comprehensive privacy 
law in India it is important that legal and policy framework created for Digital India enablement 
takes into consideration the privacy principles for privacy protection. The recommendations 
of the Justice A. P. Shah report on privacy should be considered and the government must 
enact the privacy bill at the earliest

Given the criticality of security and privacy including supply chain risks in IoT, a dedicated  �
CoE be established for security and privacy. Government can partner with expert bodies to 
setup and operate such a center. The CoE would look into all capability areas including policy, 
legal, technological, reference architectures, use cases, processes, auditing, standards, etc. 
and liaison with global and national bodies. As part of this CoE, an auditing ecosystem also 
needs to be defined to ensure policies and processes are being followed
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With enough activities happening in the IoT standards space in global standardization forums  �
the international standards should be adopted to make the ecosystem interoperable to the 
extent possible. Indian stakeholders should participate in international standardization forums 
to ensure that country requirements are considered in the standards development process. 
Only in cases where international standards do not address India specific requirements, 
should national standards be developed

It is reasonable to anticipate rise in cybercrimes in the digital economy. Therefore it is  �
important to build capabilities of Law Enforcement Agencies (LEAs) and strengthen the legal 
framework in the country to curb such cybercrimes

Data sovereignty issues would also have to be addressed through legal and policy framework,  �
as personal data of citizens could be stored anywhere in the world, and LEAs in India 
may require legal access to such data for national security, crime investigation and other 
purposes

DSCI  |  Data Protection - Outlook 2014-15 24



DSCI participated in a meeting hosted by the Department of Commerce (DoC), to discuss issues 
significant to the e-commerce industry and the proposal presented by the US, EU and Japan at 
the WTO. These included efforts facilitating the growth of e-commerce, FDI, taxation, localization 
of servers, access to data in the cloud, cross-border data flows and data protection in India. These 
aspects of e-commerce have policy implications for the IT services industry, which does not support 
data localization. DSCI stated that the effort by some countries to inhibit data flow in the name of 
public policy objectives, like privacy, needed to be opposed by India. Based on a request by the DoC, 
DSCI prepared and submitted its response to the proposals being discussed besides submitting the 
same to DoC for further deliberations.

e-Commerce Issues at WTO

Key Inputs by DSCI

There is a global need to clearly define ICT services and ICT service suppliers because  �
in different countries these may be classified differently and regulatory regime may also 
vary accordingly. There is a need to develop common understanding of segregation and 
correlation between cloud, telecommunication and e-commerce services respectively and 
discuss varied yet related public policy including trade issues

In the SMAC (Social, Media, Analytics and Cloud) and IoT (Internet of Things) paradigms,  �
cross-border data flows and global technology architectures are of utmost importance and 
any efforts to curtail these would be counterproductive

Cloud computing is a welcome development working in favor of the Indian domestic sector  �
allowing for more innovation and value generation especially by SMEs; the IT-BPM sector 
through generation of new opportunities in cloud services; and the evolving product software 
development ecosystem (within the IT-BPM sector) by reducing entry barriers and increased 
opportunities for innovation, customer outreach and scaling up start-ups
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Privacy protection is extremely important to maintain trust in cross-border data flows. However,  �
privacy protection has been unreasonably used to restrict cross-border data flows. While 
nations should be encouraged to adopt or maintain a domestic legal framework to ensure 
protection of personal data, they must not create unnecessary legal and administrative hurdles 
for data transfer in the name of privacy protection. The domestic legal frameworks should be 
inter-operable with global privacy regimes

DSCI strongly supports not classifying cloud computing services under telecommunication  �
services. License-driven regulation in telecom sector is not suited for an Internet-driven 
transactional economy, which thrives because of absence of or minimal entry barriers

With respect to sovereignty issues especially those related to national security, the industry should  �
support Law Enforcement Agencies of different countries in crime investigations (access to data 
records, evidence) and forensics. The support should be transparent and timely, respecting  
laws of the country from where the request originates, irrespective of the data storage location.
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India-US ICT Joint Working Group

DSCI participated in the India-US ICT JWG 
meeting in Washington D.C. and advanced 
Indian industry views on cyber security, cloud 
computing, data localization, cross-border data 
flow and Internet governance. As part of the 
government-industry track, DSCI underlined 
existing PPP initiatives in the cyber security 
domain, impact of restrictions on trans-border 
data flows on the Indian IT industry and data 
localization issues including those related to 
lawful access to data in the cloud. 

Reference article: Revival of the India-US ICT 
Working Group – Significance for India

https://www.dsci.in/content/revival-india-us-ict-
working-group-significance-india

NIST Standards in Trade Workshop

DSCI representatives participated in the 
India-US Standards in Trade (SIT) Workshop 
organized by the NIST in the US. As part of the 
week long deliberations, DSCI representatives 
made presentations on ‘Overview of Cyber 
Security in India’, ‘Public-Private Partnerships in 
Cyber Security’, ‘Overview of Cloud Computing 
in India’ and ‘Industry Perspectives on National 
Initiatives on Standardization’.

Engagement with US government 
and other stakeholders 

During multiple visits to the US over the year, 
DSCI representatives met with key stakeholders 
there, namely the Department of Homeland 
Security (DHS), Department of Commerce (DoC), 
the State Department, Federal Communications 
Commission (FCC), industry members and 
think tanks, to discuss key issues in cyber 

security, cloud computing and privacy. It also 
explored how the two countries could enhance 
collaboration on industry-to-industry and 
government-to-industry levels.

Meetings with the US Trade Representative 
Office, FTC and World Bank officials were held 
in Washington D.C. to discuss issues related 
to cross-border data flows, localization of 
ICT infrastructure and existing enforcement 
mechanisms in the US-EU Safe Harbor and 
APEC Cross-Border Privacy Rules (CBPRs).

DSCI in association with Information Technology 
Industry Council (ITIC) and US-India Business 
Council (USIBC) also hosted two roundtable 
meetings on ICT policy issues in Washington 
D.C. Over 25 industry professionals from various 
verticals participated in these sessions.

USIBC ICT Mission Delegation

In January, DSCI organized a meeting with  
USIBC ICT Mission delegation to discuss 
diverse policy issues concerning India including 
data localization, encryption policy, privacy bill, 
security and safety testing of ICT products, draft 
IoT policy and Internet governance.

Workshop on Preventing 
Telemarketing Frauds by FTC

The US Federal Trade Commission – Messaging, 
Malware and Mobile Anti-Abuse Working Group 
(M3AAWG) in association with NASSCOM and 
DSCI, organized a workshop on ‘Preventing 
Telemarketing Fraud: A Multi-stakeholder 
Response Coordinating Enforcement, Education, 
and Technological Solution’. The discussion 
touched upon various issues including technical 
support scams, immigration hoaxes and 
phantom debt collection calls which have 

Global Engagements
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defrauded global consumers of millions of 
dollars besides damaging the reputation of the 
outsourcing business and affecting global trade 
adversely.

Federal Trade Commission (FTC), DSCI and 
NASSCOM participated in the dialogue to address 
this threat and develop a multi-faceted action plan 
with relevant stakeholders — representatives from 
Indian and foreign law enforcement agencies, 
the business community, anti-abuse technology 
experts, and consumer advocates.

Engagement with WITSA

DSCI is working closely with NASSCOM in 
shaping the public policy discourse at WITSA 
(World Information Technology and Services 
Alliance) in the areas of Internet governance, 
security, privacy, data protection and restrictions 
of the free flow of information across geographic 
borders especially given that President, 
NASSCOM is now the Chairman of the WITSA 
Global Public Action Committee (GPAC) and 
would be steering public policy issues with WITSA 
members, governments, international institutions, 
think tanks, civil societies and others.

Inputs on Public Policy Issues identified by WITSA

  � Restrictions on free flow of information across national/regional borders

 Protecting privacy – as a means of restricting free flow of personal data of citizens to 
businesses in other countries by introducing discouraging and onerous legal and administrative 
requirements (e.g. assessing adequacy of data protection regimes of other countries instead 
of relying on the privacy practices followed by businesses in such countries, authorization of 
data transfer by government authorities, etc.)

  � Internet governance

 Maintaining the open, transparent processes affecting global governance of the Internet 
through multi-stakeholder bodies. Defining multi-stakeholderism and detailing roles and 
responsibilities of different stakeholders including the governments, industry and civil society. 
Ensuring a smooth transition of the IANA function from USG to a multi-stakeholder organization 
which is governed by international laws, has appropriate representation of the stakeholders 
in the decision-making process and is accountable to the concerned stakeholders

  � Lawful access to information

 Enhancing cooperation between governments through bilateral and multilateral arrangements 
for sharing of information related to crime investigation and national security. Reforming the 
existing instruments for information sharing and developing new ones if required
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DSCI Certification Program

In 2012, the DSCI Assessment Framework-Privacy (DAF-P©) was published to help organizations 
provide assurance to external stakeholders on the implementation of a privacy program based on 
DPF©. In 2013, the DSCI Certified Privacy Lead Assessor (DCPLA©) Training Program was launched 
across India to train individuals from organizations in conducting privacy assessments. Additionally, 
DSCI collaborated with leading auditing firms to assess companies in DSCI Privacy Certification and 
launched a mass certification – DSCI Certified Privacy Professional (DCPP©) in 2014.

DSCI Certified Privacy Lead Assessor (DCPLA©) 
Program
Eight batches of the three-day DCPLA© training 
and certification program were organized in the 
major cities of India including Delhi, Bengaluru, 
Chennai and Mumbai. 

The DCPLA© program aims to create a pool of 
assessors, equipped with necessary tools and skills 
to undertake privacy assessments of organizations, 
in line with DSCI requirements. The assessors, 
including those from Assessment Organizations 
(AOs), are trained and certified by DSCI as DSCI 
Certified Privacy Lead Assessor (DCPLA©). 

Privacy Protection 

Delhi  |  Bengaluru  |  Mumbai  |  Chennai  |  Hyderabad  |  Pune  |  Kolkata

329 
Professional 
Trained

18 
Total 
Batches

110 
Organization

312
Professional 
Certified as DCPLA

DSCI Privacy Certified (DPC©) Seal for 
Organizations
DSCI launched its privacy certification program 
for organizations – DSCI Privacy Certified 
(DPC©) – to provide an assurance mechanism for 
organizations to help demonstrate their privacy 
practices and commitment to privacy protection, 
to relevant stakeholders while enhancing trust. 
For this purpose, DSCI has developed a privacy 
certification ecosystem in partnership with leading 
auditing and certification firms. These firms 
have been authorized by DSCI as Assessment 
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Organizations (AOs). DPC© certification scheme 
is based on independent third-party privacy 
assessment is carried out by AOs based on DSCI 
Assessment Framework - Privacy (DAF-P©) and 
DSCI Privacy Framework (DPF©).

Vodafone completed its privacy assessment 
based on DPF© and DAF-P© and Vodafone 
India-Delhi Circle became the first telecom 
organization to be declared ‘DSCI Privacy 
Certified’ (DPC©).

DSCI Certified Privacy Professional (DCPP©) Launched 
With the aim of building capacity and developing a strong workforce for privacy in the 
country, DSCI has launched DSCI Certified Privacy Professional (DCPP©). It is a pioneer 
credentialing program to empower students and working professionals with knowledge, 
and equip them with necessary skills to advance their career in privacy. A Privacy Body of 
Knowledge (PBoK) has been created to cover privacy concepts, update on current privacy 
landscape in India and in major economies, technology aspects that impact privacy and 
equip them with necessary knowledge and skills to step into the domain of privacy. 
The program will certify individuals working in industry and government, be it lawyers, 
compliance officers, information security auditors and graduates, willing to enhance their 
understanding and knowledge on privacy – as security or privacy professionals.

In AISS 2014, 27 Honorary DCPP© certifications were conferred on prominent industry leaders by 

the President of NASSCOM.

166 
Registrations received till date

Register on 
DSCI website

Prepare for Exam 
(BoK & other reading 
material)

Clear Test & Get 
Certified

Select Test Date & 
Test Center

Maintain your Certificate 
(CPE credits)

Appear for Test

How to become DCPP©?
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MoU with TRUSTe

DSCI and TRUSTe have signed a MoU to explore 
creation of a joint privacy seal/certification for 
websites in India that is cross recognized with 
international standards and also meets local 
privacy requirements. This certification program 
would leverage the existing capabilities of both  
the organizations - DSCI Assessment and 
Certification ecosystem in India which is based 
on DSCI Privacy Framework (DPF©) and 

TRUSTes’ Data Privacy Management Platform, 
which includes privacy certifications and ongoing 
website privacy monitoring. Given that the Indian 
economy is witnessing phenomenal increase in 
e-commerce and other electronic transactions,  
this certification program is being envisioned with 
the intent of strengthening data privacy regime  
in India and boosting confidence in consumers  
on online transactions.



Engagement with ISO SC27 on  
Development of International 
Standards

the next meeting of ISO SC27 at Jaipur, India in 
October 2015.

During the year, DSCI along with industry 
members continued to actively contribute in 
the development of the following security and 
privacy related international standards at ISO 
by providing relevant national inputs and 
comments

ISO/IEC 27017 – Guidelines on information  �
security controls for the use of cloud computing 
services based on ISO/IEC 27002

ISO/IEC 27018 – Code of practice for Personally  �
Identifiable Information (PII) protection in 
public clouds acting as PII processors

ISO/IEC 27036-4 (Information security for  �
supplier relationships) – Part 4: Guidelines for 
security of cloud services

ISO/IEC 29134 (Privacy Impact Assessment –  �
Methodology) 

ISO/IEC 29151 (Codes of Practice for PII  �
Protection) 

DSCI will be part of the Indian delegation in the 
upcoming ISO SC27 meetings in Malaysia in  
May 2015. 

International Standards

DSCI has been working alongside the industry 
to contribute towards the development of  
international standards at ISO. Bureau of 
International Standards (BIS) organized a meeting 
of the LITD 17 (Division for Information Technology 
and Electronics) committee. DSCI’s outreach 
efforts resulted in four new organizations 
(Infosys, Wipro, Polaris and Tata Communications) 
becoming members of LITD 17. DSCI presented 
Indian activities at the ISO SC27 Working Group 
including the outcomes of the previous SC27 
meeting held in Hong Kong, and the strategy for 
increasing industry participation. DSCI plans to host 
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Following table summarizes Indian contribution in terms of acceptance. ISO/IEC 27018 has 

been published as an international standard. India had voted in favour for this standard given its 

importance in enhancing assurance in cloud services.

*This %age is purely based on Accepted/Accepted in principle/Accepted with modifications classifications.
The %age could be higher as many of the superseded comments could include accepted comments of other national 
bodies that were similar to Indian submission. A detailed analysis is required to determine the exact %age.

Standard Total 
Comments

Accepted/
Accepted 
in principle/
Accepted with 
modifications

Acceptance 
%age*

Rejected Other classifications 
(Superseded, 
noted, deferred, 
partly accepted & 
partly rejected, etc)

ISO/IEC 27017 25 08 32% 11 06

ISO/IEC 
27036-4

15 12 80% 0 03

ISO/IEC 29134 40 34 85% 02 04

ISO/IEC 29151 44 42 95% 01 01

Engagement with DeitY on 
Development of Privacy Standards 
at IETF, IAB and IEEE
DSCI has been invited by DeitY to engage in 
the development of privacy related standards 
at the Internet Engineering Task Force (IETF), 
Internet Architecture Board (IAB) and Institute 
of Electrical and Electronics Engineers (IEEE) to 
enhance India’s participation in these Standards 
Development Organizations (SDOs). DSCI will 
be working closely with DeitY to enhance India’s 
participation by institutionalizing participation 
and channelizing inputs of the Indian industry in 
these forums.

Engagement with STQC on 
Development of Collaborative 
Protection Profiles
There are various International Technical 
Committees (iTC) created under Common 
Criteria arrangement which contribute to the 
development of Collaborative Protection Profile 
(cPP). STQC is a leading common criteria 
arrangement from India. DSCI is engaged with 
the industry for taking inputs on various cPPs 

which are under development. Inputs provided 
by industry and DSCI on some working cPPs 
were previously accepted by the international 
technical committees and incorporated in the 
document submitted by STQC.

CEO, DSCI moderated a panel discussion on 
‘Common Criteria – An industry perspective’ at 
the International Common Criteria Conference 
2014 where he emphasized the importance of 
Common Criteria and asserted the need and 
benefits for independent testing schemes for 
Indian industry. While highlighting the need for 
creating awareness within the industry especially 
the cyber security product organizations, he 
enumerated ongoing developments in this field 
including the establishment of a national testing 
and certification scheme under the PPP on 
cyber security initiated by JWG; promotion of 
a consortium of government and private sector  
to enhance availability of tested and certified  
IT products based on open standards, as 
highlighted in the National Cyber Security Policy 
(NCSP) and others.
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DSCI continues to build capacity of law 
enforcement, judiciary and prosecution 
departments in handling cybercrime  investigations 
through its seven Cyber Labs operational in 
Mumbai, Pune, Bengaluru, Kolkata, Chennai, 
Hyderabad and Madhuban. As a pioneering 
initiative, these labs provide a platform where 
different stakeholders including police, judiciary, 
industry (IT-BPM, BFSI, etc.) and academia come 
together in creating awareness and developing 
methods to effectively tackle cybercrimes. Cyber 
Labs also advise law enforcement agencies 
on investigations, especially those related to 
technology, on a need basis. 

Over the course of the year, over 6,000 officers 
from law enforcement, judiciary and department 
of public prosecution, among others, were 
trained under a five-day full-time and a one-three 
day short program. Since their inception, DSCI 
has trained over 45,000 personnel through these 
Cyber Labs.

Cyber Forensics Training 
Facility Support 

DeitY’s support to four Cyber Labs in Mumbai, 
Pune, Bengaluru and Kolkata ended in 2013. In an 
effort to garner support for future funding, DSCI 
has worked with various IT-BPM organizations 
and banks. It signed MoUs with UCO Bank, 
Allahabad Bank and United Bank to run the 
Kolkata Cyber Lab. An MoU with Haryana Police 
was also renewed during the year to run the 
Madhuban Cyber Lab. 

As a move to acknowledge supporters, an event 
was organised by the Pune Cyber Lab to felicitate 
Persistent Systems and Quick Heal, for their 
extended support to run the Lab and was widely 
attended by industry and LEAs.

 
Special Sessions by Cyber Forensics Experts

Workshop on 
cybercrimes 
and cyber 
security in 
collaboration 
with 
Electronic 
City Industries 
Association 
(ELCIA)

Emerging 
trends in 
cybercrimes 
for Corps of 
Military Police, 
Indian Air Force 
and Indian Navy

Cybercrimes 
investigation 
training for the 
Department 
of Public 
Prosecution, 
Government 
of Karnataka, 
Indian Air 
Force and 
J&K Police 
Department

Cybercrimes, 
banking 
frauds & 
investigations 
for Lakshmi 
Vilas Bank

Session on 
‘cybercrimes’ 
at National 
Police Academy, 
Hyderabad; mobile 
forensics for 
Central Detective 
Training School 
(CDTS), Hyderabad; 
cybercrime 
investigations for 
Anti-corruption 
Bureau

Cybercrime and Cyber 
Forensics
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DSCI Cyber Forensics Forum

To leverage the PPP model in capacity building 
of LEAs, DSCI established a ‘Cyber Forensics 
Forum’ comprising members from law 
enforcement, judiciary, department of public 
prosecution, IT industry and cyber forensics 
solution providers. It enables discussions 
on building capacities under the PPP mode, 
guidance on investigation, technical know-how, 
policy recommendations and best practices 
for cyber forensics, awareness and education. 
Forum members conduct regular meetings to 
discuss diverse activities benefitting the LEAs. 
The forum’s third meeting was organized by DSCI 
in Mumbai. The forum is chaired by Mr. Loknath 
Behera, IPS, ADGP, Kerala Police.

Cybercrime Workshop 
Phase III

The ‘Cybercrime Awareness Workshop III’ 
project was awarded to DSCI by DeitY and 
involved conducting a series of 10 workshops 
in tier-II cities of India, within a span of two 
years. Accordingly, DSCI conducted workshops 
in Shimla, Meghalaya and Uttarakhand, 
training over 700 police officers. The two-day 
awareness workshop includes panel discussions 
and exhibition of cyber forensics products 
and solutions by cyber forensics product 
organizations.

7th Cybercrime Awareness Workshop in Shimla, 
Himachal Pradesh 

The seventh workshop in the series was organized 
in association with the Himachal Pradesh State 
Police. A two-day workshop, it was inaugurated 
by Mr. I. S. Dani, Additional Chief Secretary, Home 
Department, Himachal Pradesh Government 
and Mrs. Upma Chawdhary, IAS, Additional 
Chief Secretary (IT)), Government of Himachal 
Pradesh. The workshop witnessed informative 
sessions on search and seizure of digital 
investigation, economic offences, IT Act 2000, IT 

Amendment, besides mobile crime investigations 
and demonstration of cyber forensics tools.

Other eminent speakers from law enforcement 
included – Sh. Sanjay Kumar, DGP, Himachal 
Pradesh Police, Sh. S.R. Ojha, ADGP – Armed 
Police and Training, Himachal Pradesh Police 
and Smt. Satwant Atwal, IGP Crime, Himachal 
Pradesh Police.

8th Cybercrime Awareness Workshop in North 
Eastern Police Academy, Shillong, Meghalaya

This two-day workshop was organized at 
Meghalaya with the support of North Eastern 
Police Academy, Meghalaya. It was inaugurated 
by Shri P.B.O. Warjri IAS, Chief Secretary, 
Government of Meghalaya. Shri Anil Kumar,  
Joint Director, North Eastern Police Academy 
delivered a Special Address and apprised 
participants on the importance of these  
workshops in cybercrime awareness. 

9th Cybercrime Awareness Workshop, Dehradun 

The 9th Cybercrime Awareness Workshop was 
conducted by DSCI in collaboration with the 
Uttarakhand police at the Adiveshan Bhavan 
in Dehradun. State DGP Shri BS Sidhu who 
inaugurated the workshop said, “as per statistics 
number of cases related to cybercrimes is more 
than that of other traditional offences like theft, 
burglary and dacoity in the police stations. Police 
officers and police personnel were being given 
training to effectively crack cybercrime cases.” 

Certified Cyber Forensics 
Professional (CCFP) Certification 
Program 
(ISC)², in collaboration with DSCI, launched the 
‘Certified Cyber Forensics Professional’ (CCFP-
IN) certification. The CCFP credentialing program 
highlights legal and procedural aspects. 

DSCI helped (ISC)² in localizing the content to 
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meet specific requirements with respect to India, 
besides channelizing it within the information 
community. The certification program was delivered 
through workshops co-hosted by (ISC)² and DSCI 
in New Delhi and Bengaluru. These workshops 
titled, ‘Developments in Forensics’, focused on 
providing latest developments in the global realm 
of forensics, and an in-depth understanding of 
digital investigations in addition to highlighting 
salient features of the certification program. 
Over 150 industry professionals from both cities, 
successfully participated in these workshops. 

Additionally, DSCI as a subject matter expert, 
contributed to draft questions for CCFP in a 
workshop organized by (ISC)² in Florida, US.

Meeting with DGs of BPR&D Cyber 
Forensics Program for Cyber Lab 
Transfers
A meeting was held with the DGs of BPR&D 
Cyber Forensics Program on the transfer of DSCI 
Cyber Labs. CEO, DSCI asserted that instead of 
duplicating the Cyber Forensics Program, DSCI 
Cyber Labs could be used.

Felicitation Event at Pune Cyber 
Lab

A event with Pune police and industry representation 
was organized in February 2015 to felicitate 
Persistent Systems and Quick Heal, for agreeing to 
be partners in running the Pune Cyber Lab. 

Strategic Partnership with Leading 
Law Institutions 

Recognizing the need to increase the skill base 
of cyber laws and forensics professionals in India 
and nurture the next generation talent in this field, 
DSCI forged collaboration with leading institutions 
in India. In this endeavor, it collaborated with 
Jindal Global Law School of the O.P Jindal Global 

University (JGU) and National Law School of India 
University (NLSIU).

Programs initiated in association with DSCI 
include: 

Development of course materials on cyber  �
security

Undertake collaborative research �

Conduct joint skill development programs �

Support industry-academia interactions in the  �
areas of cyber laws and data protection
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DSCI supported the DeitY by involving the 
industry in discussions led by the Parliamentary 
Committee on the spread of cyber pornography 
among children. Over 40 experts from the industry, 

civil society and law enforcement participated 
in the discussions. The meetings were held 
in Mumbai, Bengaluru, Chennai, Hyderabad 
and Goa.

Cyber pornography
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NASSCOM-DSCI Annual 
Information Security Summit 2014 

The NASSCOM-DSCI Annual Information  
Security Summit was held in Mumbai 
in December, 2014, drawing over 600 
participants and 123 speakers. The event 
featured 52 sessions, seven workshops 
and roundtable meetings and 10 keynote 
addresses. The summit was inaugurated by  
Mr. R. Chandrashekhar, President, NASSCOM. 
This year the summit focused on: Big Data, 
Bitcoin, Critical Sector Malware, Cyber Insurance, 
Data Security, DDoS, Digital Forensic, Global 
Cyberspace, Industrialization of Internet, IOT, 
IPv6 & 4G, Mass Surveillance, Net Neutrality, 
Privacy & Innovation, SMAC, Cyber Espionage, 
Real-time and Embedded Software, 3D Printing, 
Embedded Sensors, Wearables, Driverless 
Vehicles amongst others.

Spread over three days, the summit was 
instrumental in promoting security approaches 
and solutions. 

DSCI released the event report, ‘AISS 2014: 
Strengthening Cyber Security & Privacy’ that 
detailed key outcomes incorporating the ideas 
of more than a hundred thought leaders and 
their recommendations. The report provided 
insights into the latest trends in technology and 

Outreach and Awareness
solutions; guidance to policy makers, business  
decision-makers, solution providers and  
domain experts to devise solutions, which 
cater to contemporary issues and challenges  
in cyber space.
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Summary of Outcomes of AISS Themes

Security by Design in the Internet Age
The exponential growth of Internet enabled, intelligent, machine-to-machine communication devices 
is increasingly bridging the physical and digital world leading to ‘Industrialization of the Internet’. This 
environment not only enables emergence of smart cities and smart grids to allow access to manifold 
benefits of such communication and intelligence, but also witnesses a diversity of threats and 
vulnerabilities that may be catastrophic.

Interweaving security into the 
infrastructure of a smart city and 
emergence of ‘security by design’ 
in business system is a priority 
concern area

Strengthening emergency 
preparedness and 
remedial measures

Monitoring against any new 
threats and vulnerabilities

Identification of key security challenges 
and build layers of security around them

Appropriate compensating 
controls, incident identification 
and response mechanisms are 
the need of the hour

Protecting privacy of 
end users as systems 
emerges as an important 
concern. Equipping LEAs to 
effectively handle criminal 
usage of an individual’s 
personal digital information 
(different from traditional 
crimes) is imperative
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Management of Cyber Security
Managing affairs of security is becoming increasingly complex. Security operations in the day of 
PsyOps, DevOps and Shadow IT; Data security and band protection; breaches and maintenance of 
trust and cyber insurance emerged as key sub-themes in this category.

Organizations need to decide the extent they give 
up controls over operations such as Development & 
Maintenance (DevOps)

Increasingly, organizations should focus on leveraging Shadow 
IT for maximum profits while simultaneously aligning it with 
business and security objectives. Organizations should innovate 
on how they can impose security on such transformations

The need for cyber insurance has emerged as 
indispensable owing to increasing cyber-attacks, 
irrespective of the industry sector 

Technology partners should be included early in the event of 
a breach. Organizations should have subject matter experts in 
cyber forensics to ensure trails are well-captured, correlation of 
logs and that there are devices for intelligence and analytics

Active awareness for end-users and participation in drill 
exercises should become a regular exercise for organizations 

DSCI  |  Data Protection - Outlook 2014-15 43



Exploring Policies & Standards

Globally, with an increased convergence of the cyberspace and economies, domains of policy, 
standards and innovation are gathering momentum as are global voices highlighting privacy protection 
of individuals, organizations and sovereign interests of nations. The scenario is no different in India 
where similar factors are driving cyber security and privacy protection. Ascertaining India’s strengths 
and weaknesses is the first step towards accomplishment of the ambitious dream of a strong and 
robust Digital India.

Representation of India at various 
cyber security fora has been insufficient 
till date and needs to be bolstered 
through a multitude of initiatives

The multi-dimensional 
cyberspace model 
makes it imperative 
to develop clearly 
articulated cyber 
policies to ensure cyber 
security, which forms 
a crucial component of 
national security

Lack of clarity on cyberspace policy 
issues and coordination among the 
departments, ministries and industry 
bodies necessitates multiple departments 
to create a synergy within the country and 
foster a well-coordinated initiative

While acknowledging that 
establishing consensus in standards 
formulation is a challenging task, 
highlighting local requirements in 
international forum is important 
for any country. Discussion with 
experts and negotiation with 
stakeholders will help fast track the 
standardization endeavors in India

Government as a policy 
maker and one of the largest 
buyers in the country plays 
a very crucial role in creating 
a conducive environment for 
emerging organizations to 
establish and grow thereby 
affecting growth of the 
overall security industry. 
This necessitates increase 
in security awareness in 
government departments 
during procurement of 
products and services and 
as should be reflected in the 
RFPs 

Foreseeing robust growth 
of the cybersecurity 
industry in India, the issue 
of security in organizations 
and its increased 
penetration in boardroom 
level discussions is an 
indicator of a positive 
step towards a securer 
environment at the 
industry-level
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Crossing the Divide: Innovation & Skills in Privacy

Heightening demand for privacy protection and privacy services is being witnessed due to a 
sizeable number of clients, globalization and regulatory compliance and most importantly, increasing 
transformation of personal information into digital currency. Consequently, this is expected to provide 
an impetus to the rise of privacy professionals in India.

Efforts in innovation by organizations are key to ensure privacy 
in their products and services

In addition to organizations, government and regulators need to 
contribute with relevant legal frameworks to help create a high 
level roadmap for privacy protection and end-user education

Industry should look at evolving a mechanism for self-regulation 
or co-regulation, since laws and regulations often tend to be 
static

Management of privacy also necessitates understanding the 
critical role of industry standards to create standard data privacy 
practices in similar business models and benchmarking practices 
with peers

Requirement of privacy professionals not limited to the IT 
function of organizations but spread across its each and  
every function

The much-awaited privacy law in India will look at horizontal 
applicability of regulation covering both the government and 
private sector entities

The privacy law is expected to increase the demand for privacy 
professionals and privacy certifications in India
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Ideals in Security Analytics & Intelligence

Context-aware and adaptive intelligence which takes into account real-time 
threat information, levels of relative trust, as well as risk, based on the assets 
being accessed and used, is required for building robust security. Hence, the 
emerging next-generation security intelligence technologies are required to 
allow the creation of security architecture to capture, normalize, analyze and 
share information by using scalable tools and managing big data capabilities

While organizations require proactive insights on threats and intelligence 
to avoid false alarms, they struggle with finding a correct balance of both 
a reliable and efficient means of protecting business information

Industry lacks wider adoptability of 
SEIM solutions that are still known 
as complex to manage over time 
and limited in their ability to detect 
security events

Security capabilities which can transition security 
infrastructures into intelligence-driven systems, 
incorporating big data capabilities are the need of the 
hour. It goes beyond traditional SIEM

Considerable investment in the country on Security Information and Event Management (SIEM) 
solutions is being viewed as an important step towards making security more responsive and 
actionable. However, pertinent questions around the usability of security intelligence on the ground 
remain and which are being deliberated.
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Organizations should develop their own  
‘on-premise’ capabilities to tackle cyber threats. 
Suggested activities in furtherance of the same 
include scenario testing, mock drills on one’s 
infrastructure, simulation exercises, incident 
response strategy and frequent demonstrations in 
a structured way to mitigate future threats, even if 
this requires increased investments

Secure embedded software development beginning 
from the requirement phase to the maintenance phase is 
extremely crucial for addressing security requirements. 
It is necessary that root-cause analysis of any possibility 
should be identified at the beginning i.e. in the 
requirement phase itself 

Collaborative 
information sharing 
amongst relevant 
stakeholders should 
be encouraged. 
Organizations, in 
matters of security and 
data protection, need to 
rise above competition 
and collaborate with 
each other 

For effective deployment 
of security measures, 
training and awareness 
of the people handling 
the systems is also vital

Addressing Threat Environment in Critical Sectors

The threat landscape is worsening, as reported by various reports, with the evolution and adoption of 
cyber technologies and their applications. With a significantly high penetration of cyber technologies 
in numerous facets of daily life, there is a pressing need to effectively secure such technologies.
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The expansion of modern information technologies, has given rise to sophisticated cyber-attacks by 
cybercriminal groups indulging in fraudulent activities over digital platforms. Recent technological 
innovations in the domains of SMAC have made adoption of technology easier and accessible. The 
liability of these service providers in cyber security-related cases is often debated, particularly in the 
context of section 66A of the Information Technology (IT) Act.

of cases registered by the 
police lie dormant in want 
of information from service 
providers located outside India

In the absence of any precedent judgments under Section 66A 
of Information Technology Act, 2000 (amendments 2008), the 
section is susceptible to different interpretations. Repealing 
the entire section may lead to the real victims of defamatory 
mails/offensive communications facing difficulties. In such a 
scenario, legislature should come out with rules/guidelines 
to amend section 66A of the IT Act, 2000 in line with the 
fundamental rights guaranteed under the Constitution of India

Letters rogatory are forwarded within 
the ambit of Mutual Legal Assistance 
Treaty (MLAT), Memorandum of 
Understanding (MoU)/Arrangement 
etc. existing between India and 
requested country or on basis of 
reciprocity in case no such treaty  
and MoU exist. Furthermore,  
process for letters rogatory is  
even more cumbersome 

70-80%

Driving Change in Combating Cybercrimes
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As the world debates on methods to increase Internet penetration and its usage for various services - 
issues on the use of an open, just and equitable Internet have emerged. With an evolving IG ecosystem, 
efforts to build a sound proposal to stabilize the IG ecosystem which is acceptable to all stakeholders 
– governments, industry, civil society, technical community – is under way.

For the stakeholder 
community from India to 
get its ‘righteous place’ 
in the IG ecosystem, 
it should actively 
participate at relevant 
and important fora

Institutional mechanisms 
should be established 
in India to develop and 
promote framework for 
security of 4G and IPv6 
devices; like in the US, 
to adopt frameworks for 
protecting networks

Government should 
mandate regulations on 
risk assessment, audit 
plans for security and 
promote security seals and 
certifications. Institutes 
should take steps to revise 
their curriculum to bridge 
current gaps between 
education and awareness

Net Neutrality (or NN) debates have 
come to the forefront and are being 
debated in major geographies across 
the globe. Balancing innovation with 
business ethics is one key issue 
that everyone is striving to solve 
TRAI is working on a consultation 
paper on Net Neutrality (NN) that will 
discuss pros and cons of formulating, 
adopting, implementing and enforcing 
NN principle in the Indian context 

Balancing Act of Internet Governance
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DSCI Best Practices Meet 2014 

The sixth edition of DSCI Best Practices Meet 
(BPM) was held in July, 2014. The event witnessed 
participation from 300 industry professionals,  
61 speakers and covered 24 sessions; including 
multiple parallel track discussions, breakfast 
meets and keynote addresses. With the theme, 
‘SMAC: New Paradigm for Security?’ as its 
core, the event brought together the security 
community and other stakeholders, to discuss 
the various security and privacy challenges from 
the perspectives of public policy, enterprise 
strategies, technology and practices. 

BPM 2014 provided the participants an 
opportunity to interact with the leaders in security 
and privacy and helped them understand and 
learn the contemporary practices which are 
evolving to address of SMAC adoption.

Workshops and roundtables on the IT Act and 
Amendments, Data Localization and Advanced 
Persistent Threats (APTs), were also conducted 
on the sidelines of the event. A report on  
‘Industry Best Practices—Key Trends’, was also 
a key highlight of the meet.

The event was inaugurated by Professor N. Balakrishnan, Chairman, DSCI.
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DSCI Excellence Awards 2014 

DSCI rolled out the fourth edition of the ‘DSCI 
Excellence Awards’ for corporate and law 
enforcement segments. This year, nomination 
forms for corporate segment were overhauled 
to include objectivity in the assessment 
questionnaire. New categories were also 
introduced in the corporate segment to include 
Security in the Energy Sector, Privacy in the 

Outsourcing Sector and Security Product of 
the Year. DSCI received 102 nominations for 
15 categories in the corporate segment—the 
highest since the institution of the awards, 
whereas 26 nominations were received in the 
law enforcement segment. An analysis based 
on the nominations was presented and was  
well-received by the industry.

Jury in the Corporate Segment Jury in the Law Enforcement Segment

Mr. Ganesh Natarajan, Vice Chairman & CEO, 
Zensar Technologies

Mr. Ravi Gururaj, Chairmam, NASSCOM 
Product Council

Mr. Zia Saquib, Ph.D & Fellow-IET
Executive Director and Head, Computer 
Networks & Internet Engineering Group 
(C-DAC)

Mr. Kersi Tavadia , CIO, Bombay Stock 
Exchange Limited

Mr. Bernard L. Menezes , Professor,  
IIT-Bombay

Mr. Gigi Joseph, Chief Information Security 
Officer (CISO), Bhabha Atomic Research 
Centre (BARC)

Mr. Loknath Behera, IGP, Bureau of Police 
Research & Development (BPR&D), Ministry of 
Home Affairs

Mr. Pratap Reddy, IGP, Western Range, 
Karnataka

Mr. Nandkumar Sarvade, Advisor, Assurance, 
Ernst & Young LLP

Mr. Vakul Sharma, Advocate, Supreme Court

DSCI Excellence Award for Security in Organization

Bank Kotak Mahindra Bank Ltd.

Telecom Bharti Airtel Ltd.

e-Governance UIDAI

e-Commerce Make My Trip India Private Ltd.

IT Services-Large Tata Consultancy Services Ltd.

IT Services-SME Broadridge Financial Solutions

BPM-Large WNS Global Service (P) Ltd.

BPM-SME VFS Global Services Pvt. Ltd.

Energy Sector Organization Reliance Industries Ltd.

Winners in the Corporate Segment
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DSCI Excellence Award for Privacy in Organization

Outsourcing Sector Infosys India Ltd.

Domestic Sector Vodafone India Ltd.

DSCI Excellence Award for Security Product and Organizations

Emerging Information Security Product 
Organizations

Data Resolve Technologies Pvt. Ltd.

Security Product of the Year REL-ID (Uniken)

DSCI Excellence Industry Leader Awards 

Privacy Leader of the Year Mr. Burgess Cooper (Vodafone India Ltd.)

Security Leader of the Year (Telecom Sector) Mr. Burgess Cooper (Vodafone India Ltd.)

Security Leader of the Year (e-Commerce 
Sector)

Mr. Bharat Panchal (National Payment 
Corporation of India)

Security Leader of the Year (IT Sector) Mr. Madhu K (Polaris Financial  
Technologies Ltd.)

Security Leader of the Year (BPM Sector) Mr. Baljinder Singh (EXL Services)

India Cyber Cop of the Year P Chowdhary (Police Inspector, Kolkata 
Police)

Capacity Building of Law Enforcement Agencies Maharashtra Police 

Winners in the Law Enforcement Segment

Process 

Partner

DSCI 

Excellence 

Awards 

Sponsor

DSCI Excellence 

Awards Sponsor- 

Security Leader 

of the Year

Media Partner Online 

Information 

Security Media 
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Security Breach Root Cause Across Sectors

Insider threat primary root cause across most sectors
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Innovative Ideas

Security Cost

Data Masking Solutions

Vulnerability Assessment Tool

Learning and 
Awareness/Training

Proactive Risk Mitigation

Intrusion Detection

Cost-benefit analysis of CCTV camera helped 
a respondent in reducing the operational and 
maintenance cost of installed CCTV as proper 

Fuzzy Vulnerability 
Assessment tool for 
identifying the unknown 
vulnerabilities in the 
hardware or software

Training program contains live demonstration 
of brute force attack with prizes for cracking 
most of the passwords. 
 
SMS to employees on awareness programs

Data Masking: 
Dynamic Data 
Masking (especially 
for those customers 
who do not have the 
source code and 
hence modification 
of the application is 
not an option). 

‘Honey Pot’ within internal 
LAN to detect recon attempts 
by rogue hosts internally

Call guard solutions 
to enter sensitive 
information in the 
system without 
agent intervention. 
Does not require any 
change in application 
or call recording 
infrastructure

Early warning system 
provides inputs to 
the enterprise risk 
register which acts as 
a warning system for 
any incoming threat

placement of seven 
CCTV matched the 
effectiveness of 17 
CCTVs and also 
saved two TB of 
storage space

Rs. 6,84,000

C
C
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COST
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Other Highlights

Most organizations have security budgets between 4% to 11% of their overall IT budget �

Approximately 50% of the organizations participate in cyber mock drills �

None of the organizations provide incentives to employees to encourage reporting of   �
security incidents

No organization from India was found to be participating in the development of   �
international standards

None of the organizations are using self-healing technologies in their infrastructure �

*The analysis is limited to the information received through DSCI Excellence Awards Nomination Form.
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DSCI organized the second edition of Hyderabad Security Conference in September 2014 at the 
Novotel and HICC Complex in Hyderabad. This edition of the event witnessed participation from over 
180 security professionals.

The conference engaged a broad spectrum of security professionals, subject matter experts from 
industry, governments and academia to discuss on best practices in security and different ways to 
capture business opportunities, focusing on the BFSI sector. The conference also featured a paper 
presentation competition to encourage research activities among the academia.

J. Satyanarayana, Advisor, Government of Andhra Pradesh inaugurated the event. He underlined 
various initiatives undertaken by the government in the cyber security domain. CEO, DSCI, in his 
special address at the conference, highlighted the evolving threat landscape with the advancement 
of technologies and increased in services offerings on digital platforms. He underpinned the need to 
focus on emerging cyber security concerns.

Hyderabad Security Conference 
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DSCI celebrated International ‘Data Privacy Day’ on and around January 28, 2015. It organized 
chapter meetings in seven cities, engaging over 250 professionals. Among other activities, a DSCI 
designed desktop theme was adopted by over 50 organisations in seven lakh desktops and a quiz 
was conducted with 180 industry professionals. In addition, over 20 CISOs from various organizations 
shared their views on the importance of privacy and its awareness. The activity is an annual feature at 
the council, aimed at raising awareness on privacy and data protection.

Data Privacy Day 2015 

Vishrut Sharma  
Accenture Services Pvt. Ltd

Winner & Runners-up of the Quiz

Winner
Partha Chakravarty 
Infosys Limited

Subramaniam Lakshmi Narayanan 
FIS Global

1st Runner-up

2nd Runner-up

Data Privacy Day Highlights January 28, 2015

Wallpaper theme published on  � 7 lakhs desktop

Seven chapter meetings &  � 250 professional

  � 180 professionals participated in quiz
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Partnered & Participated 
Events 

FS-ISAC Cyber Security India 
Summit

DSCI partnered with US based FS-ISAC (Financial 
Services Information Sharing and Analysis Centre) 
and Goldman Sachs as a Knowledge Partner to 
organize the first ever ‘FS-ISAC Cyber Security 
India Summit: Leveraging Collective Intelligence 
and Analytics for Enhancing Cyber Defence’ 
in Bengaluru. Given DSCI’s role in providing a 
conceptual framework for establishing ISACs in 
India as part of the JWG efforts, this partnership 
was aimed at promoting the concept of 
institutional information sharing in India. 

Workshop with ASEAN Delegation

DSCI organized a workshop on cyber security 
with 20 delegates from ASEAN countries and 
Indian industry leaders.

Webinar on Data Protection 

Hunton & Williams, in association with DSCI and 
Nishith Desai Associates, conducted a webinar 
on ‘The Latest Developments in the European 
Union and India’ in the area of trans-border data 
flow. The webinar was well-received and drew 
over 400 participants.

Seminar on Android Secure Coding

DSCI organized a seminar on ‘Android Secure 
Computing’ in association with CERT-In and with 
experts from the Japan Computer Emergency 
Response Team (JP-CERT). Twenty-two 
technology professionals from the government 
and industry participated in the event.

DSCI – Microsoft Symposium 

The DSCI-Microsoft Security Symposium was 
held in New Delhi. The one day symposium was 
marked by four plenary session. These divulged 
in the areas of co-ordinated and collaborative 
security, an architectural paradigm for securing 
mobility and BYOD, security imperatives in public, 
private and hybrid cloud, besides exploring the 
security transformation to Digital India. 

DSCI-RSA Roundtable Meeting

DSCI in association with RSA conducted a 
roundtable meeting on ‘Architectural Approaches 
in Managing Identity and Access’ in Mumbai. 
The meeting discussed various contemporary 
and evolving in the field of Identity and Access 
Management, and how they are enabling business 
flexibility in the age of mobility, increasing 
digitization and complex business. It also 
discussed privacy challenges with respect to data 
collection, policy challenges and access reviews 
and its compliance. The meeting was participated 
by security leaders from BFSI and telecom.

Roundtable at GIC Conclave, 2014

A roundtable discussion on ‘Managing Affairs of 
Security and Privacy in Cross-Border Data Flow’ 
was organized by DSCI on the side-lines of the 
GIC Conclave, 2014.

Talks by CEO, DSCI

Presented his views on ‘Role of Public-Private  �
Partnership in Cyber Security’ at the India-
ASEAN Conference on Cyber Security
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Moderated a panel session discussion on  �
‘Common Criteria – An Industry Perspective’ 
at International Common Criteria Conference 
2014. The event was conducted by STQC in 
association with DeitY

Panel discussion on ‘Rethinking the  �
Global Cyber Market’ at CyFy by ORF

Delivered a keynote on “Cyber Security  �
Policy, Strategy and Implementation in 
the Asia Pacific Region: The Nature of the 
Heterogeneity and its Implications” at APrIGF 
2014 held at Greater Noida 

Chaired a panel on ‘Stopping Organized  �
Cybercrime in India & Beyond’ at Cybercrime 
2014 held by Trend Micro with the support of 
INTERPOL and DSCI

Moderated a panel discussion on  �
‘Generating Security Intelligence and 
Addressing Cyber Risks through Collaboration 
– Need and Evolution of ISACs in India 
Against Global Developments” at the FS-ISAC 
Cyber Security India Summit at Bengaluru

Delivered the inaugural address at the ‘Senior  �
Management Meet’ on Information Security 
organized by PetroFed

Presented his views on ‘Ensuring Privacy  �
and Civil Liberty Protection’ organized by 
ASSOCHAM

Training session on ‘Policy Issues  �
in Cloud Computing’ at the National 
Telecommunications Institute for Policy 
Research Innovation Training, DoT for  
ITS officers

Panel session on ‘Security in Citizen ID –  �
The Need of the Hour’ at D&B’s India 
e-Governance Forum

DSCI also participated in several other panel 
discussions, including the SecCon-X Annual 

Conference, 2014 conducted by Cisco; a 
discussion on ‘Cyber Security Strategy’ at 
VIF; a talk on ‘Data Privacy’ at a seminar 
hosted by Indian Oil Corporation Ltd; a panel 
discussion on how Consumerization of IT 
(SoCLoMo) was transforming the Enterprise 
Security Landscape at Interop-Delhi 2014 by  
Information Week; ‘Barometer to measure CIO 
Effectiveness’ at Technoviti Conference by 
Banking Frontiers.
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Participation in Global Events 

Global Cyberspace Cooperation 
Summit by EastWest Institute 

CEO, DSCI presented his views on ‘Exploring 
Surveillance, Privacy and Big Data’ and chaired 
a panel discussion on ‘Managing Policy Barriers 
that Limit Access to Information for Innovation 
and Education’ at the Fifth Global Cyberspace 
Cooperation Summit in Berlin, Germany, 
organized by EWI. 

Asia Pacific Internet Governance 
Forum (APrIGF) 2014 Forum 2014

CEO delivered a keynote address on ‘Cyber 
Security Policy, Strategy and Implementation 
in the Asia Pacific region: The Nature of the 
Heterogeneity and its Implications” held at 
Greater Noida, India.

Third International Conference on 
Homeland Security

A panel discussion on ‘The Cyberspace  Dimension 
of Homeland Security’ was held at the Homeland 
Security Conference organized by Homeland 
Security, Israel. DSCI led an industry delegation 
representing 10 organizations, including Indian 
cyber security product organizations, PSUs and 
manufacturing firms. 

NETMundial Conference on 
Internet Governance 

DSCI participated in ‘NETMundial’ – a global 
multi-stakeholder meeting, held in Sao Paulo, 
Brazil, to deliberate on the future of Internet 
governance. DSCI-NASSCOM submitted 
comments on the draft document on ‘Internet 
Principles and Roadmap for Evolution of Internet 
Governance Ecosystem’. The meeting drew  1,480 
stakeholders across governments,  industry, 
civil society and academia and the technical 
community, from over 75 countries.
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Security Product Evangelization

Promoting Indian Cyber Security 
Product Organizations

The Indian industry has witnessed a high traction 
for start-ups in the niche domain of cyber security 
product development. In tremendous anticipation 
of demand from domestic and global markets, 
these organizations have grown rapidly. As such, 
there have been several incredible stories of 
entrepreneurship in India.

Cyber security product development has been 
recognized by National Cyber Security Initiatives 
in India. Both National Cyber Security Policy 
(NCSP), released in the month of July 2012, 
and Joint Working Group (JWG) established for 
public-private-partnership for cyber security, 
emphasized the need to promote development 
of security products in the country. In his speech 
at the commemoration of NASSCOM completing 
25 years, Prime Minister Shri Narendra Modi 

highlighted the concerns on cyber security and 
suggested that India must innovative and create 
cyber security solutions and launch them in the 
global market, to enhance trust of people in the 
applications. 

With the objective to create a conducive 
ecosystem for development and sustainable 
growth of cyber security product and services 
organizations, DSCI has spearheaded diverse 
initiatives in various aspects through collaboration 
and engagement with key stakeholders.

DSCI Innovation Box – Most 
Innovative Idea of the Year

With the aim to encourage innovation, recognize 
avant-garde ideas, scale and strengthen early 
stage support to emerging organizations in 
the cyber security domain, DSCI launched 

Indian Market & Product Ecosystem Challenges 

Market Conditions

 
of new technologies

Product Ecosystem Funding

India Losing Intellectual Property

Some niche products looking for 
funding support are moving to 
US based investors. Unfavorable 
market conditions are effecting the 
organizational decisions to establish 
or retain their base India. Innovative 
organizations are influenced to shift 
their base to the US
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‘DSCI Innovation Box’. Under this initiative, 
DSCI recognized and rewarded organizations 
which came up with the most innovative 
product idea that addresses real risks, builds 
resilience and increases trustworthiness in  
user organizations. 

10 organizations presented their product 
ideas to the jury – Mr. Burgess Cooper,  
Sr. Vice President & Chief Technology Security 
Officer – CTSO for Vodafone India; Mr. Manish 
Tiwari, CSA, Microsoft; and Mr. Subhash 
Subramaniam, CISO, ICICI Bank.

PwC supported as process partner for the 
initiative.

Discussion with NICSI

In its endeavor to support these organizations 
expand their business in the domestic market, 
DSCI wrote to National Informatics Centre  
Services Inc. (NICSI) and requested to change 
or make amendments in the government  
procurement criteria so that indigenous 
cyber security product companies could also 
participate. 

Indian Delegation to Israel 
Homeland Security Conference 
2014
DSCI is continuously working towards expanding 
partnerships in existing markets and building 
opportunities in new markets, especially for 
indigenous cyber security product organizations. 
In continuation to this DSCI engaged with 
Homeland Security Conference in Israel, and led 
a business delegation of ten Indian product and 
security organizations. On the sidelines of the 
conference, DSCI coordinated meetings with key 

government officials, business counterparts and 
media houses.

Roundtable Meeting at NASSCOM 
Product Conclave 2014

A roundtable meeting on ‘Building an 
Eco-system for Made in India Security Products’ 
was organized at the NASSCOM Product 
Conclave. Over 15 Indian cyber security product 
organizations along with representatives of 
buyer organizations and other stakeholders 
participated in the meeting to discuss on the 
various opportunities exist in the market and 
hurdles to overcome them. Discussion has also 
lead a roadmap and future plan for next year 
to create a conducive environment for product 
innovation and development in India.

Cyber Security Product 
Organizations - Showcase at 
NASSCOM Product Conclave 2014
A cluster of 10 cyber security product 
organizations were created under ‘Showcase’, 
an initiative of NASSCOM at NASSCOM Product 
Conclave, to provide a platform to start-ups to 
demonstrate capabilities.

Product Pavilion at DSCI Flagship 
Events 

DSCI curated a pavilion to encourage and 
promote emerging Indian cyber security 
product organizations at the DSCI Best 
Practices Meet 2014 and NASSCOM-DSCI 
Annual Information Security Summit 2014. The 
pavilion fostered networking, collaborations 
and branding opportunities among product 
organizations. 
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Regional Evangelization

DSCI currently runs chapter communities with 
over 2,500 security and privacy professionals 
spread across 12 cities including Delhi, Mumbai, 
Pune, Kolkata, Bengaluru, Hyderabad, Chennai, 
Bhubaneshwar, Ahmedabad, Chandigarh, 
Jaipur and Coimbatore. During the year, 
these chapters organized meetings on diverse 
security and privacy topics.

New Chapter in Coimbatore

The year marked the establishment of a new DSCI 
Chapter-Coimbatore, to foster the network of 
security and privacy professionals in and around 
the Coimbatore region. The platform will help 
members build links with industry experts, share 
views and knowledge on policy issues and other 
data protection matters in the region.

Ahmedabad

Mumbai

Hyderabad

Chennai

Bhubaneshwar

Kolkata

Chandigarh 

Delhi & NCR

Bengaluru 

Coimbatore 

Anchor: 
Mr. Leela Krishna, 
(Broadridge Financial 
Solutions India Pvt. Ltd.)

Anchor: 
Mr. Abhilash V. 
Sonwane (Elitecore 
Technologies 
Pvt. Ltd.)

Anchor: 
Mr. Burgess Cooper 
(Vodafone) 

Co- Anchor: 
Mr. Vishal Jain (E&Y)

Anchor: 
Mr. Roop Chander, 
(Freelance Professional)

Anchor: 

Ms. Divya Bansal 
(PEC University 
of Technology)

Anchor (Gurgaon Region): 
Mr. Ananthanarayanan S, (Wipro) 

Anchor (Noida Region): 
Mr. K S Ponia, (Tech Mahindra)

Anchor: 
Mr. Souvik Ganguly (Tata 
Consultancy Services)

Anchor: 
Mr. Srinivas Poosarla 
(Infosys)

Anchor:  
Mr. Balaji Raju (AES 
Technologies)

Co-Anchor: 
Mr. Ravichandran (Nilgiris 
Chemical Stoneware)

Anchor: 
Mr. Partha Sengupta (ITC)

Co-anchor: 
Mr. Anupam Agarwal (TCS) 
and Somak Shome (SREI)
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Corporate Governance 

DSCI adopts and follows foremost 
principles of corporate governance and risk 
management. These principles comprehensively  
include ensuring compliance with regulatory 
requirements and achieving the highest  
standards of transparency, accountability and 
integrity in respect to all its transactions.

To protect and advance the same, DSCI has 
established clear processes and structured 
roles and responsibilities for people at various 
levels. A robust internal information systems 
ensures appropriate information flow to facilitate 
monitoring as well as adherence to processes in 
a timely manner.

To validate the appropriateness and 
effectiveness of its work as an industry 
association, DSCI works with the industry for 
support and feedback. DSCI remains connected 
to the industry through its 12 chapters and its 
485 members which represent various industry 
verticals. To streamline and particularly minimize 
costs in project execution, the process ensures 
adherence to project management principles 
which include project requirement definition, 
project resource management, project budgeting 
and expenditure and deliverables management. 
Tasks related to project budgeting, vendor 
selection and billing are carried out with prior 
approval of the management.

In continuation with the structure of the 
Board of Directors, under the leadership of  
Prof. N Balakrishnan, Chairman of Board of 
Directors, DSCI met quarterly to discuss its work 
and perpetuating a successful growth plan. 

Integral to accommodating the expanding 
scope of our work and catering to the security 
and privacy needs of India, is the DSCI 
executive team which has increased from 
fifteen full-time employees to nineteen full time 
employees this year. The executive team will 

progressively continue its efforts towards a self-
sustaining model.

The Board of Directors of DSCI appointed S.R. 
Batliboi & Associates LLP as statutory auditors, 
for the year under review. The management of 
DSCI is contended with DSCI’s efforts last year 
and is confident that DSCI, is and will remain a 
focal point for all data protection matters in India.
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Way Forward 

DSCI is now an established platform that connects 
stakeholders in security and privacy – policy 
makers, regulators, industry, law enforcement 
and civil society. It has taken us five years to 
build the brand of DSCI. 

Our strength in content development, based 
on global best practices, policy papers in data 
protection, cyber security, privacy protection, 
cyber forensics, and related areas of Internet 
governance, Information Technology Act, cyber 
laws, surveillance and cybercrimes has made 
DSCI the key industry body on these matters. 
DSCI has gained acceptability of lead players 
in India and abroad. Our engagements and 
outreach with industry, government, regulators, 
think tanks, NGOs, and associations, has earned 
a recognition in thought leadership. 

Last year, DSCI carried out intensive consultations 
with the industry to shape its vision, mission, and 
objectives for the future. We also wanted to review 
the work plan, with industry and government 
leaders, that DSCI prepared for the current year 
and which has been presented in this report. 

Though we work closely with various government 
ministries – and they need thought leadership 
papers, best practices, and advice on laws and 
regulations, based on global understanding 
– considerable traction needs to be gained in 
order to be considered an extended arm of the 
government in cyber matters. The work plan for 
building a cyber-policy research centre, data 
protection standards including participation 
in international standards bodies and building 
capacity in cybercrime management – could not 
fructify due to lack of funds and other issues.

The industry acknowledged DSCI leadership 
in all the above areas, and the best practices 
frameworks developed so far – DSF©, DPF©, 
DAF© – along with certifications like DCPLA© and 
DCPP©, are applicable to all industry verticals, 

including IT-BPM. This is primarily is due to cyber 
threats being common to the domestic industry, 
government, and critical infrastructure. National 
security too, depends on cyber security. While the 
frameworks created by DSCI – DSF© and DPF© 
have been referred by many organizations across 
industry verticals, and DPF© based certification 
scheme has been launched, the business case for 
implementing these frameworks needs to be clearly 
established for defining benefits (for example – 
reduction in compliance costs)and getting buy-ins 
of senior management of the organizations.

Industry leaders noted that while there has been 
recognition and appreciation of DSCI initiatives 
and achievements, it has struggled to become 
a financially self-sustaining institution. The work 
plan envisaged by DSCI is ambitious, given the 
amount of resources (manpower and finances) 
required to scale up. Finding such resources 
would be a significant challenge. 

DSCI has played a significant role in bringing the 
government and industry closer. However, there 
is a need to further strengthen this linkage as  
there are several issues which need to be 
addressed, including:

The government does not have consolidated  �
visibility over the industry capabilities which it 
can utilize for cyber security purposes

The Indian security product organizations  �
are not entrenched in the government 
ecosystem and they find it difficult to voice 
their concerns

There is lack of information sharing on cyber  �
security incidents between the industry and 
government; and

The industry is not aware of the capacity  �
building efforts of the government, given that 
it is struggling to find good talent in security
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Based on this consultation, and discussions with 
the DSCI Board, the following revised vision, 
mission, and objectives were approved.

DSCI has started engagements with individual 
organizations for providing advisory services, 
albeit in a small way. We are also expanding 
our membership program to shore our 
resources. Privacy certification, which till this 
year was aimed at consultants for building 
privacy programs in organizations – through 
DCPLA© – will be extended to the entire 
workforce in IT-BPM industry, banking, telecom, 

e-governance, health and other verticals, 
through a new certification – DSCI Certified 
Privacy Professional (DCPP©) – which has been 
recently launched. It is gaining traction, and will 
be the key focus of DSCI as a business model. 
Yet another initiative for web certification, in 
partnership with TRUSTe will be launched 
– an MoU between DSCI and TRUSTe has 
been signed and details are under 
development. Likewise, in the area of cyber 
forensics, DSCI will offer a credential on its own, 
as also another one in collaboration with an 
international partner. 

The following key suggestions emerged:

To address issues pertaining to resources, it was suggested that individual organizations  �
engage with DSCI to identify activity areas of DSCI which could be of significant interest to 
the organizations and then invest in that particular activity in terms of manpower and funding, 
post internal organizations approvals

Individual organizations should consider deputing their employees to DSCI to supplement  �
DSCI’s own resources. In addition to helping DSCI, it will help organizations build  
competencies in multiple domains of cyber security and data protection, and get a panoramic 
view (covering international, national and industry aspects) of the subject

Individual organizations and DSCI should partner to execute joint initiatives of mutual  �
interest. Budgets earmarked under Corporate Social Responsibility (CSR) can be explored 
for this purpose. General annual funding can also be provided to DSCI via the CSR route,  
or otherwise

DSCI should realign its activities to focus on meeting specific needs of the industry (i.e.,  �
its members) and address business issues. This will help fund DSCI by individual 
organizations too

DSCI should strengthen linkage between the government and industry to address issues  �
related to Indian security product organizations, information sharing between government and 
industry, talent development, implementation of government policies, plans and projects

DSCI should play a larger role in advocacy and work towards raising the maturity of information  �
security across the industry by positioning itself as a key enabler. In this regard, it should also  
work closely with various sector regulators such as RBI, SEBI, IRDA, etc., and international 
regulators to get its certifications recognized. Industry, on the other hand, should leverage 
the DSCI platform to collaborate for security and privacy maturity in India to enhance trust in 
global and domestic customers
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Finally, DSCI has positioned itself as the 
key security organization for developing job 
roles, qualification packs (QPs), and related 
infrastructure in the form of trainers, training 
agencies and certification process for creating 
security workforce in the country under the 
NASSCOM Sector Skill Corporation Program, 
which is part of the overall skill development 
initiative of the government led by the National 
Skill Development Corporation (NSDC). 

Clearly the focus of DSCI next year will be on all 
the activities – outlined above – that are expected 
to generate more revenue. Financial sustainability 
is the key to our continued engagement in thought 
leadership and public advocacy, to perform our 
role in areas of interest to the industry, and which 
are of national importance, since cyber security 
and national security are so closely related. 
Adequate revenues become a prerequisite for 
resources for these activities.
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Industrial Espionage and Counterterrorism 
Surveillance: Two Sides of the Same Coin 
July 09, 2014, China & US focus 
By Dr. Kamlesh Bajaj, CEO, DSCI 
http://www.chinausfocus.com/peace-security/
industrial-espionage-and-counterterrorism-
surveillance-two-sides-of-the-same-coin/

Revival of the India-US ICT Working Group: 
Significance for India 
March, 2015, ORF Cyber Monitor 
By Rahul Jain, Principal Consultant, DSCI 
http://www.orfonline.org/cms/export/orfonline/
html/cyber/CM_March.pdf

DSCI in News & Publications 

Articles 

Against a Splinternet 
April 18, 2014, Indian Express 
By Dr. Kamlesh Bajaj, CEO, DSCI 
http://indianexpress.com/article/opinion/
columns/against-a-splinternet/

Perils of Diffidence 
June 20, 2014, Indian Express  
By Dr. Kamlesh Bajaj, CEO, DSCI 
http://indianexpress.com/article/opinion/
columns/perils-of-diffidence/1/

NETmundial: Is the World Any Closer to 
Global Oversight of the Internet? 
July 01, 2014, EastWest Institute  
By Dr. Kamlesh Bajaj, CEO, DSCI 
http://www.ewi.info/idea/netmundial-world-
any-closer-global-oversight-internet  
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Corporate Members 

3i Infotech

3M India Pvt. Ltd.

4i Apps Solutions Pvt. Ltd.

7Seas Technologies Limited

AABSYS Information 
Technology Pvt. Ltd.

Abattis Consulting Pvt. Ltd.

Absolutdata Research & 
Analytics Pvt. Ltd.

Accel Frontline Limited

Accenture Services Pvt. Ltd.

Acclaris Business Solutions 
Pvt. Ltd.

Accretive Health Private 
Limited

ACS of India Pvt. Limited, 
A Xerox company

Aditya Birla Minacs

ADOBE Systems India 
Private Limited

ADP Private Limited

Advanced Business 
Intelligence and Analytics 
Pvt. Ltd.

Adweb Techno-Trade Pvt. Ltd.

Aegis Limited

Air Works India Engineering  
Pvt. Ltd.

Ajuba Solutions (India) Private 
Limited

AKS Information Technology 
Services Pvt. Ltd.

Alcatel-Lucent India Ltd.

Allahabad Bank

Allerin Tech Pvt. Ltd.

Alsbridge Advisory Pvt. Ltd.

Amdocs Development Centre 
India Pvt. Ltd.

Amrut Software Pvt. Ltd.

Anibrain Digital Technologies 
Pvt. Ltd.

Apollo Health Street Limited

Applied Materials India 
Private Limited

Apppoint Software Solutions 
Pvt. Ltd.

Aptech Limited

Arctern Consulting 
Private Limited

Aricent Technologies 
(Holdings) Limited

Arrk Solutions Pvt. Ltd.

Ascenders Technologies  
Private Limited

Ascent Informatics (India)  
Pvt. Ltd.

Ase Structure Design Pvt. Ltd.

Asm Technologies Ltd.

Aspire Systems (India) 
Private Limited

Atos Origin India Pvt. Ltd.

Attra Infotech Pvt. Ltd.

Aufait Technologies Pvt. Ltd.

Aujas Networks Pvt. Ltd.

Aurionpro Solutions Ltd.

Avantha Business 
Solutions Ltd.

Avaya India Pvt. Ltd.

AvioHeliTronics InfoSystems  
Pvt. Ltd.

AXA Business Services 
Pvt. Ltd.

AXIS Bank

Bahwan Cybertek Pvt.Ltd.

Bank of America

Bank of India 

Barclays Shared Services

Barry-Wehmiller Intl. 
Resources Pvt. Ltd.

Bebo Technologies  
Private Limited

Bechtel India Pvt. Ltd.

Best of Breed Software 
Solutions India Pvt. Ltd.

Bharat Petroleum  
Corporation Ltd.

Birlasoft (India) Limited

Blue Star Infotech Limited

BNP Paribas India Solutions 
Private Limited

Botree Software International 
Private Limited

Broadridge Financial 
Solutions (India) Pvt. Ltd.

Busy Infotech Pvt. Ltd.

Butler Technical Services 
India Pvt. Ltd.

CA (India) Technologies Pvt. Ltd.

Cactus Communciations  
Pvt. Ltd.

Cambridge Technology 
Enterprises Ltd.

Canon India Private Limited

Capgemini Business Services  
(I) Ltd.

Capillary Technologies India 
Private Limited

Capita India Private Limited

Cegura Technology Solutions  
Pvt. Ltd.

Central Bank of India

Centre for Development 
of Advanced Computing 
(C-DAC)
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CGI Information Systems and 
Management Consultants  
Pvt. Ltd.

Changepond Technologies

Chella Software Pvt. Ltd.

CI. Com (P) Ltd.

Cibersites India Pvt Ltd.

Ciena India Private Ltd.

Cisco Systems India Pvt. Ltd.

Cnergyis Infotech India Pvt. 
Ltd.

Cnergyis Infotech India  
Pvt. Ltd.

Cognet HR Solutions Pvt. Ltd.

Cognizant Technology 
Solutions

Collabera

Colt Technology Services 
India Pvt. Ltd.

Compserv Consultants Private 
Limited

Concentrix BPO Pvt. Ltd.

Congruent Solutions

ConnectM Technology 
Solutions Pvt. Ltd.

Convergys India Services

Couth Infotech Pvt. Ltd.

CPA Global Support Services 
India Pvt. Ltd.

CSC

CSS Corp Pvt. Ltd.

CtrlS Datacenters Ltd.

Cyberfort Technologies

Cyberoam Technologies  
Pvt. Ltd.

Cybertech Systems and 
Software Ltd.

Cygnet Infotech Pvt. Ltd.

CYIENT

D&B Transunion Analytic  
and Design Services India 
Pvt. Ltd.

Data Infosys Ltd.

Data Resolve Technologies 
Private Limited

Data Resolve Technologies  
Pvt. Ltd.

Datamatics Global Services 
Limited

DBOI Global Services Pvt. 
Ltd.

Dell International Services 
India Pvt. Ltd.

Deloitte

Dimentrix Technologies Pvt. 
Ltd.

Drishti-Soft Solutions Pvt. Ltd.

DST Worldwide Services

E. I. Dupont Services Center 
India Pvt. Ltd.

EASi A Subsidiary Of Allegis 
Services India  
Pvt. Ltd.

EBAY INDIA PVT. LTD.

eCore-Agile Security Services  
Pvt. Ltd.

e-Emphasys Infotech Pvt. Ltd.

Electronic Arts Games (India) 
Pvt. Ltd.

ELOGIC Technologies Private 
Limited

EMC Data Storage India  
Pvt. Ltd.

eMids Technologies Pvt. Ltd.

EMR Technology Ventures 
Private Limited

Envestment Asset 
Management India Pvt. Ltd.

e-Nxt Financials Ltd.

Eperium Business Solutions 
India Pvt. Ltd.

Equinox Software & Services  
Pvt. Ltd.

ERP BOSS

Etisalat Software Solutions  
Pvt. Ltd.

Evalueserve.Com Pvt. Ltd.

ExcellenceTech (A Division of 
Kariwala Industries Ltd)

EXL Service

e-Zest Solutions Ltd.

Fidelity Business Services 
India Pvt. Ltd.

Financial Technologies (I) Ltd.

First Advantage Pvt. Ltd.

First American (India) Pvt. Ltd.

Firstsource Solutions Limited

Fiserv India Pvt. Ltd.

FixNix Infosec Solutions 
Private Ltd.

Flipkart Internet Pvt. Limited

FLUXONIX Security Solutions  
Pvt. Ltd.

FNF Business Process 
Outsourcing Services India  
Pvt. Ltd.

Ford Business Service Center  
Pvt. Ltd.

Franklin Templeton 
International Services (India) 
Pvt. Ltd.

Fusion Outsourcing Software  
Pvt. Ltd.

Future Calls Technology 
Private Limited

Future Focus Infotech  
Pvt. Ltd.

GE Money Servicing

GEBPMSL( SBI Cards) GE 
Capital Business Process 
Management Services Private 
Limited

Genpact

Geometric Limited

GlobeOp Financial Services 
(India) Private Limited
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GNFC Ltd.

GoldShield Services Private 
Limited

Graycell Technologies Exports

Gujarat Informatics Limited

Guru Gowri Krupa 
Technologies Pvt. Ltd.

H5 Asia Pacific Pvt. Ltd.

Hackett Group (India) Limited

HCL Technologies

HCM Info Systems

HDFC Bank

Helios and Matheson 
Information Technology Ltd.

HEWITT ASSOCIATES

Hewlett Packard India  
Sales Ltd.

Hexaware Technologies

Higher One Financial 
Technology Pvt. Ltd.

High-Tech Technologies

Hinduja Global Solutions 
Limited

Hi-Tech Outsourcing Services

Home Fundraising India 
Private Limited

Honcho Commercial Pvt. Ltd.

Honeywell

HSBC Electronic Data 
Processing India Pvt. Ltd.

HTC Global Services (India) 
Pvt. Ltd.

Huawei Technologies India  
Pvt. Ltd.

Hughes Systique India Private 
Limited

Hyperquality India Pvt. Ltd.

HyTech Professionals India  
Pvt. Ltd.

i3 Software Pvt. Ltd.

i7 Networks

IBM India

IBS Software Services  
Pvt. Ltd.

Ideas Inc Management  
Pvt. Ltd.

IDG Ventures India Advisors 
Pvt. Ltd.

IDS Infotech Ltd.

IGS Imaging Services India  
Pvt. Ltd.

IIC Technologies Private 
Limited

iInterchange Systems Pvt. Ltd.

iNautix Technologies India 
Private Limited

Indiabulls

Indiagames Ltd.

Indus Net Technologies

Indus Valley Partners (India) 
Pvt. Ltd.

Indusa Infotech Services  
Pvt. Ltd.

Indusface 

IndusInd Bank Ltd

Infinite Computer Solutions

Infinity Infotech Parks Limited

InfoBeans Systems India 
Private Limited

Info Pro India Pvt. Ltd.

Infosoft Global Private Limited

Infosys Bpo Ltd.

Infosys Technologies Ltd.

Infozech Software Ltd.

Infrasoft Technologies Limited

Infrastructure Development 
Finance Corporation

Inlogic Bizcom Pvt. Ltd.

Innobuzz Knowledge 
Solutions Pvt. Ltd.

Innodata Isogen

Insoft.Com Private Limited

Institute for Development 
& Research in Banking 
Technology (IDRBT)

Integra Software Services 
Private Limited

Inteliment Technologies (India) 
Pvt. Ltd.

Intense Technologies Limited

InterGlobe Technologies

Interra Information 
Technologies (I) Pvt. Ltd.

Invesco (Hyderabad) Private 
Limited

I on IDEA

Irevna, a division of CRISIL

ITC Infotech India Limited

ITCube Solutions Pvt. Ltd.

Ivy Comptech Pvt. Ltd.

iYogi Technical Services  
Pvt. Ltd.

J.P. Morgan Services India 
Pvt. Ltd.

Jeevan Technologies India 
Private Limited

JiJi Technologies Pvt. Ltd.

JK TECHNOSOFT LIMITED

Kaalbi Technologies Private 
Limited

Kaavian Systems Pvt. Limited

Karvy Data Management  
Services Limited

Karvy Global Services Limited

KENSOFT INFOTECH LTD

Kotak Mahindra Bank Ltd

KPIT Cummins Infosystems 
Ltd.

KPMG

Kumaran Systems Pvt. Ltd.

L&T Infotech

Legasis Services Private 
Limited
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Lexington Soft Pvt Ltd

Limtex Infotech Limited

Liqvid eLearning Services 
Private Limited

Lister Technologies Private 
Limited

Magic Software Pvt. Ltd.

Magnasoft Consulting India 
Pvt. Ltd.

Magus Customer Dialog  
Pvt. Ltd.

Mahindra Cominova

Maintec Technologies Pvt. 
Ltd.

MakeMyTrip India  
Pvt. Ltd.

Manipal Global Education 
services Pvt. Ltd.

Maven Systems Private 
Limited

Mcafee Software (I) Private 
Limited

Medimanage Insurance 
Broking Pvt. Ltd.

Medma Infomatix Pvt. Ltd.

Medsphere Technologies  
Pvt. Ltd.

Metacube Software Pvt. Ltd.

MetLife Global Operations 
Support Center Pvt. Ltd.

Microland

Microsoft Corporation (India)  
Pvt. Ltd.

Midland Credit Management 
India Pvt. Ltd.

Mindcrest (India) Pvt. Ltd.

Mindtech

Misys Software Solutions (I)  
Pvt. Ltd.

Mjunction Services Limited

Morgan Stanley

Motif India Infotech Pvt. Ltd.

MphasiS Ltd.

Mresult Services Private 
Limited

Mynd Solutions Pvt. Ltd.

National Payments 
Corporation of India

NCS Pearson (I) Pvt. Ltd.

NCS Pearson (I) Pvt. Ltd.

NDS Technologies Pvt. Ltd.

Net Solutions

Net Vigil Software Private 
Limited

NetApp India Pvt. Ltd.

Netmagic Solutions Pvt. Ltd.

Netscout Systems Inc.

Nevis Networks

Newage Software and 
Solutions

nhance Engineering Solutions 
Pvt. Ltd.

Nihilent Technologies Pvt. 
Ltd.

NIHON Technology Pvt. Ltd.

NIIT Ltd.

NIIT Technologies Ltd.

Nishith Desai Associates

Nomura Services India  
Private Limited

Northern Operating Services 
Private Limited

NOUS Infosystems Pvt. Ltd.

Novartis Healthcare Pvt. Ltd.

Novell Sotware Development 
India Pvt. Ltd.

Ntrust Infotech Pvt. Ltd.

NTT DATA Global Delivery 
Services Limited

Nucleus Software Exports

Object Edge India Services 
Pvt. Ltd.

Octaware Technologies  
Pvt. Ltd.

Oil & Natural Gas Corporation 
Limted (ONGC)

Olive E-Business Pvt. Ltd.

Omnitech Info Solutions Ltd.

Ontrack Systems Limited

Onward Technologies Ltd.

Opton Infocom Pvt. Ltd.

Oracle India Private Limited

ORBIS Financial  
Corporation Ltd.

Orbital Outsourcing Services

Orkash Services Pvt. Ltd.

Oxygen Consulting Services 
Private Limited

Pan Business Lists Pvt. Ltd.

Panamax Infotech Limited

Panoramic Universal Limited

Paripoorna Software Solution 
Service Pvt. Ltd.

Patni Computers Systems 
Pvt. Ltd.

Pawaa Software

Payoda Technologies Private 
Limited

Perot Systems TSI (India)  
Pvt. Ltd.

Persistent Systems Limited

PHi Business Solution Ltd.

Pinnacle Infotech Solutions

Pitney Bowes Software India 
Pvt. Ltd.

PLINTRON

Pradot Technologies Private 
Limited

Pratham Software Pvt. Ltd.

PricewaterhouseCoopers  
Pvt. Ltd.

Protiviti Consulting  
Private Ltd.

PTC Software (India) Pvt. Ltd.

Punjab National Bank

Quadrisk Advisors Private 
Limited
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Quality BPO Services Pvt. Ltd.

Qualtech Consultants  
Pvt. Ltd.

Quest Global

Quest Informatics  
Private Limited

QuisLex Legal Services  
Pvt. Ltd.

R Systems International 
Limited

Rance Computer Pvt. Ltd.

Redspark Technologies  
Pvt. Ltd.

Reliance Life Insurance 
Company Limited

Rightway Solution (India)  
Pvt. Ltd.

Rishabh Software Pvt. Ltd.

RM Education Solutions India  
Pvt. Ltd.

Robert Bosch Engineering 
and Business solutions 
Limited

Rolta India Ltd.

Saama Technologies (India)  
Pvt. Ltd.

Sahara Net Corp Ltd.

SAI BPO Services Ltd. (SBL)

Saigun

Sankhyaa Learning Pvt. Ltd.

Sanovi Technologies (India)  
Pvt. Ltd.

SANS Institute

Sapient Corporation

Sapple Systems Private 
Limited

Sasken Communication 
Technologies Limited

Scope International Pvt. Ltd.

SDG Software India Private 
Limited

SEAL Infotech Pvt.Ltd.

Sears IT & Management 
Services (India) Pvt. Ltd.

Seclore

SecPod Technologies  
Pvt. Ltd.

Secure Matrix Global  
Private Limited

Sella Synergy India Private 
Ltd/Banca Sella Chennai 
Branch

Serco BPO

Shriram Value Services  
Pvt. Ltd.

Sierra Atlantic Software 
Services Limited

Sigma Infosolutions Limited

SISA Information Security  
Pvt. Ltd.

SISA Information Security  
Pvt. Ltd.

SkyTECH Solutions Pvt. Ltd.

SLK Software Services  
Pvt. Ltd.

Smart Chip Limited

Smart Cube India Private 
Limited

Snap-On Business Solutions 
India Pvt. Ltd.

Societe Generale Global 
Solutions Center

Soft Prodigy System Solutions 
Pvt. Ltd.

Softage Information 
Technology Limited

Software Associates

Software Technology Parks  
of India

Sonata Software

Sony India Software Center 
Pvt. Limited

Sopra India Pvt. Ltd.

SPAN Infotech (India) Pvt. Ltd.

SPML Technologies Ltd.

SSP India Private Limited

State Bank of India

State Government of Victoria, 
Australia

StateBank of Hyderabad

Steria (India) Ltd.

Stern Advisory (India) Pvt. Ltd.

Suma Soft Private Limited

Summit Information 
Technologies Pvt. Ltd.

Sun Knowledge Private 
Limited

Sun Life India Service Centre  
Pvt. Ltd.

Sundaram Infotech Solutions 
Limited

SunGard Solutions (India)  
Pvt. Ltd.

SunTec Business Solutions

support.com India Pvt. 
Ltd. (formerly known as 
SupportSoft India Pvt. Ltd.)

SUVIDHA SOFTiD 
SOLUTIONS PVT. LTD.

Swiss Re Shared Services 
(India) Pvt. Ltd.

Symbiosys Technologies

Symbol Technologies, A 
Motorola Company

Symphony Services (I)  
Pvt. Ltd.

Syndicate Bank

Synygy India Pvt. Ltd.

Systems Valley Pvt. Ltd.

TAKE Solutions Ltd.

Talisma Corporation Pvt. Ltd.

Tally Solutions Private Limited

Target Corporation India 
Private Limited

Tata Communications

Tata Consultancy Services 
Limited

TaurusQuest Services Private 
Limited
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Tavant Technologies

Tech Mahindra Ltd.

Techies India Inc.

TECHNOFORTE SOFTWARE 
PRIVATE LIMITED

Telemune Software Solutions  
Pvt. Ltd.

Telerad Tech Pvt. Ltd.

Tesco HSC

Texas Instruments India  
Pvt. Ltd.

The Open Group 

Thomson Corporation 
(International) Pvt. Ltd.

Tibco Software India Pvt. Ltd.

Tieto Software technologies 
Pvt.

Timken Engg. and Research 

Topsource Global Solutions

Trigyn Technologies Ltd.

UBS (India) Pvt. Ltd.

Ugam Solutions

Unisys Global Services India

United Health Group 
Information

Unitforce Technologies 
Consulting Pvt. Ltd.

UST Global (US Technology 
International Pvt. Ltd.)

ValueLabs

Vaneera Hi-Tech

Venture Infotek Global  
Pvt. Ltd.

Verisign Services India

Verizon Data Services India  
Pvt. Ltd.

VFS Global Services Pvt. Ltd.

Vidyatech Solutions Pvt. Ltd.

Vijaya Bank

Vinove Software & Services 
Private Limited

Virtusa

Viteous Capital Market 
Services Limited

Volvo India Pvt. Ltd.

Webrosoft Solutions Pvt. Ltd.

Wells Fargo India Solutions  
Pvt. Ltd.

Williams Lea India

Winsoft Technologies India  
Pvt. Ltd.

Web Access (I) Pvt. Ltd.

Wipro Limited

WNS Global Services Pvt. Ltd.

Xiarch Solutions Pvt. Ltd.

Xpanxion International  
Pvt. Ltd.

Xplore-Tech Services Pvt. Ltd.

XSYSYS Technologies  
Pvt. Ltd.

Yamaha Motor Solutions India 
Pvt. Ltd.

YaraGo Software Private 
Limited

Yodlee Infotech Private 
Limited

Zensar Technologies Ltd.

ZOHO Development Center 
India Pvt. Ltd.
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