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DSCI Comments on the National Security Policy, 2011 
 
At the outset DSCI would like to congratulate DIT for drafting a national security policy which will enable 
secure computing environment and adequate trust and confidence in electronic transactions. The policy 
rightly points out the complete ecosystem by virtue of which a secure computing environment can be 
created in India. It takes into consideration the latest developments and discussions that are taking 
place internationally in the area of cyber security. The policy not only talks from a strategic perspective, 
but also touches the real threats which can impact the cyber security of the country. The policy 
demands enabling security processes which strengthen the security against evolving threats and 
vulnerabilities and create an early warning and response mechanism. The National Security Policy not 
only promotes best practices which provide assurance and compliance but also creates a sense of trust 
in electronic transactions. The requirement of legal framework for law enforcement and security 
information sharing and cooperation is also commendable. The policy touches the need for a strong 
R&D requirement and enabling people through security education and awareness, skills training and 
certification.  DSCI is fully supportive of these steps and is willing to work with DIT through a Public-
Private Partnership model, in the areas deemed fit by DIT. 
 
The National cyber security policy has to identify the roles and responsibilities of the public and private 
sectors, since more and more infrastructure is owned and operated by the private sector. DIT has 
already identified infrastructures that are classified as Critical Information Infrastructure, namely 
Defence, Finance, Energy, Transportation and Telecommunications. The following analysis of some of 
these sectors shows that a significant part of the critical infrastructure is owned and operated by the 
private sector:  
 

1. The telecom sector is mostly governed by the Private players, except MTNL, BSNL. The ‘Global 
Under Sea Cable Communication Infrastructure’ is largely owned by the private players. 

2. The banking sector where more than 30% of the total transactions are done online and the 
value of these transactions is over 80% of total transaction value, has large number of foreign 
and private banks 

3. Stock Exchanges – Major stock exchanges BSE and NSE are private players wherein most of 
the transactions are done through electronic medium 

4. Airline industry is dominated by private players with Air India being the only the government 
enterprise 

5. Energy & Utility – Though this sector is largely dominated by government players, the 
distribution is largely controlled by private partners 

 
Thus, private sector is equally important when it comes to securing a nation’s cyber space and it needs 
to be greatly involved in government’s cyber security initiatives through various mechanisms including 
Public-Private Partnership. While CERT-In is doing an excellent job in the government sector, same 
needs to be replicated for the private sector through establishment of appropriate agencies within each 
of the identified private sectors, that co-ordinate with CERT-In and / or National Nodal Center that may 
be created. DSCI feels that in this policy, there should be a recommendation for establishment of 
National Nodal Center, which will co-ordinate the efforts of both the public and private sectors and will 
also assign roles and responsibilities. 
 
DSCI has consulted its chapter community (1150+) and corporate members (568) and is pleased to 
submit the following comments on behalf of the industry: 
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A. There should be a National Command and Control Centre which should be responsible for 
coordinating cyber security related activities at the national level for both the public and private 
sectors. 
 

B. Both the Private sector and the Public sector should coordinate within  their respective verticals 
with respect to the following: 

1. Security Alerts and Vulnerabilities impacting their ICT infrastructure 
2. Tracking Botnet, Phishing sites, Spam, Malware, etc.  and the steps to overcome these 

issues 
3. Sharing of Best practices 
4. Early watch and warning system 
5. Incident response mechanism 
6. Work with their respective counterparts nationally and internationally. For example, the 

Indian banking sector CERT should work closely with its counterpart internationally, much 
the same way as CERT-In does with the CERTs of other countries. 

 
C. The national cyber security policy should create a platform that facilitates information sharing and 

analysis between public and private sectors on a continuous basis. 
 

D. The policy should focus on creating awareness on preserving evidence for Cyber Forensics after a 
Cyber Attack has taken place. It should focus on Cyber Forensics capacity building in terms of 
infrastructure, expertise and availability of human resources. 
 

E. There is a need to create enablers for Cyber crime tracking, cooperation for capacity building 
between industry, LEAs and Judiciary. The policy should enable this through Public-Private 
Partnership. 

 
F. The policy should focus on creating ongoing cyber security education & awareness as no amount of 

education & awareness is enough and there is a continuous need for Public-Private Partnership in all 
sectors of the Indian economy. 

 
G. The national cyber security policy should enable creation of an ecosystem that works globally to 

develop a legal regime for defining the ‘rules of the road’. An example of such a rule could be on 
how to distinguish between a cyber warfare and cyber attack.  This can be done on the lines of 
(similar to) EU cyber crime treaty or Hague or Geneva Convention or LOAC (Law of Armed Conflict). 
 

H. There is a need to create a group having representation from the public and private sectors which 
develops and issues best practices based on international standards to protect Critical Information 
Infrastructure – (e.g. SCADA systems). The group can also act as an agency for information 
dissemination and information sharing. For example, such a group can spread the learning of 
Stuxnet attack in the industries that use SCADA systems. 
 

I. As highlighted earlier, Information infrastructure including critical information infrastructure is 
largely owned and operated by the private sector, i.e., critical national security operations is in 
private industry’s hands but security investments are largely driven by business plans. Regulations 
add cost and may not necessarily improve security. Government through this policy should create 
incentives for industry to invest in cyber security beyond what is necessitated already by corporate 
business plans. 
 

J. The policy should enable the government to fund the private sector for conducting research in the 
area of cyber security. 
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K. Though the draft policy identifies some of the  stakeholders agencies (Annexure I), there is a need to 
identify all the stakeholders including those from the private sector and establish linkages between 
them (roles & responsibilities, co-ordination, co-operation, collaboration, information sharing, etc.). 

 
L. The policy should promote use of strong encryption for secure business, government and military 

communication. 
 

M. Adoption of Cloud Computing will increase significantly with time because of the economic benefits 
it offers. But in the use of Cloud Computing, the data (corporate secrets, IPRs, personal data, etc.) 
will transverse international boundaries as the servers hosting the Cloud services could be located 
anywhere in the world. In such a scenario, government should have appropriate policy in place, 
which is capable of addressing the cyber security risks arising from use of Cloud Computing (e.g. 
non-availability of data to LEAs as it is stored in a different jurisdiction). 

 
N. The policy should address the risks arising from the widespread use of social networking as this 

medium is being increasingly misused by the criminals and terrorists. 
 

O. Similarly, the cyber security policy should have provisions to address security risks arising from the 
use of new technologies and service delivery mechanisms. 

 
P. Telecom security is one of the key pillars of cyber security. Thus, the cyber security policy should 

attempt to strengthen telecom security esp. through establishment of testing labs for telecom 
infrastructure (equipments, hardware). 

 
Q. The policy should suitably balance Security and Privacy esp. in case of National Security and at the 

time of cyber emergency / crisis. 
 

R. The policy should debate and discuss the concept of trusted identity versus anonymity on the 
internet. This is being currently debated internationally, esp. in the US. 
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