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FOREWORD
Hon’ble Prime Minister of India Shri Narendra Modi, at NASSCOM’s Silver Jubilee celebrations, urged the Indian 
IT Industry, to focus on addressing the global challenges of cyber security.  On PM’s exhortation, NASSCOM & 
DSCI constituted the Cyber Security Task Force (CSTF) under the chairmanship of Rajendra S. Pawar, to develop 
a roadmap for India becoming a global hub in cyber security. CSTF with eminent leaders from Government, 
Industry and Academia, charted out a vision 2025 to “Grow the Indian Cyber Security Products and Services 
Industry to US$ 35 Billion,  Create one Million Cyber Security jobs and 1000 Cyber Security Startups by 2025”.  
Recommendations were delineated across four pillars, to realize this vision, namely Industry Development, 
Technology Development, Skills & Policy.

Cyber Security domain, spanning products and services is a nascent Industry in India and with its current global 
footprint, can emerge as a key growth opportunity in the decade ahead. In order to develop a Roadmap for Growing 
the Cyber Security Industry in India, NASSCOM and DSCI partnered with Strategy& and PriceWaterhouseCoopers 
(PwC).  The focus of this Report is on mapping the Global security landscape, exploring the opportunities 
worldwide, across geographies and various verticals.  Global market analysis from both the demand and supply 
side is a key highlight of this Report.  As Indian IT Industry embarks on this growth roadmap, the Report offers 
several learnings and best practices from key cyber security clusters across the world.  We have endeavored to do 
an opportunity identification for India in both products and services and pivotal role for innovation by startups. 

The Report also focuses on what measures can be taken by all key stakeholders – Government, Industry and 
Academia for India, to become a global hub in Cyber Security. Based on the analysis and the opportunities 
identified for India, initiatives are grouped across five key pillars: Clusters, Technology Creation, Demand 
Generation, Capacity Building and Policy & Regulations. Recent initiatives by the Government of India, such as 
the Make in India and Start up India campaigns, will surely supplement the growth of the Cyber Security industry.

The Report was developed under the guidance of a steering committee led by Rajendra Pawar who also led 
the Task Force for us.  Stakeholder consultations with a wide cross section of enterprises in Banking, Telecom, 
Government, ICT Industry, Startup & Product entrepreneurs and Academia was a hallmark of this report 
development.  Our research partner also tapped into their global network, to assess current market landscape 
and future opportunity potential.

We are confident the report will be valuable for members of NASSCOM & DSCI and global enterprises as they 
chart out their Cyber Security strategies.  The Report also presents perspectives for Government of India & 
State Governments as they embark on policies for making India a preferred global destination for cyber security. 
India’s growth story as a global powerhouse in the Information Technology services space is exceptional and it 
has emerged as the epicenter of global IT services.  It continues to reinforce its position, as a partner of choice, 
for customers across the world. With its global reach, skilled IT workforce and growing startup base, India is 
destined to carve out a niche for itself, in Cyber security industry as well.

R. Chandrashekhar 
President 
NASSCOM

Rama Vedashree 
CEO 
DSCI
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Introduction
An increasingly interconnected world is characterised by the proliferation of digital identities, and 
the adoption of digital technologies and processes (with social, mobile analytics and cloud as key 
components). While such technologies have changed everyday life and revolutionised the way 
businesses and governments run, their adoption and continuous evolution have brought a multitude 
of vulnerabilities to the fore and increased the potential impact of a cyber-attack exponentially.

Executive Summary

Cyber Security Evolution

Figure 1: Evolution of cyber security
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Unlike cyber adversaries of yesteryears, 
attackers today are highly motivated, well-
funded and technically advanced. Recent 
attacks, such as that on a leading media and 
entertainment company by a nation state, 
exemplify how cyber-attacks have evolved 
drastically over the years.

The evolving nature of attacks and motives 
behind them pose a threat not only to national 
initiatives such as smart cities, e-governance 
and digital public identity management, 
which rely extensively on information and 
communication technologies, but also to 

Figure 2: Growing connectivity and digitisation
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Demand-side market analysis

The global cyber security market is expected to reach approximately 190 billion USD by 2025 from 
85 billion USD today, and will be driven primarily by increasing digitization wave and smartphone 
penetration. 

Enterprises and the government constitute a major share of the market – e.g., in the UK, they 
contribute to approximately 80% of the market. While small and medium-sized enterprises (SMEs) 
currently represent a smaller pool, they are expected to demonstrate the highest growth rates, driven 
by increased awareness and vulnerability to cyber-attacks, adoption of platforms such as bring your 
own device (BYoD) and increasing affordability of MSS.

The market is expected to grow at a compounded annual growth rate (CAGR) of 8.2% from 2015–2025. 
Key demand drivers include increasing IT spend, internet of things (IoT), digitisation and smartphone 
penetration leading to newer attack surfaces & ever increasing number & sophistication of cyber 
threats. 

Cyber security products constituted a 38-billion USD market in 2015. Network security will emerge 
as the most attractive product segment by size, while security and vulnerability management has the 
highest growth prospects across various geographic regions. Messaging security and web security are 
product groups with low growth prospects. Network security, IdAM and SVM are the top product 
segments by size and growth prospects, and are expected to contribute around 75% of the overall 
product market by 2025. 

While the overall cyber security market is dominated by North America and Europe, as reflected in the 
Figure 7, the growth is driven primarily by APAC and Latin America (in that order). In North America, 
network security is the largest product segment, also registering the highest growth. On the other 
hand, in the APAC region, security and vulnerability management is the highest growing segment and 
network security represents the largest segment.

Cyber security services constituted a 41-billion USD market in 2015. MSS is the most attractive segment 
both by size and growth. It is expected to hold over 55% of the overall cyber security services market 
by 2025 and is expected to grow at a healthy CAGR of approximately 12%. Increasing complexity of 
security solutions and lack of in-house expertise and budget constraints are the key growth drivers for 
demand of MSS.

Figure 6: Global cyber security market projections
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Supply side market analysis 

Global supply of security products can be broadly categorized into six key segments - identity and access 
management (IDAM), endpoint security, web security, messaging security, security and vulnerability 
management (SVM) and network security. Type of security vulnerabilities differ by the layer in the 
Open Systems Interconnection model (OSI model) and hence requires appropriate control measures 
that form the basis of different Cyber Security products

The cyber security product value chain is very similar to IT product development; however, there is 
a higher focus on market insights to ensure competitive advantage and partnerships with large IT 
companies, original equipment manufacturers (OEMs), etc., as a channel for go-to-market (GTM). 

Figure 8: Global cyber security market 
projections by product segments
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Figure 11: Global cyber security market 
projections by service segments
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Figure 14: Cyber security market 
projections by verticals

Figure 15: Cyber security market 
projections by region
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Market insights and R&D are essential for a supplier to keep himself updated on latest security threat 
landscape and upgrade/modify products accordingly. Apart from common capability requirements 
such as R&D, GTM, after sales services – differential technical capabilities (e.g., programming skills) 
are required in product development and engineering area (depending on specific product segment).

Supply-side players can be classified into six broad categories based on capabilities:

1. IT companies: Global IT companies with security as one business segment

2. Pure-play security firms: Firms with cyber security as their primary business and offerings across 
many product or service segments

3. Niche product players: Firms with focus on a specific security product offering

4. Consulting firms: Management or technical consulting firms with a cyber-security practice

5. Pure-play service firms: Firms which only focus on providing end-to-end security services

6. Telcos: Large telcos with service offerings for cyber security

Companies do not usually straddle across product groups by developing capabilities in-house; 
consequently, the industry is driven by immense merger and acquisition (M&A) activity (also for faster 
go to market). Larger cyber security companies acquire newer companies to increase their presence in 
the market, expand their portfolio, and develop new functionalities in their existing products. 

The GDP, government spend, and digitization of a country shows a clear impact on the size of the cyber 
security market.

Through PwC Strategy&’s digitization index study and GDP per capita data, a clear threshold value 
segregates ‘developing’ markets from ‘mature’ markets. Almost all markets with a digitization index of 
above 60% have a much higher cyber security market per capita.
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Figure 28: Impact of digitisation and GDP 
per capita on the cyber security industry

Figure 29: Impact of digitisation and 
government spending on the cyber 
security industry
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Most of the developed countries form the part of mature grouping while BRIC (Brazil, Russia, India, 
China) nations are a part of a developing group, reflecting the growth opportunity available to be 
tapped in.

A closer look at the government spend (excluding defense and public spending on cyber products and 
services) on cyber security initiatives along with digitization index suggests that the US government 
clearly spent the highest on various initiatives to promote cyber security, followed by the UK. India is 
currently pegged lower on both digitization index as well as the current government spend, but could 
offer growth opportunities. Furthermore, above a digitization threshold, the government spend on 
cyber security initiatives has a minimal impact on the cyber security market per capita.

Global clusters and capability assessment 

In order to assess the country’s capability in cyber security, four key dimensions–ecosystem, 
infrastructure, enablers and mechanisms need to be looked at.

Figure 30: Capability assessment framework
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Using the above mentioned framework, countries can be divided in three categories – leaders, 
challengers and aspirants. Availability of capital, incubators/accelerators and specialized infrastructure 
give leaders an edge. Additionally, leaders have been quick to incentivize companies in the field through 
numerous tax incentives, employee grant schemes, and R&D credits. Some countries have instituted 
programmes to identify talent at an early age, and provide them with additional resources to hone 
their skill – Israel’s ‘Magshimim Leumit’ programme is a leading example. The government’s focus 
on cyber security emerges as a key element – promoting it as part of the national security agenda 
has helped ease procurement norms for companies, boosting the industry significantly. Furthermore, 
incentives have helped in the creation of intellectual property, and development of niche skill sets, 
contributing to national employment and GDP in the country.

The extent of collaboration between the government, industry and academia, and policy and financing 
initiatives plays a huge role in the success of clusters. Currently, some leading cyber security clusters 
across the globe are outlined below: 

• Greater Baltimore cluster (the US)

• The Hague Security Delta (HSD, Netherlands)

• Berlin-Brandenburg cluster (Germany)

• Beer Sheva (Israel)

• Ottawa cluster (Canada)

• The UK’s cyber security clusters

Figure 33: Country capability assessment dashboard
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Australia is also in the process of setting up its own cyber security cluster, which is called the Cyber 
Security Growth Center and is expected to be operational by late 2016.

Clusters formed at different points of time over the last decade and have developed to serve different 
target markets, have different focus areas (service or product/R&D) and vary in compositions from 
being dominated by large global players through Global in-house centres (GICs) and/or have numerous 
SMEs and start-ups. As clusters evolved, they passed through multiple model positions and moved to 
another as their composition and/ or focus areas changed.

Figure 45: Global cyber security clusters
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Figure 46: Cluster evolution paths
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An evaluation of the global clusters reveals that policy and financing incentives along with opportunities 
for skill development emerge as pivotal factors. The Greater Baltimore cluster, HSD and Beer Sheva 
region (Israel) have seen numerous tax incentives, which has led to the proliferation of numerous start-
ups. This has also incentivized large global players to set up operations in the clusters. These clusters 
also have collaborations with the respective local academic institutions—University of Maryland 
(Baltimore), TU Delft and the Hague University of Applied Sciences (HSD) and Ben-Gurion University 
(Beer Sheva), which have not only supplied top-notch security talent but also provided opportunities 
for professionals to upskill and obtain certifications.

Figure 50: Global clusters evaluation
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employees), as compared to the 
HSD, which started with a larger 
proportion of large companies but 
now provides a host of services to 
promote start-ups and SMEs.

Bubble size represents cluster 
revenue (US$ bn., 2013)
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Figure 51: Global clusters: Focus markets and size
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Clusters have contributed immensely to the development of the cyber security industry in the respective 
countries, and creating successful clusters requires dedicated focus on strengthening prerequisites 
and differentiators discussed earlier. 

Clusters promote the growth of cyber security start-ups, SMEs and large players through numerous 
funding and financing initiatives, tax breaks, incubators and accelerators and provisions to promote 
R&D. The growth is supported by the availability of niche cyber security skills in clusters, which are 
developed through a close collaboration between the industry and academia.

Opportunity areas in the cyber security market

Opportunities in the cyber security market are identified based on the growth of the respective 
product/service groups, their overall size and their job creation potential.

MSS, SVM and network security emerge as attractive opportunities globally. 

MSS emerges as the most attractive opportunity, with highest growth (more than 12%) and largest 
market size (18 billion USD). 

While SVM and IdAM are smaller in size, their potential for future growth makes them attractive.

Network security is another product group with above average industry growth rate and size. Although 
growth of implementation services is low, its large market size makes it important opportunity to 
address.

A deeper look at the industry verticals reflects a similar trend wherein the BFSI, government and 
manufacturing constitutes 80% of the overall market. 

Given the key trends through global market analysis, analyzing the capabilities existing in India and 
the main global growth drivers identified over the next decade, target opportunities for India were 
identified based on ease of winning. Based on a combination of the ‘attractiveness’ of the opportunity, 
and the ‘ease of winning’ for India, MSS, implementation services, network security and SVM emerge 
as opportunities that India should target on priority.

Ease of winning – India
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intensity
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Figure 56: Ease of winning for India
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Conclusion

For India to become a global hub in cyber security, a list of 16 initiatives has been formulated as 
reference in Figure 18 below. These initiatives vary in terms of priority and should be pursued within 
the next five years. Effective program roll-out and strategic vision realization will require disciplined 
management of 16 key initiatives. In short, a substantial trajectory change is required by Indian cyber 
security industry to achieve its growth vision.

Opportunity identification framework

Cyber Security – Opportunity Initiative Framework

Cyber Security Initiatives

Policy & Regulations
• Cyber Security 

Stewardship
• Policy, Regulations, 

Incentives & Law
• Continuous 

Monitoring, Audit
& Enforcement

1
Human Capital 
Development
• Governance
• Skill Development

2
Clusters

• Location Selection
• Infrastructure 

provision
• International 

collaboration
• PPP Partnerships

4
Financing

• Start-up funding
• Incubators & 

Accelerators

5
Research, Innovation 
and Technology 
Development
• Strategic cyber 

security R&D
• Development of dual 

used technology
• Mechanisms for 

technology transfer

3

Awareness & Brand Building
• General public and sector-specific programs and activities to foster awareness

• Global brand building – leverage “Make in India”, “Start-up India” initiatives

National & International Collaboration
• Research & threat information sharing, technology expertise exchange6

7
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