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Data Security Council of India (DSCI) is a premier industry body 
on data protection in India, setup by NASSCOM®, committed to 
making the cyberspace safe, secure and trusted by establishing 
best practices, standards and initiatives in cyber security and 
privacy. 

DSCI works together with the Government and their agencies, 
Law Enforcement Agencies, Industry sectors including IT-BPM, 
BFSI, Telecom, industry associations, data protection authorities 
and think tanks for public advocacy, thought leadership, capacity 
building and outreach initiatives. 

ABOUT DSCI
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DSCI FINSEC 2018 – 10-11 April, 2018
Weaving Financial Sector Security

Increasing digitization of core business processes through extensive use of Internet
Technologies, shifting attention to mobility and deployment of many evolving technologies, 
have been reshaping the financial sector. Technology advancement in the space of financial 
sector ecosystem is changing our lives significantly.

The maiden edition of DSCI Financial Security Conference [FINSEC] strived to reflect upon 
the contemporary BFSI cyber security space and deliberated on the future possibilities,
scenarios and use cases. Cyber security of financial transactions and its associate operational 
infrastructure is of prime importance. Given the accelerated adoption of digital payments and 
making India cashless; the nation warrants a special focus on financial sector cyber security 
posture.

FINSEC 2018 focussed on the financial sector security, threat landscape, fintech innovation, 
tenets of digitization, data protection and privacy implications for BFSI, et al.

Please find below a few glimpses of the interesting sessions include Artificial Intelligence –
Analytics for fraud detection and breach response, platform security, threat hunting, 
non-banking digital payments and challenges, blockchain technology, public policies and 
frameworks, Digital Forensics and Cryptocurrencies.

FINSEC facilitated congregation of decision makers, thought leaders and influencers, policy 
makers, government, law enforcement officers and think tanks. Two days of FINSEC journey 
was full of opportunities, experiences, and possibilities. The event provided an opportunity 
for gaining the mindshare of the security community professionals, networking with security 
decision-makers and influencers, engaging with people from financial as well as other
sectors. The event also guided organizations and individuals on how to make comprehensive 
security decisions that will define their business future.

The event hosted close to 60+ Speakers, 200+ Participants, and 20+ Sessions including ple-
naries, keynotes, visionary talks, digital modelling sessions, parallel tracks, focussed meetups 
and round tables.

FINSEC 2018 called upon the Cyber Security fraternity of the country to come together and 
weave the Cyber Security agenda for country’s BFSI ecosystem in order to bolster the Digital 
Innovation agenda and aspire for a robust financial architecture.
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EVENT HIGHLIGHTS

62
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& PARTNERS

280+
DELEGATES
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Boosting your SOC with Automation, Orchestration and 
Cyber-Simulation
Speaker:

• Ravindra Krishna, Network Security Expert,
Cyberbit

Sponsored by: Cyberbit

Fraud Management in the Finance Industry
Speaker:

• Hemant Chandak, Lead Solution Architect, SWIFT

Sponsored by: DSCI - SWIFT

Securing Mobile Apps & Client Identity in Digital 
Economy
Speaker:

• Devender Singh, Head Pre-sales, V-Keys
• Vinod K Shanmugam, Regional Sales Director, V- Keys

Sponsored by: V-Keys

New security paradigm - Threat Hunting
Speaker:

• Ramanand Kambli, Regional Director, CrowdStrike India & 
SAARC
• Satbir Singh, Technology Lead for CrowdStrike India & SAARC

Sponsored by: DSCI - CrowdStrike
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Boosting your SOC with Automation, Orchestration and 
Cyber-Simulation
Sponsored by: Cyberbit

WORKSHOP

KEY POINTS DISCUSSED

1

2

3

4

5

6

Visibility into the network is one of the concerns, especially when systems and networks are 
being created on the go. Factors such as cloud, segmented networks, transition from
centralised to decentralised model contribute to the core challenge.

Increasingly, threat actors are automating their work, sharing information about targets and 
attack techniques, and collaborating and orchestrating massive targeted attacks together. 
The volume and complexity of attacks is rising rapidly.

There is certainly a need for transition from traditional SOCs to next generation SOCs which 
entail automation of IR processes and also elements like Machine Learning.

The line between Threat Intelligence & Incident Response is getting blurred. There are mul-
tiple threat intelligence feeds that are coming in. The challenge lies in deriving value from 
these feeds. Also, threat hunting is emerging as an important concept in what some people 
are nowadays calling Cyber Defence Centres (the next generation SOCs).

The important question to be asked is are we able to keep pace with the massive number 
of use cases that are getting generated and are we doing the Risk Assessment for these use 
cases.

Looking at three buckets of Automation of SOC processes, Orchestration & Investigation. 
Critical recurring incidents are being automated. Runbook and playbook automation are 
being done. Also, good amount of Orchestration is being done as far as integrated SOCs are 
concerned. From investigation standpoint, there isn’t much momentum as the focus is still on 
Detection & Response.
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Securing Mobile Apps & Client Identity in Digital
Economy
Sponsored by: DSCI & V-Keys

WORKSHOP

KEY POINTS DISCUSSED

1

2

3

4

5

Mobile security is not limited to device and applications. To prevent and reduce security 
breaches, we need to uncover security vulnerabilities in every part of organisational
environment. One needs to check the perimeter (firewalls, routers, balancers, etc.) through 
network services, network segmentation to web services, mobile and static applications and 
their components.

Prevent future attacks by understanding the behaviours of attackers and anticipating their 
moves. Example is during a penetration test, testers can try to break into a network /
application to show that they can or to document vulnerabilities. During a penetration test, 
testers can simulate a remote attack, physical penetration of a data centre or social
engineering attacks.

App Risks arise from employees installing third-party mobile apps that interact with
corporate data stored on the devices, or with your back-end systems. Risks can also arise 
from mobile apps that your own company develops for employees or customers, as security 
vulnerabilities may cause these apps to compromise your network or data.

Many organizations are now developing and launching their own mobile apps as a new
channel for acquiring, communicating with, and doing business with customers. These apps 
often provide an authenticated mechanism for accessing privileged resources such as com-
pany databases. The risk here is that developers can inadvertently introduce security
vulnerabilities when developing custom mobile apps for organizations – often because they 
are new to the platform, inexperienced with security issues, or unaware of the possible risks.

According to the Open Web Application Security Project (OWASP), the ten most common
mobile security development risks and mistakes are:

• Insecure data storage
• Weak server-side controls

08 | FINSEC 2018 Event Report



• Insufficient transport layer protection
• Client-side injection
• Poor authorization and authentication
• Improper session handling
• Security decisions via untrusted inputs
• Side channel data leakage
• Broken cryptography
• Sensitive information disclosure

6
Imperative mobile security best practices are but not limited to

• Understand issues in mobile operating systems 
• Protect mobile enterprise server layer 
• Prioritize Data Storage Security
• Discourage use of jail broken devices 
• Allow only trusted inter app communication
• Use SSL authentication in apps to validate server
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New Security Paradigm - Threat Hunting

Sponsored by: DSCI - CrowdStrike

WORKSHOP

KEY POINTS DISCUSSED

1

2

3

4

5

Recently cyberattacks have become more advanced; they are automated, sophisticated and 
well equipped to penetrate the legitimate user bases. Malicious actors are getting smarter 
day-by-day and finding new tricks to escalate into endpoints, networks and data centres. As 
per various studies, the financial sector is the most targeted field by attackers – 39% out of 
total cyberattacks were financially motivated.

Some of the challenges faced by the BFSI sector are whether to automate or how to
automate security, security control, consolidation and flexibility. Data privacy and security, 
third party risk, compliance and internal threats are major challenges in front of every
financial organization.

The financial industry is facing following major cyber threats such as:
• Web and Mobile attacks 
• Data theft or breach
• Ransomware
• Targeted attacks - DDos
• Social Engineering and Insider Threats

Being defensive is not a solution anymore, applying security measures after an attack is an 
old school strategy. Organizations should be proactive when it comes to cyber security. It 
simply means that before an anomaly can possibly turn into a threat or attack, you should try 
to hunt it and fix it.

Threat Hunting is a buzzword nowadays which is mainly a proactive way of looking for known 
and unknown threats based on traces from past attacks, external and internal threat
intelligence, information mining and hypothesis.
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Threat Hunting process has four main steps; firstly to collect useful data, based on received 
data, build strong hypothesis which may help to fix the threat pattern. Next, search those 
patterns or particulars within your environment, and block them forever.

Threat hunting intelligence should not be limited or geographically restricted because cyber 
threats are not local in nature. Organizations should step ahead and start putting
collaborative efforts to combat against adversaries.

There are use cases, in the global and Indian platform, practicing proactive threat hunting 
techniques such as UBF-ISAC. It has built an integrated threat intelligence platform powered 
by anomaly which includes 13 banks. All banks share data on a platform called
‘ThreatStream’, which is used to later aggregate, correlate and analyse threats.

10
Why threat hunting so important for an organization?

• Threat hunting has the ability to uncover entrenched threats 
• Sweep clean environment before critical business transactions 
• Remove the weaknesses and reduce the attack surfaces 
• Improve security incident response 
• Creates new effective detection content
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Threat hunting is not just matching vendor delivered threat intelligence and IOC’s to your 
environment and threat hunting is not the replacement for the robust and effective threat 
detection.
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Consumer Data Privacy

Luncheon Meeting
Leveraging Security to Accelerate Your Business

Breakfast Session
Will we listen to the Cassandra of today’s world
…Warnings
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KEY POINTS DISCUSSED
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The momentum of digitization witnessed among various business sectors has led to
unprecedented amount of collection, processing, sharing and exchanging of consumer
information. While data is central to the process of digitization, it is important to incorporate 
data privacy centric designs for security and privacy, especially keeping in mind the growing 
regulatory interventions in this space.

While organizations tend to take adequate measures to protect consumer privacy,
consumer data is increasingly crossing the organizational boundary due to the ubiquitous 
nature of digitization.

Regulatory requirements, obligations and liabilities are increasingly making organizations
accountable for consumer privacy. For successful digitization, garnering confidence of
consumers and satisfying increasing obligations, enterprises should look for extending their 
reach of privacy protection beyond their organizational boundary. They should enable
consumers with instruments, tools and alternatives to protect their data in diverse operating 
environments.

Many legislations such as the EU-GDPR, UK Data Protection Bill, 2017, Qatar: Protection 
of Privacy of Personal Data Act, 2016, etc. that fix the onus of protection of personal data 
throughout its lifecycle on the organisation, covering many instances of processing and 
mandating security practices to be a part of these processing activities to protect consumer 
privacy.

Objectives of data privacy should be changed to include the requirements of protection in 
the consumer environment. The digitization plans wouldn’t get materialized if consumer data 
is insecure, no matter it lies within or beyond boundaries of enterprises. In fact, the dream of 
one trillion-dollar digital economy lies in the ability of sharing data in more elastic ways.

SPECIAL FEATURED SESSION

Consumer Data Privacy

6
Enterprises are likely to adopt practices and technologies to secure data in the consumer
environment as a key differentiator. Gaining the continued trust of the consumer through
using technologies that communicate respect for the consumer’s privacy is the key for
realizing new possibilities of digitization.

7

8

As privacy liabilities are tied up to the ability to prove due diligence, actions on protecting 
data even if it leaves enterprises’ boundary, would help them to stand high on privacy
compliances.

Technologies that would bring customer centrality in offering protection are bound to get 
significant traction. Their ability of handing over controls to the consumer would go a long 
way in realizing the benefits of digitization. This will certainly need policy intervention that 
should not only recognize this effort while seeking compliances, but also foster innovation in 
consumer data privacy.

9
DSCI report on Consumer Data Privacy provides recommendations to regulators, enterprises 
and consumers on how to create an ecosystem of trust to enable economic growth like pro-
tecting the privacy of consumers.

READ THE FULL REPORT: www.dsci.in/content/consumer-data-privacy
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KEY POINTS DISCUSSED
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There are people among us who can see the future. Often they clamour for attention, and 
just as often they are ignored. Cassandra was a princess of Troy, cursed by the God Apollo. 
He gave her the ability to see impending doom, but the inability to persuade anyone to be-
lieve her.

Today when someone is labelled a Cassandra, it’s commonly understood that they worry too 
much and are fatalistic, overly pessimistic, or focus too much on the improbable downside.

The Cassandra problem is not only one of hearing the likely predictions through noise, but 
of processing them properly once they are identified. To successfully navigate a Cassandra 
event, an organization must move through several stages.

First of all, identify the predictor, the potential Cassandra. They may have below attributes to 
start with:

• Proven Technical Expert
• Clean Track Record
• Data Driven
• Orthogonal Thinker
• Questioners
• Sense of Personal Responsibility
• High Anxiety
• Off-Putting Personality

Use cases of Cassandra analogy leveraging Big-Data analytics platform are but not limited to 
enterprise risk management, data & cyber security, identifying operational fallacies, etc.

BREAKFAST SESSION

Will we listen to the Cassandra of today’s
world…Warnings
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Contours, approaches and collaborations to secure the digital
payment ecosystem

Ontology of Financial Threats

Data sensitivity, associated liabilities & protection imperatives

Call for extreme agility demands dynamic and fast paced
response from security

Changing for micro, mesh, things, mobility, decentralization & 
openness

Pace, volume & value of financial transactions demand new age
authentication

Hunt that, before it hits you!

What we learn from the frauds?

Innovation in Automating Cyber Security

DIGITIZATION AND SECURITY

RISKS & THREATS

TECHNOLOGY & INNOVATION
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Contours, approaches and collaborations to secure the digital payment
ecosystem
… devices, players, ideas, technologies, standards, policies and stakeholders

DISCUSSION SUMMARY

1
Digital and Financial Inclusion are key enablers to march towards a Digitally empowered
Society and a Knowledge Economy. With Government and Industry moving towards a ‘Less 
Cash Economy’, Digital Payment channels have caught momentum and citizens across the 
country are adopting various modes of digital payments. Government, Industry and all
stakeholders in the digital payments ecosystem need to partner to build awareness among 
users about security and safety practices for online transactions.

2
Standards are critical, especially for interoperability in payment systems; an important aspect 
of confidence in interoperable systems comes from addressing the security related
standards.

3
The wind of change in the payments world is gaining in strength as financial technology’s 
(“fintech”) potential to alter how, where and when payments are made – as well as who it is 
that facilitates them is further explored and leveraged. The presence of non-traditional or 
non-banking players is felt at all stages of the payments value chain.

4
Given the diverse customer base that exists in India (language, literacy, cost concerns, etc.), 
efforts are imperative to augment customer awareness regarding payments in general and 
security in payments in particular and ensure that they bear fruits

DIGITIZATION & SECURITY
TRACK SESSIONS

Data sensitivity, associated liabilities & protection imperatives
… in the context of GDPR, RBI guidelines & upcoming data protection law

1

2

Trade as in was once confined to advanced economies and larger multinational 
organizations has given way to the era of digital globalization that has opened doors to
developing nations, small companies, start-ups and to the society as a whole by making use 
of information and communication technology (ICT) advancements

The new framework should provide impetus and incentives for increasing investments and 
innovation, enabling India to reach its digital potential.  It should suggest the use of privacy 
enhancing technologies to ensure that during the process of economic growth the interests 
of an individual to protect their privacy are not left behind

DISCUSSION SUMMARY
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A narrow view on data regulation is not the way to improve the level of protection of data 
subjects. It might result in cases of excessive opportunity costs to the society, consumers and 
businesses, leaving everyone worse off.
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4

In India, the state uses personal data and highly sensitive personal data for various
e-governance purposes such as the targeted delivery of social welfare benefits, planning and 
implementation of schemes. The collection, use and storage of this data carried out routinely 
and on a large scale. A Data protection law would need to incorporate safeguards to ensure 
transparency and security.

What we learn from the frauds?
… integrated management of operational, business, IT, transactional, vendor & continuity risks

Frauds in organisations are so rampant nowadays that that they cannot cannot relax
thinking such attacks cannot happen to them. But it can happen to anyone and anywhere. 
While only relatively few major frauds are picked up by the media, huge sums are lost by all 
kinds of businesses because of the high number of smaller frauds that are committed.

Despite the serious risk that fraud presents to business, many organisations still do not have 
formal systems and procedures in place to prevent, detect and respond to fraud. While no 
system is completely fool proof, there are steps which can be taken to deter fraud and make 
it much less attractive to commit.

A large percentage of frauds go undetected and, even when a fraud has been found, it may 
not be reported. One of the primary reasons is negative publicity and thus companies shy 
away from reporting fraud cases. Also, it is often hard to distinguish fraud from
carelessness and poor handling of records.

Organisations need to realize the growing importance of addressing / controlling the risk 
of fraud in a comprehensive and integrated manner, which would in turn benefit them in a 
number of ways.

DISCUSSION SUMMARY

Ontology of Financial Threats
… ATM attacks, Financial Phishing, Bank Malwares, Mobile Malwares & APT Campaigns

DISCUSSION SUMMARY

1
2017 turned out to be a progressive year for the financial sector in terms of cyber security; 
many financially motivated attacks were noted in the sector. It’s essential to look back and 
find out what went wrong in 2017. What are the reasons that malware and ransomware
attacks were successful?

RISKS & THREATS
TRACK SESSIONS

2 Insights of 2017 cyberattacks will help to predict how the cyber security threat landscape 
would be like in 2018 and what can we learn from earlier mistakes.
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Prevention controls are not enough to handle emerging threats. Organizations should think 
of effective strategies, framework to handle the emerging threats effectively.

4

4

Security-by-design principle is another key aspect in organizational digital journey.
Introspection is mandatory to determine how effective our security solutions are to address 
the current and futuristic cyber threats.

5

5

At the end, how we handle the board level question, “Are we prepared against cyber threats” 
is becoming crucial.

Hunt that, before it hits you!
... methods, skills & technologies for hunting threats that matter to you

Innovation in Automating Cyber Security
... Role of AI and ML

The objective behind threat hunting is to become proactive in finding the cyber threats. Kill 
the threat before it kills you. What are the special skills required for threat hunting?

Cyber risk is no more a technology risk but it has become a business risk. ML and AI is being 
considered as boon for cyber security. In cyber security, they can play a vital role to detect 
anomalies in advance. More precisely, it can identify malicious behaviour or malicious
entities.

Threat hunting is a process and it can’t be relied totally on tools. Manual threat hunting
within your environment is necessary.

To find anomalies, one of the biggest challenge is to solve classification problem. Machine 
learning, especially Deep learning models are very accurate to classify normal vs abnormal 
behaviour.

Is there any threat hunting maturity model?  One needs to understand the new paradigms of 
threat hunting and accept the three truths: You can’t prevent all attacks, your network will be 
compromised, and one hundred percent security doesn’t exist.

What could be the role of automation in threat hunting?  It can’t be automated fully. Threat 
hunting is about understanding what you need, who you need and how you do it?

Organisations need to organically integrate threat hunting into existing workflows so that it 
compliments their current security efforts.  Organizations should start threat hunting and 
add more capabilities as they mature. With the right mix of technology, personnel and
actionable threat intelligence, security gaps can be filled.

DISCUSSION SUMMARY

DISCUSSION SUMMARY
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Global threats like ransomware is a point of worry for every organization across the globe. 
Researchers are exploring options that can sense the behaviour of infected files and prevent 
its execution. Analytics and AI algorithms will help to recognize that pattern.

Organizations are taking steps to automate their SOCs by automating complex processes for 
identifying external and internal threats.

Call for extreme agility demands dynamic and fast paced response from
security
… operational level integration of security in DevOps

DISCUSSION SUMMARY

1

2

3

4

5

Agile developments demand for improved collaboration between development and
operations teams with a deep focus on security.

DevOps is a mechanism to have agility of developing the products rapidly and making them 
operational for services.

This changes the paradigm of managing the IT operations, which has engrained security 
through proper procedures, checks and controls in the due course of time.

Agility in the development and necessity of handing over operational controls to the
developers may conflict with things that are required to perform for security assurance. This 
needs a close attention on maintaining the desired level of security in the product.  This, in a 
way encourages ‘security by design’, which is a key for strengthening security.

Agility comes over cloud in extensive ways. It is important to look at Cloud enablement of 
application centric operations and continuous delivery of applications and imbibing security 
aspect to it.

TECHNOLOGY & INNOVATION
TRACK SESSIONS
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With digitization, smartphone enabled platforms have increased significantly, hence the 
attack surface has become larger. Traditional security architecture is not going to sustain 
against these sophisticated attacks. ML supervised approaches make data analysis very easy, 
it learns from data by itself, and helps to take wise security decisions.

While AI helps strengthen security, it also opens vulnerabilities as well; particularly when it 
depends on interfaces within and across organizations that inadvertently create
opportunities for access by bad actors.

7 Attackers will keep on developing automated hacks to learn, study and attack the system. 
However, automation in security as well as skilled workforce is needed to fight against it.



Changing for micro, mesh, things, mobility, decentralization & openness
… modelling of evolving financial sector architecture for security and privacy

Pace, volume & value of financial transactions demand new age
authentication
… engineering experimentations of solving authentication problem

DISCUSSION SUMMARY

DISCUSSION SUMMARY

1

1

2

2

3

3

4

4

5

5

With the advent and adoption of new technological areas such as Open API, IoT, Mobility etc, 
risk paradigm of businesses are also changing drastically.

With the increased volume & value of financial transactions, it is important for businesses to 
ensure a secure, robust and smooth onboarding experience for customers while authenticat-
ing themselves but at the same time keeping it flexible.

Businesses, based on their exposure and risk appetite, strategizing to secure themselves 
from these risks while adoption of these technologies became the business need.

Tools for personalization, planning and other financial operations make the interaction 
effective between customers, associated vendors & third parties, and financial institutions. 
Authentication plays a crucial rule in this being the enabling entry of stakeholders in such 
transactions.

Organizations are changing their infrastructure and adopting new technologies for enhanced 
productivity and efficiency, a robust Change management process to handle such changes is 
essential for the business.

Regulatory requirements also add to the demand for multi-factor authentication but at the 
same time, business demands innovation and make authentication easy and seamless for 
the users.

Topologies and architecture of the infrastructure  is also evolving and demands new ways to 
address security requirements

Institutions are experimenting with contextual authentication and behavioural based or 
biometrics based authentication mechanism. Innovation is happening in the domain to have 
more efficient and easy to implement ways of authentication techniques.

Business productivity and security must go hand in hand to ensure robust security posture 
while businesses are accepting and adopting changes

From password to password less authentication is a new domain of experimentation and 
innovation in this domain.
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6 Security management in DevOps centric IT operations- reducing risks in release, configura-
tion and deployments.
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