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Abstract: Governments across the globe are gearing up through policy 

enactments and necessary investments to fight the menace of rising cyber 

crimes. These policies and investments also assure citizens of their privacy 

rights in the cyber space. India, with its high growth rate, is rapidly integrating 

itself with Internet Economy, where transactions are predominantly carried out 

electronically. While Internet offers a new means for expanding economic and 

business avenues, it offers ease of operations and promises outreach.  It is, 

however, subject to ever increasing dangers of cyber crimes and escalating 

misuse of personal information being collected by businesses. Individuals need 

legal protection to protect their personal rights and secure their transaction in 

cyber space. Institutes, industry and government need assurance that sufficient 

steps have been taken to secure the flourishing growth of economy. This 

requires setting up of an ecosystem that is capable of understanding new age 

complexities and offering swift response mechanism. The ecosystem for cyber 

security and data protection necessitates a strong legal framework, proactive 

government initiatives, active involvement of, and contribution by the industry 

and effective law enforcement mechanism. This paper discusses how India is 

responding to cyber security and data protection challenges, and how a new 

ecosystem is underway in recent years.  
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1   Introduction 

Internet brought fundamental changes in the way society interacts, government offer 

services, organizations expand business and individuals transact. While Internet 

brings immense benefits, saves cost, and brings unparallel efficiency, it, in fact, by its 

nature, exposes organized entities (institutions and organizations or individuals to 

over expanding threats of cyber space. These cyber threats have been augmenting 

their capability to damage national interests, jeopardize industry functions and 

seriously harm individual or end users. This led to positioning cyber security as an 

important element of National Security. This is increasingly reflecting in the state 
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policies and regulatory initiatives that are aimed at protection of public, private and 

individual property. The protection provides a necessary impetus for expansion of 

Internet Economy and attracts an increased trust of the end user. Increased thrust of 

Government on Information Technology in offering public services to its citizens, and 

exploitation of new technology enabled channels by the industry provides end users 

very effective and effortless options to avail the services and perform their financial 

transactions. However, they have to negotiate with the Government and Industry by 

sharing their personal information. Personal information, shared to avail a specific 

service or perform a specific transaction, attracts immense value. Private bodies are 

likely to use this information for their commercial benefits; Government tends to use 

this information in the name of national security. Ability and scale of technology to 

gather, process, use, and share information gradually invite concerns of end users 

about their personal information being mishandled, and probably used against them. 

The concept of privacy is undergoing a change.  

Government of India, its citizens and Industry are going through this dynamism 

since the last decade. In a tryst of balancing benefits of Technology against its 

inherent risks, protecting national infrastructure from increasing cyber threats, 

securing growth of economy, protecting the interest of industry, and providing 

comfort to citizens about their personal rights in cyberspace, Government of India 

with the help of Industry is trying to evolve a new ecosystem for cyber security and 

data protection.  

Indian Economy is being transcended with increasing dependence on 

Information Technology. It is interesting to take a review of different initiatives 

undertaken by government towards building an ecosystem that promises security and 

in cyberspace guarantees privacy rights of an individual, and how the Industry is 

contributing to this ecosystem.  

2 Indian Economy becoming E-economy 

The story of India‘s growth continues even in the backdrop of global recession. In 

recent years, it has witnessed increasing thrust in the use of Information Technology. 

Government of India is investing more than $ 10 billion dollars on e-governance 

through many mission mode projects that would transform its functioning into 

Government @ 24x7. Indian government seen as a big consumer of Information 

Technology, is not only using IT for creating new age channels for public services, 

but is also using IT for managing critical infrastructure of the country. Industry, on 

the other hand, is extensively using technology for expanding its business outreach. 

E-Commerce in India is growing by 30 % a year, with travel, downloads and e-tailing 

being preferred e-commerce services. Although the Internet penetration in India is 

low in comparison to global peers at about 7.1 %, Forrester, a market research 

company, estimates the number of Internet users in India currently to be 52 million 

and expects it to increase at an average growth rate of 10-20 %. Forrester estimates 

that by 2013, India will be the third largest user of Internet. Indian banking industry 

has been observing that Internet is overwhelming other channels to execute banking 
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transactions.  Retail e-payment1 is growing fast at the rate of 70% a year and will 

reach $ 180 billion by 2010.  E-transactions currently account for 30% of total 

transactions.   However, 75% of total payment value is found in the electronic form.  

Card circulation2 —credit and debit— will hit 210 million by 2010.  

The mobile subscriber base is expanding at an even greater space. According to 

TRAI, by August 2009, the total wireless subscriber base has crossed the figure of 

456 million3 and is expected to cross 1 billion by 2014. With larger base of mobile 

consumers, and ease of transactions that these channel offers, m-commerce is 

expected to pick up in India within a short span of time. 

Indian IT and IT Services industry is growing multifold, offering not only cost 

reduction or scalability, but also quality. According to Mckinsey-NASSCOM study, 

outsourcing industry will reach between $ 225 billion to $ 350 billion by 2020 from 

the current $50 billion. 

Indian society is gradually transforming from joint family to nuclear family 

structure, climbing the individualism ladder fast.  The emerging segment of 

population, in the age bracket of 25 to35 years, is increasingly using the Internet to 

avail of services — both public and private.  They have been developing their 

understanding about the use of technology as well as the risks of cyber space.   

Moreover, the media is becoming active in covering national and international data 

breaches. Increased exposure of IT and ITES industry to the global data protection 

regulations also makes Indians aware of privacy perceptions in nation states. 

3 An Ecosystem for Cyber Security and Data Protection 

 While discussing an eco-system for cyber security for data protection five important 

aspects need to be evaluated. These are as follows: 

 

(1) Legal Framework: Does the country have an adequate legal model for security 

and privacy? Does the current legislative eco-system understand new age 

complexities?  Whether special legislation is enacted to deal with specific 

challenges imposed by for Information Technology? 

(2) Government Initiatives: Is the government pro-active enough in policy 

enablement? Does it invest enough to address increasing challenges? How 

does it partner and collaborate with industry, academia and other stakeholders? 

(3) Special Projects- What projects have been under taken at the national level 

that affects cyber space and privacy?  How will these projects benefit the 

cause? 

(4) Industry Initiatives- How are the industries participating and collaborating in 

the eco-system? Is there any specially purpose mechanism established that 

provides a suitable platform to the industry? 
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2 Payments in India is going e-way, Celnet report 
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(5) Law enforcement- Is law enforcement in the country effective enough to 

handle the new age crimes? What initiatives have been taken for improving 

law enforcement? 

3.1 Legal Framework for Cyber Security and Data Protection 

Recent enactment of IT (Amendment) Act, 2008, brings India to the league of 

countries that have a legal regime for cyber security and privacy. Indian Constitution, 

through Article 21, guarantees its citizen right of privacy. Indian courts of law have 

upheld the right in many of the cases. In various judgments, Supreme Court of India 

upheld individual rights about privacy and fixed liability of offenders, and recognized 

constitutional right to privacy against unlawful government invasions.   

Moreover, cyber security and data protection measures are supported by various 

enactments, namely, (i) The Indian Telegraph Act, 1885, (ii) The Indian Contract Act, 

1872, (iii) The Specific Relief Act, 1963, (iv) The Public Financial Institutions Act, 

1983, (v) The Consumer Protection Act, 1986 and (vi) The Credit Information 

Companies (Regulations) Act, 2005.  

The IT (Amendment) Act, 2008 provides a comprehensive definition of the 

computer system, and tries to ascertain clarity in the definition of cyber crimes. It 

introduces the concept of ―sensitive personal information‖, and fix liability of the 

‗body corporate‘ to protect the same. On the other hand, it helps to take legal action 

an individual for the breach of confidentiality and privacy, under lawful contract.  The 

data protection regime in India emerges with these provisions. These changes may 

help gain confidence of global clients who are sending their data as a part of 

outsourcing to Indian IT/BPO companies.  

The amended Act also enables setting up of a nodal agency for critical 

infrastructure protection body, and strengthens the role of CERT-In. This Act now 

enables central government to define encryption policy for strengthening security of 

electronic communications. Until now, a uniform national policy for encryption was 

absent. This will help growth of e-governance and e-commerce. Cyber Appellate 

Tribunal, which is now operational, is expected to accelerate legal proceeding of 

cyber crime cases.  

IT (Amendment) Act, 2008: Avoiding duplication of legislation- This Act includes 

provisions for digital signatures, e-governance, e-commerce, data protection, cyber 

offences, critical information infrastructure, interception, cyber terrorism in an 

omnibus, comprehensive legislation. It has been observed that in western countries 

the legal regime that governs Information Technology is complex and redundant. In 

United Sates for example, there are 45 Federal enactments and about 598 State 

enactments that can be attributed to security and privacy.  

Reasonable Security Practices for Data Protection- IT (Amendment) Act, 2008, 

adopt a route of ‗reasonable security practices‘ for protection of ‗sensitive personal 

information‘. The Act refrained from creating an infrastructure in terms of privacy 

commissioner‘s office as prevailed in European countries.  This might have led to the 

formation of a rigid bureaucratic mechanism impeding routine business functions. 

Instead, it tries to address data protection concerns of its citizen by fixing the liability 

of the organization that is not able implement the practices to an extent of unlimited 
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liability. It remains to be seen the enforcement of the act, and how it would help the 

cause of data protection in India. 

3.2 Regulatory bodies 

Regulatory bodies such as Reserve Bank of India (RBI) are becoming sensitive to 

increasing concerns of individuals about the personal information being gathered by 

organizations. RBI, in 2007, issued guidelines to banking industry for upholding 

privacy principles while processing personal information. Similarly, Telecom 

Regulatory (TRAI) through its ‗Do Not Call Registry‘ assures protection to 

consumers from telemarketers that potentially infringe the privacy of telecom 

customers.   

In comparison to Financial Service Authority of UK or Information/ Privacy 

Commissioner Offices in European countries, the role of regulatory bodies for data 

protection is limited to guidance to the Industry. The regulatory bodies, in due course 

of time, will have to complement changed legal regime in the country. 

3.3 Government Initiatives 

The Government of India has undertaken various policy, project, program and 

awareness initiatives, some of which are summarizes in the following.  

 

(1) CERT-In: Government of India has set up a Computer Emergency Response 

Team, India (CERT-In) as a nodal agency for incident management. CERT-

In4, through a dedicated infrastructure, monitors threats that affect computer 

systems, collaborates internationally for the incident response, tracks incidents 

affecting both public and private sector and issues security guidelines.  It also 

engages with their counterparts in other countries such as CERT/CC, US-

CERT, JPCERT, APCERT, and Korean CERT.  

IT (Amendment) Act, 2008, recognizes CERT-In as a nodal agency for 

security incident management and authorizes it with a power of ‗call for 

information‘ from Indian corporates. This may help CERT-In establish a data 

breach notification mechanism, which across the globe has been recognized an 

importance facet of ‗national data protection regime‘ 

(2) E-Governance projects: Government of India promotes international 

standards for securing critical infrastructure protection. Special bodies like 

National Institute for Smart Governance (NISG), defines standards for the e-

governance projects. 

(3) Unique Identification Authority of India (UIDAI): This project aims as 

issuing a unique identification number (UID) to all Indian residents. UIDAI 

promises that this identity will be robust enough to eliminate duplicate and 
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fake identity through effective verification and authentication. This project if 

delivers to its promises, will go a long way to curb the identity theft. 

(4) Information Security Education and Awareness: Looking at the growing 

importance of Information Security, DIT has formulated and initiated the 

Information Security Education Awareness (ISEA5) program. The Objective 

of this project is to create Information Security awareness among students, 

teachers and parents. This program relies on the education exchange program, 

security research in engineering and PhD program, train system 

administrators/ professionals, and train government officers.  

(5) Cyber Forensics: Under the Directorate of Forensic Science, a part of 

Ministry of Home Affairs, three Central Forensic Labs (CFSLs) have 

developed capabilities in cyber forensics. Also, there are 28 State Forensic 

Labs (SFSLs), now acquiring capabilities in cyber forensics techniques and 

skills. Resource Centre for Cyber Forensics (RCCF) at Thiruvananthapuram 

with objectives to develop cyber forensic tools and to provide technical 

support and necessary training to Law Enforcement Agencies in the country. 

Recently, many private players now offer their services in this field. 

3.3 Law Enforcement Challenges 

Law enforcement has been always a challenge when it comes to dealing with cyber 

crimes or data breaches. While the current situation leaves much to be desired, there 

are many steps in the making to revamp the internal security structure of the country.. 

The projects such as NATGRID and CCTNS will enable this. CCTNS, in particular, 

will connect 14,000 police stations and 6,000 police officers to the centralized 

database. There has been increased thrust to invest on building capabilities and skills 

to cope with new age criminal challenges. NASSCOM-DSCI, in a bid to offer 

industry help to law enforcement bodies, that  can help ensure speedier trail of cyber 

crimes, has established cyber labs in some of the important IT cities. These labs train 

police officers in basic forensic skills. This program is modeled on the basis of FBI-

funded National Cyber Forensics Training (NCFT) Alliance in the United States 

The challenge is aggravated due to Transborder nature of cyber crimes, which 

require healthy and responsive international collaborations. This challenge has been 

recognized and more international cooperation is sought by Indian law enforcement 

bodies, through a means of formal communication and joint programs. 

4. Industry Initiatives 

Indian IT and ITES industry, an important player of the ecosystem, has gained 

significant experience in cyber security and data protection. In its bid to protect client 

data, which are processed by these companies as a part of outsourcing or providing of 

services to specific security requirements, the industry has gained significant skills 
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and experience in this field. All Global Security Vendors have their presence in India; 

many of them source their research talent from India and have built research facilities 

in India. Recent DSCI-KPMG Survey, confirms the fact that Indian industry is 

catching up with the information security trends fast, confidently facing new age 

security challenges through the use of technology and leading practices. The survey 

also highlights that increased sensitization for protecting the personal information 

being processed here, is driving their privacy initiatives. 

4.1 NASSCOM trusted sourcing initiative 

Industry feels a need for the joint effort that helps promote security culture in the 

country, to promote India as a trusted outsourcing destination. NASSCOM, an 

industry body of IT and ITES industry, initiated a 4E initiative for outsourcing 

industry for promotion and enforcement of security. It relies on Engagement with all 

stakeholders involved, Education of service providers, Enactment to create a policy 

environment, Enforcement of standards and constant checks. 

NASSCOM‘s initiative of trusted sourcing initiative was culminated in setting up 

of Data Security Council of India (DSCI), a focal body dedicated to the cause of 

cyber security and data protection.  

4.2   Data Security Council of India (DSCI) 

For regulating organizations (data controllers) for the data protection in the interest of 

the end users or consumers or citizens (data subject) different model prevails across 

the globe. European Union recommends setting up data protection authorities that are 

enjoying statutory power.  In the contrary, the United States uses a sectoral approach 

that relies on a mix of legislation, regulation, and self regulation. The Safe Harbor 

Program relies on voluntary compliance to privacy principles and advocates 

reasonable security practices. Indian IT/ITES Industry set up Data Security Council of 

India, as a Self Regulatory Organization. DSCI relies on best practices approach as a 

practical and realistic way to enhance global adherence to data security standards. In 

the direction, it has come up with its Security Framework6 (DSF©) and Privacy 

Framework (DPF©) under which it is advocating security practices to outsourcing 

service providers. 

DSCI collaborates with industry, international bodies, governments, and different 

knowledge sources for the cause of cyber security and data protection and is playing 

an important role in establishing the new ecosystem in India that is sensitive to cyber 

security and data protection cause. It has been closely working with Government of 

India, in its effort of enabling appropriate policy environment. DSCI is creating 

important enablers for the government bodies, through its interaction with industry, 

that help take important policy decisions.  

                                                           
6 http://www.dsci.in/index.php?option=com_content&view=article&id=80&Itemid=100 
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5.  Conclusion 

Expanding cyber security threats, evolution of cyber terrorism, requirements for 

speedier trial of, increasing awareness of security of personal data gathered by 

organizations, data protection requirements of Indian IT/BPO companies serving 

global clients and Increased security requirements for expanding e-governance and e-

commerce demand a national level security ecosystem. This should be is supported by 

government initiatives, strong legal framework, effective law enforcement and 

industry initiatives.  

IT (Amendment) Act 2008, operational since 27
th

 Oct 2009, offers a strong lever to 

address all contemporary cyber security challenges and promises to establish a strong 

data protection regime in India. Measures such as passing investigation power to a 

lower level officer and setting up of the cyber appellate tribunal will ensure speedier 

trial of cyber crimes. Strengthened role of CERT-In will contribute to improvement of 

security of critical infrastructure. Government‘s policy initiative on encryption will 

provide the necessary impetus to the growth of e-commerce and e-governance. Law 

Enforcement bodies are gearing up to these new challenges upgrading their skills and 

building their competencies.  

Industry, on the other hand, is extending its support, working closely with 

government, through Data Security Council of India, collectively contributing to build 

the ―strong National Security Ecosystem”. 
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