
NASSCOM-DSCI Response: National Health Stack Scheme 

 

Overall Submission 

 

NASSCOM and DSCI and its Industry members firmly believe that the digital economy should 

primarily aim to benefit citizens. The technology sector is fully supportive as the growth and 

proliferation of Information and Digital technologies is linked to citizen’s feeling safe, secure 

and assured in the digital environment. Healthcare is the backbone of any country, impacting 

economic, political, social and environmental prosperity. While urbanization, rise in disposable 

income, and privatisation and digitization of public health institutions and players has improved 

healthcare in India, the statistics still indicate that there is a long way to go.  

In comparison to other BRIC countries, India has higher incidence of communicable diseases 

like Tuberculosis, at the same time higher mortality rate for NCDs like heart diseases and 

cancers.1 Out-of-pocket expenditure is a whopping 62% of total expenditure, but availability 

of skilled health professionals is the lowest.2 In fact, the current bed capacity (2015) of 1.5 

million is only 47% of the required bed capacity as per WHO standards and only 30% of the 

desired bed capacity of 5.2 million.3 

The use of technology may emerge to be instrumental in providing medical services in remote 

rural areas and to a population with low level of income in Indian context. The NHS proposed 

stack strategy as envisaged is an imperative step in this direction in which technology usage 

and building a standard delivery of architecture will be the primary bedrocks of the healthcare 

delivery. 

Structured medical national system is critical for providing right medical care and innovation 

in the healthcare industry. We recommend a comprehensive study of global health programs 

and state health care models to establish best practices while creating the final strategy and 

approach paper for the national health stack scheme.   

It is requested that the Niti Aayog takes below suggestions into consideration and undertake 

comprehensive stakeholder consultation to finalize the strategy. 

 

 

 

 

 

 

                                                           
1 Mortality rate attributed to non-communicable diseases such as cardiovascular disease, cancer, diabetes or 

chronic respiratory disease (Probability of dying from any of cardiovascular disease, cancer, diabetes, chronic 

respiratory disease between age 30 and exact age 70 (%), 2015); 2. Figures shown for skilled health professionals 

refer to the latest available values (2005–2015) given in WHO Global Health Workforce Statistics. 2016 update) 
2 NASSCOM Report: Healthtech in India, Are we there yet? (2017), page 11.  
3 Ibid.  
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Specific Comments 

 

1. Clear demarcation of scope of application: At present, it is not clear if the national health 

stack has been created to facilitate the “Ayushman Bharat Yojana” project and other 

government health programs alone or has the health stack been envisioned to subsume all 

health care services in India.  

2. Decoupled model of governance: There should be an independent regulatory body for 

oversight, separate from the central database entity under the national health stack scheme. 

This is essential to establish a system of checks and balances. The NHS design should not 

imagine itself to be restricted to one operator managing the database. It should allow for 

multiple operators with the ability to access and port data from each other. This should be 

done in a manner so that the interest of the operators are aligned to those of the users and 

the design fosters competitive efficiency and innovation. 

3. Administrative framework at a national level for interaction with state level data - 

There is no mention of how the geographical architecture of a state level subject will 

interact with national level system. A specific example is the question of Inter-state 

portability for cashless treatment when patient might require hospitalization when out of 

their home state. This design principle needs consideration in the architecture of national 

health stack.   

4. Fostering an environment for innovation:  The objectives mentioned in the national 

health care stack strategy are characterized with keyword such as open APIs, open data 

policy and data sharing. It is encouraging to see government taking a lead in defining future 

national system with inclusion of contemporary digitization practices. But at the same time 

other laws proposed by ministry of health is emerging out to be regressive in nature. For 

example, ‘The blanket restriction in Section 29(5) of DISHA Act on usage of both 

identifiable and anonymized data for commercial purposes is excessively restrictive.4 There 

should be an option for using such data with the informed consent of the end user as well 

as allowing the use of ‘anonymised’ or ‘de-identified information’. Not using the 

identifiable or anonymized digital health data for commercial purpose it may kill all 

possibilities of innovations along with the business model of the several existing Digital 

Service Providers. Hence it is requested of NITI Aayog to conduct a consultation exercise 

with ministry of health and apprise them about healthcare digitization evolution, so that 

they may not adopt data protection measures which may result in stifling innovations and 

emergence of new use cases. 

 

                                                           
4 Section 29 (5), Draft Digital Information Security Act. 
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5. Role of Private Sector Organisations:  The role of private sector as a leading partner in 

building a national health stack has not been elaborated. Private sector (user organizations 

such as hospitals, clinics, path labs etc.) in India is emerging as a major player with w.r.t 

adoption of changing digitization paradigm. This includes hospitals, e-Pharmacists, health 

insurance providers, e-nursing, aggregators etc. These players in their systems are adopting 

digitization practices such as providing digital health ids, tele-medicine, robotic surgeries, 

instant health care insurance claims, healthcare data portability and real time fraud 

management etc. Whether using an IoT solution for post-operative care, drones to deliver 

blood for transfusions to remote areas, or artificial Intelligence-powered systems to detect 

heart disease risk –technology in healthcare as adopted by the private sector aggressively 

has immense potential in improving healthcare access, quality, and reducing costs. Hence 

the national health care stack warrants to be architected with consideration given to; 

integration of private players systems with it and not restricted only to government health 

care institutions and providers. 
 

Each industry sector including healthcare needs to provide level playing field with 

inclusion of stakeholders such as private sector and academia. Creation of a system where 

the government enters the market as competing player, while acting as a gatekeeper for the 

other players is to be guarded against.   

Examples of private sector use cases for health care services5: 

a. Investing in a platform business model, working with its cloud partners. Objective 

is to connect patients, devices, platform, sensors, using Medical IoT (Connected 

Health) to seamlessly expand the care continuum from hospitals to home. 

b. Big data analytics for Genomics used by universities have been able to scan through 

data-sets to identify treatment and clinical trial options for 1,000+ patients that had 

tumours with genetic abnormality. The study indicates that AI can be used by 

physicians to determine appropriate treatment options. 

c.  Solutions adoption for eSourcing, Monitoring and Patient Engagement in clinical 

trials, for pharma, biotech and med device companies. 

d. Develops patient specific 3D printed organs using proprietary software algorithm 

 

6. Dependency on one national health ID:  
The system as conceptualize is planned to be architected with one single digital health ID 

which is to be provided by the government to the citizens of India. Confinement of the 

health stack to one digital health ID, issued by the government, may negate ongoing 

discovery of use cases and technology experimentations.  These experimentations are 

evolving in such a way that any identifier may become a digital health ID e.g. mobile 

number, social media ids etc. Hence, there should be flexibility for introduction identifiers 

as digital health IDs. This will not only make system more open, but also will help on-

board the larger set of population in a short span of time.  

                                                           
5 NASSCOM Report: Healthtech in India, Are we there yet? (2017).  
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7. Disconnected Health Registries: The Central Bureau of Health Intelligence already 

manages the National Health Resource Repository. Similarly, Ministry of Health and 

Family Welfare manages National Identification Number (NIN) for all Health Facilities of 

India. There is Registry of Hospitals in Network of Insurance which has been developed 

by Insurance Information Bureau of India. These are disconnected efforts. NHS should 

triangulate with all these registries and subsume all information under its own master data.  

8. Limitation of Consent Based System in Inclusive Systems: One of the fundamental 

concerns associated with the NHS is, the usage of consent as a ground for providing 

services to citizens that belong to the economically weaker, deprived and most vulnerable 

sections of the society. The paper with respect to privacy and security considerations puts 

the onus on individuals through consent. It is important the paper acknowledges the need 

to facilitate informed consent as advocated by the Justice BN Srikrishna committee report.6 

And, while stating that the individual is the controller of her data as a foundational 

principle, the paper should specifically mention that consent doesn’t transfer/absolve 

accountability.  

9. Centralized architecture goes against the contemporary trend of distributed 

computing:  
Prima-facie as per overall block diagram architecture of national health stack in seems 

largely rely on centralized architecture. This not aligning increasing trends towards 

decentralization aka blockchain. The blockchain technology have provided an alternate 

mechanism to architect national systems with a novel decentralized philosophy and 

technology measures. Hence restricting system building approach to be based on 

centralization may not benefit the healthcare sector from efficiency, resiliency and data 

protection aspect. The architectural centralization may also attract attention of cyber 

adversaries and security researchers for exploitation of system; as central systems are prone 

to carry additional risks as compared to the decentralized systems.  

Example7 

Healthcare organizations found in recent IBM study rallies for blockchain: Keeping the 

patients at the centre, are similar to life sciences in their belief that blockchain will 

positively impact imperfect information. In both these industries, much patient and 

clinical data is digitized, but regulations keep organizations from sharing data, and the 

lack of interoperability standards adds friction to the exchange of information. In 

addition, shared data is often not trusted due to incomplete information or errors from 

multiple manual re-entries. On a blockchain platform, however, as trust in the data 

becomes “embedded in each transaction,” institutions can reconsider these boundaries 

                                                           
6 A Free and Fair Digital Economy Protecting Privacy, Empowering Indians, Committee of Experts under the 

Chairmanship of Justice B.N. Srikrishna, (2018) page 36. Available at: 

http://www.meity.gov.in/writereaddata/files/Data_Protection_Committee_Report-comp.pdf Last accessed 31st 

July 2018.  
7 Treshock, M. and Treshock, M. (2018). First Mover advantage: Innovation through blockchain - Blockchain 

Unleashed: IBM Blockchain Blog. [online] Blockchain Unleashed: IBM Blockchain Blog. Available at: 

https://www.ibm.com/blogs/blockchain/2018/06/first-mover-advantage-innovation-through-blockchain/ Last 

accessed 1 Aug. 2018. 
 

http://www.meity.gov.in/writereaddata/files/Data_Protection_Committee_Report-comp.pdf
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— such as the boundaries between payers and providers in the case of healthcare, or 

the boundaries between pharmaceutical manufacturers and the end-consumer in the 

case of life sciences — bringing significant disruption to the respective industries. With 

this disruption comes opportunity, and many organizations are exploring, testing and 

implementing blockchain to help them adapt — setting a fast pace and charting a 

direction for early advantage. 

10. Challenges with external ecosystem interaction:   Large health care centralized databases 

of biometric Personal Identifiable Information, linked with networks and made searchable 

in a distributed manner, represent significant targets for hackers and other malicious entities 

to exploit. The other health care registrars and the agencies which will capture or use the 

data APIs and store the same even as they transmit the same to central health system, that 

may turn out to be the weakest link when it comes to the security and privacy, as enforcing 

same level of security practices on third parties or external systems is an arduous task.  

11. Architectural Conflicting Requirements:  

The report postulates that there has to be minimal changes to the different health record 

format existing in different places and sources of NHS; this may act as a caveat to manage 

heterogeneous information to be aggregated from multiple sources. Though this may not 

emerge as a significant challenge in the age of machine learning and big data analytics, still 

to be noted till machine learning reaches the epitome of commoditization in the healthcare.  

12. Ethics and Anonymization in Analytics:  

Current proposal of NHS stack is silent on how it may tackle the issue of discrimination of 

any category while approving claims. A system which is automated may include hidden 

biased configurations leading to frauds in the system. NHS stack may include guidelines 

on how the system plans to deliver a non-biased system. One of the NHS stack strategy 

objective is to detect insurance claim frauds e.g. irrelevant/unnecessary or medical tests 

conducted etc. While conducting granular health analytics, how the system plans to keep 

the patient data anonymized is not lucid. In case of broader or granular health data analytics 

operations – detecting disease spread as per cities etc., the data is recommended to be 

anonymized. There needs be a feedback mechanism built in to tackle these conflicts. 

13. Incentives for Ecosystem Players:  

Incentives have to be designed for medical practitioners, insurance industry as well as 

public health staff to improve the health data and be part of national healthcare stack. 

Technology can at best streamline processes and help create a digital backbone for public 

health.  

14. Self-Maintainability:  

The NHS envisages self-maintainability as a design principle where entities listed in the 

registry can update their information in a verifiable manner. This may prove to be difficult 

for the beneficiaries as well as small medical practitioners who either do not have state of 

the art digital infrastructure, or digital literacy to integrate with national health stack.  
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15. Conflict Resolution in APIs:  

NHS allows multiple entities (e.g. hospital systems, health technology companies) to 

manage health data about users. While open APIs will facilitate this communication, it is 

not lucid what may happen in case of conflicts while leveraging data and the system. 

 

Way Forward for National Health Stack 
 

• Formulate and enforce robust cyber security guidelines for third parties who are either 

collecting, processing, storing health care data or leveraging it for their business operations 

via API integrations as planned in future. 

• Encourage or enforce central and state government departments to assess their cyber 

security posture, especially where it involves collecting, processing, storing healthcare 

data. 

• Onboarding of the health care applications should be go through prior check. This should 

include security testing of application, privacy impact assessment and configuration 

hardening checks.   

• Strong enforcement of privacy guidelines for end to end healthcare ecosystem which should 

also take care of fundamental right of ‘Right to Privacy’ for an end citizen and conform to 

data protection regulation 

• Building backup methods or adopt decentralized system building approach which can act 

as a way out in case few instances of national health stack is not functioning or available.  

• Subject national health care stack ecosystem which includes third parties’ environments to 

rigorous regular assessments and audits.  

• Special attention needs to be given on interfaces, external connections and environments 

participating in the executing health service transactions for to curb the possibilities of data 

breaches. 

• Devices, interfaces, systems and even algorithms participating in processing of health 

services transactions should have security strengths to withstand with the possible threats. 

• Security, privacy and fraud management should be based be leveraging the global 

experiences, as nature incidents and frauds are global in nature.  Systems are likely to 

subject to threats experienced in any corner of the worlds in a short span of time.   

• Dealing of the health stack with the external world, security experts and researchers should 

be professional, progressive and engaging.  

• Security and governance function should match to the quantum and complexity of 

challenges. Learn from global cyber security practices to address complex problem 

statements and to make security and governance more forward leaning 

• National health stack will be subjected to advanced and targeted attacks for a variety of 

reasons. Being key enabler of digitization, it may attract attention of state and non-state 

actors.  

• Collaboration, learning from others, making system open for scrutiny, extensive security 

testing, provoking innovation to address unique use cases and even going to the extent of 

bug bounty should be the key strategies for securing systems.  


