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Feedback on the Draft Information Technology 

[Intermediary Guidelines (Amendment)] Rules, 2018 

At the outset we would like to congratulate the Ministry of Electronics and Information Technology (“MeitY”) for 

taking this positive step towards seeking public comments towards an important piece of regulation. As the 

representative of the information technology industry, we also thank MeitY for this opportunity to present our 

views and suggestions on the draft Information Technology [Intermediary Guidelines (Amendment) Rules], 2018 

(“Draft Rules”) which are intended to amend the existing Information Technology (Intermediaries Guidelines) 

Rules, 2011 (“Intermediary Guidelines 2011”).  

 

In terms of our approach, given the numerous seminal judgments, orders and guidance from various courts since 

the Intermediary Guidelines 2011 were first introduced, we believe that a holistic relook at the entire 

Intermediary Guidelines 2011 is required. Therefore, we have not restricted our comments / suggestions to the 

Draft Rules alone but have also provided our comments on the Intermediary Guidelines 2011 as a whole.  

 

We have split our response into two parts: (i) Part A provides context to the Intermediary Guidelines 2011 as well 

as identifies existing interpretation issues with them; (ii) Part B provides a para wise review of the Draft Rules 

along with our suggestions and comments. 

  

A. Overall Observations 

1. Scope of Intermediary Guidelines 2011:  

Section 79 of the Information Technology Act, 2000 (“IT Act”), which is the genesis of the Intermediary 

Guidelines 2011, was introduced to provide intermediaries with exemption from liability / safe harbor in 

certain limited scenarios.      

The purport of this section is to provide intermediaries with ‘immunity from third party information, data, or 

communication link made available or hosted,1’ subject to compliance with the conditions specified under 

Section 79(2)2 and Section 79(3)3 of the IT Act.  

                                                             
1 Section 79(1), IT Act 
2 (2) The provisions of sub-section (1) shall apply if- 

(a) the function of the intermediary is limited to providing access to a communication system over which information made available by third 

parties is transmitted or temporarily stored or hosted; or 

(b) the intermediary does not- 

(i) initiate the transmission, 

(ii) select the receiver of the transmission, and 

(iii) select or modify the information contained in the transmission; 

(c) the intermediary observes due diligence while discharging his duties under this Act and also observes such other guidelines as the Central 

Government may prescribe in this behalf. 
3 (3) The provisions of sub-section (1) shall not apply if- 



   

Page 2 of 16 
 

Therefore, any additional obligation placed on intermediaries beyond the scope of the aforementioned 

purpose, i.e., providing an intermediary immunity for third party content hosted by it, as such should not be 

the subject matter of the Intermediary Guidelines 2011 framed under Section 79. Consequently, any 

provision which is proposed under the Intermediary Guidelines 2011 would need to be tested on the grounds 

of whether or not it exceeds the realm of Section 79 (if it does so, it will be ultra vires Section 79 of the IT 

Act). For example, Rule 3(5) of the Draft Rules, appears to go beyond the realm of Section 79 of the IT Act. 

Section 78 of the IT Act already empowers certain police officers to investigate offences under the IT Act. 

Thus, for the purpose of investigation, other provisions of the IT Act should be invoked and a requirement 

should not be added in the Intermediary Guidelines 2011 which is issued under Section 79.  

Thus, the proposed amendments to the Intermediary Guidelines 2011 should be restricted only to cover 

those matters that fall under Section 79 of the IT Act. 

2. Different Types of Intermediaries:  

We understand that one of the purposes of amending the Intermediary Guidelines 2011 is to address the 

issue of the spread of fake news on social media platforms4. However, by adding prescriptive due – diligence 

requirement on all intermediaries, we believe that one risks making a sweeping generalization about the 

roles played by different types of intermediaries without taking into account the differences in the nature, 

function and activities of different intermediaries. 

Most intermediaries do not enable users to disseminate or share content with others, or even make content 

available to the public. Therefore, using the same yardstick to regulate intermediaries who do not make 

content available to the public would be excessive. Several intermediaries in fact are engaged in business 

to business (B2B) transactions alone and do not have any role with respect to the circulation of fake news. 

Some examples of different types of intermediaries are as follow: 

 Outsourcing entities (who are only in the business of data processing)   

 Accounting software providers  

 Payroll management software providers 

 Cloud infrastructure providers  

 Online payment systems  

                                                             
(a) the intermediary has conspired or abetted or aided or induced, whether by threats or promise or otherwise in the commission of the 

unlawful act; 

(b) upon receiving actual knowledge, or on being notified by the appropriate Government or its agency that any information, data or 

communication link residing in or connected to a computer resource controlled by the intermediary is being used to commit the unlawful 

act, the intermediary fails to expeditiously remove or disable access to that material on that resource without vitiating the evidence in any 

manner. 

Explanation:-For the purposes of this section, the expression "third party information" means any information dealt with by an intermediary 

in his capacity as an intermediary. 
4http://meity.gov.in/content/comments-suggestions-invited-draft-%E2%80%9C-information-technology-intermediary-guidelines (Last 

visited January 28, 2019) 

http://meity.gov.in/content/comments-suggestions-invited-draft-%E2%80%9C-information-technology-intermediary-guidelines
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While the safe harbor provisions under Section 79 of the IT Act should apply to all types of intermediaries 

(subject to fulfillment of the conditions stipulated under the section), due to the distinct role played by each 

type of intermediary, the same due diligence obligations cannot be applied to all. For example, requiring 

cloud service providers to actively monitor and take down content as required under the Draft Rules would 

not be applicable or even practically possible. Similarly, requiring an entity in the IT – BPM sector to enable 

traceability of the data made available to it would not only expose such entity to possible liabilities under 

data protection laws but also serve no real purpose.  

Furthermore, there are several intermediaries who are already regulated under law. For example, payment 

intermediaries are regulated by the Reserve Bank of India and telecom service providers are regulated by 

the Department of Telecom. Accordingly, these types of intermediaries are already required to comply with 

several obligations under applicable laws, many of which are even more stringent than the Intermediary 

Guidelines 2011. Therefore, a distinction needs to be made in terms of the level of oversight that is applied 

to such entities and the consequent due diligence requirements that must be imposed on them.  

NASSCOM shall be pleased to work with MeitY to help draw up such distinctions in terms of the different 

types / classes of intermediaries, and identify what corresponding obligations should apply to each.  

 

3. Need for Procedural Safeguards:  

In Shreya Singhal v Union of India5, the Supreme Court (“SC”) refrained from striking down Section 69 A, 

due to the presence of several procedural safeguards built into the law itself. The court had specifically 

observed6 as follows: 

 

“It will be noticed that Section 69A unlike Section 66A is a narrowly drawn provision with several 

safeguards. First and foremost, blocking can only be resorted to where the Central Government 

is satisfied that it is necessary so to do. Secondly, such necessity is relatable only to some of the 

subjects set out in Article 19(2). Thirdly, reasons have to be recorded in writing in such blocking 

order so that they may be assailed in a writ petition under Article 226 of the Constitution.” 

 

Even though the Draft Rules require that content running afoul of Article 19(2) must be taken down, in terms 

of process it is are devoid of the following procedural safeguards which are otherwise available in Section 

69 A: 

 Who can pass the orders, as the term ‘appropriate Government or its agency’ has been defined 

too broadly and is also vague.  

                                                             
5 Writ Petition (Criminal) No. 167 of 2012 
6 Paragraph 109, Shreya Singhal v Union of India  



   

Page 4 of 16 
 

 The rule does not specify that a government order to takedown content will be accompanied with 

the reason for takedown. 

 There is no requirement that takedown must be only be issued where strictly necessary.  

 

Given that any takedown request is likely to have an impact on the right to freedom and speech and 

expression, it is imperative that such safeguard be built into the Intermediary Guidelines 2011 to ensure 

transparency.   

 

4. Need for clarification of the term ‘knowingly host’:  

In Shreya Singhal v Union of India, the SC dealt with Section 79(3) (b) of the IT Act and Rule 3(4) of the 

Intermediary Guidelines 2011. The requirement of ‘actual knowledge’ in these provisions was read down to 

mean ‘upon receipt of a court order/notification by an appropriate government or its agency’.  

However, given that the SC had only read down the term, ‘actual knowledge’, in the context of Rule 3(4) of 

the Intermediary Guidelines 2011, it is not entirely clear what is the meaning of the term ‘knowingly host’ in 

Rule 3(3) of the Intermediary Guidelines 2011. Accordingly, there should be clarity provided on its meaning 

in accordance with the principles laid down in the Shreya Singhal case. 

 

Another issue that arises in terms of the judgment is where the SC held: 

“Also, the Court order and/or the notification by the appropriate Government or its agency must 

strictly conform to the subject matters laid down in Article 19(2). Unlawful acts beyond what is 

laid down in Article 19(2) obviously cannot form any part of Section 79. With these two caveats, 

we refrain from striking down Section 79(3) (b).”7 

 

In continuation of the above, the court concluded: 

 

“Section 79 is valid subject to Section 79(3)(b) being read down to mean that an intermediary 

upon receiving actual knowledge from a court order or on being notified by the appropriate 

government or its agency that unlawful acts relatable to Article 19(2) are going to be committed 

then fails to expeditiously remove or disable access to such material. 

Similarly, the Information Technology “Intermediary Guidelines 2011” Rules, 2011 are valid 

subject to Rule 3 sub-rule (4) being read down in the same manner as indicated in the 

judgment.”8 

 

                                                             
7 Paragraph 117 
8 Paragraph 119 (c) 
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Thus, there is need for clarity as to the scope of the restrictions referred to by the SC. Whether the limitations 

of Article 19(2) of the Constitution would apply only when the content to which such limitation is applied 

relates to free speech and expression and not otherwise E.g. actions such as infringement of intellectual 

property rights, or impersonations of persons are not relatable to speech and expression. Accordingly, the 

restrictions under Article 19(2) of the Constitution should not apply to such content.  

 

Therefore, given the impact of the above issues on the Intermediary Guidelines 2011 as a whole, we believe 

that there is need for clarity on the aforesaid issues.  

 

Against this background, please see our specific recommendations in relation to the Draft Rules below: 

 

B. Specific Comments on Draft Rules:  

 

1. Rule 3(2) and Rule 3(3) 

 

Rule 3(2) of the Intermediary Guidelines prescribes that an intermediary publish rules and regulations, 

privacy policy and user agreements informing users not to display, host, etc. certain kinds of content. 

Rule 3(3) of the Intermediary Guidelines further prescribes that the intermediary shall not knowingly 

initiate the transmission, select the receiver of the transmission and select/modify the information 

contained in the transmission in respect of the content specified under Rule 3(2).  

 

In addition to the existing requirement in the Intermediary Guidelines 2011, the Draft Rules introduce9 

two new categories of such content, being a) content which threatens public health or safety, the 

promotion of cigarettes or other tobacco products, etc., and b) content which threatens critical 

information infrastructure10.  

 

As mentioned above, we have provided our comments on the Intermediary Guidelines 2011 as a whole 

and not restricted ourselves to the Draft Rules. The following issues arise on a review of these two 

provisions: 

 

a) Vagueness: 

 

Certain categories of content identified under the Intermediary Guidelines 2011, suffer from vagueness, 

such as: 

                                                             
9 Rule 3(2) (j) and (k), Draft Rules 
10 Critical information infrastructure has been defined under the Explanation to Section 70(1) of the Information Technology Act, 2000 as 

follows: “Critical Information Infrastructure" means the computer resource, the incapacitation or destruction of which, shall have debilitating 

impact on national security, economy, public health or safety 
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(i) Information that is ‘grossly harmful,’ ‘harassing’, ‘racially, ethnically objectionable’ or ‘hateful’11 

(ii) ‘information which is grossly offensive or menacing in nature’12 

(iii) Information that ‘threatens public health or safety’13 

 

These terms are not defined under any law. In the Shreya Singhal case, the SC struck down Section 66A 

of the IT Act on account of unconstitutional vagueness due to its open-ended and undefined language.  

 

The court held: 

  

“If judicially trained minds can come to diametrically opposite conclusions on the same set of 

facts it is obvious that expressions such as “grossly offensive” or “menacing” are so vague that 

there is no manageable standard by which a person can be said to have committed an offence 

or not to have committed an offence.”14 

 

Similarly, what would threaten public health or safety is not clearly and easily understandable. 

 

Submission:   We suggest that either the aforesaid categories of information are more tightly defined 

or they are altogether deleted from the Intermediary Guidelines 2011.   

 

b) Critical Information Infrastructure provisions covered by existing law:  

 

Rule 3(2)(k) and Rule 3(3) of the Draft Rules requires (i) intermediaries to publish rules and 

regulations, privacy policy or user agreements informing users not to share information which 

‘threatens critical information infrastructure,’ and (ii) directs intermediaries not to knowingly host 

or publish such information. Failure to comply with these rules entails that an intermediary loses its 

safe harbor under Section 79 of the IT Act.  

 

We do not believe that there is a specific reason to include this provision into the due diligence that 

an intermediary should carry out as there are anyway existing provisions under the IT Act and rules 

framed thereunder which address the issue of threatening critical information infrastructure, 

namely Section 70, IT Act and the Information Technology (National Critical Information 

Infrastructure Protection Center and Manner of Performing Functions and Duties) Rules, 2013. 

Failure to comply with these provisions would attract the appropriate penalties provided under the 

law and therefore, this should not have a bearing on the safe harbor provided to the intermediary. 

                                                             
11 Rule 3(2)(b), Intermediary Guidelines 
12 Rule 3(2)(f), Intermediary Guidelines 
13 Rule 3(2)(j), Draft Rules 
14 Paragraph 82, Shreya Singhal v Union of India.  
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Accordingly, for the issue of threats to critical information infrastructure, intermediaries should be 

liable solely under section 70 of the IT Act and the relevant rules, and their safe harbor vis-à-vis 

electronic records should remain unaffected.  

 

Submission: We suggest that Rule 3(2)(k) is deleted. 

    

c) Guidelines more restrictive than applicable law: 

 

Certain prohibitions under the Intermediary Guidelines 2011 and the Draft Rules are more restrictive 

than applicable law and therefore, should not form part of the due diligence required of the intermediary 

since such action is not prohibited under the various legislations in India.  

For example, Rules 3(2)(j) and 3(3) of the Draft Rules inter alia prohibit the sharing of information 

pertaining to the ‘promotion of cigarettes or any other tobacco products or consumption of 

intoxicant including alcohol.’ However, unlike the Cable Television Networks (Regulation) Act 1995 

and Cable Television Networks Rules, 199415 which prohibit advertising alcohol on television the 

Draft Rules appear to be encroaching on a state specific policy viz. advertising of alcohol16 by 

extending its applicability to online media as well.  

  

d) Requirement not to ‘Knowingly host’  

 

In Shreya Singhal, the SC had observed that it would be impracticable for intermediaries such as Google 

and Facebook to act when millions of take down requests were made and the intermediary was required 

to judge which requests were legitimate and which were not.17 Accordingly, the SC read down ‘actual 

knowledge’ in Section 79(3)(b) of the IT Act and Rule 3(4) of the Intermediary Guidelines 2011 to mean 

upon receipt of a court order/notification by an appropriate Government or its agency.  

However, the SC did not clarify whether the requirement not to ‘knowingly host’ information as provided 

under Rule 3(4) of the Intermediary Guidelines 2011 would trigger only upon receipt of a court 

order/Government notification. Accordingly, as stated above, clarity is required on the meaning of 

‘knowingly host’ under Rule 3(3) of the Intermediary Guidelines in accordance with the principles laid 

down in the Shreya Singhal case.  

 

e) Possible Approach  

 

                                                             
15 Rule 7(2)(viii) Advertising Code 
16 Entry 51, List II, Seventh Schedule, Constitution of India 
17 Paragraph 117, Shreya Singhal v Union of India 
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In respect of certain types of content, such as content which violates intellectual property rights, a 

procedure similar to the ‘Notice and Takedown’ procedure under the US Digital Millennium Copyright 

Act (“DMCA”) may be considered. We believe that such a process may not only provide a speedy 

efficacious remedy at the first level to most aggrieved parties but may also reduce the burden on courts 

in India. 

 

Under the DMCA, briefly stated, the procedure is as follows: 

(i) A complainant submits a take-down notice to the intermediary in a specified form with specified 

information identifying the work, containing the complainant’s contact information, etc.  

(ii) The intermediary takes down the content identified as potentially infringing and notifies the 

user that it has disabled access to the material  

(iii) Upon receipt of the notice, the user has the opportunity to contest the infringement complaint 

by way of a counter-notification 

(iv) An intermediary that receives a valid counter-notification is required to forward the same to the 

complainant along with a statement that it will put the material back in ten (10) business days 

unless a court order is filed preventing the user from infringing any copyright 

(v) An intermediary that fails to hear from a complainant can enable access to the material 10 – 

14 business days later  

 

Submission:   We suggest that the Government may review the obligations imposed on 

intermediaries in India on the above lines.  

 

2. Rule 3(4)  

 

Under Rule 3(5) of the Intermediary Guidelines 2011, intermediaries are required to inform users of 

possible termination of access/usage rights in the case of non-compliance with its rules and regulations, 

user agreement or privacy policy. However, the frequency of such notification had not been prescribed. 

Rule 3(4) of the Draft Rules prescribes that intermediaries must inform their users of possible 

termination once every month.  

 

We believe that Rule 3(4) of the Draft Rules treats all intermediaries as being alike and the obligation 

to inform users every month is too onerous for intermediaries and superfluous. Further, there does not 

appear to be any rationale as to the imposition of a monthly reminder as opposed to such reminders 

being sent on longer intervals. We believe that a strategy of sending a monthly reminder may be 

ineffective because:  

 

(i) It will create warning fatigue amongst users, instead of increasing awareness resulting in the 

warning itself being disregarded. 
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(ii) Repeated reminders may increase the likelihood of categorization of various companies’ emails 

to users as spam, thereby making several platforms less attractive to users. 

 

Submission:   We suggest that this amendment should not be included in the Intermediary Guidelines 

2011 and intermediaries should be left to determine when they would like to send such notices to their 

users.  

 

3. Rule 3(5) 

 

The Intermediary Guidelines 2011, in their current form, require that intermediaries provide information 

or assistance to Government Agencies for the purpose of verification of identity, or for the prevention, 

investigation, etc. of cyber security incidents and the punishment of offences. Such requests for 

information or assistance are required to be made in writing clearly stating the purpose for seeking it.  

Rule 3(5) of the Draft Rules amends this provision18 in certain respects: 

 

(i) 72 hour time limit: The Draft Guidelines impose a time-limit of 72 hours from receipt of such 

communication to comply with it. 

(ii) Traceability: Importantly, the Draft Guidelines prescribe that the intermediary shall enable 

tracing of the originator of information on its platform when called upon to do so by government 

agencies lawfully authorized to request this.  

 

The following issues arise on a review of this provision: 

 

a) Vires of Rule 3(5):  

 

In our view, Rule 3(5) is ultra vires Section 79 of the IT Act. As discussed above, the purport of Section 

79 is to provide intermediaries with immunity from third party content made available or hosted on their 

platforms, subject to certain prescribed conditions. The obligation to provide information/assistance to 

government agencies on intermediaries is beyond the scope of this purpose and is accordingly ultra 

vires Section 79 and should be deleted in its entirety.  

 

Appropriate mechanisms already exist under the IT Act and rules framed thereunder which encompass 

the provisions sought to be introduced vide this Rule. For instance, Section 69 of the IT Act already 

empowers the Government to issue directions for interception or monitoring or decryption of information 

                                                             
18 Rule 3(5), Draft Rules 



   

Page 10 of 16 
 

through a computer resource, subject to the safeguards/procedural requirements in that section19. 

Accordingly, there is no requirement to introduce fresh traceability provisions under the Draft Rules.  

 

Submission:   Therefore, on this ground alone, Rule 3(5) should be deleted entirely from the Draft Rules.  

 

Without prejudice to the foregoing, we have also identified the following issues with Rule 3(5): 

 

b) 72 hour time limit:  

 

The Draft Rules do not provide any justification as to why a timeline of 72 hours would be appropriate. 

This requirement is unreasonable and suffers from the defect that it does not prescribe a due process 

requirement, i.e. it does not allow an intermediary to request a hearing, seek clarifications, or adequately 

respond to a request from a Government Agent/court and requires immediate action on part of an 

intermediary.  

 

Furthermore, practically, the tight timeline does not take into account the different kinds of 

intermediaries and cross border data flows. 

 

Submission:   Accordingly, we recommend deletion of this timeline. 

 

c) Enabling Traceability:  

 

This requirement appears to be in contravention of the right to privacy which was recognized as a 

fundamental right by the SC in the case of Justice K.S Puttaswamy (Retd.) v. Union of India and Ors.20 

Accordingly, any infringement of privacy would have to meet the test of  

“(i) legality, which postulates the existence of law;  

(ii) need, defined in terms of a legitimate state aim; and  

                                                             
19 Section 69 - Power to issue directions for interception or monitoring or decryption of any information through any computer resource 

1[1) Where the Central Government or a State Government or any of its officer specially authorised by the Central Government or the State 

Government, as the case may be, in this behalf may, if satisfied that it is necessary or expedient so to do in the interest of the sovereignty 

or integrity of India, defence of India, security of the State, friendly relations with foreign States or public order or for preventing incitement 

to the commission of any cognizable offence relating to above or for investigation of any offence, it may subject to the provisions of sub-

section (2), for reasons to be recorded in writing, by order, direct any agency of the appropriate Government to intercept, monitor or decrypt 

or cause to be intercepted or monitored or decrypted any information generated, transmitted, received or stored in any computer resource. 

(2) The procedure and safeguards subject to which such interception or monitoring or decryption may be carried out, shall be such as may 

be prescribed. 

(3) The subscriber or intermediary or any person in-charge of the computer resource shall, when called upon by any agency referred to in 

sub-section (1), extend all facilities and technical assistance to- 

(a) provide access to or secure access to the computer resource generating transmitting, receiving or storing such information; or 

(b) intercept, monitor, or decrypt the information, as the case may be; or 

(c) provide information stored in computer resource. 

(4) The subscriber or intermediary or any person who fails to assist the agency referred to in sub-section (3) shall be punished with 

imprisonment for a term which may extend to seven years and shall also be liable to fine. 
20 WP (C) 494 of 2012  
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(iii) proportionality which ensures a rational nexus between the objects and the means adopted to 

achieve them”21  

 

Submission:   We suggest that the requirement to enable tracing the originator of content does not 

appear to meet the tests of necessity and proportionality and should be deleted. 

 

4. Rule 3(7) 

 

Rule 3(7) introduces certain conditions for intermediaries (1) with more than fifty lakh users and (2) 

intermediaries specifically notified by the Government of India, to comply with.  These conditions are as 

follows: 

(i) Requirement to incorporate companies under the Indian Companies Act.  

(ii) Requirement to have a registered office in India with a physical address; and  

(iii) Requirement to appoint a nodal person of contact and alternate senior designated official for 

24 x 7 coordination with Indian law enforcement agencies and officers to ensure compliance 

with orders/requisitions made. 

 

Rule 3(7) of the Draft Rules runs completely ultra vires Section 79 of the IT Act and does not any nexus 

with its objective, namely, safe harbor provided to intermediaries for third party information being 

hosted, dealt with by them. 

 

Without prejudice to the above, our specific concerns with this rule are below:  

 

a) Excessive Delegation of Powers:  

 

This rule excessively delegates power to the Government to notify additional categories of intermediaries 

who have to adhere to the aforesaid conditions. There is no procedural safeguards in terms of guidance 

for the types of intermediaries which can be notified. This would result in business uncertainty for 

intermediaries. The provision should specify what specific criteria may lead to these requirements 

becoming applicable to an intermediary rather than being vague.   

 

b) Potential market barrier:  

 

The requirement to have a physical presence in India may act as a disincentive for platforms to enter 

the Indian market, and deprive Indians of access to foreign platforms. Such a policy would go against 

                                                             
21 Judgment delivered by Justice Chandrachud on behalf of himself, Chief Justice JS Khehar, Justice Agrawal and Justice Abdul Nazeer 
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the ethos of a free and open internet. We believe this would also have the unintended effect of reducing 

competition in the digital economy.  

 

c) Taxation concerns:  

The requirement to have a physical presence in India is likely to give rise to tax concerns for such 

intermediaries which in turn would impact the cost of doing business with the end consumers eventually 

bearing the burden. We believe this would hardly be the intent of the Government given the objectives 

of the guidelines. 

 

d) Arbitrary Threshold:  

 

The threshold of fifty lakh users is arbitrary and devoid of any reasoning.  

 

Submission:   For the aforementioned reasons, we would once again like to emphasize the need to 

delete this particular rule altogether and completely rethink how the objectives behind passing the Draft 

Rules may be addressed effectively. 

 

5. Rule 3(8)  

 

Under the current Intermediary Guidelines 2011, as read down in Shreya Singhal, an intermediary on 

whose computer system unlawful content is hosted, upon receiving actual knowledge by a court 

order/notification by appropriate Government or its agency must act within thirty – six hours to disable 

access to such content. Further, an intermediary is required to preserve such information and records 

for at least 90 days for investigation purposes. The Draft Rules amend these provisions in the following 

respects: 

(i) The Draft Rules clarify that only unlawful content relatable to specific grounds under Article 

19(2) of the Constitution shall be required to be taken down.  

(ii) The Draft Rules require that intermediaries comply with such orders within 24 hours  

(iii) The Draft Rules increase the number of days that an intermediary is required to preserve such 

information/records for investigation purposes from 90 days to 180 days, or ‘such longer 

period as required by the court or authorized Government agencies.’  

 

The proposed Rule 3(8) suffers from the following issues: 

 

a) Lack of Procedural Safeguards:  
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As mentioned above, unlike Section 69 A of the IT Act, even though the takedown provisions contained 

in this rule refer to unlawful acts contained in Article 19(2) process wise the rule lacks procedural 

safeguards, as discussed in detail above.  

 

Submission:   We suggest this Rule should be amended to build in adequate procedural safeguards. 

 

b) Unreasonable 24 hour time period:  

 

The time period of 24 hours to comply with such takedown requests is completely unreasonable and 

impractical. This period does not account for the time taken to verify authenticity of requests, any human 

intervention required in the process of takedown, and other delays.  

  

 Submission:   We suggest this 24 hour time line should be suitably increased and in case an intermediary 

requires more time, the guidelines should allow for such a request from the intermediaries. 

 

c) Procedural Streamlining:  

 

Often intermediaries receive vague notices from various Government authorities under Section 79 of 

the IT Act without citing specific grounds under which content is found to be objectionable. Further, at 

times the unlawful content is not specifically identified. This results in intermediaries spending 

substantial time internally attempting to guess why a particular takedown request has been issued, and 

which part of the content is actually illegal. This often leads to excessive blocking to ensure compliance 

with a request. 

 

Submission:   It is suggested that MeitY develops a Standard Operating Procedure and a standardised 

form through which it can communicate take down requests to intermediaries.  

 

This form could be adopted at all levels and can consist of the following: 

 

 Provision of law under the IT Act that the content is sought to be taken down  

 Nature of illegal content and reasons for blocking  

 Contact details of person with whom the take down request can be 

appealed/discussed.  

 

6. Rule 3 (9)  
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Rule 3(9) has been introduced by the Draft Rules and requires the intermediary to deploy ‘technology 

based automated tools’ or appropriate mechanisms for ‘proactively identifying and removing or 

disabling public access to unlawful information or content.’ 

 

The following issues need to be considered relating to the proposed addition: 

 

a) Role of Intermediary:  

 

The proposed actions to be undertaken by an intermediary go against the exact role an intermediary is 

expected to perform.  

 

As discussed in para 1.d) above, in the Shreya Singhal case, the SC specifically recognized that it would 

be difficult for intermediaries to act when millions of requests for takedown were made and the 

intermediary was required to judge which requests were legitimate, lawful/unlawful and which were not. 

In the case of Kent Ro Systems Ltd. & Anr. v Amit Kotak & Ors22 before the High Court of Delhi, the court 

recognized that the question of whether intellectual property had been infringed was a technical 

question which courts struggled with. The court held that nothing in the IT Act required intermediaries 

to screen all goods / information hosted on its platform for infringement of the rights of persons who 

have made complaints in the past relating to infringement. 

 

Thus, Rule 3(9) seeks to cast an unfair burden on intermediaries to proactively screen information, 

determine whether it is unlawful, and take steps to disable/remove access when it is found to be 

unlawful. The intermediary is placed in an adjudicatory role, as opposed to a mere conduit of 

information, in contradiction to the judgments in Shreya Singhal and Kent Ro.  

 

b) Disregards different types of intermediaries:  

 

By imposing such a sweeping requirement, this Rules does not appear to take into account the fact that 

certain intermediaries do not make content available to the public, for example, cloud infrastructure 

providers. These intermediaries do not access user data and do not have means of identifying one data 

set from the other. This obligation casts an unnecessary burden which is practically not going to be 

possible on such intermediaries to monitor content and take down content.  

 

c) Risk of Over Blocking:  

 

                                                             
22 CS (Comm) 1656 of 2016 
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If automated detection and filtering measures are incorporated, it could affect the accuracy of the 

content blocked and result in accidental blocking of legitimate content and over blocking, consequently 

leading to harm to the end users. Under such cases, the intermediary may also be liable to the users 

under the proposed Personal Data Protection law. 

 

That said, if a court/Government agency identifies certain categories of content as unlawful content, 

intermediaries may be able to take down such specified content, such as: 

 

(i) Child pornography 

(ii) Certain offensive words  

(iii) Content pertaining to dangerous online games such as the Blue Whale game 

 

This route would be preferable as opposed to the intermediary being the judge of what content it must 

proactively takedown. 

 

Submission:   We recommend that Rule 3(9) is deleted in its entirety from the Draft Rules. 

 

7. Rule 3(10)  

 

Rule 3(10) of the Draft Rules requires that the intermediary report cyber security incidents and also 

share information related to ‘cyber security incidents’ with the Indian Computer Emergency Response 

Team (“CERT”). 

 

Section 70B (6)23 of the IT Act and the Information Technology (The India Computer Emergency 

Response Team and Manner of Performing Functions and Duties) Rules, 2013 vest CERT with broad 

enough powers to require intermediaries to report cyber security incidents to it. Accordingly, there is no 

need to require intermediaries to undertake an independent obligation to report cyber security incidents 

to CERT under this rule.  

 

Submission:   We recommend that Rule 3(10) is deleted in its entirety. Intermediary Guidelines 2011, 

Rule 3(10) penalizes the intermediary for non-compliance with the said CERT Rules through loss of safe 

harbor. As stated earlier, there is no nexus of the reporting requirement (in Rule 3(10) to Section 79 of 

the IT Act.  

 

                                                             
23 Section 70B - Indian Computer Emergency Response Team to serve as national agency for incident response 

… 

(6) For carrying out the provisions of sub-section (4), the agency referred to in sub-section (1) may call for information and give direction to 

the service providers, intermediaries, data centers, body corporate and any other person. 
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Notwithstanding the above, if it is to be retained, we suggest that the rule is amended to cross-refer to 

the responsibility of intermediaries under Section 70B (6) of the IT Act, instead of introducing a fresh 

obligation under this rule.  

 

8. Rule 3(11) 

 

Rule 3(11) of the Intermediary Guidelines 2011 prohibits an intermediary from knowingly deploy, install 

or modify the technical configuration of a computer resource, or become party to any act which may 

change the normal course of operation of a computer resource24.  

 

The Rule 3(11) suffers from the following issues: 

 

a) Ultra Vires Section 79  

 

Rule 3(11) appears to be ultra vires Section 79 of the IT Act. As discussed above, the purport of 

Section 79 is to provide intermediaries with immunity from third party content made available or 

hosted on their platforms, subject to certain prescribed conditions. The obligation under Rule (11) 

appears to be beyond the scope of this purpose and is accordingly ultra vires Section 79 and should 

be deleted in its entirety.  

 

b) Inhibition of Innovation  

 

This rule has the potential to inhibit innovation and enhancements to computer resources. 

Intermediaries should have the freedom to make improvements and enhancements to computer 

resources.  

 

 

Submission:  We suggest Rule 3(11) should be deleted in its entirety from the Intermediary Guidelines 

2011.  

 

                                                             
24 Rule 3(11): The intermediary shall not knowingly deploy or install or modify the technical configuration of computer resource or become 

party to any such act which may change or has the potential to change the normal course of operation of the computer resource than what 

it is supposed to perform thereby circumventing any law for the time being in force: 

Provided that the intermediary may develop, produce, distribute or employ technological means for the sole purpose of performing the acts 

of securing the computer resource and information contained therein. 


